How to setup PatchMyPC for Intune

In this post, | am going to install trial version of PatchMyPC for Intune only. They also have same
product for Configuration Manager.

| was able to get 30 days trial license key which will be used during the setup. The setup will be on my
Domain Controller running Windows 2019. You can install on Windows Server 2016, 2019,2022 or
Windows Workstation 10 or 11.

REQUIREMENTS:

Since, | am running Windows Server 2019, | need to run this command for WSUS API
Open PowerShell as Admin and run this command
Install-WindowsFeature UpdateServices-API

> Administrator: Windows PowerShell

PowerShell
ight (C) Microsoft Corporation. All rights reserved.

PSS C:yUsers\Administrator> Install-WindowsFeature UpdateServices-APT
success Restart Meeded Exit Code

{API and PowerShell cmdlets, Windows Serve...

HARDWARE:

PatchMyPC Publisher is lightweight. Doesn’t require lot of memory or hard disk space. The min are

e CPU: 2 CPU or more
e Memory: 8GB of RAM or more
» Disk Space: 80GB of disk space or more

e The amount of disk space required will depend on the number of selected products.

INSTALLER DOWNLOAD:

You can download latest version of PatchMyPC Publishing Service from here
https://patchmypc.com/scupcatalog/downloads/publishingservice/PatchMyPC-Publishing-Service.msi

Run the installer and follow the prompts

Downloads

MName Date modified Type

Windows Installer Pack...


https://patchmypc.com/scupcatalog/downloads/publishingservice/PatchMyPC-Publishing-Service.msi

i Patch My PC Publishing Service Setup

Welcome to the Patch My PC
Publishing Service Setup
Wizard

The Setup Wizard will install Patch My PC Publishing Service
on your computer. Click "™Mext™ to continue or "Cancel” to
exit the Setup Wizard.

iitr Patch My PC Publishing Service Setup

End-User License Agresment

Please read the following license agreement carefully

TERMS OF SERVICE °

Paich My PC. LLC
Last Updated: Janmary 18, 2021
These Terms of Service ("Terms") cover every user s and
organization’s (collectively, “Customer™) use and access to the
products, services, software, and websites (collectively, "Services™)

L

(®) I accept the terms in the License Agreement

{31 do not accept the terms in the License Agreement

<oock Conce

iie Patch My PC Publishing Service Setup
Enable Intune Standalone Mode?

Optionally, you enable only Microsoft Intune publishing.

Far Intune only customers, you can disable the components and prerequisite checks related to
WSS and Configuration Manager.

Enable Microsoft Intune standalone mode

Mobe: you can re-enable Configuration Manager and WSsUS at any time in the Advanced
optons.

<ack Cores




i Patch My PC Publishing Service Setup

Select Installation Folder
This is the folder where Patch My PC Publishing Service will be installed.

To install in this folder, didk ™ext™. To install to a different folder, enter it below or dick
"Browse".

Folder:
C:\Program Files\Patch My PC\Patch My PC Publishing Servicel, Browse...

<ok ==

ii® Patch My PC Publishing Service Setup

Ready to Install T
The Setup Wizard is ready to begin the Patch My PC Publishing Service installation ‘

Click "Install™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel™ to exit the wizard.

< Back Install Cancel

il Patch My iIshing Service Setup

Completing the Patch My PC
Publishing Service Setup
Wizard

Click the "Finish™ button to exit the Setup Wizard.

[ view readme file

Launch Patch My PC Publishing Service




LICENSE KEY:

When you launch PatchMyPC the first task is to complete License key configuration. | have 30 day trial
license which, | will use to complete the task.

atch My PC - Publishing Settings - 2.1.12.0

General |ntune Apps  Intune Updates  Sync Schedule Alerts  Advanced About

License Information

Lerse e agme | Sibrritonies
Expiration date:
Licensed device count:
9 License status not tested yet.

Usage Statistics

Published applications: Last sync:
Published updates: Mext sync:
Published CVEs: Total syncs:

Certificate Management [More Info)

(o) Show Certificate Import PFX Certificate
Export Certificate . Generate a Self-Signed Certificate

@ The certificate hasn't been tested, because WSUS publishing is disabled.

Logging Options
Legging Level: Logsto Retain |53 [+
Information v| MaxSizeinMB |3 = Open PatchMyPC.log Collect Logs

concs | [ oy

Subscription Validation Succeeded

o This catalog subscription has been validated.

Licensed To: RAMLAN INC
Expiration: 19-Apr-2023




Patch My PC - Publishing Settings - 2.1.12.0

General Intune Apps Intune Updates Sync Schedule Alerts Advanced About

License Information

License Key: —:| Validate Subscription level: Enterprise Plus
Expiration date: 19-Apr-2023 | 27 days
Licensed device count: 25

Licensed to RAMLAN INC

Usage Statistics

Publizhed applications: 00 Last sync:
Publizhed updates: oo Mext sync:
Published CVEs: oo Total syncs: 00

Certificate Management (More Info

[ ] Show Certificate Import PFX Certificate

Export Certificate. .. Generate a Self-Signed Certificate

@ The certificate hasn't been tested, because W3S publizshing is dizabled.

Logging Options

Logging Level: Logsto Retain B (%

Information ~ | Max Sizein MB 3 = Open PatchMyPC.log Collect Logs

OK Cancel Apply

AZURE APP REGISTRATION:

Register PatchMyPC in Azure AD — Login to Azure and complete below task

Register an application

Name

The user-facing display name for this application (this can be changed later).

PatchMyPC-Intune Connection

Supported account types

Who can use this application or access this API?
Accounts in this organizational directory only (RAMLAN INC only - Single tenant)
Accounts in any organizational directory (Any Azure AD directory - Multitenant)
Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Personal Microsoft accounts only

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web N

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from

Register




PERMISSION FOR API — Now we will complete permissions

API Permissions -> Add a Permission -> Microsoft Graph -> Application Permissions

Select permissions
DeviceManagementApps.ReadWrite.All

Permission Admin consent required

" DeviceManagementApps (1)

DeviceManagementApps.ReadWrite All ()
Read and write Microsoft Intune apps

Select permissions
DeviceManagementConfiguration.Read.All

Permission Admin consent required

' DeviceManagementConfiguration (1)
DeviceManagementConfiguration.Read.All

~
Read Microsoft Intune device configuration and policies

Select permissions

DeviceManagementManagedDevices.Read All
Permission Admin consent required

v DeviceManagementManagedDevices (1)
DeviceManagementManagedDevices.Read All )
Read Microsoft Intune devices
Select permissions
DeviceManagemeniRBAC.Read.All

Permission Admin consent required

" DeviceManagementRBAC (1)
DeviceManagementRBAC.Read.All )
Read Microsoft Intune RBAC settings
Select permissions
DeviceManagementServiceConfig.ReadWrite.All

Permission Admin consent required

N DeviceManagementServiceConfig (1)

DeviceManagementServiceConfig.ReadWrite . All &)
Read and wrnite Microsoft Intune configuration

Select permissions

GroupMember.Read.All
Permission Admin consent required

" GroupMember (1)

GroupMember.Read.All 0
Read all group memberships




Now we have to grant permission to the above.

Add a permission Grant admin consent for RAMLAN INC _

API / Permissions name Type Description Admin consent requ...

A Application Read and write Microsoft Intune apps Not granted for RAMLA
Application Read Microsoft Intune device configuration and policies Not granted for RAMLA

e Application Read Microsoft Intune devices Not granted for RAMLA
/ Application Read Microsoft Intune RBAC settings Not granted for RAMLA
1fi Application Read and write Microsoft Intune configuration Not granted for RAMLA
Application Read all group memberships Not granted for RAMLA

Delegated Sign in and read user profile

Add a permission Grant admin consent for RAMLAN INC

API / Permissions name Type Description Admin consent requ... Status

Application Read and write Microsoft Intune apps 5 @ Granted for RAMLAN INC =+
< Application Read Microsoft Intune device configuration and policies s @ Granted for RAMLAN INC =+
e Application Read Microsoft Intune devices 5 @ Granted for RAMLAN INC =+
4 Application Read Microsoft Intune RBAC settings 5 . Granted for RAMLAN INC ==
fi Application Read and write Microsoft Intune configuration 5 @ Granted for RAMLAN INC ==

Application Read all group memberships 5 @ Granted for RAMLAN INC ==

Delegated Sign in and read user profile @ Granted for RAMLAN INC -~

CLIENT SECRET and APPLICATION ID - Now, we must add a client secret, a string that our app will use to
prove its identity when requesting a token.

Dashboard -> App Registration -> PatchMyPC-Intune Connection -> Certificates & Secrets -> New Client
Secret

Add a client secret

Descrniption Publisher Tool

Expires 365 days (12 months)

Description Expires Ct Copied rd =tID

Publisher Tool 3/22/2024

Copy the Value for the Client Secret you created. Save this value to a secure location, you will enter the
value under Application Secret in the Intune Options of the Publisher.

Navigate to the Overview node, and copy the Application (client) ID.

-~ Essentials

Copied




CONFIGURE PATCHMYPC PUBLISHER TO INTUNE TENANT — Now we will complete this task within
PatchMyPC window

Patch My PC - Publishing Settings -

General Intune Apps  |ntune Updates Sync Schedule Alerts Advanced About

[1 Enable creation of Win32 applications in Microsoft Intune

ntune Options
Intune Authentication (Azure App Registration) [(More Info)
Friendhy Name: ||r|tune Lab Testing |
% Authority: | https:/login.microsoftonline.comiramlan.ca |
Application |D: |f838d86-4—2 30b-429d-ac15-50b177a5ede3 | Test
®) Application Secret |..-oo.-ooo.-.o.--...-o...-oo.-ooo--.o.-. |
(0 Certificate: Browse... Display Selected Cerificate

Intune Win32 Application Options [More Info)
1] Digitally sign the detection method script and enforce signature checking on the application in Intune.

Select code-=signing certificate:

Di=play Selected Certificate

Update Enrollment Status Page associations with new application when an updated application is created.
Copy the assignments from previcusly created applications or updates when an updated application is created.
Dielete the assignments from previously created applications or updates when an updated application is created.
] Update application dependencies from previcusly created applications when an updated application is created.
| Copy the requirements from previously created applications or updates when an updated application is created.
[1 Delete any previcusly created applications when an updated application iz published.

Retainupte U - | previously created applications.
1 pelete any previously created updates when a new update 1= published.

Retainupte 0 * | previously created updates.

Microsoft Graph API Settings

Authentication LIRL: |http3:.l'fg raph.microsoft. com | Restore to default
Graph ba=se URL: |http3:.l'fg raph.microsoft. com/beta | Bestore to default
Ok Cancel

Intune Connection Status

Intune Connection Status  [(More Info)

Enabled | Permisszion Description

|¢| DeviceManagementApps ReadWrite All View and create applications in Intune

DeviceManagementConfiguration Read All View properties and relationships of assignment filters

DeviceManagementManagedDevices Read All | View device inventory for the auto-publish feature

DeviceManagementRBAC Read All View scopes to be assigned to applications

DeviceManagementServiceConfig ReadWrite All | Update Enrollment Status Page configurations

GroupMember.Read All View Azure AD groups to enable automatic application deployment

00000

Close



FEATURE ENABLEMENT - To enable products to publish, check the "Enable creation of Win32
applications in Microsoft Intune" checkbox.

% Patch My PC - Publishing Settings - 2.1.12.0

General Intune Apps Intune Updates Sync Schedule Alerts Advanced About

Enable creation of Win32 applications in Microsoft Intune | Options..

EI|:| All Products (Right-Click for Customization Optiong) M
] 2BrightSparks
|:| 3Dconnexion
|:| 8x8. Inc.
#[] Adobe Systems, Inc.
w ] AgileBits Inc
D Aifame
-] Amazon Web Senices, Inc.
|:| Amazon Corretto
D Andrea Vacondio
|:| Angry IP Scanner
|:| AnyDesk Software GmbH
D Apache Software Foundation
|:| App Dynamic
--D Apple
D Arduino SA
i Articulate Global, Inc.
|:| Artifex Software Inc.
D Azana, Inc.
[ Mlassian Inc
|:| Audacity Team
D Autolt Team
-] Azul Systems, Inc. O‘

m | Bandirsm ram

X,

340

0K Cancel Apply

Once the option is selected, you'll be able to enable other products. When first getting started with the
product, it is recommended that you only choose one or two products to reduce the impact on the first
sync and to validate your implementation quickly. We have found that Notepad++ and 7-Zip tend to be
great initial use case tests.

L L]

=[] 1gor Paviov =] VideoLAN T
IR/ C Media Player (x86) - EXE Install ElEl Notepad++ Team

LI VLC Media Player (x64) - EXElnstall | 1.[] Natepad++ (x86)
[ VLC Media Player (x86) - MSl Install




FEATURE ENABLEMENT - To enable products to publish, check the "Enable creation of Win32 updates
in Microsoft Intune" checkbox.

% Patch My PC - Publishing Settings - 2.1.12.0

General Intune Apps  Intune Updates  Sync Schedule Alerts Advanced About

i Enable creation of Win32 updates in Microsoft Intune Options...

|3|:| All Products (Right-Click for Customization Options) A
-] 2BrightSparks
D 30connexion
|:| 8x8, Inc.
|:| Adobe Systems, Inc.
-] AgileBits Inc.
D Airtame
|:| Amazon Web Services, Inc.
|:| Amazon Corretto
D Andrea Vacondio
D Angry IP Scanner
|:| Apache Software Foundation
|:| App Dynamic
|:| Apple
-] Articulate Glabal, Inc.
|:| Artifex Software Inc.
|:| Asana, Inc.
D Atlagsian Inc
D Audacity Team
L] Autodesk
|:| Autolt Team
D Azul Systems, Inc.
-] Bandicam.com O‘

m. | Paren M

PN ©0O

0K Cancel Apply H

Once the option is selected, you'll be able to enable other products. When first getting started with the

product, it is recommended that you only choose one or two products to reduce the impact on the first
sync and to validate your implementation quickly. We have found that Notepad++ and 7-Zip tend to be

great initial use case tests.

TYOTOE 9T

EIEI Igor Pavlov B[El VideoLAN j =
BERE| 7-Zip (x64) - EXE Install IR =W V.C Media Player (x36) - EXE Install L-JEI Notepad++ Team

-.[[] 7-Zip (x86) - EXE Install -[] VLC Media Player (x64) - EXE Install

..... 7-Zip (x64) - MSI Install -[] VLC Media Player (x86) - MSI Install
..[] 7-Zip (x86) - MS! Install - [ VLC Media Player (x64) - MS! Install




SYNC SCHEDULE - By default, we recommend the Publisher sync runs on a daily basis. The sync schedule
only controls when updates or applications are published to your environment.

Patch My PC - Publishing Settings - 2.1.12.0

General Intune Apps Intune Updates Sync Schedule Alerts Advanced About
Scheduling

® Daily: At [7 5 H 0 5 M |am «~ | *5minutes

OWeekly: on Friday At

7 =l H o = m [Pm

[ Offset (days)
E O The |Second Tuesday A7 | H D 2| M [PM B =
FHE
24| O Monthly: On |2 s 7O HD S M PM

-
@ (] Hourly: Every |4 = Hours

0 ) Disable sync schedule. Manual sync required to publish updates.

Run Publishing Service Sync

Cancel Apply

You can also manually start the sync and publication process at any time by selecting the Run Publishing
Service Sync option.

INTUNE APPLICATION MANAGER — After the sync you can view published apps in Intune. You can also
click this icon within PatchMyPC Publisher to get the list. You can do it from Intune Apps or Intune
Updates

Patch My PC - Publishing Settings - 2.1.12.0

General Intune Apps  |ntune Updates Sync Schedule Alerts Advanced About

Enable creation of Win32 applications in Microsoft Intune Options...

[=B] ANl Products (Right-Click for Customization Options)
[ 2BrightSparks

[ 2Dconnexion @

D 8x8, Inc.

[ sdobe Systems, Inc.

[ agileBits Inc.

[ Airtame

D Amazon Web Services, Inc.
=[] Amazon Corretta

[] Amazon Corretta 8 (=86)
[] Amazon Corretta 8 (B}

)
D Amazon Corretto 171 (x64) _@
i@i

[ Amazon Corretto 17 (x64)
----- [[] Amazon Corretto Latest (x64) ‘
@[] Andrea Vacondio
EEI--D Angry IP Scanner
-] AnyDesk Software GmbH
EEI--D Apache Software Foundation
@=-[] &pp Dynamic

-] Apple

-] Arduino SA

- Articulate Global, Inc. O
@[] Artifex Software Inc.

= “

5.1 Aeona lme L

Cancel Apply




= |ntune Application Manager - Intune Lab Testing

= m} X
Name Description Publisher Modfied Date Aszigned Installed Install Pending Not Applicable Classffication Purpose
L T 7 e O O R N N
Motepad++ 8.5.0 ... Motepad+=is atext editor and source code e... | Notepad+= Team | 23-Mar-202362... Applications
Update for 7-Zip ... | UDF support was improved to UDF version 2.... |lgor Paviov 23 Mar-20236:2... D ] 0 0 Updates
Update for Motep... | Motepad++ v8.5 bugfixes and new features: ... |Motepad+s Team |23-Mar-20236:2.. | ] 0 0 Updates
(More Info) | Select All Select None Show Categories Guery Published by PatchMyPC | Show All ~ Export Delete assignments Delete applications
ALERTS - You can configure alerts for email notification
@ > @ 9
General Intune Apps  Intune Updates Sync Schedule Alerts  Advanced About
SMTPF Settings [(More Info
Commaon Email Providers: Office 365 il

M Send Email Reports

[ Disable Emails for Manual Syncs

Sender: |admir1istrator@ramlar1.ca |
Recipients: |rar‘r‘l@ram|an.ca | —F=A
CC Recipients: | | =
Server: |mai|.ram|ar1.c:a | Test
Email Authentication Specified User [ use TLS
) Anonymous Port: |25 -
@ Specified User Legin: [rom l ch biect
O System Password: e

Email Sent Successfully Add text to body...
Webhook Settings (Mo

[] Enabled

Labe

Installed apps (8)

tepad++ 8.5.1




| was checking device status for compliance. This device did not have bit locker ON. So, | had to
complete below task to fix the issue.

43¢ BitLocker Drive Encryption (C:)

Starting BitLocker

Q You can't create both a recovery password and a recovery key. Contact your systerm administrator for
more information.

Delete this key from the registry.

B Registry Editor
File Edit WView Fawvorites Help
Computer\HKEY_LOCAL_MACHINEASOFTWARE\Policies\Microsoft\FVE

BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with Bitlocker.

0 For your security, some settings are managed by your system administrator.

Operating system drive

C: BitLocker on

L Sppe

. = Suspenc L

B o unlocked at startup
- T

WINDOWST1

THIS DEVICE

L

Device status

Can access cCoOmpany resources

This device meets RAMLAN INC compliance and security policies. You can access
resources like company email with this device.

Check access

Device information

inal Name

Operating System

This concludes PatchMyPC for Intune(EndPoint). | will write another blog for Configuration Manager.

Thanks

Ram
1% Apr 2023



