VMWARE HORIZON VIEW LAB CONFIGURATION — Version 8.4.2111

In this post, | am going to install and configure Horizon View Products. Will be covering the following:

Connection Server

Horizon Recording Server

Horizon Recording Agent

Horizon Agent

Horizon Client

Horizon Helpdesk Agent

Horizon OS Optimization Tool

Postgre SQL Database — How to install PostgreSQL14 on Windows Server 2019 - INFOTECHRAM
INC.
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My home lab will be:

Connection Server — VCSO1.RAMLAN.CA

vCenter Servers — VCPD.RAMLAN.CA, VCDR.RAMLAN.CA

Remote Desktop Session Server — VRDS.RAMLAN.CA

Windows 10 Golden Image workstation for Desktop Pool & Instant Clone Pool
Windows 10 Workstaion for testing — WS-W10.RAMLAN.CA

Windows 11 Workstation for testing — WS-W11.RAMLAN.CA
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CONNECTION SERVER - Just completed creating a VM within vCenter. Installed all the updates and
ready for Connection Server Install.

New Virtual Machine

1 Select a creation type Ready to complete

2 Select a name and folder Click Finish to start creation.
3 Select a compute resource

4 Select storage

5 Select compatibility Virtual machine name

6 Select a guest OS Folder

7 Customize hardware

8 Ready to complete

Host

Datastore

Guest OS name

Virtualization Based
Security

CPUs

Memory

NICs

NIC 1 network

NIC 1 type

SCsl controller 1

FINISH

Waelcome to the Installation Wizard for
VMware Horizon Connection Server

The installation wizard will install VMware Horizon Connection
Server on your computer, To continue, dick Mext.

Copyright (c) 1993-2021 VMware, Inc. Al rights reserved, This
product is protected by U.5. and international copyright and
VMware intellectual property laws. YMware products are covered by
one or more patents listed at

H 0 r i Z 'O' r'II:II http:ffwoww . vmware .com/fgo fpatents.

Product version: 2111 « Back Cancel



ﬁ Wihiware Horizon Connection Server

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different

G Install WMware Horizon Connection Server to:

C:Program Files\VMware\WMware View\Server),

= Back Mext = Cancel

ﬁ VMware Horizon Connection Server

Installation Options
Select the type of Horizon Connection Server instance you want to install

Select the type of Horizon Connection Server instance you want to install.

Harizon Replica Server Install HTML Access
Horizon Enrollment Server

Perform a standard full install. This is used to install a standalone instance of Horizon
Connection Server or the first instance of a group of servers.

Specify what IP protocol version shall be used to configure this Horizon Connection Server
instance:

This server will be configured to choose the IPv4
IPvE protocol for establishing all connections.

<ok Cance

E VhAware Horizon Connection Server =

Firewall Configuration

Automatically configure the Windows Firewall to allow incoming TCP protocol
connections.

In order for Horizon Connection Server to operate on a network, spedific incoming TCP
ports must be allowed through the local Windows Firewall service. The incoming TCF ports
for the Standard Server are 8009 (AJP13), 80 (HTTP), 443 (HTTPS), 4001 (IJMS), <4002
{IMS-S5L), 4100 (IMSIR), <4101 (JMSIR-S5L), 4172 (PColP), 8472 (Inter-pod API), and
8443 (HTML Access). UDF packets on port 4172 (PColIP) are allowed through as well.

(®) Configure Windows Firewall automatically

() Do not configure Windows Firewall

<omck Conce



ﬂ Whlware Heorizon Connection Server

Initial Horizon Administrators

Specify the domain user or group for initial Horizon administration.

To login to Horizon Administrator, you will need to be authorized. Select the local Administrators
group option or enter the name of & domain user or group that will be initially allowed to login and
will be granted full admistrative rights.

The list of authorized administrator users and groups can be changed later in Horizon
Administrator.

() Authorize the local Administrators group

(@) Authorize a specific domain user or domain group

|RAMLAN\.|—|orizonAdminsI

{domainnamelusername, domainnameigroupname or UPM format)

<sec Conce

ﬁ VMware Horizon Connection Server s

Operational Data Collection
Please read the following carefully.

VMwiare may monitor and collect configuration, performance, usage, and consumption data
relating to Customer’s and its Users’ use of the Software to fadlitate the delivery and operation
of the products and services (collectively, "Operational Data”) as described in the VMware Privacy
Motice https: /fwww . vmware. com/help/privacy . himl

<omck Cance

ﬁ VMlware Horizon Connection Server

Ready to Install the Program
The wizard is ready to begin installation.

VMware Horizon Connection Server will be installed in:

C:%WProgram Files\WMware\WMware View\Server),

Please select where you will deploy the Horizon connection server. Select General if none of the
other types apply. Note that you cannot change the deployment location of the connection
server after the installation is completed.

General P

Click Install to begin the installation or Cancel to exit the wizard.

<iack Gancel



ﬁ VWhilware Horizon Connection Server >

Installer Completed

The installer has successfully installed VMware Horizon
Connection Server. Click Finish to exit the wizard.

Next Steps:

[ Show the documentation

WARNIMG: Due to limited memory available on this system, the

vV Mware Horizon components have been configured to use reduced
. resources. Please refer to the Horizon View administration

I—I O r'l Z 0 r"l-‘" guides to determine how to correctly size this system.
Product version: 2111 = Back Finish Cancel

Open Horizon Administrator Console

VMware Horizon:

Version 2111

ram

RAMLAM e

Remember user name

vesOl.ramlan.ca

<. Connection is secure

Thas site has a wahd certificate, issued by a trusted authomty.

This means information (such as passwords or credit cards) will be
securely sent to thys site and cannot be intercepted.

Always be sure you\re on the intended site before entening any
information.

Learn more

| did use Let’s Encrypt SSL certificate for this exercise. Did import the certificate prior to installing
Connection Server.



About

ViMware Horizon Administrator

8.4 0 build - 19067837
Version 2111

Copyright (C)1998-2021. VMware, Inc. All rights reserved. This product is protected by
U.s. and international copyright and intellectual property laws. This product is covered

by one or more patents listed at hitp

Sfwmnana vmware comygospatents.

Viiware is a registered trademark or trademark of Whware, Inc. in the United States

andsor other jurisdictions. All other marks and names mentioned herein may be
trademarks of their respective companies.

Servers
vCenter Servers Gateways Connection Servers
Enable Disable | | Edit | | Backup Mow
Connection Server Version PColP Secure Gateway State
m  VCS01 8.4.0-19067837 Installed Enabled
Connection 5ervers Gateway Servers Event Database TruesSso
View Services Status View Sessions Detail @
Status MName Version Description Services Status Active Connections CPU
o @ VCSO1 840 Mo problem detected. &) 23%

vCenter Server — Settings — Servers

Add vCenter Server

1) vCenter Information

* Server address

Asterisk (*) denotes required field

@

| 192.168.0.76

© storase

* User Name

| administrator@vsphere.local

o Ready to Complete
* Password

Description

VCPD - Production Server

* PoOrt

|443

Deployment Type

[(enera

Advanced Setti

Specify the concurrent operation limits

ngs

@

Cancel



Add vCenter Server

° vCenter Information Storage Settings @

e Ready to Complete

Reclaim VM disk space

Enable View Storage Accelerator

Default Host Cache Size 1024 MB

Cache must be between 100 MB and 32,768 MB.

Hosts

show All Hosts

Edit Cache Size

Host

@ JAMERICA/hostTORONTO/192.168.0.75

Add vCenter Server

vCenter Server
° wvCenter Information

User Name

0 Storage

3} Ready to Complete

Password

Description

Server Port

Max Provision

Max Power

Max concurrent maintenance
operations

Max Instant Clone Engine Provision

Enable View Storage Accelerator

Default host cache size (MB)

VM Disk Space Reclamation

Cache Size (MB)

Default

Rowz per page g

192.168.0.76

administrator@vsphere local

b e

VCPD - Production Server

20

50

20
Yes

1,024

Domains - Settings — Domains — Instant Clone Engine Domain Accounts — Here you can add Domain

Accounts

Domains

Instant Clone Engine Domain ACCounts

Domain
) RAMLAMN.CA ram

o RAMLAN.CA administrator

Connection Server

Domain Bind



Licensing and Usage — Settings — Product incensing and Usage - Enter license for Connection Server

Licensing and Usage

Licensing Usage Customer Experience Program

Edit License

License Expiration Mewer

Desktop License Enabled
Application Remoting License Enabled

Instant Clone License Enabled

Help Desk License Enabled

Session Collaboration License Enabled

Usage Model Concurrent User

Global Settings — Settings — Global Settings — Here you can change timeout settings and others. | am not
changing anything for Security Settings and Client Restriction Settings

Global Settings

General Settings Security Settings Client Restriction Settings

General Settings >

Asterisk (*) denotes required field

#* Horizon Console Session Timeout

3000 minutes @

* APl Session Timeout

100 minutes @

* Forcibly Disconnect Users

After ~

| 600 minutes @

* Single Sign-0On (SS0)

Enabled ~ @

Client-Dependent Settings

Clients that Support Applications

+ Disconnect Applications and Discard SSO Credentials for Idle Users

MNever @

I

Other Clients



Registered Machines — Settings — Registered Machines — We will add RDS server later
Registered Machines

RDS Hosts Others

Edit Remove

Administrators — Settings — Administrators — Here you can add Administrators and Groups who will have
access to VMWare Horizon Admin Console

Global Administrators View

Administrators and Groups Role Privileges Role Permissions Access Groups
Add Remove Add Permissions Remove Permissions
Name T J Role Access Groups
w7 RAMLAN CA\HorizonAdmins O [E Administrators

B3 Rootl/)

Cloud Pod Architecture — Settings — Cloud Pod — | don’t have anything in the cloud to add. If you have
go ahead and do it.

Cloud Pod Architecture

With Cloud Pod Architecture, you can link together multiple pods to create a single desktop and brokering
environment called a pod federation. A pod federation can span multiple sites and data centers.

Initialize the Cloud Pod Architecture feature

Join the pod federation

POD A

PODB

POD
FEDERATION

L L L

-
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Event Configuration — Settings — Event Configuration — For Event Configuration, | am going to use
Postgre SQL. | already installed the software and created database called HorizonEvents. | don’t have
Syslog Server. So will ignore Syslog configuration for now.

If you need help on how to install and configure database — check this link - How to install PostgreSQL14
on Windows Server 2019 - INFOTECHRAM INC.

Event Configuration

Event Database

Mo database has been defined, events will not be recorded. Click "Edit' to specify a database server.

Edit Event Database X

* Database Server

dc.ramlan.ca

Database Type

PostgreSQL bl

* Port

5432

* Database Name

HorizonEvents

* User Name

* Password

* Confirm Password

Table Prefix



http://www.infotechram.com/index.php/2022/04/19/how-to-install-postgresql14-on-windows-server-2019/
http://www.infotechram.com/index.php/2022/04/19/how-to-install-postgresql14-on-windows-server-2019/

Global Policies — Settings — Global Policies — Not much to configure here.

Global Policies

Edit Policies

MName Global Policy
Multimedia Redirection (MMR]  Deny
LUSE Access Allow

PColP Hardware Acceleration Allow - Medium priority

With this we have completed all the configuration under Settings Menu.
| will go over Users and Groups + Inventory later.

Users and Groups

Inventory

D

ications

Farms

Machines

Monitor - Under Monitor there is not much to configure. Here you can see any issues or events as and
when reported by Connection Server, vCenter, SQL and RDS Server.

System Health Machine Status

RDS Hosts Others

 Preparing
startup
Provisioning
0 Customizing
Issues Waiting for Agent
Deleting
Maintenance Mode
* Problem Machines
Agent disabled
Agent Unreachable
Invalid IP

=
=

Agent needs reboot

Total Sessions (@ Workload Protocol failure

0 Sessions Unreachable domain
57.49% used

)

Configuration error

Unknown

Unassigned User Connected
Unassigned User Disconnected
Already Used

Provisioning Error

Mo of Sessions

Error
.  Ready
VDI Desktops RDSH Deskops RDSH Applications B Used Space (GB) Ml Free Space (GB) Available
M Active [l Idie [l Disconnected Connected

S R R R - R = R R R R =R = R R R -



HORIZON RECORDING SERVER & AGENT — | will be installing these 2 on a server running DC. It can be
installed on any machine/workstation/server.

The VMware Horizon Recording feature allows administrators to record desktop and
application sessions to monitor user behavior for Windows remote desktops and applications.

Administrators can observe a user's exact keystrokes, cursor and mouse activity, and user
behavior in a recorded desktop or application session. Recording provides greater security and
auditing for user behavior. It also helps with troubleshooting and reproducing issues the user
experiences during a session. Administrators can play back, store, and audit the recordings.

Horizon Recording consists of the following components:

» Horizon Recording Server: Collects information about the session as well as raw
recording data for storage and playback.

» Horizon Recording Agent: Records a user session, registers the session with the Horizon
Recording Server, and uploads recording data.

Install the Horizon Recording Server

To use the VMware Horizon Recording feature, install the Horizon Recording Server
component on a machine to collect information about the session as well as raw recording
data for storage and playback.

The Horizon Recording Server component consists of these items:
o A database for session information storage and configuration

» A Windows NTFS folder for recording storage

» A web service for collecting recording data, administration, and playback

You can deploy the Horizon Recording Server as a standalone setup where the server is
installed on a machine that leverages a local SQLite database stored in the installation
directory as local.db, and a local NTFS folder.

You can also deploy the Horizon Recording Server in a high available environment using
multiple servers behind a load balancer, leveraging Microsoft SQL or PostgreSQL databases, as
well as a shared NTFS folder on all servers for storing recording data. Load balancers
configured with L4 load distribution are supported.

The Horizon Recording Server is built in .Net Core and requires a 64-bit Windows server
operating system that is a member of the domain if you use group extraction. The server
operating system must be Windows Server 2016 or later (64-bit).




n Recording Server Setup

Welcome to the VMware Horizon
Recording Server Setup Wizard

The Setup Wizard will install VMware Horizon Recording
Server on your computer,

Click Mext to continue or Cancel to exit the Setup Wizard.

VMware

Horizon-

- VMware Horizon Recording Server Setup

Destination Folder
Click Mext to install to the default folder or didk Change to choose another.

Inztall YMware Horizon Recording Server to:

IC:\Program Files\WMwareHorizon Recording Server),

e WMware Horizon Recording Server Setup

Ready to install VMware Horizon Recording Server

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back || Install | | cancal




ﬁ Wivlware Horizon Recording Server Setup — =

vimware

Completed the VMware Horizon
Recording Server Setup Wizard

Click the Finish button to exit the Setup Wizard.

VMware

Horizon-

You can access Recording Server — https://dc.ramlan.ca:9443 — If you get error in Chrome try this fix

= Type the name of a pregram, folder, document, or Internet

rescurce, and Windows will open it for you.

Cancel Browse...

Username/Password: administrator/Recordingl23

The server is now available on https:/<localservername=>:9443

WiMware Horizon Recording

administrator

et ==

Audit Trail

Server Name: Recording Location Active Recordings: Recordings Today:
-7 C:\Program Files\WM... Server\Recordings o 0 Bytes
Database Type: Storage Accessible: Finished Recordings: Total Recording data:

SQLite True o O Bytes


https://dc.ramlan.ca:9443/

Administrator

Service Settings

Log Out

Authentication Settings: General LDAP Integration

Client Settings:
Local Users:

Recording Criteria:

User Name Description Administrator Built In
Server Settings: © Administrator Local Administrator Account true true
iewer Local View Only Account false true
1l | Items per page 10 1-2¢

»l CHANGE PASSWORD ]

Change Password for user: Administrator

New T (=)
Password:

[Sp QN AT

Confirm . O
Password:

CHANGE PASSWORD ’ ‘ CANCEL

Success!

V Changed password for:
Administrator




Below are some of the settings you can change if needed.

Authentication Settings: General LODAP Integration

Client Settings:
Enable LDAP Integration: ()
Recording Criteria:

Server Settings:

Client Settings:
Client Settings:

- FH Notification Message:
Recardi HEETE Your session is being recorded in accordance with security policies.

Server Settings:

Chunk Size: 5

chunks uploaded to the server (in MB). (min 1, max 50)

Upload Interval: 5

The frequency load chunks (in minute: 'min 5, max 60).

Maximum Group Wait: 120

The d t will wait, in o be retriey

ds for group membershi

Authentication Settings:

Recording Criteria:
Client Settings:

Session Types: (3P Record Local Sessions

I Recording Criteria:
@D Record Remote Sessions (Through UAG)

Server Settings:
Groups to Record:

Group Name SiD

Items per page 10

Authentication Settings:

Local Server Settings:
Client Settings:

Recording Criteria: Database Connection Type:

This walue can only be updated during a deployment

I Server Settings:

Database Connection String:

This value can only be updated during a deplo;

Cluster Settings:

Recerding Storage Folder:

This walue can only be updated during a deployment

Conversion Chunk Size:

conversion nstruct

Conversion wait time: 10

Raw Files: @D Delete Raw Files

Retention Settings:

Session Recordings: 14
The Maximum duration a recording will be ined on the se (in days). (min 1, max 365).
Augdit Trail: 30

The Maximum duration audit trial it d (in days). (min 7, max 3

SAVE



RECORDING AGENT - | will install Horizon Agent & Recording Agent on WS-W10 workstation. Later we
will install the same on the golden image that will be used for instant clone/desktop pool.

To use the VMware Horizon Recording feature, install the Horizon Recording Agent component
on all Horizon machines where you want to record sessions.

To install the Horizon Recording Agent, perform the following steps.

1. Download the HorizonRecordingAgent.exe file and copy it to a local folder.

2. Run the installer and follow the steps.

3. When prompted for the connection, provide the correct URL of the recording server in
the format https://<FQDN or IP address of recording server>:9443 along with the User Name
and Password.

a. Select the This machine is a template check box if the machine is a parent VM and a
pool will be created from it.

b. Click Register.

c. If the certificate of the server is untrusted, accept the thumbprint of the server when
prompted.

You will get below error when you try to install Recording Agent. Install Horizon Agent first and then
Recording Agent.

5

vmware

Welcome to the VMware Horizon
Recording Agent Setup Wizard

Please wait while the Setup Wizard prepares to guide you
through the installation.

Evaluating launch conditions

ii.? Viware Horizon Recording Agent Setup

The Horizon Agent is not installed or not a supported
! % wersion. (Version 8.x).

I Cancel |




HORIZON AGENT:

ﬂ Vihware Horizon Agent

Welcome to the Installation Wizard for VMware
Horizon Agent

vimware

The installation wizard will install vMware Horizon Agent on your
computer. To continue, dick Mext.

Copyright © 1998-2021 VMware, Inc. All rights reserved. This
product is protected by .5, and international copyright and
VMware intellectual property laws. YMware products are covered by one or
H O r_i Z O n - more patents listed at http:/fveww . vmware..comfgofpatents.

Product version: 21111 < Back | Mext = | | Cancel

1=
i VMware Hor

Hetwork protocol configuration

Select the communication protocol

Specify the protocol to be used to configure this Horizon Agent instance:

IPw This agent will be configured to choose the IPv4 protocol for establishing

all connections.

<Back [ Next> || cancel

Vihware Horizon Agent

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
SEIF‘.Edirection VMware Horizon Agent core functionality
VMware Virtualization Pack for !
Real-Time Audio-video

VMware Horizon Instant Clone
Client Drive Redirection
Horizon Monitoring Service Age This feature requires 23sMB on your hard

Scanner Redirection o drive.

< >

Install to:

C:%Program Files\WMware\WMware View\Agent!,

| Help || Sspace || <Bak [ Mext> ]| canca |




i'&:- Vihware Horizon Agent

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
VMware Horizon Agent core functionality

Smartcard Redirection -
Serial Port Redirection

VMware Audio

SDO Sensor Redirection
Geolocation Redirection

Horizon Performance Tracker

VMware Integrated Printing This feature requires 236ME on your hard
Help Desk Plugin for Horizon Ag w drive.
< >
Install to:
C:WProgram Files\WMware\WMware View\agenth, Change...

Help Space = Back Cancel

it VMware Horizon Agent

Remote Desktop Protocol Configuration
The following information is used to configure the Remote Desktop feature

VMware Horizon Agent requires the Remote Desktop support to be turned on. Firewall
exceptions will be added for the RDP port #3389 and the View Framework channel #32111.
What would you like to do?

{®) Enable the Remote Deskiop capability on this computer

) Do not enable the Remote Desktop capability on this computer

<pec Conce

jize VMhhware Horizon Agent

Ready to Install the Program
The wizard is ready to begin installation.

VMware Horizon Agent will be installed in:

C:'\Program Files\VMware\WMware Viewlagent),

Click Install to begin the installation or Cancel to exit the wizard.

MOTE: The VDS SAM policy will be set to "Online All™ as reqguired by the VMware Horizon
Instant Clone Agent (MGVC) feature.

< Back ] Install j Cancel



B VMware Horizen Agent >

wvimware Installer Completed

The installer has successfully installed WMware Horizon Agent.
Click Finish to exit the wizard.

r
o
Pl

WMware

Horizon-

<Back Cancel
Restart the system.

RECORDING AGENT:

Welcome to the VMware Horizon
Recording Agent Setup Wizard

The Setup Wizard will install YMware Horizon Recording
Agent on your computer.

Click Mext to continue or Cancel to exit the Setup Wizard.

VMware

Horizon-

Vhtware Horizon Recording Agent Setup

Destination Folder
Click Mext ta install to the default folder or dick Change to choose another.

Install WMware Horizon Recording Agent to:

IC:‘Program Files\WMwareHorizon Recording Agent




i VMWhware Horizon Recerding Agent

Connect to the VMware Horizon Recording Server and Register:

Server Address:
Ihttps Jffdc.ramlan.ca: 9943

User Mame:
Iadministrator

Password:

[ |
[] This machine is a template

e

Click Register — Accept Certificate warning message

=
ics

iler VIWhware Horizon Recording Agent Setup

Ready to install VMware Horizon Recording Agent

Click Install to begin the installation. Click Back to review or chanage any of yvour
installation settings. Click Cancel to exit the wizard.

Back || Install | | caneal

ng Agent Setup

Completed the WMware Horizon
Recording Agent Setup Wizard

Click the Finish button to exit the Setup Wizard.

VMware

Horizons

= Conce



HORIZON CLIENT:

ﬂ VMware Horizon®

A
Version 2111

You must agree to the Privacy Agreement and License Terms before you can install the product

Agree & Install

Customize Installation

Success!

You must restart your system for the
configuraticn changes made to Vivlware

Haorizon Client to take effect.

Restart Now

Restart Later



HORIZON HELPDESK AGENT:

iizr Heorizon HelpDesk Agent

Select Installation Folder LA

The ingtaller will inztall Horizon HelpDezk Agent to the following folder.

Toinstall in this folder, click "Mext". To install to a different folder, enter it below or click "Browse".

Folder:
II:: “Program Files [=8E]"WMMware'\HelpD eslkdgents, Browse.

Diizk Cost. ..

i-E'.:-! Horizon HelpDesk Agent

Installation Complete

Horizon HelpDezk Agent has been successfully installed.

Click "Cloze' to exit.

Horizon HelpDesk Logon

https: ffvcs0 1. ramlan.ca
administrator
LA A X 2 3 1 3 ] ]

Domain: RAMLAMN.CA

Search [Ctrl] + [f12]

Show Environment

Use Light Theme -

Exit \M
@ 19°C Mostly cloudy P T May-2022




@ Connection Servers: @ vCenter: @ Hosts: @ Datastores:
Name: : Version: Connections: Certificate Health:

VCs01 8.4.0 - 19067837 0 Valid

) Connection Servers: 9 vCenter: D Hosts: @ Datastores:
Mame: Status: Version: Connection: Datastores: Hosts: Composer:

192.168.0.76 Enabled 7.0.3-19430866 Healthy Healthy Healthy

. Connection Servers: . vCenter: . Hosts: . Datastores:
Status: Version: Cluster Mame:
CONNECTED 7.0.3 TORONTO

Connection Servers: vCenter: Datastores:
MName: Host: Accessible: Free Space (%:): Path:
EMCDATASTORE 192,168.0.76 True 75.1 JAMERICA/EMCDATASTORE
CISCODATASTORE 192.168.0.76 True 79.77 JAMERICA,/CISCODATASTORE
PLACEHOLDER 192.168.0.76 True 17.95 JAMERICA/PLACEHOLDER

With this we have completed all the required configuration for VMWare Horizon View.

GOLDEN IMAGE — This is what we will do for creating Golden Image (Windows 10 and Windows 11)

High-level Steps for our Golden VM

Download a supported Windows 10 Image

Install Windows 10 on our vCenter
Choose Network card as VXNet3

Enable CPU/vMemory Hot add
Disconect floppy drive

Install VMware Tools

Connect VM to Domain to get the dll files

Download the Fling here and run OS5 optimizations

Install View Agent

Install Apps if any ater 0OS optimizations

Clean up temp files if any, empty recycle bin, turn off windows 0S updates, browsing history
Turn off Windows Updates

Release IP

Shutdown VM

Snapshot VM




NEW VIRTUAL MACHINE:

New Virtual Machine

1 Select a creation type Select a creation type
2 Select a name and folder How would you like to create a virtual machine?

3 Select a compute resource
This option guides you through creating a new virtual machine. You
4 select storage
- Deploy from template will be able to customize processors, memory. network

5 select compatibility . - : _ i

Clone an existing virtual machine connections. and storage. You will need to install a guest operating
6 Select a guest OS 3 )

Clone virtual machine to template system after creation.
7 Customize hardware

Clone template to template
8 Ready to complete N _

Convert template to virtual machine

New Virtual Machine

1 Select a creation type Select a name and folder

2 Select a name and folder Specify a unique name and target location

3 Select a compute resource

Virtual machine name: WINIOGOLDEN
4 Select storage

5 select compatibility
6 Select a guest OS Select a location for the virtual machine.
7 Customize hardware

VCDR.RAMLAN.CA

8 Ready to complete
& = B AsiA

CANCEL

New Virtual Machine

1 Select a creation type Select a compute resource

2 Select a name and folder Select the destination compute resource for this operation
3 Select a compute resource
4 Select storage B ASIA

5 Select compatibility [N BANGALORE
6 Select a guest OS [ 192168.0.85

7 Customize hardware

8 Ready to complete

Compatibility

« Compatibility checks succeeded

CANCEL




New Virtual Machine

1 Select a creation type Select storage

2 Select a name and folder Select the storage for the configuration and disk files
3 Select a compute resource
4 Select storage

5 Select compatibility

rtual machine res K Management S
VM Storage Policy Datastore Default

Disable Storage DRS for this virtual machine
6 Select a guest OS

7 Customize hardware
r Storage

T i isi v
8 Ready to complete Name Compatibility Capacity Provisioned Free Cluster

B EMCDATASTORE - 999.75 GB 24891 GB 750.84 GB
= HPDATASTORE 164 TB 100038 GB 151 TB

an 2 items

Compatibility

«~ Compatibility checks succeeded

CANCEL

New Virtual Machine

1 Select a creation type Select compatibility

2 Select a name and folder Select compatibility for this virtual machine depending on the hosts in your environment

3 Select a compute resource

The host or cluster supports more than one VMware virtual machine version. Select a compatibility for the virtual machine
4 select storage

5 Select compatibility Compatible with: [ESXi 7O U2 and later ~ | @
6 Select a guest OS

7 Customize hardware

This virtual machine uses hardware version 19, which provides the best performance and latest features available in ESXi 7.0 U2.

8 Ready to complete

CANCEL

New Virtual Machine

1 Select a creation type Select a guest OS

2 Select a name and folder Choose the guest OS that will be installed on the virtual machine
3 Select a compute resource
B Sect s Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system installation.
5 Select compatibility Guest OS Family: [windows v

6 Select a guest OS

7 Customize hardware

Guest OS Version: [ Microsoft Windows 10 (64-bit) ~

& Ready to complete Enable Windows Virtualization Based Security @

Compatibility: ESXi 7.0 U2 and later (VM version 19)




New Virtual Machine

1 Select a creation type

2 select a name and folder
3 Select a compute resource
4 Select storage

5 Select compatibility

6 Select a guest OS

7 Customize hardware

8 Ready to complete

New Virtual Machine

1 Select a creation type

2 Select a name and folder
3 Select a compute resource
4 select storage

5 Select compatibility

6 Select a guest OS

7 Customize hardware

8 Ready to complete

New Virtual Machine

1 Select a creation type

2 Select a name and folder
3 Select a compute resource
4 select storage

5 Select compatibility

6 Select a guest OS

7 Customize hardware

8 Ready to complete

~ New Network *
Status
Adapter Type
DirectPath I/O
Shares
Reservation
Limit
MAC Address
~ New CD/DVD Drive *
Status
CD/DVD Media
Device Mode
Virtual Device Node
> MNew USB Controller

> Video card *

> General Options

» VMware Remote Console Options

> Encryption

> Power management
> VMware Tools

+ Boot Options

Firmware

Boot Delay

Force BIOS setup

Failed Boot Recovery

> Advanced

> Fibre Channel NPIV

Virtual machine name
Folder

Host

Datastore

Guest OS name

Virtualization Based
Security

CPUs

Memory

NICs

NIC 1 network

NIC 1 type

SCSl controller 1

Create hard disk 1
Capacity
Datastore

Virtual device node

Asia-Mgmt
Connect At Power On
VMXNET 3
Enable
Normal
o Mbit/s
Unlimited Mbit/s
Automatic
Datastore ISO File
Connect At Power On
BROWSE

[EMCDATASTORE] ISO/fe

New SATA Controller SATA(0:0) New CD/DVD Drive

USB 31

Specifv custom settinas

VM Name: WINIOGOLDEN

Expand for encryption settings
Expand for power management settings

Expand for VMware Tools settings

BIOS

Lock the guest operating system when the last remote user disconnects

/I Changing firmware might cause the installed guest operating system to
become unbootable.

When powering on or resetting, delay boot order by

0 milliseconds
During the next boot, force entry into the BIOS setup screen

If the WM fails to find boot device, automatically retry after

Expand for advanced settings

Expand for Fibre Channel NPIV settings

CANCEL

WINIOGOLDEN

ASIA

192.168.0.85

HPDATASTORE

Microsoft Windows 10 (64-bit)

Disabled

Asia-Mgmt (vDS-Asia)
VMXNET 3

LSI Logic SAS

New virtual disk

148 GB
HPDATASTORE
SCSI(0:0)

CANCEL

FINISH




Power on the VM

System Time:

Parallel port:

-7+
Enter

Setup Confirmation

Save configuration changes and exit now?

Y esl [Nol




14 Windows Setup

==_Windows'

Language to install: iEnglish (United States)

IO L LRI ek il English (United States)

Keyboard or input method: [fijs

Enter your language and other preferences and click "Next" to continue

& Microsoft Corporation. All rights reserved

,-z Windows Setup

Select the operating system you want to install

Operating system Architecture
Windows 10 Education x64
Windows 10 Education N x64
Windows 10 Enterprise x4
Windows 10 Enterprise N x64
Windows 10 Pro xo4
Windows 10 Pro N x64
Windows 10 Pro Education x04

Description:
Windows 10 Enterprise

Date modified
3/3/2022
3/3/2022
3/3/2022
3/3/2022
3/3/2022
3/3/2022
3/3/2022

i T M L o B

_ Net



Name Total size Free space Type

Installing Windows

Status

3

/ Copying Windows files
Getting files ready for installation (37%)
Installing features
Installing updates
Finishing up



ﬁ Windows Setup

Windows needs to restart to continue

. ______________________________________________________________________|
Restarting in 3 seconds %

[ Restart now

INSTALL VMWARE TOOLS — | will start with VMWare tools first and then install all the windows updates
and finally few applications like chrome, Firefox, office 2021, 7zip, WinRAR, Adobe Reader, Horizon
Agent, Horizon Client, Horizon Recording Agent, VLC Player & Notepad.

ﬁ‘,'? sre Tools Setup =

Welcome to the installation wizard for
VMware Tools - 11.3.5.18557794

The installation wizard will install VMware Tools on your
computer. To continue, dick Next.

Copyright (c) 1998-2021 VMware, Inc. All rights reserved.
This product is protected by copyright and intellectual
property laws in the United States and other countries as
well as by international treaties. VMware products are
covered by one or more patents listed at
http:/fwww.vmware.com/go /patents.

<deck [ Next> | | Cencel



ﬁ Viviware Tools Setup = >

vimmware’
Please select a setup type.
) Typical
Installs the program features used by this VMware product only. Select
this option if you mtend to run this virtual madhine only with this
VMware product.
(@) Complete
Installs all program features. Select this option if you intend to run this
virtual machine on multiple ViMware products.
() Custom
Lets you choose which program features to install and where to install
them. Only advanced users should select this option.
| <Back MNext > Cancel
#F VMware Tools Setup -— >

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

< Back | Install | Cancel

ﬂ Viviware Tools Setup = <

Completed the WMware Tools Setup Wizard

Clicke the Finish button to exit the Setup Wizard.

<Back Cancel

E VMware Tools Setup

e 3 You must restart your system for the configuration
) changes made to VMware Tools to take effect. Click Yes
to restart now or No if you plan to manually restart
later.

No



DISABLE IPV6:

+ EthernetD Properties

MNetworking

Connect using
I?-l wimxnet 3 Ethemet Adapter

This connection uses the following tems:
Cliert for Microsoft Networks "~

'___:' File and Printer Sharing for Microsoft Networks

B8 00 Packet Scheduler

a Intemet Protocol Version 4 (TCP/IPv4)
Microsoft Metwork Adapter Multiplexor Protocal

. Microsoft LLDP Protocol Driver
_a Intemet Protocol Version & :_"I'CPFIF"-.-'E}_ "
>

(R RIRIRA

A

Install... Uninstall DpEr

Description
Allows your computer to access resources on a Microsoft
rvetweork .

OK Cancel

HORIZON OS OPTIMIZATION TOOL — Now, | will install this tool to optimize the OS.

%5 | = | E

Optimize Generalize Update Template 1.1 (2204)
System Information
[ System Name

£l os
[=] Version 21Hz 06) & User Name

(= Windows Directory

5 Physical Memory

{JJ Processor

@ System Type
=] Windows Locale Canada 1= Display Controller
Network Adapter

T Display Adapter RAM .00 ME @

Click Analyze button to review optimization items

pel Type here to search




| Windows OS Optimization Tool for VMware Horizon = x

Finalize Update tory 1.1 (2204

System Information Analysis Summary
Dos Mic v s 10 " L 600
[=] Version E User Name 400
I Processor ntel(R) X Windows Directory
Physical Memory
Display Controller Optonal
Recommended

2 Network Adapter
Optimization Not Applied Optimization Applied

Template VMware\Windows

pected Value

v [ Modifications to Standard Image ( 518 items )
v B Security (110 items)
> [ | Defender Antivirus [ 12 items)
Firewall ( 1 items )
HVCI (7 items )

Security Center ( & items )

SmartScreen (5 items )

vV V.V V V

Telemetrv and Privacvy ( 37 items )

£ Type here to search i A 3 T dg ENG

V  Modifications to Standard Image (448 items )
V  Security (66 items)

V' SmartScreen ( 3 items)

SUCCESS Disable SmartScreen Filter for Store Apps - User Registry
SUCCESS {1} Disable SmartScreen - Machine Policy
SUCCESS {1\ Prevent managing Edge SmartScreen Filter - HKLM Registry

V  Telemetry and Privacy ( 34 items)

SUCCESS {1\ Turn off handwriting personalization data sharing - Machine Policy

SUCCESS 1% Turn off handwriting recognition error reporting - Machine Policy

SUCCESS {1\ Turn off the Windows Messenger Customer Experience Improvement Program - Machine Policy
SUCCESS {1 Turn off Windows Customer Experience Improvement Program - Machine Policy

SUCCESS /1y Turn off Windows Error Reporting - Machine Policy

SUCCESS {1\ Windows should ask for my feedback - HKCU Registry

SUCCESS {1 Turn Off Find My Device - Machine Policy

SUCCESS {1\ Disable Windows Error Reporting - Service

SUCCESS /1) Disable QueueReporting - Scheduled Task

SUCCESS /1) Disable DmClient - Scheduled Task

SUCCESS {1\ Disable Send Windows Error Reports - Machine Policy

SUCCESS (i) Disable Last Logon Info - Machine Policy

SUCCESS /1) Disable Find My Device - HKLM Regsitry

SUCCESS {1\ Stop automatically sending memory dumps for OS-generated error reports - Machine Policy
SUCCESS 1\ Turn off the advertising ID - Machine Policy

SUCCESS A\ Turn off Inventory Collector - Machine Policy

SUCCESS 1\ Turn off Let websites provide locally relevant content by accessing my language list - HKCU Registry
SUCCESS 1\ Turn off Let your apps automatically share and sync info with wireless devices that don't explicitly pair with y
SUCCESS 1\ Disable Use sign-in info to auto finish setting up device - Machine Policy

SUCCESS 1\ Disable Privacy Experience - Machine Policy

SUCCESS {1\ Disable Edge sending history - Machine Policy

SUCCESS /1) Do not harvest contacts - HKCU Registry

SUCCESS {1\ Disable Text Collection - Machine Policy

SUCCESS {1\ Disable Ink Collection - Machine Policy

SUCCESS 1\ Disable sending a specific set of diagnostic data to Microsoft - Machine Policy

SUCCESS {1\ Do not show feedback notifications - Machine Policy




SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
V  Windows Update ( 29 items )
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

SUCCESS

VLC Player
& VLC media player Setup

{1\ Disable Linguistic Collection - Machine Policy

1\ Turn off Automatically send memory dumps for OS-generated error reports - Machine Policy
i\ Disable Windows Error Reporting - Machine Policy

{1\ Disable extended telemetry for the Books tab - Machine Policy

{1\ Disable Microsoft Compatibility Telemetry - Scheduled Task

/1\ Tum off Application Telemetry - Machine Policy

{1\ Disable Telemetry Collection - Machine Policy

{1\ Do not Accept Privacy Policy - HKCU Registry

{1\ Disable pre-release features or settings - Machine Policy
{1\ Disable user control over Insider builds - Machine Policy
/}\ Disable scanning for updates as user - Scheduled Task
{1\ Disable scan For Updates - Scheduled Task

{1\ Disable Install Service Smart Retry - Scheduled Task

{1\ Disable Windows Update - Service

{1\ Disable Automatic Update - Machine Policy

{1\ Disable Windows Update scan access - Machine Policy

{1\ Turn off access to all Windows Update features - Machine Policy

Completing VLC media player Setup

VLC media player has been installed on your computer.
Click Finish to dose Setup.

] Run VLC media player

Visit the VideoLAMN VLC media player Website

7Zip

7-Zip 21.07 (x64) Setup
Destination folder:
C:\Program Files"\7-Zip"

7-Zip 21.07 (x64) is installed

<Back | Fimsh |  Cancel




Notepad++
&% Notepad++ v8.4.1 Setup —

Completing Notepad++ v8.4_1 Setup

Notepad++ v8.4. 1 has been installed on your computer.

Click Finish to dose Setup.

[CJRun Notepad++ v8.4.1

Adobe Reader DC

Adobe Acrobat Reader DC Installer = x

.8 Adobe Acrobat Reader DC: /nstallation complete

[ ] Launch Adobe Acrobat Reader DC

Finish

Google Chrome

Make Chrome your own

Already a Chrome user? Sign in




JOIN TO DOMAIN:

Now we can join the workstation to domain.

Microsoft Windows i About

Your PC is monitored and protected.

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs. AV TSR ot=Yat s tar Y aTeT o 13

Device name

Restart Now Restart Later Full device name

POWER SETTING:

AT CUYVED RIS

Change settings for the plan: Balanced
Advanced settings
Choose the sleep and display settings that you wan

K select the power plan that you want to customize, and
then choose settings that reflect how you want your

9 Some settings are managed by your system a
’ computer to manage power.

Balanced W

Ik Turn off the display: Mever Internet Explorer ~
= JavaScript Timer Frequency
% Putthe computerto sleep:  Never setting: Maximum Performance
7] Desktop background settings
i Wireless Adapter Settings
- Bsic.o
Lhange agvanced power settings
Sleep after
estore default settings for this plan Setting: MNever
# Allow wake timers

# USB settings

DiT| Evmrare

Restore plan defaults

SET ADMIN PASSWORD:

Mame Full Mame

#s Administrator
#, DefaultAccount

P Guest
S IMAGETESTER
. WDAGUtilityAccount

Set Password for Administrator

Mew password: sessERENe

Confirm password; ITTTITT LY




INSTALL HORIZON AGENT:

ﬂ Vihware Horizon Agent

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

- = Feature Desaription
USE Redirect Enables Horizon Performance Tracker
ViMware Virtualization Pack for !
Real-Time Audio-Video
VMware Horizon Instant Clone

Client Drive Redirection

Horizon Moniboring Service Age This feature requires 1046KB on your hard
i Scanner Redirection ~ drive.
< >
Install to:
Help | Space < Back _ Next > Cancel

"ﬂ ViMware Horizon Agent

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Smartcard Redirection -~ e
Serial Port Redirect Enables Horizon Performance Tracker
ViMware Audio

SDO Sensor Redirection

Geolocation Redirection

X
1

Horizon Performance Tracker

VMware Integrated Printing This feature requires 1046KB on your hard
Help Desk Plugin for Horizon Ag w drive.
£ >
Install to:
Help . Space | =< Back | MNext = Cancel
## VMware Horizon Agent x

Remote Desktop Protocol Configuration
The following information is used to configure the Remote Desktop fea

VMware Horizon Agent requires the Remote Desktop support to be turned on. Firewall
exceptions will be added for the RDP port =3389 and the View Framework channel #32111,

What would you like to do?

(@) Enable the Remote Desktop capability on this computer

(O Do not enable the Remote Desktop capability on this computer




57 VMware Horizon Agent >

Installer Completed

The installer has successfully installed VMware Horizon Agent.
Click Finish to exit the wizard.

VMwal:e
Horizon*

INSTALL HORIZON RECORDING AGENT:

ﬁ VMware Horizon Recording Agent Setup o x

Completed the VMware Horizon
Recording Agent Setup Wizard

Click the Finish button to exit the Setup Wizard.

VMware

Horizon-

CLEAR LOGS — | am using a batch file to clear all the logs.

_CHANNEL™
CHANNEL™




RELEASE IP ADDRESS:

TURN OFF WINDOWS UPDATES:

Windows Update Properties (Local Computer) >
General LogOn Recovery Dependencies
Service name
Display name: Windows Update

Enables the detection, download, and installation of

D
SacHption updates for Windows and other programs. I this

sarmiea e disshlad sare ~F bie e dae sl med e i
Path to executable:
C:\Windows \system 32svchost exe & netsvcs p
Startup type: Cisabled el

Service status Stopped

You can specify the start parameters that apply when you start the service
from here

Cance -

EMPTY BROWSER HISTORY:

Clear browsing data

Adl tirme

Browsing history

Cookies and other site data

Cached images and files
Frees o less than MEB




RDP Enabled:
Systemn Properties

Computer Name Hardware Advanced System Protection Remote

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Bemote Assistance?

Advanced...
Remote Desktop
Choose an option, and then specify who can connect.
Don't allow remote connections to this computer
Allow remote connections to this com :-:.-:—'_
Allow connections only from computers running Remote
Desktop with Met L thenticatic i Jed
Help me choose I Select Users...
OK Cancel Apply
EMPTY RECYCLE BIN:

Open
Req . B Empty Recycle Bin
Pin to Start

Create shortcut

Rename

Properties

Sleep

Shut down

Restart




CLONE VM — GOLDEN IMAGE - We will now create a clone of this VM which then becomes a new VM
with a new GUID, we will use this clone for our instant clones.

We will also create a snapshot of the base image which we are going to use for dedicated desktops ( full-
blown images ).

() Migrate...

Clone

Fault Tolerance
gl Clone to Template._..

VM Policies 5 . e as Template to

REPDR
Library...
SRMDR
Template

Compatibility

WINIOGO Export System Lo

WINTOGOLDEN - Clone Virtual Machine To Template

1Select a name and folder Select a name and folder
2 Select a compute resource  Specify a unigue name and target location
3 Select storage

VM template name: WIMOGOLDINSTANTCLONE'
4 Ready to complete

Select a location for the template.




WINTOGOLDEN - Clone Virtual Machine To Template

1 Select a name and folder Select a compute resource

2 Select a compute resource Select the destination compute resource for this operation
3 Select storage

4 Ready to complete Ba ASIA

([ BANGALORE

El 192168 .0.85

Compatibility

« Compatibility checks succeeded

CANCEL

WIN1O0GOLDEN - Clone Virtual Machine To Template
1 Select a name and folder Select storage

2 Select a compute resource Select the storage for the configuration and disk files

3 Select storage

BATCH CONFIGURE CONFIGURE PER DISK
4 Ready to complete

tual machine (R es Key Managerm
Select virtual disk format Same format as source

VM Storage Policy Keep existing VM storage policies

Disable Storage DRS for this virtual machine

- Storage - . . -
Name Compatibility Capacity Provisioned Free

B EMCDATASTORE - 99975 GB 24895 GB 7508 GB

B HPDATASTORE 164 TB 113 TB 147 TB

m

2 items

Compatibility

~~ Compatibility checks succeeded

WIN10OGOLDEN - Clone Virtual Machine To Template

1 Select a name and folder

Ready to complete
2 Select a compute resource  Click Finish to start creation.
3 Select storage

4 Ready to complete
Source virtual machine WINIOGOLDEN

Template name WINTOGOLDINSTANTCLONE
Folder ASIA

Host 192168.0 85

Datastore HPDATASTORE

Disk storage Same format as source

CANCEL FINISH




TAKE A SNAPSHOT:

Guest OS

2LDEN >
Snapshots

@ 5 Take Snapshot...
® Open Remote Console

WCDR. RAMLAN_CA Manage Snapshots

—

B AsSIA &1 Migrate...

BAMNGALORE Clone
Delete All Snapshots

B 19218801
Fault Tolerance

192168 0.4 DNS Name:
IP Addresses:

REFPDR vM Policies Host:

SRMDR —oNSOLE (1) E

Template

EEEA Compatibility
vROPSDR

WINIOGO! Export System Logs___

Take snapshot

VM Snapshot 5/1/2022, 3:48:32 PM

Description This is after creating clone to template
of this golden image]

CAMNCEL

VM TEMPLATE:

Snapshots

[g donitor Configure
! Open Remote Console

VCDR.RAMLAN.C
B AsiA G Migrate. Guest OS:

Clone Compatibility?
WMware Tool

BANGALO

(] 192168.

Fault Tolerance
DMNS Mame:
IP Addresses:

REPDR WM Policies [glel

192.168.

SRMDR ECONSOLE (i) |
Template

g Convert to Template
&
VeSOl Compatibility
= - = =
vROPSE & Export OVF Template

WINIOC Export System Logs...




Confirm Convert WIN1O

e virtual machine "WIN1

WINIOGOLDEN

DESKTOP POOL - Dedicated desktop pools contain desktops that are provisioned by the vCenter server
from a master image. Dedicated desktops thus provisioned are allocated to a particular user and
remains his own throughout the lifecycle of that VM.

We did create a golden image in one of our previous blogs, so we will now create a desktop for a user
from the VM template we created. Because this is a full desktop, the VM provisioning from View will
look the same as doing a full clone of a VM.

red virtual machine

86

WVINTC

VVINTOGOLDINSTANTCLONE




Inventory — Desktops — Desktop Pools

Desktop Pools

rT
o
o=
=
[~F]
T
o
B

clete Entitlements  ~

‘Status v |Access Groups ~ ‘\-"iew Unentitled ~

Add Pool

-

1T T
0 wuomea Desiwop ool @

(O Manual Desktop Pool @

o vCenter Server (O RDS Desktop Pool @
o User Assignment

@ sworage Optimization

e Desktop Pool Identification

6 Provisioning Settings

a vCenter Settings

e Desktop Pool Settings

Add Pool
° Type

23 vCenter Server
vCenter Server

e User Assignment ® 192.168.0.76

Q InsantClone @
© rull virwal Machines @

a Storage Optimization

e Desktop Pool Identification

a Provisioning Settings

m
a vCenter Setings

Description

Rows per page 1-1of 1 row(s)

e Desktop Pool Settings VCPD - Production Server




Add Pool

° Type @

QO Floating @
© Dedicated @

° wCenter Server B Enable Automatic Assignment

ble Multi-u / ent
3) User Assignmen Auromatic assignment is not supported for multi-user assignment pools

o Storage Optimization

9 Desktop Pool Identification

e Provisioning Settings

a vCenter Settings

a Desktop Pool Settings

Add Pool

@ nee @

Storage Policy Management @

VMware Virtual SAN

° vCenter Server

Do not ual SAN

AVirtual SAN is not available because no Virtual SAN datastores are configured.
° User Assignment

o Desktop Pool Identification
o Provisioning Settings
o vCenter Settings

o Desktop Pool Settings

Next
Add Pool - WIN10_Dedicated_Full
Asterisk (*) denotes required field
© -
@
= ID @

@ vcenter server | WIN10_Dedicated_full ! |

Display Name @

° User Assignment | Win 10 Desktop]| _ |

Access Group @

° Storage Optimization | ; v‘

Description
5) Desktop Pool lentification

o Provisioning Settings

o vCenter Settings

o Desktop Pool Settings




Add Pool - WIN10_Dedicated_Full

Asterisk (*) denotes required field
@ e
@
Basic
Enable Provisioning @
° wCenter Server
Stop Provisioning on Error
° (Ve A SsgTIET Virtual Machine Naming @
(O Specify Names Manually
o Storage Optimization | 0 names entered |
Start machines in maintenance mode
° Desktop Pool Identification # Unassigned Machines Kept Powered On
K |
6) Pro Ng Settings © Use a Naming Pattern @
* Naming Pattern
o wCenter Settings ‘ Win10-Desk-{n} _ |
Provision Machines
Desktop Pool Settings
o e E (O Machines on Demand
- Min Number of Machines
Add Pool - WIN10_Dedicated_Full
R IS A O T IS IR T NG
K |
@ vre
© Use a Naming Pattern @
* Naming Pattern
° vCenter Server
‘ Win10-Desk-{n} |
° User Assignment Provision Machines
) Machines on Demand
° Storage Optimization
© All Machines Up-Front
° Desktop Pool Identification
Desktop Pool Sizing
* Maximum Machines
6) Provisioning Settings | 2 - ‘
* Spare (Powered On) Machines
a wCenter Settings | T ‘
o Desktop Pool Settings Virtual Device
[J Add vTPM Device to VMs @
Next
Select template >
Select a template from which to deploy virtual machines for this pool. Only templates with a supported OS can be selected.
T Filter [
Template Path
@ (T2 WINTOGOLDEN FASIASAM/WINTOGOLDEN
O (&) WINTOGOLDINSTANTCLONE FASIASAM/WINTOGOLDINSTANTCLOMNE
om Rows per page 1 -2 of 2 rows




VM Folder Location X

Select the folder to store the VM &
Show All Folders [©)
v ASIA

B3 Discovered virtual machine

B wCLs
Select Host or Cluster >
Select a host or a cluster on which to run the virtual machines created for this Desktop [

~ [E8 ASIA

Bl BANGALORE

Resource Pool >

select a resource pool to use for this Deskrtop Pool. (&

[E1 BANGALORE

Select Datastores

select the Datastore Type | Individual Datastore ~

select the datastores to use for this desktop pool. Only datastores that can be used by the selected host or cluster can be selected.

<
0 Datastore Datastore Cluster Capacity (GB) Free Space (GB) FS Type Drive Type
O & E EMCDATASTORE 999.75 750.59 VMFS6& Non-SsD
@ E HPDATASTORE 1,676 1,486 97 VMFSE6 MNon-55D
1 (11 } (I selec all Pages Rows per page 1- 2 of 2 rows

Free Space Selected 1,486 97 (A minimum of 316 GB is recommended for new virtual machines)



Add Pool - WIN10_Dedicated_Full

° Type

Virtual Machine Template

* Template
° vCenter Server | ‘

FASIANVM/WINTOGOLDEN Browse ‘

@ user Assignment Virtual Machine Location

* VM Folder Location

° Storage Optimization /ASIA/NM/Prod-VM | ‘ Browse ‘

Resource Settings
° Desktop Pool Identification g

# Host or Cluster

N - ‘ /ASIA/host/BANGALORE | ‘ Browse ‘
° Provisioning Settings

* Resource Pool

F) vCenter Settings ‘."ASIA.:‘hOS[I’BANGALORE[P.ESOurCeS | ‘ Browse ‘

* Datastores

1 selected

o Desktop Pool Settings

State

Enabled ~

Connection Server Restrictions

MNone

Category Folder

None

Client Restrictions [ Enabled

Session Types

| Desktop V| @

Remote Machine Power Policy

| Take no power action v| @

Log Off After Disconnect

| Immediately V|

Add Pool - WIN10_Dedicated_Full

Connection Server Restrictions

© e

Category Folder
@ vcenter server None

Client Restrictions [ Enabled

User Assignment
Session Types

\ Desktop v\ @

Storage Optimization
Remote Machine Power Policy

‘ Take no power action v‘ @

Log Off After Disconnect

_ ‘ immediately v‘
Provisioning Settings

Allow Users to Restart Machines

(]
o
@ Deskiop Pool Identification
o
(]

vCenter Settings ‘ o v‘

[ show Assigned Machine Name @

B#) Deskrop Pool Settings
[ show mMachine alias Name @

=



Remote Display Protocol

Default Display Protocol

| Whware Blast v|

Allow Users to Choose Protocol

| Yes V|

3D Renderer

| Disabled v| @

VRAM Size
| Tz | ME

More VRAM can improve 3D performance

Maximum number of monitors

|2 v| [©)

Might require power cycle of related virtual machines @

Maximum Resolution of Any One Monitor

| 1920x1200 v| @@

Add Pool - WIN10_Dedicated_Full

- Default Display Protocol

@ Deskiop Pool Identification | VMware Blast v|

Allow Users to Choose Protocol

° Provisioning Settings | Yes Y|

3D Renderer

° vCenter Settings | Disabled v| @

VRAM Size

@ Deskrop Pool Sertings | o6 | Me

More VRAM can improve 3D performance

B) Remote play Scttings Maximum number of monitors

|2 v| (6]

@ Advanced storage Options Might require power cycle of related virtual machines. @

Maximum Resolution of Any One Monitor

| 1920x1200 v| @

0 Guest Customization

Might require power cycle of related virtual machines. @

Allow Session Collaboration
& ready to complete Enabled @

Requires VMware Blast Protocol

Add Pool - WIN10_Dedicated_Full

The following features are recommended based on your resource selection. Options that are not supported by the
selected hardware are disabled.

° Deskrop Pool Identfication

Use View Storage Accelerator

Regenerate Storage Accelerator After

Blackout Times

° Provisioning Settings

° vCenter Settings

Storage accelerator regeneration and VM disk space reclamation do not occur during blackout times. The same blackout
° Desktop Pool Settings
policy applies to both operations.

Edit Delete
° Remate Display Settings
Day Time
10) Advanced Storage Options
No records available.
0 Guest Customization
m Rows per page 0 rows

@ Ready to Complete




Add Pool - WIN10_Dedicated_Full

0 Desktop Pool Identification O Mone - Customization will be done manually

o Provisioning Settings ©Q Use this customization specification

[ Allow Reuse of Existing Computer Accounts @

° vCenter Settings

Name Guest OS5 Description
° Desktop Pool Settings

HorizonWin10 Windows
0 Remote Display Settings
o Advanced Storage Options

. Guest Customization

Ready to Complete

| used this customization foy the above. You can create one from vCenter -

vSphere Clig

Policies and Profiles

HorizonWin10 - Editing

Name and target OS

Registration information

Name NIN10
Computer name

Target guest OS5
Windows license

05 options

Administrator password

- Registration info
Time zone

Commands to run once
Computer name

Network
Product key

Workgroup or domain
Administrator access in automati

Ready to complete
Time zone (U ) m Tin
Network type

Windows Server domain




[0 Entitle Users After Adding Pool

Type

User Assignment

Assign on First Login

Enable Multi-User Assignment

vCenter Server

Unique ID

Description

Display Name

Access Group

Desktop Pool State

Session Types

Show Assigned Machine Name

Show Machine Alias Name

Client Restrictions

Remote Machine Power Policy

Log Off After Disconnect

Connection Server Restrictions

Category Folder

Allow Users to Restart Machines

Default Display Protocol

Allow Users to Choose Protocol

3D Renderer

Automated Desktop Pool

Dedicated Assignment

Yes

MO

192.168.0.86

WIN10_Dedicated_Full

Win 10 Desktop

Enabled

Desktop

Disabled

Disabled

Disabled

Take no power action

Immediately

None

None

No

VMware Blast

Yes

Disabled



VRAM Size 96.00 MB

Maximum number of monitors 2

Maximum Resolution of Any One Monitor 1920%1200
Allow Session Collaboration Enabled
Enable Provisioning Yes

Stop Provisioning on Error Yes

VM Naming Pattern Win10-Desk-{n}
Provision All Machines Up-Front No

Maximum Machines 2

Spare (Powered On) Machines 1

Add vTPM Device to VMs No

Template JTASIANM/WINTO0GOLDEN

Add Pool - WIN10_Dedicated_Full

-

Template
° Desktop Pool Identification

VM Folder Location

° Provisioning Settings
Host or Cluster

° vCenter Settings Resource Pool

Datastores

° Ee=ErapionliEnins Use VMware Virtual SAN

Guest Customization
° Remote Display Settings

Do not Power on Virtual Machines After Creation

° Advanced Storage Options
Use View Storage Accelerator

° Guest Customization Regenerate Storage Accelerator After

View Storage Accelerator Blackouts

. e @ Transparent Page Sharing Scope

FASIANVM/WINTOGOLDEN

IASIA/VM/Prod-v¥M

/ASIA/hOS/BANGALORE

1ASIA/hosS/BANGALORE/Resources

TASIA/NOS/BANGALORE/HPDATASTORE

No

HorizonWin10

No

Yes

7 days

Virtual Machine



Now the Desktop Pool is created, provisioning, customizing and it is available for use.

Desktop Pools

Edit Duplicate Delete Entitlements v | | Status > ‘Access Groups v ‘Vwew Unentitled
ID Display Name Type Source User Assignment vCenter Server Entitled
[0 [ WIN10 Dedicated Full Win 10 Desktop Automated Desktop Pool wCenter Dedicated Assignment 192.168.0.86 a

Machines

vCenter Others

RDS Hosts

Restart Desktop Reset Virtual Machine Recover

Rebuild

Remove

ONS Name Connected User Assigned User Machine Alias Host
Machines

vCenter RDS Hosts Others

Restart Desktop Reset Virtual Machine Recover Rebuild Remove
ne Connected User Assigned User Machine Alias Host

192.168.0.85

Machines

vCenter RDS Hosts Others

Restart Desktop Reset Virtual Machine Recaver Rebuild Remove
ne Connected User Assigned User Machine Alias Hest
2sk-1.ramlan.ca 192.168.0.85

e

Agent Version Datastore Status

Unknewn Provisioning

T

Agent Version Datastore Status
Unknown 2~ Customizing
T Filter C
Agent Version Datastore Status
8.4.0-19066669 2 Available

On the Connection Server — Events will give you the status what is going on as detailed below.

Events

Maximum Events

® [ TmeinuTC

Filters  ( TimePeriod: Last 2 days )
User Severity Time
@ Info 05/12/2022, 10:41 AM
@ Info 05/12/2022, 10:41 AM
@ Info 05/12/2022, 10:41 AM
RAMLAN\noor @ Info 05/12/2022, 10:40 AM
RAMLAN\noor @ Info 05/12/2022, 10:39 AM
RAMLAN\noor @ Info 05/12/2022, 10:38 AM
RAMLAN\noor @ Info 05/12/2022, 10:38 AM
RAMLANAnoor Auditsuccess  05/12/2022, 10:38 AM
RAMLAN.CA\ram Auditsuccess  05/12/2022, 10:33 AM
RAMLAN.CA\ram Auditsuccess  05/12/2022, 10:31 AM
RAMLAN CA\ram Audit success  05/12/2022, 10:29 AM
© Warning 05/12/2022, 10:28 AM
RAMLAN CA\ram Audit success  05/12/2022, 10:28 AM
@ Info 05/12/2022, 10:26 AM
@ Info 05/12/2022, 10:24 AM
@ Info 05/12/2022,10:14 AM

[ Retrieve Event Objects @

Module Source

Connection Server VCSOT.RAMLAN CA

Connection Server VCS01.RAMLAN CA
Connection Server VCS01.RAMLAN.CA
Agent ‘Win10-Desk-1.RAMLAN.CA
Agent Win10-Desk-1.RAMLAN.CA
Connection Server VCS01.RAMLAN CA
Connection Server VCS01.RAMLAN CA

Connection Server VCS01.RAMLAN.CA

Vlsi VCS01.RAMLAN.CA
Vlsi VCS01.RAMLAN.CA
Visi VCS01.RAMLAN CA

Connection Server VCS01.RAMLAN.CA

Visi VCS01.RAMLAN CA
Agent Win10-Desk-1.RAMLAN.CA
Agent ‘Win10-Desk-1. RAMLAN CA

Connection Server VCS01.RAMLAN CA

Updated 05/12/2022, 10:45 AM

ClearaAll ¥ C &

Message
Successfully configured video settings for Machine VM Win10-Desk-2 in Pool WIN1C|
Successfully canfigured page sharing settings for Machine VM Win10-Desk-2 in Poo
Successfully configured ScreenDMA cenfig option for VM Win10-Desk-2 in Pool WIN
User RAMLAN\noor has logged in to a new session on machine Win10-Desk-1

The agent running on machine Win10-Desk-1 has accepted an allocatad session for
User RAMLAN\noor requested Pool win10_dedicated_full, allocated machine Win10]
User RAMLAN\noor requested Pool win10_dedicated_full

User RAMLAN\noor has logged in

RAMLAN.CAvram entitled RAMLAN.CA\noor to desktop Win 10 Desktop
RAMLAN.CAVram entitled RAMLAN.CA\Domain Users to desktop Win 10 Deskrop
RAMLAN CAvram unentitied RAMLAN CA\Domain Users from desktop Win 10 Deskt
Broker ¥CS01.RAMLAN.CA has been detected as being configured with a small amo
RAMLAN CAvram entitled RAMLAN CA\Domain Users to desktop Win 10 Desktop
Machine Win10-Desk-1 has been successfully reconfigured

The agent running on machine Win10-Desk-1 has contacted the connection server,

Successfully configured video settings for Machine VM Win10-Desk-1 in Pool WIN1C



You can see the desktops are visible in vCenter.

Prog

WIN1O_Dedicated_Full

G Win10-Desk-1

Win10-

Summary Monitor Configure Permissions

Datastores Networks Snapshots Updates

MORE INFO

Dedicated_Full LAUNCH WEB CONSOLE

& Win10-Desk-1 LAUNCH REMOTE CONSOLE (@ w {@}

ASSIGNING USERS TO DESKTOP POOL - Our desktops are ready but for users to connect to the desktop,
we will need to grant them permissions. Select the Desktop Pools — Click Entitlements — Add

Entitlements.

Desktop Pools

‘ Add | ‘ Edit | ‘ Duplicate ‘ | Delete | Entitlements '| Status | | Access Groups | | View Unentitled -
Add Entitlements
Access Group | All 2t
D Display Name Type Source User Assignment vCenter Server
D WIN10 Dedicated Full Win 10 Desktop Automated Desktop Pool vCenter Dedicated Assignment 192.168.0.86

Add Entitlements

Add new users and groups who can use the selected pool(



Find User or Group

Type Users Groups

Domain | Entire Directory

MName/User Name | starts with

<

| | domain users

Description | starts with

MName User Name Email

Domain Users Domain Users/RANMLAN._.

1 0 @D Deselectall Pages

Add Entitlements

Add new users and groups who can use the selected pool(s).

Add
[J Name Domain Email
[J Domain Users RAMLAN.CA
D] [:] Select all Pages
Desktop Pools
Edit Duplicate Delete ‘ Entitlemeants V| | Status V‘ |Accass Groups V| ‘ View Unentitled v
O b Display Name Type Source
[m] WIN10 Dedicared Full Win 10 Desktop Automated Desktop Pool vCenter

Description

All domain users

Rows per page

In Folder

RAMLAN CA/User:

»

1-1 of 1 row(s)

X

Rows per page 1-1 of 1 rowis)

User Assignment

Dedicated Assignment

OK

vCenter Server Entitled

2



ACCESSING VDI DESKTOP BY USERS - In order to access the VDI Desktop, users can log in through Edge
or Chrome or Firefox browser or via horizon client from their laptop and type in connection server.

VMware Horizon HTML Access
HTML access is via VMware’s Blast protocol.

https://vcsOl.ramlan.ca

| am going to access above URL from another laptop using the browser and see what happens.

vesOl.ramlan.ca

VMware Horizon

You can connect to your desktop and applications by
using the VMware Horizon Client or through the
browser.

The VMware Horizon Client offers better performance
and features.

Install VMware VMware Horizon
Horizon Client HTML Access

an: daﬂa/s eHmLAmss e

L
A

VMware Horizon

a a

VMware Horizon

WELCOME TOQ INFOTECHRAM INC VDI
noor INFRASTRUCTURE

Cancel



https://vcs01.ramlan.ca/

ves(1.ramlan.ca

]

— Horizon

Win 10
Deskiop

RAM LAN TECHNOCRAT

. ; 10:41 AM
O Type here to search if 3 - A T D) NGty =

2022

About

Your PC is monitored and protected.

- ALY R P . S
See details in Windows Security

Device specifications

Device name Win10-Desk-1

Full device nam Win10-Desk-1.RAMLAMN.CA



All the applications we installed on the golden image are available for the users.

@ -

Motepad + +

o

Adobe Acrobat DC Onelrive

Google Chrome

Microscft Edge VideolLAM

Microsoft Endpoint Manager Vivhvare

Microsoft Store

Windows Acceszories

Motepad ++ Windows Administrative Tools

Windows Ease of Access
Onelrive

Windows PowerShell

Windows Security

Fe¢RNOER:=0N0<232p

Windows System

FLOATING DESKTOP POOL USING INSTANT CLONE - Instant Clone provisions in few minutes using the
VMware fork technology. Comparing itself to the old Linked Clones in old Horizon versions, the typical
issues with Boot Storms are eliminated as instant clones are always live and ready for use.

We did create a golden template in one of our previous blogs, so we will now create a desktop for a user
from the VM template we created. Instant Clones can be deployed either as a floating desktop or as a
dedicated desktop.
TN
Vi
/

JumpBox

B2 |

_~ Create Base VM )——» Install VM Tools 4»\ Optimize OS »’ Install Basic Apps 8

.
Clone Prep ’
Vi i Snapshot BaseVM Install Horizon Agent S

Cione Prep
Replica

ey




Prerequisites or instan

* An Instant Clone Domain Account

* VMotion, VMWare High Availability, and vSphere Distributed Resource Scheduler (DRS) are not supported

* Solid-State Disks (SSDs) or NVme to be used for Instant Clones

* If you have a cluster of two or more ESXi hosts with local datastores, select the local datastore from each of the hosts in the cluster. Instant clone creation fails otherwise.

Advantages of Instant Clone

* Instant Clone uses VMware fork technology which provisions VM in minutes.

* Load on vCenter is less

* No need to recomposing or refresh operations for Instant Clones

Create Instant Close Domain Accounts — Login to Connection Server — Inventory — Domains — Instant

Close Domain Accounts — Add

Domains

nstant Clone Engine Domain Accounts Connection Server Domain Bind

‘ Add ‘

Domains

nstant Clone Engine Domain Accounts Connection Server Domain Bind
‘ Add ‘
Domain User

RAMLAMN.CA

RAMLAMN.CA

ram

administrator

When, | started creating Desktop Instant Pool — | had issue to select the golden image for Instant Clone.
So, | selected Golden Image — Clone to Template and then Convert to VM. | named it as WIN10IC and as
a backup did another one as well ICWIN10. Then took a snapshot of each and named it accordingly.

WINIOGOLDEN
WINIO

I<WNAWINTO

SLIMMIa iy, Monitor

TAKE SMAPSHOT .

= ICWINTOGOLIDEM

¢® Convert to Virtual Machine...

gP Clone mplate...

WAVINNTOIC

Surmirmanry’ Monitor Conmfige

TAKE SMNAPSHOT. .

@ WIin1o_Golden__Snapshot



Now, | can select either one for this exercise.

Add Pool - Instant-Clone-Win10

~ Type
_ @
© Automated Deskiop Pool @

(O Manual Desktop Pool @

0y <05 besicop oo S

vCenter Server

User Assignment

Storage Optimization

Desktop Pool Identification

Provisioning Settings

vCenter Settings

Desktop Pool Settings

© 0 6 606 0 0 0O

d

Remorte Displav Settings e

Add Pool - Instant-Clone-Win10

© -

© Instant Clone @

© e @

vCenter Server
9 User Assignment

® 192.168.0.86
o Storage Optmization
o Desktop Pool Identification

a Provisioning Settings

1-1 of 1 row(s)

a vCenter Settings o Rows per page

Description
o Desktop Pool Settings

VCDR - Recovery Server

€% rRemote Displav Settngs e

Add Pool - Instant-Clone-Win10

©

© Floating @
° wCenter Server O Dedicated @

User Assignmen ‘ ) o @
Automatic assignment is not supported for multi-user assignment pools

o Storage Optimization

a Desktop Pool Identification
e Provisioning Settings

a wvCenter Settings

9 Desktop Pool Settings

@2 remote Displav Settings h




Add Pool - Instant-Clone-Win10

© -

Storage Policy Management ©

° vCenter Server

Use VIV e Virtual SAN

Do not use VA

ware Virtual SAN

° User Assignment /MVirtual SAN is not available because no Virtual SAN datastores are configured.
[0 use separate Datastores for Replica and OS Disks
@) Storage Optimization
o Desktop Pool Identification
o Provisioning Settings
° vCenter Settings
o Desktop Pool Settings

R rRemote Disolav Settings

Add Pool - Instant-Clone-Win10

° Type

Asterisk (*) denotes required field

*ID @

° wCenter Server
| Instant-Clone-win10 ‘

° User Assignment Display Name @

| WIM10-IC-Floating-Desktop ‘

° Storage Optimization Access Group @
| ’ v|

Desktop Pool Identifica Description

e Provisioning Settings

a vCenter Settings
o Desktop Pool Settings

» remote Displav Settings e

Asterisk (*) denotes required field

Basic
Enable Provisioning &

B3 stop Provisioning on Error

Virtual Machine Naming D
O Specify Names Manually

| 0 names entered |

© Use a Naming Pattern @

* Maming Pattern

| Win10-1CD-{n} |

Provision Machines

& Machines on Demand

Min Mumber of Machines 1

© all Machines Up-Front



Add Pool - Instant-Clone-Win10

° Type ‘ 0 names entered |

© Use a Naming Pattern @

° vCenter Server * Naming Pattern

| Win10-1CD-{n} ‘

° User Assignment

Provision Machines

O Machines on Demand

© All Machines Up-Front

° Desktop Pool Identification

Desktop Pool Sizing
* Maximum Machines

E |

* Spare (Powered On) Machines
K |

Virtual Device
[ Add vTPM Device to VMs @

o vCenter Setungs

o Desktop Pool Settings

€% rRemote Disolav Settines

Select Golden Image P

select the virtual machines to be used as the golden image for this desktop pool

[] show All Golden Images @ Operating System T Filter _

Name Path
@ (2 ICWINTO FASIAAMAICWINTD
(] @ WINTOIC FASIAAMAWINTOIC
(u1 | Rows per page 1-2of 2 rows
Select Default Image >

Golden Image in vCenter /ASIAAYIMAICWINTD

The Carbon Black scan percentage reflects the value at the time the snapshot was taken. Before cloning the snapshot, run the Carbon
Black scan in the golden image to the recommended 100%.

Snapshot Details (&)

Snapshot Time Created Carbon Black Scan (%% Complete) Description Path
@ ICWINTOGOLDEN 05/12/2022, 12:07 PM SICOWINTY
Ll 3
o Rows per page -1 of 1 rowis)

SVGA settings for Instant Clone Pool (Inherited from Golden Image)

Number of Monitors VRAM Size Resolution 3D Renderer
1 8.00 MB 1600x1200 Disabled




VM Folder Location

Select the folder to store the VM.

[ show all Folders @
~ [ AsIA

E1 Discovered virtual machine

- [Eewm]

B3 wCLS

Select Cluster

select a cluster on which to run the virtual machines created for this Desktop.

~ [Ea Aasia

[ BANGALORE

Resource Pool

Select a resource pool to use for this Desktop Pool.

[ BANGALO

Select Instant Clone Datastores

>

Select the instant clone datastores to use for this deskrtop pool

Only datastores that can be used by the selecred host or cluster can be
selected.

L

—] Datastore

Capacity (GB) Free Space (GB) FS Type Drive Type Storage Owercommic
[0 & E3 EMCDATASTORE 999 75 750.56 VMFSE Non-S5D
> E HPDATASTORE 1.676 1.380.21 WIMFSE Non-SSD Unbounded

1 [N HP Seiect ail Pages Rows per page [ 2o~ 1-20f 2 rows
Data Type Selected Free Space (GB) Min Recormmaended (GB) 50% Utilization (GB) Max Recommendaed (GB)
Instant clones 1.380.21 396 716

1.086

Rewes ner name [on e 1

-1 af 1 reasaa



A Warning

You hawe selecrted a local datastore for your instant clone pool. Please note the

following.

1. If you are deploying instant clones on a single ESXi host with local datastore, you
must configure a cluster containing that single ESXi host. If you have a cluster of
wo or more ESXi hosts with local datastores, select the local datastore from each
of the hosts in the cluster. Instant clone creation fails otherwise.

2. VMotion, WvhMWare High Availability, and vSphere Distributed Resource Scheduler
(DRS) are not supported.

3. We recommend that you use direct Solid-State Disks (SSDs). Local spinning-disk
drives may not hawve the throughput required by instant clones.

Default Image

Asterisk (*) denotes required field

* Golden Image in vCenter

|fASINVmJICWIN'IU | | Browse ‘

* Snapshot

|fICWIN1OGC}LDEN | | Browse ‘

Virtual Machine Location

* VM Folder Location

FASIAf M/ Prod-VM | | Browse

Resource Settings

* Cluster

|fASIA!h05UBANGALORE | | Browse ‘

* Resource Pool

|IASIAIhosUE&ANGALORE!ResourCES | | Browse ‘

Add Pool - Instant-Clone-Win10

|IASIA."V!TIIICWINTD | | Browse |
© -

* Snapshot

° e e |/ICWIN1DGOLDEN | | Browse |

Virtual Machine Location

° User Assignment
* VM Folder Location

IASIA/NM/Prod-VM | | Browse

° Storage Optimization

Resource Settings

° Deskrtop Pool Identification #* Cluster

| JASIA/hOSU/BANGALORE | | Browse |
° Provisioning Settings + Resource Pool

| /ASIA/host/BANGALORE/Resources | | Browse |

) vCenter Settings * Datastores

e Desktop Pool Settings
Network

Golden Image network selected

% remote Disolav Settines e




Add Pool - Instant-Clone-Win10

@ nre @

State

° vCenter Server Enabled ~

Connection Server Restrictions

° User Assignment None

Category Folder

° Storage Optimization None

Client Restrictions  [] Enabled

° Desktop Pool Identification
Session Types

‘ Desktop v‘ @

° Provisioning Settings
Log Off After Disconnect

‘ Immediately V‘

° vCenter Settings

Allow Users to Restart Machines

Desktop Pool Settings ‘ No v‘

Allow separate Desktop Sessions from Different Client Devices

Remote Displav Settines [ hin ol (6]

Add Pool - Instant-Clone-Win10

su Optimizatl .
L SR S Remote Display Protocol

Default Display Protocol

Desktop Pool Identification
° ¥ | VMware Blast V|

Allow Users to Choose Protocol

° Provisioning Settings
| Yes v|

3D Renderer

° vCenter Settings
| Manage using vSphere Client v| (&)

Allow Session Collaboration [ Enabled @
° Desktop Pool Settings

89} Remote Display Settings

@ Guest Customization

Requires VMware Blast Protocol.

Q Ready to Complete

Asterisk (*) denotes required field &

Domain

| RAMLAMN CA{ram) ~ |

* AD Container

|CN:Computers | | Find | | Browse

[ Aallow Reuse of Existing Computer ACCcounts [e»]
O Use ClonePrep

Power-Off Script Name

| | @
Power-Off Script Parameters

Example: p1 p2 p3

Post-Synchronization Script Name

| | @

Post-Synchronization Script Parameters




Add Pool - Instant-Clone-Win10

- D Allow Reuse of Existing Computer Accounts @

o Storage Optimization (O Use ClonePr

Power-Off Script Name
e Desktop Pool Identification ‘ |

Power-Off Script Parameters
° Provisioning Settings ‘ |

Example: p1 p2 p3

° WERIERr SRS Post-Synchronization Script Name

Post-Synchronization Script Parameters

o Remote Display Settings Example: p1 p2 p3

° Desktop Pool Settings

© Use a customization specification Prep)

Name Guest 05 Description

Ready to Complete

HorizonWin10 Windows

‘ Cance || Previous |m

HorizonWin10 - Editing

Name and target OS

Registration information
Name
Computer name
- . Target guest OS
windows license
5 OS options
Administrator password

- R ration info
Time zone

Commands to run once
Computer name

Network
Product key

Workgroup or domain
Administrator access

Ready to complete

Time zone

Network type

Windows Server domain

] Enrtitle Users Afrer Adding Poo

Type Automated Desktop Poo
User Assignment Floating Assignment
wvCenter Server 192.168.0.86

Unigque ID Instant-Clone-Win1o

Description -

Display Name WINTO-IC-Floating-Desktop
Access Group i

Desktop Pool State Enabled

Session Types Desktop

Client Restrictions Disabled



Log Off After Disconnect Immediately

Connection Server Restrictions None

Category Folder MNone

Allow Users to Restart Machines MNo

Allow Separate Desktop Sessions from Different Client MNo

Devices

Default Display Protocol ViMiware Blast

Allow Users to Choose Protocol Yes

3D Renderer Manage using vsphere Client
VRAM Size 200 MB

Maximum number of monitors 1

Maximum Resolution of Any One Monitor 1600x1200

Allow Session Collaboration Disabled
Enable Provisioning Yes
Stop Provisioning on Error Yes
VMM NMaming Pattern Win10-1CD-{n}
Provision All Machines Up-Front Yes
Maximum Machines 5
Spare (Powered On) Machines 1
Add vTPM Device to VMS Mo
Default Image ICWINTO - ICWINTOGOLDEMN
WM Folder Location fasiAvmProd-Win
Host or Cluster /ASIA/hosT/BANGALORE
Resource Pool fASIA/hos/BANGALORE/Resources

Add Pool - Instant-Clone-Win10

N AUU VI DEVICE WO vivis N
@ storage oprimization Derfault Image ICWINTO - ICWINTOGOLDEN
VM Folder Location IASIAMNYMSProd-ViM
° Desktop Pool Identification
Host or Cluster 1ASIA/hOSUBANGALORE
@ Frovisioning settings Resource Pool /ASIA/NOSUBANGALORE/ResOUrces
Datastores 1ASIAhOSUBANGALORE/HPDATASTORE

° vCenter Settings (Storage Overcommit Unbounded)

Use VMware Virtual SAN No
° Desktop Pool Settings
Networks Golden Image network selected
@ remote Display Sertings Domain RAMLAN.CA
AD Container CN:CDmputerS
@ Guest Customization
Guest Customization Use a customization specification (SysPrep)
Beamgals Customization Specification HorizonWin1o




Desktop Pools

|Emu[\e"ner(: v Status > |Ac:e:5E-cup: - ew Unentitled ~

Access Group | All v Filter

O o Display Name Type Source User Assignment vCenter Server

Win 10 Desktop Automated Desktop Pool vCenter Dedicated Assignment 192

10-IC-Floating-Desktop

vCenter (instant clone) Floating Assignment 192.168.0.86

mFolder
cp-replica-d53822b4-993f-__
mFEol
ClonePrepinternalTemplateFolder

* cp-template-xxxx: This is the template VM that is used to create your Instant Clones which is created from our master image.

ClonePrepParentVmFolder

* cp-parent-xxxx: The number of these VMs should match the number of hosts in your cluster.Each ESXi server will have 1 of these powered on and in memory to create the

Instant Clone VMs.

ClonePrepReplicaVmFolder

o cp-replica-xxxx: This VM is used to create the cp-parent VMs. It is used to provision additional co-parent VMs.

ClonePrepResyncVmFolder

* |f you want to update/modify the Clones with a new image it will create a VM in here for staging.

Machines

vCenter RDS Hosts Others
Machine | All V|
' Machine |Deskto|) Pool
O @ Winl0-1CD-4 Instant-IC 0
O & WinlD-1CD-1 Instant-C 0]
O & Winl1D-1CD-5 Instant-C (4]
O &) Win10-1CD-2 Instant-C 0

J & Winl0-ICD-3 Instant-Clone-Win10




Now all the Instant Clone Pool machines are available for use.

Instant-Clone-Win10

summary Machines Machines (Instant Clone Details) Sessions Entitlements Events Tasks Policies Policy Overrides

Restart Desktop Reset Virtual Machine Recover Remove

R

O Machine Connected User Assigned User Machine Alias Image Pending Image Last Compose Task Status

0O @& Win10-1CD-4 N/A N/A [ASIAAmACWINTO - /ICWINTOGOLDEN May 12,2022, 12:24:29 M None Available
O @ Win10-1CD-1 N/A N/A [ASIAAmACWINTO - /ICWINTOGOLDEN May 12, 2022, 12:24:30 PM  None Available
O & Win10-ICD-5 N/A N/A TASIANM/ICWINTO - /ICWINTOGOLDEN May 12,2022, 12:24:29 PM  None Available
O @& Win10-CD-2 N/A N/A [ASIAAMACWINTO - /ICWINTOGOLDEN May 12, 2022, 12:24:29 PM  None Available
O & Win10-ICD-3 N/A N/A FASIANmM/ICWINTO - /ICWINTOGOLDEN May 12,2022, 12:2423 PM  None Available

ASSIGN TO USERS — DESKTOP INSTANT CLONE POOL — Now we can assign to users.

Desktop Pools

‘ Add H Edit ‘ ‘ Duplicate H Delete ‘ Entitlements ~ ‘Status v ‘AccessGroups v ‘\-"iewUnentitled v
Access Group ‘ All v

U b Display Name Type Source
Instant-Clone-Win10 WIN10-IC-Floating-Desktop Automated Desktop Pool vCenter (instant clone)

Add Entitlements

Add new users and groups who can use the selected pool(s).

Add

[J Name Domain Email

(J Domain Users RAMLAM.CA

Desktop Pools

Add Edit Duplicate Delete

Entitlements v | | Status v | | Access Groups v | | View Unentitled v

O b Display Name Type Source User Assignment vCenter Server Entitled

O O Instant-Clone-Win10 WIN10-IC-Floating-Desktop Automated Desktop Pool vCenter (instant clone) Floating Assignment 192.168.0.86 1



ACCESSING VDI DESKTOP INSTANT CLONE POOL MACHINES - In order to access the VDI Desktop, users

can log in through Edge or Chrome or Firefox browser or via horizon client from their laptop and type in

connection server.
VMware Horizon HTML Access
HTML access is via VMware’s Blast protocol.

https://vcsOl.ramlan.ca

| am going to access above URL from another laptop using the browser and see what happens.

‘a

L
A

VMware Horizon

You can connect to your desktop and applications by
using the VYMware Horizon Client or through the
browser.

The ViMware Horizon Client offers better performance
and features.

N 0

Install ViMware Wilware Horizon
Horizon Client HTML Access

O Check here to skip this scresn
and ahways use HTML Access.

U

vMware Horizon

allan

—

t

‘A

L
A

VMware Horizon

WELCOME TO INFOTECHRAM INC VDI
INFRASTRUCTURE



https://vcs01.ramlan.ca/

-ramlan.ca

_F___. Horizon

WM T O-1C-

WvWin 10
Floating-  __.

Deskitop

Allan RAM LAN TECHNOCRAT
Documents
Pictures

@  Settings

H  Power

£ [rype here to search

Events

Maximum Events

2000~

@ [ TimeinuTC [J Retrieve Event Objects @

Filters ( TimePeriod: Last 2 days

ear A v C
Severity Time Module Source Message
@ Info 05/12/2022,12:54 PM Agent Win10-ICD-4 RAMLAN.CA  The agent running on machine Win10-ICD-4 has shut down, this machine will be unavailable
llan @ Info 05/12/2022, 12:53 PM Agent Win10-ICD-4RAMLAN.CA  User RAMLAN\allan has logged off machine Win10-1CD-4
lan @ Info 05/12/2022,12:51 PM Agent Win10-ICD-4 RAMLAN.CA  User RAMLAN\alIan has logged in to a new session on machine Win10-1CD-4
Machines
vCenter RDS Hosts Others
More Commands ~ |
Machine | All - Access Group | All "|
L) Machine Desktop Pool DNS Name Connected User Assigned User
O & Winl10

WIN10 Dedicated Full win10-desk-2.ramlan.ca

0 - win10-icd-4.ramlan.ca N/A

Instant-Clone-Win1

— = i
W
[ 31 Win10-

If you see above screen shot it is not assigned to any user. When user Allan used WIN10-ICD-4 for a
brief moment the use was able to use the system. Once the user logged off —it is back to the pool for

any other user to use it. That is the advantage of Floating Pool. Any user can use the system as long as
they are available.

When user log off from Instant Clone Pool desktop it is back to its original state. Any changes made to
the system by the user are not saved.



You can get granular details from Desktop Pool for each of them. Click Instant-Clone-Win10

Desktop Pools

Edit

Delete ‘ Entitlements v

Access Group | All

O i

Instant-Clone-Win10

] WIN10 Dedicated Full

Instant-Clone-Win10

WIN10-IC-Floating-Desktop

Win 10 Desktop

‘Status v ‘Access Groups ~

‘ View Unentitled ~

Type

summary Machines Machines (Instant Clone Details) Sessions Entitlements Events
| Edit ‘ ‘ Delete Deskrop Pool ‘ ‘ Entitlements ~ ‘ Maintain ~
General
Unigue ID Type

Instant-Clone-win10

Machine Source
vCenter (instant clone)

State
Enabled

Entitled Users and Groups
1

Machine Status

Available
5

Pool Settings

Maximum Machines
5

Add vTPM Device to VMs
No @

Connection Server Restrictions
None

Delete or Refresh Machine on Logoff

Delete @

Allow Users to Restart Machines
No

Maximum Resolution of Any One Monitor

Unknown

vCenter Server
Server Name
192.168.0.86

Disk
0S Disks

Allow Reuse of Existing Computer Accounts

No

Default Image

Golden Image in vCenter
ICWIN1D -+

VM folder
Instant-Clone-Win10 ..

Secondary Image
None

Storage

Free Space
1,303.92 GB

Automated Desktop Pool

Display Name
WIN10-IC-Floating-Desktop

Client Restrictions
Disabled

Machines
5

Spare (Powered On) Machines
]

Stop Provisioning on Error
Yes

Category Folder
None

Session Types
Desktop

Default Display Protocol
VMware Blast

Allow Session Collaboration
Disabled

View Storage Accelerator
Enabled

Refresh
7 day(s)

AD Relative Distinguished Name
CN=Compurters

Snapshot
ICWINT10GOLDEN -+ -

Resource Pool
Resources ...

Capacity
1,676 GB

Automated Desktop Pool

Automated Desktop Pool

Source

vCenter (instant clone)

vCenter

Policy Overrides

User Assignment
Floating Assignment

Access Group
I

Provisioning
Enabled

User Assignment
Floating Assignment

Dedicated Assignment

Allow Separate Desktop Sessions from Different Client Devices

No

VM Naming Pattern
Win10-1CD-{n}

Remote Machine Power Policy
Always Powered On (@

Log Off After Disconnect
Immediately

Allow Users to Choose Protocol
Yes

3D Renderer
Manage using vSphere Client

Transparent Page Sharing Scope
Virtual Machine

Guest Customization
SysPrep

State
Published @

Host or Cluster
BANGALORE  ---

Use VMware Virtual SAN
No



Instant-Clone-Win10

Summary Machines (Instant Clone Details) Sessions Entitlements Events Tasks Palicies Policy Overrides
Restart Desktop Reset Virtual Machine Recover Remove
T Filter
O Machine DNS Name Connected User Assigned User Machine Alias Host Agent Version Datastore
O @ Win10ICD-4 win10-icd-4.ramlan.ca N/A N/A 192168085 8.40-19066669 e
O (@ Win10-ICD-1  win10-icd-1.ramlan.ca N/A N/A 192.168.0.85 8.4.0-19066665 2 e
O @ Win10ICD-5 win10-icd-5.ramlan.ca N/A N/A 192168085 8.40-19066669 e
O (@ Win10-ICD-2  win10-icd-2.ramlan.ca N/A N/A 192.168.0.85 8.4.0-19066665 2 e
O @ Win10ICD-3  win10-icd-3.ramlan.ca N/A N/A 192168085 B8.40-1906666% 2 e
Instant-Clone-Win10
Summary Machines Machines (Instant Clone Details) Sessions Entidements Events Tasks Palicies Policy Overrides

Restart Desktop Reset Virtual Machine Recover

b

O Machine Connected User | Assigned User Machine Alias Image Pending Image Last Compose Task Status
0O & Win10ICD-4 N/A N/A IASIAAM/ICWINTO - /ICWINTOGOLDEN May 12,2022, 12:54:15PM  None Available
O & Win10-ICD-1 NAA N/A JASIANM/ICWINTO - /ICWINTOGOLDEN May 12,2022, 12:24:30 PM  None Available
O & Winl0ICD-5 N/A N/A IASIAAWM/ICWINTO - /ICWINTOGOLDEN May 12,2022, 12:24:29PM  None Available
O & WinoIcD-2 N/A N/A ASIANM/ICWINTO - /ICWINTDGOLDEN May 12,2022, 12:48:27 PM  None Available
O & Win10-ICD-3 N/A N/A ASIAAM/ICWINTO - ICWINTOGOLDEN May 12, 2022, 12:24:23 PM  None Available
Instant-Clone-Win10
Summary Machines Machines (Instant Clone Details) Entidements Events Tasks Policies Policy Overrides
Sessions | All M
Disconnect Session Logoff Session Restart Desktop Reset Virtual Machine Send Message T Filter
O user Type DNS Name Client ID Client Version
Instant-Clone-Win10
Summary Machines Machines (Instant Clone Details) Sessions En Events Tasks Policies Policy Overrides
Add Entitlements Remove Entitlements
O Name Sessions

[ # Domain Users/RAMLAN.CA

Instant-Clone-Win10

summary

Maximum Events

Filters

User

RAMLAN\allan

RAMLAN\allan

RAMLAN\zII2n
RAMLAN\allan

RAMLAN\allan

RAMLAN\noor
RAMLANnoor
RAMLAN\noor
RAMLAN\noor

RAMLANnoor

Machines

(Timeperio: Lozt 1 a2y )

Severity
@ Info
® Info
@ Info
@ Info
@ Info
@ Info
® Info
@ Info
@ Info
® Info
@ Info
@ Info
@ Info

@ Info

Machines (Instant Clone Details)

@ [ Time in uTC

Time

05/12/2022, 12:57 PM
05/12/2022, 12:54 PM
05/12/2022, 12:53 PM
05/12/2022, 12:51 PM
05/12/2022,12:51 PM
05/12/2022, 12:51 PM
05/12/2022, 12:50 PM
05/12/2022, 12:50 PM
05/12/2022, 12:48 PM
05/12/2022, 12:48 PM
05/12/2022, 12:47 PM
05/12/2022, 12:46 PM
05/12/2022, 12:45 PM

05/12/2022, 12:45 PM

Sessions

Entitlements

[ Retrieve Event Objects @

Module

Agent

Agent

Agent

Agent

Agent

Agent

Connection Server
Connection Server
Agent

Agent

Agent

Agent

Connection Server

Connection Server

Tasks

Palicies

Source
Win10-ICD-4.RAMLAN.CA
Win10-1CD-4.RAMLAN.CA
Win10-ICD-4.RAMLAN.CA
Win10-ICD-4.RAMLAN.CA
Win10-1CD-2.RAMLAN.CA
Win10-ICD-4. RAMLAN.CA
VCSOT.RAMLAN.CA
VCSOT.RAMLAN.CA
Win10-ICD-2.RAMLAN.CA
Win10-1CD-2.RAMLAN.CA
Win10-ICD-2.RAMLAN.CA
Win10-ICD-2.RAMLAN.CA
VCS01.RAMLAN.CA
VCSO1.RAMLAN.CA

Policy Overrides

Updated 05/12/2022, 1:10 PM

Clear All v C

e

3

Message

The agent running on machine Win10-ICD-4 has contacted the connection server anc
The agent running en machine Win10-ICD-4 has shut down, this machine will be una
User RAMLAN\allan has logged off machine Win10-ICD-4

User RAMLAN\allan has logged in to a new session on machine Win10-ICD-4

The agent running en machine Win10-ICD-2 has contacted the connection server anc
The agent running on machine Win10-ICD-4 has accepted an allocated session for us
User RAMLAN\allan requested Pool instant-clone-win10, allocated machine Win10-IC
User RAMLAN\allan requested Pool instant-clone-win10

The agent running en machine Win10-ICD-2 has shut down, this machine will be una
User RAMLAN\noor has logged off machine Win10-1CD-2

User RAMLAN\noor has logged in to a new session on machine Win10-1CD-2

The agent running on machine Win10-ICD-2 has accepted an allocated session for us
User RAMLAN\noor requested Pool instant-clone-win10, allocated machine Win10-1C

User RAMLAN\noor requested Pool instant-clone-win10



Instant-Clone-Win10

summary Machines Machines (Instant Clone Details) Sessions Entitlements Events Policies Folicy Overrides
Cancel Task Pause Task Resume Tz
Type Description Start Time Remaining

Instant-Clone-Win10

summary Machines Machines (Instant Clone Details) Sessions Entitlements Events Tasks Policy Overrides

Global Policy Desktop Pool Policy Applied Policy
Multimedia Redirection (MMR) Deny Inherit Deny
USB Access Allow Inherit Allow
PColP Hardware Acceleration Allow - Medium priority Inherit Allow - Medium priority

Instant-Clone-Win10

Summary Machines Machines (Instant Clone Details) Sessions Entitlements Events Tasks Policies Policy Overrides

Edit Remove

User

You can get granular details from Desktop Pool for each of them. Click Win10_Dedicated_Full

Desktop Pools
Edit Duplicate Delete ‘ Entitlements v| | Status v| | Access Groups v| | View Unentitled v|
Access Group | All - ‘
O o Display Name Type Source User Assignment
O & Instant-Clone-Win10 WIN10-IC-Floating-Desktop Automated Desktop Pool vCenter (instant clone) Floating Assignment
[0 £ WIN10 Dedicated Full Win 10 Desktop Automarted Deskrop Pool vCenter Dedicated Assignment
WIN10_Dedicated_Full

summary Machines sessions Entitlements Events Policies Policy Overrides

[eac | [ oetese Desaop pout | [ Enctamars <] [ sws <]

General

Unigue ID
WIN10_Dedicated_Full

Enable Automatic Assignment
Yes

Access Group
/

Provisioning

Enabled

Machine Status
Available

2

Pool Settings

Maximum Machines
2

Stop Provisioning on Error
Yes

Type
Automated Desktop Pool

Machine Source
vCenter

State
Enabled

Entitled Users and Groups
2

Spare (Powered On) Machines
B

VM Naming Pattern
Win10-Desk-{n}

User Assignment
Dedicated Assignment

Display Name
Win 10 Desktop
Client Restrictions
Disabled

Machines
2

Add vTPM Device to VMs
No @

Connection Server Restrictions
None



Category Folder
None

Log Off After Discannect
Immediately

Allow Users to Choose Protocol
Yes

Allow Session Collaboration
Enabled

Show Machine Alias Name
Disabled

vCenter Server
Server Name
192.168.0.86

Resource Pool
Resources ---

Disk
0S Disks

Guest Customization
SysPrep

Do not Power on Virtual Machines After Creation
Disabled

Storage

Free Space
1,303.77 GB

Datastore

unRATACTANE

WIN10_Dedicated_Full

Ssummary Sessions

Restart Desktop Reset Virtual Machine

O Machine DNS Name

[ (3 Win10-Desk-2  win10-desk-2ramlan.ca

O (& Win10-Desk-1  win10-desk-1.ramlan.ca

WIN10_Dedicated_Full

summary Machines

Sessions | All v

Disconnect Session Logoff Session

O user

WIN10_Dedicated_Full

summary Machines Sessions

Entitlements

Rebuild

Connected User

Entitlements

Remote Machine Power Policy
Take no power action

Allow Users to Restart Machines
No

Maximum number of monitors
2

3D Renderer
Disabled

VM folder
WIN10_Dedicated_Full «s«

View Storage Accelerator
Enabled

Refresh
7 day(s)

Allow Reuse of Existing Computer Accounts
No

Template
WINTOGOLDEN  ---

Capacity
1,676 GB

Events Palicies Policy Overrides

o

Assigned User Machine Alias

RAMLAN.CA\noor

Events Policies Palicy Overrides

Restart Desktop Reset Virtual Machine

Type DNS Name

Entitlements Events Policies

Add Entitlements Remove Entitlements

0 Name

O & noor@RAMLAN.CA (Noor)

O & Domain Users/RAMLAN CA

Sessions

Policy Overrides

Session Types
Desktop

Default Display Protocol
VMware Blast

Maximum Resolution of Any One Monitor
1920x1200

Show Assigned Machine Name
Disabled

Host or Cluster
BANGALORE «s»

Transparent Page Sharing Scope
Virtual Machine

Blackout Periods
Not set

Customization Specification
HorizonWin10

Use VMware Virtual SAN
No

Host Agent Version
192.168.0.85 8.4.0-1906666%

192.168.0.85 8.4.0-1906666%

Send Message

Client ID

ilter

Datastore



WIN10_Dedicated_Full

summary Machines Sessions Entitlements Policies Policy Overrides

Maximum Events | 2000 | @ O TimeinuTC  [J Retrieve Event Objects @

Filters  ( TimePeriod: Lest 1 day )

User Severity Time

RAMLAN\noor Info 05/12/2022, 10:53 AM
@ Info 05/12/2022, 10:53 AM
Info 05/12/2022, 10:51 AM
@ Info 05/12/2022, 10:41 AM
Info 05/12/2022, 10:41 AM
Info 05/12/2022, 10:41 AM

WIN10_Dedicated_Full

Module Source

Agent Win10-Desk-1.RAMLAN.CA
Agent Win10-Desk-Z.RAMLAN.CA
Agent Win10-Desk-2.RAMLAN.CA

Connection Server WCSOT.RAMLAN CA

Connection Server WCS01.RAMLAN CA

Connection Server WCS01 RAMLAN CA

Updated 05/12/2022, 1:14 PM

Clearal % C L

Message

User RAMLAN\noor has logged off machine Win10-Desk-1

Machine Win10-Desk-2 has been successfully reconfigured

The agent running on machine Win10-Desk-2 has contacted the connection server

Successfully configured page sharing settings for Machine VM Win10-Desk-2 in Poo
Successfully configured video settings for Machine VM Win10-Desk-2 in Pool WIN1C

Successfully configured ScreenDMA config option for VM Win10-Desk-2 in Pool WIN

Policy Overrides

Applied Policy
Deny
Allow

Allow - Medium priority

Policy Overrides

summary Machines Sessions Entitlements Events Policies
Edit Policies
Name Global Policy Desktop Pool Policy
Multimedia Redirection (MMR)  Deny Inherit
USB Access Allow Inherit
PColP Hardware Acceleration Allow - Medium priority Inherit
WIN10_Dedicated_Full
summary Machines Sessions Entitlements Events Policies
Edit Remove
User

PUSH NEW APPLICATION TO INSTANT CLONE DESKTOP POOL - We will use the Push Image feature on
the Instant clone desktop pool so as to upgrade/modify our existing instant clone desktop pool.

We will install FileZilla & Office 2021 onto our master image and then use the push feature on Instant

clone to modify all our live VM’s.

JumpBox

Create Base VM

Install VM Tools l-b

Optimize OS )»

Instant Clone Virtual Desktops

i

————

Install Horizon Agent




Modify Instant Close Image — Go to Desktop Pool — Select Instant-Clone-Win10 and click Edit

Desktop Pools

‘ Add ‘ ‘ Edit ‘ ‘ Duplicate ‘ ‘ Delete ‘ ‘ Entitlements V‘ ‘ Status v | | Access Groups V‘ "‘-f’iew Unentitled ~

Access Group ‘ All v‘

O b Display Name Type Source User Assignment
O Instant-Clone-Win10 WIN10-IC-Floating-Desktop Automated Desktop Pool vCenter (instant clone) Floating Assignment

Make a note of these settings

Edit Pool - Instant-Clone-Win10

General Desktop Pool Settin... Provisioning Settings vCenter Settings

Changing the vCenter settings affects newly created virtual machines only. The new settings do not affect
machines.

Default Image
Asterisk (*) denotes required field

* Golden Image in vCenter

JASIANM/ICWINTO < | @

* Snapshot

/ICWIN10GOLDEN | @

Virtual Machine Location

* VM Folder Location

fASIA/NmM/Prod-VM/Instant-Clone-Win10 -

Now go to vCenter and Power On ICWIN10 VM and install the apps.

ICWINTO

Summanry Monitor




[ : ecently adde
8t Microsoft e

V.VM Word

5‘ PowerPoint

o . Outlook

Expand v

#

B 7ze

A

== Access
A

r

Adobe Acrobat DC

You're all set! Office is installed now

Click Start to view your apps.

[ e | FileZilla FTP Client
Lo COE -l
Shutdown the VM and take a new snapshot
ICWINIO = > © @  :acmons

summary Monitor  Configure Permissions Datastores Networks Snapshots  Updates

TAKE SNAPSHOT... REVERT EDIT DELETE DELETE ALL

Go to Desktop Pools — Click Instant-Clone-Win10 — Maintain - Schedule

Desktop Pools Instant-Clone-Win10

‘ Add |

Summary  Machines  Machines (Instant Clone Details) ~ Sessions

Access Group | all

O o

Status v | | Maintain v

‘ Edit H Delete Desktop Pool HErt'tlen‘Eﬂ[s v

[0 B Instant-Clone-Win10




Schedule Push Image

Image
1 Image
Select the snapshot that will be used as the image. This snapshot can be on the current golden image or a different one.
e Schedule The machines created in this desktop pool will use the informaticn in the image as their baseline system configuration.
Golden Image in vCenter
e Ready to Complete TASIANM/ICWINTD | | Change |

Snapshot

The Carbon Black scan percentage reflects the value at the time the snapshot was taken. Before cloning the snapshort, run
the Carbon Black scan in the golden image to the recommended 100%

Snapshot Detal _

Snapshot Time Created Carbon Black Scan (% Complete) Description
O ICWINTDGOLDEN 05/12/2022, 12:07 PM
» @ ICWINTOWITHNEWAPPS 05/12/2022, 1:45 PM Installed FileZilla and O.
Next

Schedule Push Image

© Sschedule image push

@ 'maze
Specify when you want this task to start

B) schedu Startat | 2022-05-12 | = | ‘ a4 | ‘

¢ Publish secondary Image

©) Rready to Complete Publishes a secondary image to u
through the pool's Machines > More Commands = Apply Image. Use
the D

on the pool. This ima

ult Image on the poo

ready to upgrade this

O Wait for users to log off
Wairt for connected users to disconnect before the task starts. The task starts immediately on machines without active

sessions.

© Force users to log off

users will be forced to log off when the system is ready to operate on their virtual machines. Before being forcibly
logged off. users may have a grace period in which to save their work (Global Settings)

stop at first error @

The warnine and orara nerind ran he adired in alnhal carrinac:

Next
Schedule Push Image
Ready to Complete
& maze
Review the options and click Finish
@ schedule Forced logoff global settings
Logoff Message Your deskrop Is scheduled for an important update and will
shut down In S minutes. Please save any unsaved work now
@ Ready to C = Logoff Time S minutes
Affected Virtual Machines )
Start Time 05/12/2022, 1:55 PM
User Logoff Force users to log off
stop at first error Yes
Golden Image in vCenter FASIANT/ICWINITO
Snapshot JACWINTOGOLDEN/ICWINTOWITHNEWAPPS
Add vTPM Device to VMs No

Show Details

-



You should start seeing changes in these folders

@ @ Summary Monitor Cconfigure Permissions Datastores Networks Snapshots

VCDR RAMLAN CA

B Asia Guest OS: Microsoft Windows 10 (64-bit)
Compatibility ESXi 7.0 U2 and later (VM version 19)
VWMware Tools: Not running, version:11365 (Current)
cp-template-6bc54d98-bo_. ) MORE INFO

DNS Name

P Addresses:

ClonePrepinternalTemplateFol..

@ cp-template-d286963d-16

ClonePrepParentvmFolder Host:
ClonePrepReplicaVmFolder LAUNCH REMOTE CONSOLE (D) ﬂ
cp-replica-52815b4e-8659-...

cp-replica-d53822b4-993f- il RlerEiuEre

ClonePrepResyncvmFolder

Discovered virtual machine R ElEe

192 168 O 86 Cluster ([ BANGALORE
Recent Tasks Alarms

Task Name Target Status Details r Initiator
Clone virtual machine cp-template-6bc54 39% & Copying Virtual Machine files VSPHERE LOCAL\Administrator
Create virtual machine s cp-template-6bcs4 .. @ completed VSPHERE.LOCAL\Administrator
Power On virtual machine cp-template-6bc54 &2 Completed VSPHERE LOCAL\Administrator
Clone virtual machine ICWINIO @ Completed Generating nvram specificat VSPHERE LOCAL\NAdministrator
Create wvirtual machine s.. ICWINTO & Completed VSPHERE.LOCALVAdmMinistrator

e Recent Tasks Aldlarmms

-

Task MNane Target Status

FProwvweer «m wirtual rmmachine WM O DS Completed

Ponwwer O wirtual rmmachine W T O— I D — 5 Completed
Powwer «m wirtual machime W T O— 1 D — =2 Completed
Create wirtual machine s WO DS Completed
Create wirtual machine s WO DS Completed
Create wirtual Mmachine s W O— 1 D — =2 Completed
Reconfigure wirtual Mmach AT O— 1 D — Completed

Reconfigure wirtual Mach __ WO T O— -5 Completed

000000000

Reconfigure wirtual mmach WO T O— I D2 Completed
Poweer «m wiirtual machine W T O — I T e Completed
CTreate wirtual mMmachine s__ WO O— 1 -1 Completed
Reconfigure wirtual mmach WO T O— 1 Completed
Delete wirtual machine cp-template-d2Ee6oS Completed
Delete wirtual machine cp-replica-ds3S22b__ completed
Poweer «m wirtual machine W T O — 1 — ) Completed
FPowwer «(Omn wirtual smachine A a el Do B Dad me- Ty | Completed

Powewer «Om wirtual rmmachime WO T O — D 5 Completec

(<=
>
>
(<=0
(<=0
(<=0
(<=
=)

Reconfigure wirtual Mmach__ R T P S Pt o cCompleted

Now login to one of the VID floating desktops and see the changes. This is how you can update your
golden image with whatever you need in the future.

Adobe Acorobat DO
OnelDrnve FileZilla
FileFlla FTP Client

Google Chroms

e KT

[ o Erslpoint anag e Picrosoft Edge PAicrosoft Store

Picrosoft Office Tools
Microsoft Store
Microsoft Teams

roa

Twpee here to search




REMOTE DESKTOP SERVICE HOST - RDSH is a role in Microsoft Remote Desktop Services (RDS) with
which a server can host applications and desktop sessions for remote access by users. RDSH can offer
organizations cost savings. A full operating system does not have to be deployed for each user.

| will be using just a Single RDSH Server for this exercise. Created a VM and patched. Now will install
RDS role.

Create Base VM on ) > License Server
Windows 2016 )—-‘ Configure RDSH role ] se

Add Farms

RDSH SERVER FARM RDSH APP FARM

[z Add Reles and Features Wizard — O *
Select installation type No savars s salcte

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ) R .
machine, or on an offline virtual hard disk (VHD).

Installation Type

) Role-based or feature-based installation

Deployment Type
Py ype Configure a single server by adding roles, role services, and features.

® Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or sessicn-based desktop deployment.

< Previous | | Next > Deploy




&= Add Roles and Features Wizard — O *

DESTIMATIOM SERVER
Select deployment type E————
Before You Begin Remote Desktop Services can be configured across multiple servers or on one server.

Installation Type _
Y (®) Standard deployment

Deployment Type

A standard deployment allows you to deploy Remote Desktop Services across multiple servers.
Deployment Scenario

e
Role Services O Quick Start

A Quick Start allows you to deploy Remote Desktop Services on one server, and creates a collection

D ST and publishes Remotelpp programs.

RD Web Access

RD Session Host

Confirmation
< Previous | | Next = Deploy
[ Add Roles and Features Wizard - O X
. DESTINATICN SERVER
Select deployment scenario Standird deployment seected

Remate Desktop Services can be configured to allow users to connect to virtual desktops, Remotelpp

Before You Begin "
programs, and session-based desktops.

Installation Type

Deployment Type O Virtual machine-based desktop, deployment

E=Iol A O

Virtual machine-based desktop deployment allows users to connect to virtual desktop collections
that include published RemoteApp programs and virtual desktops.

Deployment Scenario

Role Services

RD Connection Eroker {®) Session-based desktop deployment

Session-based desktop deployment allows users to connect to session collections that include

W i -
HORE published RemoteApp programs and sessicn-based desktops.

RD Session Host

Confirmation

< Previous | | MNext > Deploy




iz Add Roles and Features Wizard — O *

DESTIMATION SERVER

Review role services Standard deployment selected

Before You Begin The following Remote Desktop Services role services will be installed and configured for this
deployment.
Installation Type
Deployment Type E Remate Desktop Connect!'on Broker _ _

Remote Desktop Connection Broker connects or reconnects a client device to Remotelpp

Deployment Scenario programs, session-based desktops, and virtual desktops.

@ Remote Desktop Web Access
Remote Desktop Web Access enables users to connect to resources provided by session
RD Web Access collections and virtual desktop collections by using the Start menu or a web browser,

RD Connection Broker

RD Session Host Remate Desktop Session Host

Remote Desktop Session Host enables a server to host RemoteApp programs or session-based

DII

Confirmation
desktops.
o The credentials of the RAMLAN\ADMIMISTRATOR account will be used to create the
deployment.
< Previous | | Next > Deploy
[ Add Roles and Features Wizard — O *
- - DESTINATION SERVER
Specify RD Connection Broker server Standard deployment slected
Before You Begin Select the servers from the server pool on which to install the RD Connection Broker role service.

Installation Type
Daployment Type Selected

Deployment Scenario Computer
] Filter: |
Role Services 4 RAMLAN.CA (1)
RD Connection Broker MName IP Address Operating VRDS
RD Web Access VRDS.RAMLAN.CA 192.168.0.91

RD Session Host

Confirmation

{ >

1 Computer(s) found 1 Computer(s) selected

< Previous | | MNext > Deploy




iz Add Roles and Features Wizard — O *

- DESTINATIOM SERVER
Specify RD Web Access server Scandard deployment selecced
Before You Begin Select a server from the server pool on which to install the RD Web Access role service.
Installation Type [] Install the RD Web Access role service on the RD Connection Broker server

Deployment Type

Depl.o-l’.'rr'lep-_ scenario Server Pool Selected
Rale Services Computer
o Commeeion £ro Filter: | |
Lonnacion sroker 4 RAMLAN.CA m}
RD Web Access Mame IP Address Operating VRDS
RD Session Host VRDS.RAMLAN.CA 192.168.0.91
Confirmaticn
¢ >
1 Computer(s) found 1 Computer(s) selected
< Previous | | Next = Deploy
[z Add Roles and Features Wizard — O *
. . DESTIMATION SERWVER
Specify RD Session Host servers Sandard deployment selected
Before You Begin Select the servers from the server pool on which to install the RD Session Host role service, If mare than

Installation Type one server is selected, the RD Session Host role service will be deployed on all of them.

Deployment Type

) Server Pool Selected
Deployment Scenario
_ Computer

Role Services Filter: | |
RC Connection Broker 4 BAMLAN.CA (1)
RD Wehb Access Mame IP Address Cperating VRDA
RD Session Host VRDS.RAMLAN.CA 192.168.0.91
Confirmation

{ >

1 Computer(s) found 1 Computer(s) selected

< Previous | | MNext > Deploy




fE= Add Roles and Features Wizard

Confirm selections

Before You Begin
Installation Type
Deployment Type
Deployment Scenario
Role Services

RD Connection Broker
RD Web Access

RD Session Host

Confirmation

e Add Roles and Features Wizard

View progress

DESTINATION SERVER

O

Standard deployment selected

pes

To complete the installation, you must restart the RD Session Host servers. After installation is complete

on the remote computers, the local computer will be restarted.

RD Connection Broker (1 server selected)
VRDS.RAMLAN.CA

RD Web Access (1 server selected)
VRDS.RAMLAN.CA

RD Session Host (1 server selected)

1. The following servers may restart after the role service is installed.

VRDS.RAMLAN.CA

< Previous Mext »

The selected Remote Desktop Services role services are being installed.

Deploy Cancel

O

s

DESTIMATION SERVER
Standard deployment selected

Server Progress

RD Connection Broker role service

RD Web Access role service

RD Session Host role service

Status

VRDS.RAMLAMN.CA I Succeeded

VRDS.RAMLAN.CA I Succeeded

VRDS.RAMLAM.CA I Succesded

< Previous MNext >

Close

Cancel



HORIZON VIEW AGENT — Will install Agent and restart the server.

ﬂ Vhware Horizon Agent

vmware WEI_Uome to the Installation Wizard for VMware
Horizon Agent

The installation wizard will install YMware Horizon Agent on your
computer. To continue, dick Mext.

Copyright © 1938-2021 WMware, Inc. All rights reserved. This
product is protected by U.S. and international copyright and
VMware intellectual property laws. VMware products are covered by one or
H O‘ r_i Z O‘ n — more patents listed at http: ffwww . vmware.com/fgo/patents.

Product version: 2111.1 < Badk | Mext = | | Cancel

ﬂ VWhlware Horizon Agent

Metwork protocol configuration

Select the communication protocol

Specify the protocol to be used to configure this Horizon Agent instance:

IPwv< This agent will be configured to choose the IPv4 protocol for establishing
all connections.
<Back |[[ Next> ]| cancal

ﬂ Whware Horizon Agent

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

~ Feature Description
WMware Horizon Agent core functionality
- M - | USBE Redirection
- M« | YMware Virtualization Pack for !
- = ~ | Real-Time Audio-Video
- ¥ ~ | vMware Horizon Instant Clone
.= ~ | Client Drive Redirection TI"!is feature requires 243ME on your hard
; <= ~ | Horizon Monitoring Service Age w drive.
£ >
Install to:

C:\Program Files\WMware\WMware View\Agent),

wee || e || <eak [ mets ]| Concal |




5 VMware Horizon Agent ot

Register with Horizon Connection Server
Enter the Horizon Connection Server that this machine will connect to.

Enter the server name of a Horizon Connection Server {standard or replica instance) and
administrator login credentials to register this machine with the Horizon Connection Serwver,

|veso1.ramlan.ca (hostname or IP address)

Authentication: () Authenticate as the currently logged on user
(®) Specify administrator credentials
Username:
|ram|an\administrator (DomainUser)

Password:

| < Back | Next> | | Cancel

17 vMware Horizon Agent

Ready to Install the Program
The wizard is ready to begin installation.

WMware Harizon Agent will be installed in:

C:VProgram Files\WMware\WMware View\Agent),

Click Install to begin the installation or Cancel to exit the wizard.

< Back | Install ] | Cancel

#F VMware Horizon Agent >

Installer Completed

The installer has successfully installed VMware Horizon Agent.
Click Finish to exit the wizard.

VMware

Horizon-

<oock Conce



| will install a number of applications on the RDS server, if we have to configure application pool later.

Organize -

Mame

(62 7-Zip 21.07 (x64
AdobeAcrobat Reader DC

EFiIeZiIIa Client 3.59.0
[EFileZilla FTP Client
G' Google Chrome

& Microsoft Edge

f_] Microsoft Office LTSC Professional Plus 2021 - en-us

l] Microsoft Office LTSC Professional Plus 2021 - fa-ir.pr...

& Microsoft Onelrive

ﬁMicmsof‘t Visual C++ 2015-2019 Redistributable (x64)...

‘_'E!Microsof't Visual C++ 2015-2019 Redistributable (x86)..,
& Mozilla Firefox (x84 en-CA}

1y Mozilla Maintenance Service

HNotegad++ (B4-bit x64

[#=] Tearns Machine-Wide Installer

A VLC media player

VMware Horizon Agent
@‘u‘Mware Tools

Publisher Installed On  Size Version

lgor Pavlov 12-May-20.., 531 MEB  21.07

Adobe Systems Incorporated 12-May-20... 421 MB  22.001.20117
Tim Kosse 12-May-20... A10ME 3580

FileZilla Project 12-May-20... IT9MEB  3.50.0.0

Google LLC 12-May-20... 83.0MEB  101.0.4951.67
Microsoft Corporation 10-May-20... 101.0.1210.39
Microsoft Corporation 12-May-20.., 16.0.14332.20145
Microsoft Corporation 12-May-20... 16.0.14332.20145
Microsoft Corporation 12-May-20... 152 MEB  21.030.0211.0002
Microsoft Corporation 12-May-20... 201 MB  14.20.30133.0
Microsoft Corporation 12-May-20... 179MB 14.29.30133.0
Mozilla 12-May-20.., 207 MB  100.0

Mozilla 12-May-20... F4KB 1000
Notepad++ Team 12-May-20... 134MEB 841

Microsoft Corporation 12-May-20... 116 MEB  1.4.0.19572
VideolAN 12-May-20... 3.0174
ViMware, Inc, 12-May-20... 2ITMB 840

Viware, Inc. 28-Apr-2022 128MB  11.3.5.18557794

RDSH Horizon View Configuration — Now we can complete the configuration on Connection Server.

Desktop Pools

‘ Add ‘

Add Pool

Type
O Auomated Deskiop Pool

Desktop Pool Identification

Desktop Pool Settings

Select RDS Farms

Ready to Complete

(O Manual Desktop Pool @

© RDS Desktop Pool

| Cancel |



Add Pool - RDSH_Server

Asterisk (*) denotes required field

@ Tyee ®

= 1D @

2) Desktop Pool Iden

‘ RDSH_Server |

Display Name @

o Desktop Pool Settings ‘ VRDS |

Description

o Select RDS Farms Single RDSH Server for use with Connection Server‘l

o Ready to Complete

Add Pool - RDSH_Server

@
Type
° i State

| Enabled

° Desktop Pool Identification
Connection Server Restrictions

None

3 Desktop Pool Settings
Cartegory Folder

None

o Select RDS Farms
Client Restrictions [ Enabled

e Ready ro Complete Allow Separate Desktop Sessions from Different Client Devices

No

Add Pool - RDSH_Server

@ e “
@ Create a new RDS farm

O Select an RDS farm for this desktop pool

° Desktop Pool Identification T Filter

Q

° Desktop Pool settings
e Identification and Settings
e Load Balancing Settings
o Select RDS Hosts

o Ready to Complete




Asterisk (*) denotes required field
* 1D

RDSH-Server-Farms

Description

2
Access Group
/! ~
Farm Settings
Default Display Protocol (@)
| VMware Blast v|
Allow Users to Choose Protocol
| Yes - ‘
Pre-launch Session Timeout (Applications Only) &
| After V| | 10 minutes
Add Pool - RDSH_Server
Default Display Protocol @
© -
| VMware Blast V|
Allow Users to Choose Protocol
° Deskrop Pool Identification
| Yes v|
° Deskrop Pool Settings Pre-launch Session Timeout (Applications Only) @
|Af[er v| ‘ 10 ‘ minutes
° Select RDS Farms. Empty Session Timeout (Applications Only) @
|Aﬁer v| ‘ 1 ‘ minutes
5 cation and Settings When Timeout Occurs
[[orsconnect -

e Load Balancing Settings
Logoff Disconnected Sessions

Never

[] Bypass Session Timeout @

@ select RDS Hosts

e Ready to Complete Allow Session Collaboration [ Enabled @

Requires VMware Blast Protocol

Add Pool - RDSH_Server

—_— Use Custom Script  [] Enabled @

Include Session Count Enabled @

Asterisk (*) denotes required field
* CPU Usage Threshold

‘85 ‘ @

Desktop Pool Identification

Desktop Pool Settings
# Memory Usage Threshold

‘ 80 ‘ @
Select RDS Farms

* Disk Queue Length Threshold

E | @

Identification and Settings

= Disk Read Latency Threshold

[ ad Balancing Settings ‘U ‘ @

* Disk Write Latency Threshold
o Select RDS Hosts ‘ o ‘ @

* Connecting Session Threshold

o Ready to Complete ‘ o ‘ D

* Load Index Threshold




Add Pool - RDSH_Server
° Type
° Desktop Pool Identification
° Deskrop Pool Settings
° Select RDS Farms
° Identification and Settings
° Load Balancing Settings

7)) Select RDS Hosts

o Ready to Complete

Add Pool - RDSH_Server

° Type

Select RDS hosts to add to the farm RDSH-Server-Farms

DNS Name Type

vrds.ramlan.ca Windows Server 2016 or above

1 [0 @D peselectal Pages

[ Eentitle Users After Adding Pool

T Filter (&

Max Number of Connections Status

150 Available

1-1of 1 row(s)

Rows per pags (20 %)

Type RDS Desktop Pool
° Desktop Pool Identification
Unique ID RDSH_Server
° Desktop Pool Settings Description single RDSH Server for use with Connection Server
Display Name VRDS
° Select RDS Farms
Desktop Pool State Enabled
° Identification and Settings
Client Restrictions Disabled
° Load Balancing Settings Connection Server Restrictions None
Category Folder None
° Select RDS Hosts
Allow Separate Desktop Sessions from Different Client No
Devices
_ ) Ry @R RDS Farm RDSH-Server-Farms
Desktop Pools
Edit Duplicate Delete ‘ Entitlemants ‘ Status v ‘ Access Groups ¥ ‘ View Unentitled ~
Access Group | all v
ID Display Name Type Source User Assignment

Instant-Clone-Win10 WIN10-IC-Floating-Desktop

WIN10 Dedicated Full Win 10 Desktop

(]
0O =g
0o o
O

[ RDSH Server

VRDS

Automated Desktop Pool
Automated Desktop Pool

RDS Desktop Pool

vCenter (instant clone) Floating Assignment

vCenter Dedicated Assignment

vCenter (instant clone) Dedicated Assignment



Farms

Add Edit Delete | More Commands

| Access Group ~

Access Group ‘ All

O b

(] RDS5H-Server-Farms

Entitlements — Now we can add users that can use RDSH Farm

Desktop Pools

Type Source RDS Hosts
Manual vCenter 1
| Add ‘ ‘ Edit | Duplicate ‘ Delete | ‘ Entitlemeants  ~ ‘ Status v ‘Accs

Access Group ‘ All

O o

] Instant-Clone-Win10

Display Name

RDSH Server

Add Entitlements

Add

Find User or Group

Type
Domain
Name/User Name

Description

WIN10-1C-Floating-Desktop

Add Entitlements

Type

Automated Desktop P

VRDS RDS5 Desktop Pool
Add new users and groups who can use the selected pool(s).
Users Groups
‘ Entire Directory ~ |
‘ Starts with ~ | | domain users |
‘ Starts with hd | | |
User Name Email Description In Folder

Mame

Domain Users

Domain Users/RAMLAM ...

All domain users

RAMLAN.CA/User:



Add Entitlements

Add neww users and groups who can use the selecred pool(s).

Add

(] MName

] Domain Users

RDSH_Server

Sessions Entitlements Events

‘ Edit | ‘ Delete Desktop Pool | ‘ Entitlements ~'| | Status V|

General

Unique ID
RDSH_Server

Display Name
VRDS

Client Restrictions
Disabled

Description
Single RDSH Server for use with Connection Server

Pool Settings

Allow Separate Desktop Sessions from Different Client Devices
No

Maximum Resolution of Any One Monitor
Unknown

RDS Farm

ID
RDSH-Server-Farms

RDSH_Server

Summary Entitlements

Disconnect Session

Events

Logoff Session Restart Desktop

O user Type

O % RAMLAN CA\Administrator Desktop

RDSH_Server

summary sessions

Entitlements

Add Entitlements ‘

O Name

O /% Domain Users/RAMLAN CA

RDSH_Server

summary Sessions Entitlements

Maximum Events @ [ TimeinuTC

Filters ( TimePeriod: Last 1 day )

User Severity Time

RAMLAN.CA\ram Auditsuccess  05/12/2022, 3:41 PM
@ Info 05/12/2022, 3:38 PM
@ Info 05/12/2022, 3:38 PM

RAMLAN.CA\ram Auditsuccess  05/12/2022, 3:38 PM

Remove Entitlements

Domain

AN LAMN CA

Type
RDS Desktop Pool

Access Group
I

Sessions
1

Connection Server Restrictions
None

Application Pools

o
Reset Virtual Machine Send Message
DNS Name Client ID
vrds ramlan.ca
Events

[ Retrieve Event Objects @

Sessions

e
Module Source
Visi VCS01.RAMLAN.CA
Agent VRDS.RAMLAN.CA
Agent VRDS RAMLAN CA
Visi VCS01.RAMLAN CA

Ermail

Machine Source
Remote Desktop Services

State
Enabled

Entitled Users and Groups
1

Category Folder
None

Number of RDS Hosts in the Farm
1

[roe

Client Version

Updated 05/12/2022, 3:42 PM

Clear All s C

[«

Message

RAMLAN.CA\ram entitled RAMLAN.CA\Domain Users to desktop VRDS

Machine vrds.ramlan.ca has been successfully reconfigured

The agent running on machine vrds.ramlan.ca has shut down, this machine will be unav

RAMLAN CA\ram added Pool rdsh_server



ACCESSING VDI DESKTOP - In order to access the VDI Desktop, users can log in through Edge or Chrome
or Firefox browser or via horizon client from their laptop and type in connection server.

VMware Horizon HTML Access
HTML access is via VMware’s Blast protocol.

https://vcsOl.ramlan.ca

| am going to access above URL from another laptop using the browser and see what happens.

‘a

L
A

VMware Horizon

You can connect to your desktop and applications by
using the VYiMware Horizon Client or through the
browser.

The VIMware Horizon Client offers better performance
and features.

N 0

Install Vilware Vidware Horizon
Horizon Client HTML Access

O Check here to skip this scresn
and shways vse HTML Access.

"

YMware Horizon

allan

—

t

‘A

L
A

VMware Horizon

WELCOME TO INFOTECHRAM INC VDI
INFRASTRUCTURE



https://vcs01.ramlan.ca/

g Horizon

VRDS

Q Search
WINTD-IC- Win 10
Floating- _ . Deskiop

If you want to just publish the applications so users can use through Connection Server that is also
possible. | will describe the steps below.

On the RDSH Server, | did install a number of applications which, | will use for publishing.

Application Pools

Edit Duplic

Add Manually

Add from Installed Applications

O o

Add Application Pool

1) Select Applications

o Edit Applications

8 08 08

O
O

Display Name

Word

Windows Administrative Tools
Command Prompt

Windows PowerShell (x86)
Windows PowerShell

Internet Explorer

Internet Explorer

20 [ (I selecczliPages

[ pre-Launch

Connection Server Restrictions

Category Folder

[ client Restrictions

Entitle Users After Adding Pool

Multi-Session Mode &

‘Entitlements A ‘Application lcon ~ ‘More A

Pool or Farm Version

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Wor_

ChUsers\Default\AppData\RoamingiMicrosoft\Windows\Start M...

ChUsers\Default\AppData\RoamingiMicrosoft\Windows\Start M...

CAUsers\Default\AppData\ReamingiMicrosoft\Windows\Start M.

CAUsers\Default\AppData\RoamingiMicrosoft\Windows\Start M...

C:\Program Files\Internet Exploreriiexplore exe
C:AProgram Files (x86Mnternet Exploreriiexplore.exe

Rows per page 41-600f60rows Kk < |3|/3

Disabled

Cancel




Edit the ID and display name for selected applications.

D Display Name
7-Zip_File_Manager 7-Zip
Access Access
Calculator Calculator
Notepad Notepad
Paint Paint
Snipping_Tool Snipping Tool

Acrobat_Reader_DC

Acrobat Reader DC

Excel Excel
FileZilla_FTP_Client FileZilla
Firefox Firefox
Google_Chrome Chrome
Microsoft_Edge Edge
Notepad-1 Notepad-++
OneNote OneMote
Outlook Outlook
PowerPoint PowerPaoint
VLC_media_player VLC
Word Ward
Command_Prompt Command Prompt

Path

C:\ProgramData‘\Microsoftiwindows\Start Menu\Programs\7-
Zip\7-Zip File Manager.Ink

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\A
ccess.Ink

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\A
ccessories\Calculator. Ink

C:\ProgramData‘\Microsoftiwindows\Start Menu\Programs\A
ccessories\Notepad.Ink

CA\ProgramData\MicrosoftiWindows\Start Menu\Programs\A
ccessories\PaintInk

CA\ProgramData\MicrosoftiWindows\Start Menu\Programs\A
ccessories\snipping Tool.Ink

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\A
crobat Reader DC.Ink

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\E
xcelInk

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Fi
leZillavFileZilla FTP Client.Ink

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Fi
refox.Ink

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\G
oogle Chrome.Ink

C:\ProgramData\MicrosoftiWindows\Start Menu‘\Programs\M
icrosoft Edge.Ink

C\ProgramData\Microsoft\Windows\Start Menu\Programsi\N

otepad++.Ink

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\0
neNote.Ink

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\O
utlook.Ink

C\ProgramData\MicrosoftiWindows\Start Menu\Programs\P
owerPointInk

C\ProgramData\MicrosoftiWindows\Start Menu\Programs\Vi
deolANWLC media player.Ink

C:\ProgramData\MicrosoftiWindows\Start Menu\Programs
\Word.Ink

C\Users\Default\AppData\Roaming\Microsoft\Windows\Star
t Menu\Pragrams\system Tools\Command Prompt.Ink



Add Application Pool

‘ C:\ProgramData\Microsoft\Windows\Start Menu\Programs\G

oogle Chrome.Ink

C:\ProgramData\Microsoftiwindows\Start Menu\Programs\M

icrosoft Edge.Ink

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\N

otepad-++.Ink

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\O

neNote.Ink

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\O

utlook.Ink

C:\ProgramData\MicrosoftiWindows\Start Menu\Programs\P

owerPoint.Ink

C:\ProgramData\Microsoftiwindows\Start Menu\Programs\Vi

deoLANVVLC media player.Ink

C\ProgramData\Microsoftiwindows\Start Menu\Programs

\Word.Ink

C\Users\Default\AppData\Roaming\Microsoft\Windows\Star

t Menu\Programs\System Tools\Command Prompt.Ink

‘ Google_Chrome ‘ | Chrome
° Select Applications

‘ Microsoft_Edge ‘ | Edge ‘

N [
‘ OneNote ‘ | OneNote ‘
‘ Outlook ‘ | Outlook ‘
‘ PowerPoint ‘ | PowerPoint ‘
‘ VLC_media_player ‘ | VLC ‘
‘ Word ‘ | Word
‘ Command_Prompt ‘ | Command Prompt
‘ Windows_PowerShell ‘ | Windows PowerShell

C:\Users\Default\AppData\Roaming\Microsoft\Windows\Star

Add Entitlements

T Menu\Programs\Windows PowerShell\windows PowerShell.
Ink

o | s |

Add new users and groups who can use the selected pool(s).

Add

Add Entitlements

Add new users and groups who can use the selected pool(s).

Add
O Name Domain Email
O Domain Users RAMLAN.CA

M (W Selectall Pages

1-1 of 1 row(s)

Rows per page -




Just an example for an application

7-Zip_File_Manager

Entitlements Events

‘ Edit ‘ | Delete ‘ ‘ Entitlements ~ ‘ More ~

General

D Display Name ACCess Group

7-Zip_File_Manager 7-Zip !

Pool or Farm Version State

RDSH-Server-Farms 21.07 Enabled

Publisher Start Folder Parameters

Igor Pavlov

Entitled Users and Groups Anti-Affinity Patterns Anti-Affinity Count

1

Pre-Launch Multi-Session Mode Connection Server Restrictions

Disabled Disabled None

Client Restrictions Category Folder Path

Disabled None C:\ProgramData\Microsoft\Windows\Start Menu\Programs\7-Zip\7-

Zip File Manager.Ink
F-Zip_File_Manager
Sumimanry” | Entitlerments Ewvents
| Add Entitlements | Remowe Entitlements
— MName
(] 22 Domain Users/BRANL AR 8

7-Zip_File_Manager

Summary Entitlements
Maximum Events @ [J TimeinUTC [ Retrieve Event Objects @ Updated 05/12/2022, 4:19 PM
Filters  ( TimePeriod: Last 1 day ) Clear All v oL

User Severity Time Module Source Message

RAMLAN .CA\ram Auditsuccess  05/12/2022, 4:18 PM Visi VCS01.RAMLAN.CA RAMLAN .CA\ram entitled RAMLAN.CA\Domain Users to application 7-Zip

RAMLAN CA\ram Auditsuccess  05/12/2022, 4:17 PM Visi VCSOT.RAMLAN.CA RAMLAN CAvram unentitled RAMLAN CA\Domain Users from application 7-Zip

Now let me login as user through the browser and see what application shows up
https://vcsOl.ramlan.ca

— n —_—
a C A
VMware Horizon a4
VMware Horizon

VMware Horizon

You can connect to your desktop and applications by
using the VMware Horizon Client or through the
browser. WELCOME TO INFOTECHRAM INC VDI

INFRASTRUCTURE
The VIMware Horizon Client offers better performance allan

and features.

N4 =

Install Viviware VMware Horizon
Horizon Client HTML Access

O Check here to skip this screen
and shways use HTML Access.


https://vcs01.ramlan.ca/

7-Zip

Edge

P

OneNote

Windows
PowerShell

| was able to open multiple applications as well. You can publish any application that is installed on the

RDSH Server.

Access

Excel

Outlook

Word

h v, G

Clipboard Image Tools |Brushes| Shapes —Size

Acrobat
Reader DC

FileZilla

,‘/

Paint

L7}
]

Colars |

Calculator

Firefox

- Y

PowerPoint

z5
File Edit Vie

P om
Add  Extract Test

Favorites Tools Help

W = X i

Copy Move Delete Info

3 [=

Name
[ Computer
5| Documents

Chrome

Command
Prompt

Notepad Notepad++
LS =
A =L

@ e
Snipping Tool VLC

¥ Snipping Tool
Bl Mode ~ () Delay ~ x

Select the snip mode using the Mode button or click the Newr
buttan,

Rt

;) Snipping Tool is moving..

In a future update, Snipping Tool il be moving to a new
home. Thy irmproved features and snip like usual with Snip
& Sketch {or try the shortcut

Windows logo key + Shift + 5.

E|

View Edit Help

With this, | have completed everything for VMWare Horizon View 2111.

Thanks

Ram
12" May 2022
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