Installing and Configuring Data Protection Manager 2022 on Windows Server 2022

In this post, | am going to install DPM 2022. | have created a VM with Windows Server 2022. Installed
all the updates and restarted the server.

Went ahead installing SQL 2019 using configuration.ini file. Below is the screen shot.

Installation Progress

Install Setup Files

ittty O
WriteRegistryAction
Finished installing latest CU update for SQL 2019.
g2 Install a SQL Server 2019 update — O =
Select Features
Specify the features to update.
SQL Server 2019 update Instances: Description:
License Terms -.[~7] DPM2022
Select Features - Database Engine Services
Check Files In Use ~ Shared Features
Ready to update e SOL Client Connectivity SDE
Update Progress
Complete
Language: | |
Edition: [ |
Patch Level: [ |
Architecture: [ |
Service Pack: [ |
Upgrade Status: | |

Select All Unselect All

< Back Mlext > Cancel

Will install SSMS and SSRS.

RELEASE 18.11.1
Microsoft SQL Server Management Studio
with Azure Data Studio

Welcome. Click "Install” to begin.

Location:

ChProgram Files (x80)\Microsoft SCL Server Management Studic 18 Cha nge

By clicking the "Install” button, | acknowledge that | accept the Privacy Statement and
the License Terms for SQL Server Management Studio and Arzure Data Studio
SOL Server Management Studio transmits imformation about your installation experience, as well as other

usage and performance data, to Microsoft to help improve the product. To learn more about data processing
and privacy controls, and to turn off the collection of this information after installation, see the

Install Close




Microsoft SQL Server 2019 Reporting Services

Welcome

Install Reporting Services

S0l Server Reporting Services transmits information about your installation expenence, as well as other
usage and performance data, to Microsoft to help improve the product. To learn more about SQL Server
Reporting Services data processing and privacy controls, please see Privacy S ment. Learmn how to opt out

of collectionm he

We will configure SSRS now.

i Report Server Configuration Manager: DPM2022\55R5 — (] s
Report Server Configuration Manager
24 Connect .
& Service Account
= DPM2022\S5RS
ﬂ Specify a built-in account or Windows domain user account to runthe report server service.
=}, Service Account R
% Web Service URL Report Server Service Account
Choose an option to setthe service account and then click Apply.
.|| Database (®) Use built-in account: Metwork Service ~
(O Use another account:

© web Portal URL Account (Domaintuser):

= E-mail Settings Password:

ﬁ Execution Account

‘% Encryption Keys

Y, subscription Settings

1% Scale-out Deployment

[l Power BI Service (doud)

Results
Copy

(7] Apply Exit




Report Server Configuration Manager: DPM2022455RS - O

Report Server Configuration Manager

= ct
L Web Service URL

= DPM2022\5SRS

}Q Configure a URL used to access the Report Server. Click Advanced te define multiple URLs for a single Report Server

=3 Service Account instance, or to specify additional parameters on the URL.

Report Server Web Service is not configured. Default values have been provided to you. To accept these defaults simply

% web Service URL = % press the Apply button, else change them and then press Apply.
Report Server Web Service Vir tual Directory
¥ Database Virtual Directory:

ReportServer_DPM2023| i

0
@ web Portal URL Report Server Web Service Site identification

X 1P Address: Al Assigned (Recommended) ~
.~ E-mail Settings
TCP Port: [s0
™ Execution Account HTTPS Certificate: (Mot Selected) -
HTTPS Port: Adwvanced...

. Encryption Keys

Report Server Web Service URLs
[, subscription Settings

% Web Service URL

_ Database

@ web Portal URL
.~ E-mail Settings
ﬁ Execution Account
"\'.-'z Encryption Keys

Subscription Settings

4, Scale-out Deployment

(o} Power BI Service (doud)

URLs: http:/fDPM2022:80/ReportServer_DPM2022
.!.I'Id. Scale-out Deployment
[l Power BI Service {doud)
Results
Copy
o apply Exit
i Report Server Configuration Manager: DPM2022\S5RS — O X
Report Server Configuration Manager
=l ct
enns Report Server Database
= DPM2022\55RS
3 The report server stores all report server content and application data in a database. Use this page to create or
= service Account _J change the report server databas e or update database connection credentials,
=

Current Report Server Database

Click Change database to select a different database or create a new database.

SQL Server Name:
Database Name:
Report Server Mode:

‘ Change Database

The following credentials are used by the report server to connect to the report server database. Use the options below to choose a
different account or update a password,

Current Report Server Database Credential

Credential:
Login:
Password:

Change Credentials

Results

Copy

Exit




Report Server Database Configuration Wizard

Change Database
Choose whether to create or configure a report server database.

an Select one of the following options to create an empty report server database or select
Datsbase Server an existing report server database that has content vou want to use.
Databasze

Select a task from the following list:

(®) Create a new report server database.

() Choose an existing report server database.

Previous

Report Server Configuration Manager

4cC ct
- B Report Server Database

= DPM2022\SSRS

on Wizard . ttocreateor
=}, service Account

Change Database
#8 Web Service URL| Choose whether to create or configure a report server database.

__ Database
Action

@ web Portal URL

=1 Eomail Settings Connect to the Da

Change Database

ﬁ Execution Accoun|

Server Na DPM2022\DPM2022
" . i below to ch
- Authent Curmrent User - Integrated Security |ons belowto choose a
“#4 Encryption Keys
Username: RAMLAN Administrator
Subscription Settif Test Connection e ssss e
Test Connection
,5"',5 Scale-out Deployn Change Credentials
o Test Connection Succeeded. |
[l Power BI Service |
L 7] Previous Mext Cancel
S |
Copy

Exit




Report Server Database Configuration Wizard

Change Database

Choose whether to create or configure a report server database.

Enter a database name and select the language to use for running SAL scripts.

Databasze Mame: F-I'.crtSE:rvE:r

Temp Database Name: ReportServerTemp
Progress and Finish Language: English (United States)
Report Server Mode: Mative
(7] Previous Mext Cancel

Report Server Database Configuration Wizard

Change Database

Choose whether to create ar configure a report server database.

Action

Progress and Finish

Specify the credentials of an existing account that the report senver will use to connect to

the report server database. Permission to access the report server database will be
automatically granted to the account you specify.

Credentials:
Authentication Type: Service Credentials W
lzer name: MT AuthortyMetworkService
Password:

Previous Mexct Cancel



Report Server Database Configuration Wizard

Change Database
Choose whether to create or configure a report server database.

Action The following information will be used to create a new report server database. Venfy this
Datshase Server information is correct before you continue.
Database
Credentials S0L Server Instance: DPM20Z2\DPM2022
Report Server Databasze: ReportServer
Summary Temp Database: ReportServerTempDB
Progress and Finish Report Server Language: English (United States)
Report Server Mode: Mative
Authentication Type: Service Account
llsername: NT AuthortyMetwark Service
Password: —
7] Previous Mext Cancel

Report Server Database Configuration Wizard

Change Database
Choose whether to create or configure a report server database.

Action Please wait while the Report Server Database Configuration wizard configures the
Datahase Server databasze. This might take several minutes to complete.

Credentials

Progress and Finizh

Werifying database sku Success
(Generating database script Success
Running databasze script Success
(Generating rights scripts Success
Applying connection rights Success
Setting DSM Success

(7] Previous Cancel



Report Server Configuration Manager: DPM2022455R5 — O >

Report Server Configuration Manager

F}cC ct
~f/Sns Report Server Database

= DPM2022\S5RS

= The report server stores all report server content and application datain 2 database. Use this page to create or
change the report server database or update database connection credentials.

Service Account

% Web Service URL Current Report Server Database

Click Change database to select a different database or create a new database.

_ Database
SQL Server Name: DFM2022\DPM2022
& web Portal URL Database Name: ReportServer
Report Server Mode: Mative
=] E-mail Settings Change Database
[P Execution Account Current Report Server Database Credential

The following credentials are used by the report serverto connect to the report server database. Use the options below to choose a

Encryption Keys different account or update a password.

Credential: Service Account
Subscription Settings Login: NT Autharity\NetworkService
Password: R —
414 Scale-out Deployment Change Credentials
[l Power BI Service (doud)
Results

@ 02:14:56.4322 | Stopping report server "SQLServerReportingServices” on DPM2022.
@ 02:14:57.4535 | Starting report server "SQLServerReportingServices" on DPM2022.

Thetask completed successfully.

Copy
@ Exit
% Report Server Configuration Manager: DPM2022455RS — [m] >
Report Server Configuration Manager
c ct
¢ Conne. web Portal URL
= DPM2022\35RS
Configure a URL to access Web Partal. Click Advanced to define multiple URLs, or to specify additional parameters on
=3 the URL.
=%, Service Account
B Web Service URL The Web Portal virtual directory name is not cenfigured. Ta cenfigure the directary, enter a name or use the default valus that is
provided, and then click Apply.
| Database wieb Portal Site Identification
wirtual Directory: ~|Reports_DPMzou
&9 web Portal URL
URLs: http://DPM2022:80/Reports_DPM2022 Advanced
=4 E-mail Settings
™ Execution Account
Encryption Keys
|Z., subscription Settings
.74 Scale-out Deployment
Pawer BI Service (cdoud)
< >
Results
Copy

@ Apply Exit



|2} Report Server Configuration Manager: DPM2022\55RS - O
Report Server Configuration Manager
i Connect
. E-mail Settings
— DPM2022\35RS
To use report server e-mail, specify an existing SMTP server and an e-mail account that can send e-mail from that
o ) — server.
=% Service Account
#¥ Web Service URL SMTP Settings
To edit, changethe fields and dick the Apply button.
|| Database ‘ PRy
Sender Address: |adminish’abor@ramlan.ca |
@ web Portal URL
Current SMTP Delivery Method: |Use SMTP server |
. E-mail Settings
SMTP Server: |ex2019.ramlan.ca |
ﬁ Execution Account o
Authentication: Username and password (Basic) ~
) .
4 Encryption Keys \Username: |ramlan\administramr |
Subscription Settings Password: |.oo.ooo. |
¥ Confirm Password: |nnun |
44 Scale-out Deployment
Use secure connection:
[anl] Power BI Service (doud)
Results
() 02:17:19.9931 | Apply Sender E-Mail Settings
Your configuration has been updated with your new e-mail infarmation.
Copy
@ Exit

Open SSMS and check SSRS database is created.

I_:;E Microsoft SOL Server Management Studio (Administrator)
File Edit View Tools Window Help

= |{ﬁv -2 dl"|J%Newﬂuery Eﬁnﬁ{iﬁu’iﬂ

| | Execute |

Object Explorer

Connect~ ¥ *¥ ¢
(=l 7] DPM2022\DPM2022 (SOL Server 15.0.4223.1 - RAMLAN\ADMINISTRATOR)
= Databases
Systern Databases

Database Snapshots
g ReportServer
i@ ReportServerTempDB




The following prerequisites and components should be installed on the server before you install
DPM:

PowerShell 5.0 or later.

NET 3.5.

SQL Server 2017.

SQL Server Management Studio (SSMS).

SQL Server 2017 Reporting Services (SSRS).

Open ports 443, 1433, and 1434 in Windows Firewall.

Ensure that a domain controller for the Active Directory domain is available.

| have already installed .NET 3.5. PowerShell 5.0 is part of Windows Server 2022.

B Administrator: Windows PowerShell

sVADMINISTRATOR . RAMLA
Value

ersion
'SEdition
atibleVersions
ion

ocolVersion
rsion

Open PowerShell as Admin and run this command.

dism.exe /Online /Enable-feature /All /FeatureName:Microsoft-Hyper-V /FeatureName:Microsoft-
Hyper-V-Management-PowerShell /quiet

System will restart. Now we have completed all the Prereqs and are ready to install DPM 2022. Run
setup.exe

Local Drisk

CHL | plnstaller

16-Apr

16-Apr-2022 T:05 Ak Application



System Center 2022

Data Protection Manager

B Microsoft

Install Before you begin
Data Protection Manager- View Release Motes
DPM Central Console Prerequisites

DPM Protection Agent Visit DPM Web Site

DPM Remote Administration

DPFM Remote SQL Prep

Data Protection Manager Setup

Welcome
Welcome to the Microsoft System Center 2022 Data Protection Manager Setup wizard.

Prerequisites check
Product registration

Microsoft Update Opt-In

L

L J

L

@ Installation settings
L J

@ Summary of settings
L J

Installation

This wizard helps you install Data Protection Manager (DPM) and its prerequisite software on this computer.
To continue, click Next.

¢ Back ” Next > I

Cancel




8] Data Protection Manager Setup >

ka

Installabion Stages

& & & 6 & & 6

welcome

Prerequisites check
Product registration
Installation settings
Microsoft Update Opt-In
Summanry of settings

Installation

Installabon Stages

&« & & & & & &

Welcomes

Prereguisites check
Product registration
Installation settings
Microsoft Update Opt-In
Summary of settings

Installation

Prerequisites Check
Please wait while the wizard checks for reguired hardware and software.

DFPM reguires a database. You can use a local or remote instance of SQL Server that already exists.

i+ Use stand-alone SQL Server.

SQL Server is not clustered.

1~ Use clustered SQL Server

S5QL Server is clustered

Instance of SAL Server

(Example: SQLSERWY or SQALSERVWMYSCQLINSTAMNCE):

|DPM2022\DPMZ022 -

User Name: | Password: |

Domain: |

Select the appropriate option and click on the button to perform the prerequisite check
and install the missina Windows components.

Check and Install

| Details |
Setup will use the cument user's credentials for this SCGL instance.

< Back Mest » Cancel I Help

Data Protection Manager Setup >

&

Prerequisites Check

Please wait while the wizard checks for required hardware and software.

DPM reguires a database. You can use a local or remote instance of SQL Server that already exists.

i* |se stand-alone SQL Server.
SQAL Serveris not clustersd.

" Use clustered SQL Server

SQL Serveris clustered

Instance of SAL Server

(Example: SQLSERV or SOALSERVWMYSQLINSTAMNCE):

|DPM2022.DPM2022

User Name: I Password: I

Domain: I

Select the appropriate option and click on the button to perform the prerequisite check and
install the missina Windows components.

This computer meets the software and hardware reguirements for DPM.-

Click Next to continue.

Check Again I

<Back [ Nex> Cancel | Help




Data Protection Manager Setup

%  Product Registration
h & Enter product registration information.
In=tallation Stages e
Welcome |Admir1i5trator
Frereguisites check EBrore:
Product registration |RAMLAN INC |

Installation settings
Microsoft Update Opt-In
Summary of settings

Installation

& & & & 6 & 6

<Back |[  Newt > Cancel | Help
Data Protection Manager Setup
% Product Registration
k 4 [ Erter product registration information.
Installation Stages DPM Files
@ Welcome Program files:
@ Prereguisites check C:\Program Files*Microsoft System Center 20Z22%DF M Change... I
@ Product registration
& Installation settings
@ Microsoft Update Opt-In
& Summary of settings
@ Installation
— Space requirements
Reqguired Available
System drive: 1000 MB 66327 MB
Program files drive: 3650 MB 66327 MB
For more details on storage reguirement click on the link below.
https:/igo.microsoft. comifedink/?linkid=2174212
< Back Cancel Help




Data Protection Manager Setup

—
h N Microsoft Update Opt-In
Al

In=stallation Stages
Wwelcome

Frereguisites check
Product registration
Installation settings
Microsoft Update Opt-In

Summary of settings

& & F & & & &

Installation

Data Protection Manager Setup

—
|‘3 4 Microsoft Update Opt-in
AR

Installabon Stages
\wielcome

Prereguisites check
Product registration
Installation settings
Microsoft Update Opt-In
Summanry of settings

& & & 6 & & &

Installation

Microsoft Lipdate offers security and important updates for Windows and
other Microsoft products. including Data Protection Manager. Updates are
delivered using your Automatic Updates setting, or you can visit the
Microsoft Update \Web site.

If you select to use Microsoft Lipdate, a new shortcut to the service will be
placed on the Start menu, and the \Windows Update icon will redirect to

Microsoft Lipdate.
@ i+ lse Microsoft Update when | check for updates (recommended)
@ = | do not want to use Microsoft Update

See the Microsoft Update FAQ

Privacy Statement

<Back [ MNea> Cancel Help
User name: Administrator
Company: RAMLAM INC.
SQL Server instance: DPM20Z225DPM2022
Reporting instance: DPM20220\.SSRS
Program files location: Z:Program Files*Microsoft System Center 2022%DP M
<Back [ imstal |  cancel Help




B8 Data Protection Manager Setup

i —7  Summary of Settings
h a4 Click Install to install DPM and its prerequisite software.

Instiallabon Siages
welcome

Prereguisites check
Product registration
Inztallation settings
Microsoft Update Opt-In
Summary of settings

Installation

&E & & & & & &

Status

— Software
of Microsoft System Center 2022 Data Protection Manager

Status

Flease click on the link to check for the latest DPM updates:
hitps ./ /go microsoft . com.fwlink/ Hinkid=2185643

DPM Setup has created the following firewall exceptions:

Data Protection Manager installation has completed successfully.

Close I

Help

DPM Setup has created the following firewall exceptions:
- Exception for DCOM communication on port 135 (TCFP and UDFP}in all profiles.
- Exception for Medpm.exe in all profiles.
- Exception for DPMRA exe in all profiles.
- Exception for AMSvcHost exe in all profiles.

- Exception for DPMAMService communication on port 6075 (TCP and UDP)in all

Status

v

- E:cebtiun for DPMRA exe in all profiles.
- Exception for AMSvcHost exe in all profiles.

- BException for DPMAMService communication on port 6075 (TCP and UDP)in all

profiles.

DPM setup has enabled data deduplication feature.




About Microsoft Systern Center 2022 Data Protection Manager >

= Microsoft

System Center 2022

Data Protection Manager

Server Version: 10.22.125.0 (Evaluation version)

Waming:  [ie Computer program is protected by &

copyright law and intemational treaties.
Lnauthorized reproduction or distribution of
this program, or any portion of it, may result in

severs civil and criminal nenalties and will he

The evaluation copy of Data Protection Manager will expire in 180 days. A
license is reguired to continue use of the product after expiration.
Click here for details on how to obitain a license.

DPM's SQL Server: DPM20Z2.DPM2022%DPMDB_DPM2022
DPFMs SGQL Reporting Server: DPM20220\S55RS

Storage pool: On this server, | have 30GB partition (E Drive) reserved for backup. | will use this as
storage pool for testing.

Click Disk Storage — Add
Add Disk Storage >

Select volumes to add to storage poal.
DPM will format these wolumes and use them to store backed up data.

Available volumes: Selected volumes:
Volume Capacity Volume Friendly Mame Capacity
E: 2599 GB
Add >
= Remowve
oK Cancel Help
Microsoft System Center 2022 Data Protection Manager ». 1w Disk Storage
Number of disks: 0
DPM will format the volume before adding it to storage pool. Any data present on the volume Hisnber of whrmesfiolders 1
h will be deleted permanently. Do you wart to continue 7 ’
= Total capacity: 30.00 GB
A
ID: 33508 Mii3ce
Search list below P V| Dﬁearchindeh\
Status Name Friendly Name Type Preferred Datasource Types Total Capacity % Unused

=/ DPM Storage Pool Volumes and Folders (Total: 1)
V] E\ BK Volume Al

30.00GB 06%



Production Servers: For this test, | will add EX2019.RAMLAN.CA

Click Production Servers — Add

Production Server Addition Wizard

Select Production Server type

e Select Produchon Server type
E »)

Steps:

@  Select Production Server
type Install agent to protect Windows servers.

(® Windows Servers

Select agent deployment
method

Select computers
Enter credentials ) VMware Servers
Choose restart method Connect with VMware servers to protect VMware WMs.

Summary

& 8 & 8

Installation

< Back Mext = Cancel Help

Production Server Addition Wizard
L) Select Computers
E ') Select the computers on which to install the protection agents.

i (@) Install agents

Select Production S
wopee foduetion =ener Recommended for computers that are not behind firewalls. or computers that have the required exceptions

type
P created in the firewall. Selecting thiz option will install protection agent in the computers. Click help for
@ Select agent deployment more informiation.
method
W@ Select computers
@  Enter credentials (O Attach agents
@ Choose restart method Recommended for
- computers behind firewall.
@ Summary - computers on which agent is already installed.
- computers an which agent will be installed extemally .
@ Installation

Selecting this option will add the protected computers to the DPM server. if you have not already installed
the agent, then you must manually install it on the protected computer by executing the
DPMAgentinstaller. Click help for more information.

Computer on trusted domain
The computer belongs to the same domain as. oris in a domain that has a two-way trust with, the
DPM server domain.

Computer in a workgroup or untrusted domain
The computer is part of a workgroup or on a domain that does not have two-way trust with the DPM
server domain.

< Back Cancel Help



Production Server Addition Wizard >

= L Select Computers
|jij Select computers to attach to DPM Server

Steps: You can select computers from the cumrent domain using the list below ., or by typing the fully qualified domain
: name in the Computer name text box. To add muktiple computers in a single operation, click Add From File.
- t53|e‘31 Production Server Computer name: Selected computers:
ype
OFFICESERVER.RAMLAN.CA) Computer Domain
@  Select agent deployment _
method Computer Domain -~ 5 Exz019 RAMLAN.CA
@ Select computers 3 20H2 RAMLAMN.CA
@ Enter credentials ‘?I CB RAMLAN CA
g3 bc RAMLAN.CA
@  Summary g pca RAMLAM.CA [ Add> |
@ Installation g oPm RAMLAM.CA
B OFFICESERVER RAMLAM.CA .
Z oRcH RAMLAN.CA
g sFB RAMLAN.CA
& sm1 RAMLAN.CA
g smz RAMLAM.CA
3 sP2019 RAMLAM.CA
& srvzo22 RAMLAN.CA
5 ToORADFS BAMLAM.CA -
= s e SAREl AR A
Add From File...
= Back Mext = Cancel Help
Production Server Addition Wizard =

B ge Enter Credentials

Enter the credentialz for a domain account that has administrator rights on all zelected computers.

Steps: Please specify usemame and domain for a domain account that has administrator rights on the computers

& Select Production Server which you wish to attach to the DPM server.

type OPM uses the credentials to attach the protection agents.
@ Select agent deployment

method User name:
@ Select computers |admini5trator |
@ Enter credentials Password:
- Sul‘l‘lmary |.........| |
@ Installation Damain:

[RAMLAN CA |

< Back MNext = Cancel Help



Bl Production Server Addition Wizard

7Ty
\j;) Choose Restart Method

Steps:

-

& & & &

=

Select Production Server
type

Select agent deployment
method

Select computers
Enter credentials
Choose restart method
Summary

Installation

Steps:

-l

type

“'ou might need to restart the protected computer after installing the protection agent.

DPM will automatically detect whether a restart is required. if a restart is required, DPM can restart all protected
computers after the protection agent installation is completed, or you can manually restart the computers at a later
time:.

Do you want OPM to restart the selected computers?

(@) Yes. Restart the selected computers after installing the protection agents (if required).
() Mo | will restart the selected computers later.

< Back Mext = Cancel Help
Production Server Addition Wizard =
Installation
“'ou have successfully installed the agent on the selected servers.
Tasks
Select Production Server Task Results
Install protecticn agent on EX2019,RAMLAM.CA Success

& & & &

Select agent deployment
method

Select computers
Enter credentials
Choose restart method
Summary

Installation

E Close i



Search list below

Computer Name Type Cluster Name Domain Agent Status

=I Unprotected computers with protection agent: (1 Computer)
2 EX2019 Windows Server - RAMLAN.CA OK

You can also install the agent manually on the remote machine by running setup.exe from DPM folder.

EX2019 » WD1(\DC) (Z) » Trekstor Backup Jul 2017 » System Center 2022 > SCDPM

Name Date modified Type

'ii'% Setup.exe 16-Apr-2022 7:05...  Application

System Center 2022

Data Protection Manager

Install Before you begin
Data Protection Manager View Release Notes
DPM Central Console Prerequisites

DPM Protection Agent Visit DPM Web Site

OFM Remote Administration
DPM Remote SQL Prep

B ch\bd1625b700c38eb7ad2e5d5237binstallagent. exe

Organize -
MName ~  Publisher Installed On Size Version

[#5] Mlicrosoft System Center DPM Protection Agent Microsoft Corporation 17-May-2022 143MEB  10.22.125.0




Protection group:

Click Protection — New

Create New Protection Group x

)

Welcome to the New Protection Group Wizard

This wizard helps you create a new protection group that DPM will use to protect data.

Steps: A protection group is a collection of data sources that share the same protection configuration. You use this wizard to
@ Welcome specify your recovery goals that are defined by retention range. synchronization and recovery point schedules.
@ Select protection group type o
@ Select group members
@ Specify protection rules -—
@ Select data protection e
method
@ Select shorttem goals =
@ Choose consistency check i
options
@®  Summary How data protection works:
@ Status 1. DPM creates a replica of the selected data sources on the DPM server.
2. DPM synchronizes the replica with the data sources and creates recovery points on a recuning schedule.
3. Backups are performed as follows:
Disk-based and tape-based protection. DPM stores the replica of the data on disks and periodic full backups are
created on tape from the recovery points on disk.
Tape-based protection. DPM performs periodic incremental and full backups of the protected data on tapes.
Online protection. DPM performs periodic backups of the protected data to Azure Backup.
[] Do not show this Welcome page again
“Back [ Net> || Cancel || Help
Create Mew Protection Group x

[

Welcome to the New Protection Group Wizard

Steps:

Welcome

Select protection group type
Select group members
Specify protection rules

Select data protection
method

Select shortterm goals

Choose consistency check
options

Summary

Status

This wizard helps you create a new protection group that DPM will use to protect data.

You can create two kinds of protection groups. Select one of them below

(@) Servers

Select this option for backing up file servers and application servers. Before selecting this option, ensure that the DPM
protection agent is already installed on the target server. These computers must be online at the time of configuring
protection. You will need to select the specific resources you want to backup.

() Clients
Select this option for backing up data from laptops and desktops. You can install the DFM protection agent after completing
the configuration on the DPM server.

@ To corfigure secondary protection for laptops and desktops, select the Servers option.

<Back |[ MNem> || caneel || Hep




8] Create Mew Protection Group

Select Group Members.

[

Steps:

Welcome

Select protection group type
Select group members

& & & &

Select data protection
method

Select short4emm goals

@ (Choose consistency check
options

@ Summary

@ Status

Select the data that you want to protect.

To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the
If you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported
Unsupported configurations

Available members

Selected members

= m

-5 Ex2019
'l 23 Al Shares
I:Ej{ Al Volumes

2| Exchange 2016 Databases
_ 4 DBO1
=-[J5&) System Protection

Create Mew Protection Group

Lipdate data sources

Refresh to clear the cache and retrieve the latest data

Refresh

Select Data Protection Method

i

Steps:

Welcome

Select protection group type
Select group members

Select data protection
method

& & & &

&

Select short4erm goals

Choose consistency check
options

&

@ Summary

@ Status

Pratection group name:

DPM can help provide disk, online and tape based data protection.

Mail Servers

Protection method
Select your protection method .

| want short4erm protection using:

il | want online protection

Disk

Configure online protection from the Management page to enable this option.

| want longtemm protection using tape

Protection using tape options are disabled as no tape libraries were detected or the
protection group contains data sources that cannot be protected on tape.

Selected Members Computer
DBO1 ex2019.ramlan.ca
Remove

Excluded folders: 0 View

Excluded file types: 0  Exclude Files ...
< Back MNext = Cancel Help

~

< Back Mext = Cancel Help



Create Mew Protection Group

D Specify Exchange Protection Options

Steps: Specify protection options for Exchange members
@ Welcome Eseutil inteqrity check
# Selact protection group type For disk based protection, Eseutil runs on the DPM server. For tape-based protection, Eseutil runs on the protected
Exchange server.
# Select group members Run Eseutil to check data inteqrity
# Select data protection For Exchange Server 2010 or later:
method

(@ Run for both database and log files (maybe slow f databases are lange)
# Specify exchange protection
options

@ Specify Exchange DAG
protection

(") Run for log files only {(Recommended for DAG servers)

@ Select short4em goals

@ Review disk storage
allocation

@ Choose replica creatian
method

@ Choose consistency check
options

@ Summary

@ Status

< Back MNext > Cancel Help

Microsoft Systern Center 2022 Data Protection Manager >

e

 Eseutil consistency check cannot be performed for this protection group, as eseutil.exe is not
| present on the DPM server.

Copy the following files from the Exchange Server installation folder to "C:Program
Files"Microsoft System Center 202250PMADPMbin" on the DPM server:

Esedl
Eseutil exe

You can also choose not to run Eseutil consistency check for this protection group, by not
selecting the "Run Eseutil Consistency check” option. However, this is not recommended
because it will not ensure the recoverability of the protected data.

ID: 182
Mare information

Copy Text Cancel

Copy above files from Exchange Server to DPM Server.



Create Mew Protection Group

[

Steps:

¢ & & &

&

Welcome
Select protection group type
Select group members

Select data protection
method

Specify exchange protection
aoptions

Specify Exchange DAG
protection

Select short4erm goals

Review disk storage
allocation

Choose replica creation
method

Choose consistency check
options

Summary

Status

Specify Exchange DAG Protection

Full backup can only be performed from one copy of the database due to federated log truncation. All other copies must be
selected for copy backup. if multiple copies of a database are selected for backup, ensure that only one of them are selected

for full backup.

Database copies selected for Full Backup

Database copies selected for Copy Backup

Database

Create Mew Protection Group

o

Specify Short-Term Goals

Steps:

E & & &

&

Welcome
Select protection group type
Select group members

Select data protection
method

Specify exchange protection
options

Specify Exchange DAG
protection

Select short4em goals

Review disk storage
allocation

Choose replica creation
method

Choose consistency check
options

Summary

Status

-
Retention range:

Synchronization frequency:

Application recovery points

MNode

ex2019. ramlan.ca

Database MNode
Copy =
< Full
< Back Mext = Cancel Help

DPM will create a protection plan using your short-tem recovery goals.

Specify your short-+term recovery goals for disk-based protection.

5 2]l days

(® Every |24 hour(s) I

() Just before a recovery point

For applications the recovery point is as per synchronization frequency when they support incremental, othenwise the
recovery poirt is as per express full backup.

Recovery points:

Express Full Backup:

Based on synchronization frequency (Every 24 hours)

8:00 PM Sun

I Modify ... I

< Back Mext = Cancel Help




Create Mew Protection Group

0

Specify Short-Term Goals

Steps:
Welcome

@ Select protection group type

@ Select group members

@ Select data pratection
method

@ Specify exchange protection
options

& Specify Exchange DAG
protection

@ Select shotterm goals

@ Review disk storage
allocation

@ Choose replica creation
method

@ Choose consistency check
options

@  Summary

@ Status

DPM will create a protection plan using your shorttem recovery goals.

Review target storage assigned for each data source and change if need be.

Disk storage allocation for mew members

Total data size: 1.30GB
Disk storage to be provisoned on DFM: 1.41GE
Disk storage allocation details:
Data Source Data Size Space To ... Target Storage
DBO1 on ex2019.ramlan.ca 1.30 GB 141 GB|BK - 27.46 GB ~
Available target disk storage:
MName Friendhy M. Allowed Dataso. .. Total Spa... Free Space Undempro...
EN BK Al 30.00 GB 2746 GB O KB

< Back

Create Mew Protection Group

Choose Replica Creation Method

Steps:

¢ ¢ & &

Welcome
Select protection group type
Select group members

Select data protection
method

Specify exchange protection
options

Specify Exchange DAG
protection

Select shorttem goals

Review disk storage
allocation

Choose replica creation
method

Choose consistency check
options

Summary

Status

Nea

To protect the data you have selected, you must inttially copy the selected data to the Data Protection Manager computer.

DPM must create a replica to copy the selected data to the DFM server. How do you want to create the replica?

Replica in DPM Server
(®) Butomatically over the network

(®) Now () Later

17-May-2022

() Manually

“fou must transfer the data using removable media.

For large amounts of data. this operation may be faster than replica creation across the network.

< Back

Next = Cancel Help



Create Mew Protection Group

Choose Replica Creation Method
EI To protect the data you have selected, you must initially copy the selected data to the Data Protection Manager computer.

Steps:

@ Welcome

@ Select protection group type
Select group members

@ Select data protection
methaod

@ Specify exchange protection
options

@ Specify Exchange DAG
protection

@ Select shot4erm goals

@ Review disk storage
allocation

@ Choose replica creation
methaod

& Choose consistency check
options

@  Summary
@ Status

Running a consistency check on a replica that has become inconsistent allows DFM to continue protecting the data source.
You can start a consistency check manually or allow DPM to run it automatically. Use the methods below to customize how

DPM can run a consistency check.

Run a consistency check if a replica becomes inconsistent

Select this method if you want OF M to automatically run a consistency check when it finds a replica in an inconsistent
state. This method may require DPM to use additional CP L and disk resources.

[ Run a daily consistency check according to the following schedule

Select this method if you want DF M to check for inconsistent replicas at a specified time every day and then run a
consistency check if it finds one. This method may require additional CPU and disk resources during the specified hours.

Start time:

Maximum duration:

&l Create New Protection Group

Summary

D DPM is ready to create the Mail Servers protection group.

Steps:

@ Welcome

@ Select protection group type
@ Select group members

Select data protection
method

& Specify exchange protection
options

@ Specify Exchange DAG
protection

@ Select short4em goals

@ Review disk storage
allocation

@ Choose replica creation
method

@ Choose consistency check
options

“  Summary

@ Status

Cannot exceed 480 hours (20 days).

<Back |f Nedt> 1 Cancel Help

Review the settings, and then click Create Group to create the Mail Servers protection group.

Protection group members:

DEBEOT

Protection group settings:

Setting

Shortterm retention range
Synchronization

Recovery points (applications)
Replica creation

Details

5 Dayls)

Every 24 hours
Ewvery 24 hours
Mow

.:D *fou can optimize performance of this protection group now or you can do it later from the actions pane.

< Back Create Group Help



Create Mew Protection Group pas

E Status

Steps: Tasks

@ Welcome Task Results
@ Select protection group type Create protection group: Mail Servers Success
@ Select group members Allecate replica for DBO1 Success
-

Select data protection
method

@ Specify exchange protection
options

& Specify Exchange DAG
protection

W  Select shorttem goals
» Revi disk st (3) Computers found: DFM does not protect reparse points found in file systems, except for deduplication reparse
"ew:;." . arage points, which are protected. If you have selected volumes or folders in this protection group, zll data is protected
allocation except for the unprotecied reparse points.

W Choose replica creation
method

@ Choose consistency check
options

@ Summary

@ Status

Groupby: (@ Protection group () Computer

|Search list below

Protection Group Member 7 Type Protection Status
= @]@ Protection Group: Mail Servers (Total members: 1}

=8 Computer: ex2019.ramlan.ca
E@]DBN Exchange Mailbox Database (i) Replica creation in progress

Group by: @ Protection group (O Computer

|Search list below

Protection Group Member Type Protection Status
=] %0 Protection Group: Mail Servers (Total members: 1)

=] ﬂ Computer: ex2019.ramlan.ca
%] DBO1 Exchange Mailbox Database 0 OK

Monitoring:

Here we have few reports that are available. | tried a few (Status, Tape Management, Recovery Point
Status)

5 — o i -
a2 = | | | |
View Schedule Check  Options About Help
updates
Reports Options Help

Disk Utilization Recovery Point Status Tape Management



Data Protection Manager System Center

Recovery Point Status report

DPM Server: DPM2022. RAMLAN.CA
Time Period: 5/16/2022 10:00 AM to 5/17/2022 10:00 &M
Date of Report: 5/17/2022 10:54:19 AM

Report Description:

Displays the recovery point status of all selected data sources. The report will show "&" (Available) if at least one good recovery point is available
for the specified recovery point window. An empty cell indicates that no recovery points are available in that time window.

Data Protection Manager System Center

Status Report
DPM Server: dpm2022.ramlan.ca
Weekly Report | Time Period: 5/16/2022 10:53:28 AM to 5/17/2022 10:53:28 AM

Date of Report: 5/17/2022
Report Provides status of zll recovery points for a specified time period, lists recovery jobs, and shows the

Description: totzl number of successes and failures for recovery points and disk-based and tape-based recovery
point creations, This report shows trends in the frequency of errors that occur and lists the number of

alerts.
Status Report
Number of Alerts
Type New Total
(Last 1 day) (all)
Critical 0 0
Warning 0 0
Status of all recovery points Status of all recoveries
] 1-% i Mo Recovery job ran during this period
£ s
2 0.6
g 0.4
e 0.2 0
U T l
5/16/2022 10:53:28 AM - 5/17/2022 10:53:28 &AM
Time Period
Succeeded
Il Failed
Recovery Point Creations Recoveries
Successful Failed Successful Failed
Total 1 0 Total 0 0
On Disk 1 0

On Tape 0 0



Data Protection Manager System Center

Tape Management Report
CPM Server: dpm2022.ramlzn.ca

Mext 1 Week Report | 5/17/2022 to 5/24/2022
Date of Report: 5/17/2022

Report Provides details for managing tape rotation. This report lists all libraries that are below the free media
Description: threshold. The data is collectad per library and aggregated for all libraries.

Tape Management Report

Tapes ready for offsite: 0 Tapes due online in the next 1 week: 0

Libraries below free tape threshold: 0 Over due tapes: 0

Details

Tapes ready for offsite: 0

Slot Tape Label Tape Barcode Protection Group Date Due

Libraries below free tape threshold: 0

Library: Free Tape Threshold Free Tapes Available

Protecting VMWare Servers:

Click Production Servers — Add

Production Server Addition Wizard

= Select Computers

’) Select VMware Servers

Steps-
3 WWindows Servers
w Select Production Server
type Install agent to protect Windows servers

W Select WMware Servers
- Summarny

-  Finish

() WhMware Servers

Connect with WhMware servers to protect Wihlwans WMs.

< Back Mext == Cancel Help



Production Server Addition Wizard

= Select Computers
|ﬁ) Select VMware Servers

Steps: Add a VMware wCenter or ESX host server and its credentials
@ Select Production Server Server Mame/IP Address: Added VMware Servers:
type
e 192.168.0.76 VMware Server Credential
# Select VMware Servers
551 Port Add =
&  Summary 443 =
« Finish Specify Credential < Remowve
Add New Credential -~
MName:
[ve |
Description:
|Mmin |
User name:
| dministrator@vsphere local |
Password:
|.........l |
oK Discard
Specify the credential to be
used for authenticating this
production server. Click OK to
finish.
< Back Mext = Cancel Help
Production Server Addition Wizard
= i Select Computers
\ﬁ) Select VMware Servers
Steps: Add a VMware vCenter or ESXi host server and its credentials
W@ Select Production Server Server MamesIP Address: Added VMware Servers:
type
|| WMware Server Credential
@ Select Viware Servers SSL Port P 192.168.0.76 e
@ Summary 443 =
@ Finish Specify Credential S RS
VC L
Description:
Admin
= Back Mext = Cancel Help




Production Server Addition Wizard

— L) Select Computers

( ') Select WMware Servers

Steps:
@ Select Production Server
type Tasks
# Select VMw 5
ele ware oervers Task
S STt Add computer 192,168.0.76
@  Finish

Click Add to begin.

Production Server Addition Wizard
—f L3
y Surmmal
» ~

Steps:- Tasks

@  Select Production Server Task Results
type

Add computer 192.168.0.76 Success

Select VMware Servers
Summary

@ Finish

It did not work. The vCenter or ESXi host were not added. | tried many fixes (Reg, Certificate and other)

Yet none of them worked to add vCenter or ESXi host within DPM Server. Will have to investigate more
later.



Client Machine Backup: If you want to backup white glove executive’s data (Documents, Downloads,
Pictures, Music, Video) to DPM server, we have to create Protection Group. Before that we have to
install DPM Agents on those workstations. In my example it will be WS-W10 and WS-W11.

Management — Production Servers — Add

Production Server Addition Wizard

iy Select Production Server type

- ’) Select Production Server type

Steps:
(® Windows Servers
@ Select Production Server
type Install agent to protect Windows servers.

@ Select agent deployment
method

«# Select computers

# Enter credentials ) VMware Servers

@ Choose restart method Connect with WMware servers to protect VMware WMs
@  Summary

@ Installation

= Back Mext = Cancel Help
Production Server Addition Wizard
— L) Select Production Server type
( ’) Select Production Server type
Steps:
(@) Install agents
@ Select Production 5
tﬂej: redustion sener Recommended for computers that are not behind firewalls, or computers that have the required exceptions
created in the firewall. Selecting this option will install protection agent in the computers. Click help for
@ Select agent deployment mare information.
method
@ Select computers
@ Enter credentials (O Atach agents
# Choose restart method Recommended for
- computers behind firewall.
@ Summary - computers on which agent is already installed.
- computers on which agent will be installed extemally.
@ Installation

Selecting this option will add the protected computers to the DPM server. i you have not already installed
the agent. then you must manually install it on the protected computer by executing the
DPMAgentinstaller. Click help for more information.

Computer on trusted domain
The computer belongs to the same domain as, oris in a domain that has a two-way trust with, the
DPM server domain.

Computer in & workgroup or untrusted domain
The computer is part of a workgroup or on a domain that does not have two-way trust with the DPM
server domain.

< Back Mext = Cancel Help



Production Server Addition Wizard =

= i Select Computers
\j} Select the computers on which to install the protection agents.

St _ The computers listed are in the same domain as the DPM server. To add a computer from a different
- domain, type the fully gualified domain name. For example: machinename domain.contoso.com
@ Select Production Server

Computer name: Selected computers:
type

WWD-DT-0.RAMLAN i
@ Select agent deployment - Computer Domain
— Computer Doman |8 3 Wown RAMLAN CA
@ Select computers ERTY RAMLAN.CA4 ; :
@ Enter credentials -?I WMM2022 RAMLAN CA
o hod g vRDs RAMLAN.CA
@ Chooss restart metho 5 WIN10-DESK-1 RAMLAN.CA s
@ Summary 5 WIN10-DESK-2 RAMLAMN.CA
@ Installation _?] WINTDGOLDEN RAMLAMN.CA < Remove
g WiIN10-ICD-1 RAMLAMN.CA
2 wiN1oCD-2 RAMLAMN.CA
2 win1oCcD-2 RAMLAMN.CA
5 WIN10-ICD-4 RAMLAMN.CA
2 wiIN10-CD-5 RAMLAMN.CA
3 winT1 RAMLAN.CA
E wvo-oT0 RAMLAMN.CA =
Click Advanced to install an earlier version of the protection agent. Advanced.
< Back Mext = Cancel Help
Production Server Addition Wizard pas
=y Enter Credentials
Enter the credentials for a domain account that has administrator rights on all selected computers.
Steps: Please specify usemame and domain for a domain account that has administrator rights on the computers on

which you wish to install agents.

“  Select Production Server DPM uses the credentials to install the protection agents.

type

@ Select agent deployment
methaod Lser name:

|admini5trator |

“  Select computers

«“  Enter credentials Password:

@ Choose restart method |°°°°.....| |
@ Summary Domain:

@ Installation [RAMLAN.CA |

= Back Mext = Cancel Help



¥ L
|i'f> Choose Restart Method

Steps:
You might need to restar the protected computer after installing the protection agent.
@ Select Production Server i i . i i i
type DPM will automatically detect whether a restart is required. I a restart is required, DPM can restart all protected
computers after the protection agent installation is completed, or you can manually restart the computers at a later
@ Select agent deployment time.
method
Do you want DPM to restart the selected computers?
@ Select computers
“ Enter credentials
«“ Choose restart method
«# Summary (®) res. Restart the selected computers after installing the protection agents {if required).
@ |Installation {3 Mo. | will restart the selected computers later.
< Back MNext = Cancel Help

Production Server Addition Wizard

—f L)
@ Choose Restart Method

Production Server Addition Wizard =

Steps: Tasks
@ Select Production Server Task
type

b

Install protection agent on WS-W10.RAMLAM.CA
Select agent deployment
method Install protection agent on WS-W11.RAMLAMN.CA
Select computers
Enter credentials
Choose restart method

Summany

e & & & 6

Installation

Click Install to begin. The installation may take several minutes to complete.

< Back Cancel Help



Production Server Addition Wizard >

(C Installation
You have successfully installed the agent on the selected servers.

Steps: Tasks

@ Select Production Server Task Results
type
Install protection agent on WS-W10.RAMLAN.CA Success
@ Select agent deployment
method Install protecticn agent on WS-W11.RAMLAN.CA Success
Select computers
Enter credentials
Choose restart method

Summary

E & & & &

Installation

= Unprotected computers with protection agent: (2 Computers)
g ws-wio Windows Server - RAMLAN.CA OK
3 ws-wi1 Windows Server - RAMLAN.CA OK

Protection Group: Go to Protection - New

Create New Protection Group

Welcome to the New Protection Group Wizard
E This wizard helps you create a new protection group that DPM will use to protect data.

Steape: A protection group is a collection of data sources that share the same protection configuration. You use this wizard to
Welcome specify your recovery goals that are defined by retention range. synchronization and recovery point schedules.

Select protection group type
—

-
-
@ Select group members
-

Select data protection
method

.

Select shorttemmn goals

Choose consistency check L
options j

(3

Summary

How data protection works:

1. DPM creates a replica of the selected data sources on the DPM server.

2. DPM synchronizes the replica with the data sources and creates recovery points on a recuring schedule.
3. Backups are performed as follows:

Disk-based and tape-based protection. DPM stores the replica of the data on disks and periodic full backups are
created on tape from the recovery points on disk.

Tape-based p ion. DPM perf periodic inc rtal and full backups of the protected data on tapes.
Online protection. DPM perfe iodic backups of the protected data to Azure Backup.

@ Status

[[] Do not show this Welcome page again

“Back [ _Nex> || cancet || Hep




Create Mew Protection Group =

Select Protection Group Type
tl Select what kind of computers you would like to setup protection for.

Steps:
fou can create two kinds of protection groups. Select one of them below
@ Welcome
«  Select protection group type () Servers
@ Select group members Select this option for backing up file servers and application servers. Before selecting this option, ensure that the DPM
protection agent iz already installed on the target server. These computers must be online at the time of configuring
@ Select data protection protection. You will need to select the specific resources you want to backup.
method
# Select shortterm goals () Clients
@ Choose consistency check Select this option for backing up data from laptops and desktops. You can install the DPM protection agent after completing
options the configuration on the DPM server.
(i) To configure secondany protection for laptops and desktops, select the Servers option.
@  Summary
@ Status
< Back Mext = Cancel Help
@ Create Mew Protection Group =
Select Group Members
tl Select the computers that you want to protect.
Steps: i i ! ) . ) )
ou can select computers from the cument domain using the list below, or by typing the fully qualified domain name in
@ Welcome the Computer name text box. To add multiple computers in a single operation, click Add From File.
After you click Next, the selected computers will appear in the list of agents in the Management task area.
@ Select protection group type
® Sclect group members Computer name: Selected computers:
WWVD-DT-O.RAMLAN.CA ;
@ Specify protection rules | Computer Domain
@ Select data protection Computer Domain ~ g xg'xz:? Eimaggi
method SR RAMLAN CA :
# Select short4term goals _f.] VMM2022 RAMLAN.CA PR
@ Choose consistency check g VRDS RAMLAN.CA
options = 2 WINT0-DESK-1 RAMLAN.CA
2l WINT0-DESK-2 RAMLAN.CA < Remove
@ Summary 2 WIN1T0GOLDEN RAMLAN.CA
@ Status 2 WIN10HCD-1 RAMLAN.CA
2 WIN10HICD-2 RAMLAN.CA
2 WIN1HCD-3 RAMLAN.CA
2 WIN10-ICD-4 RAMLAN.CA
2 WIN10-ICD-5 RAMLAN.CA
2 win11 RAMLAN CA
B wvooT0 RAMLAN.CA
w

Add From File...

= Back Mext = Cancel Help



Create Mew Protection Group

Specify Inclusions and Exclusions

EI Specify the folders that you want to include or exclude from protection and the file types that you want to exclude

Steps: Specify the folders that you want to include or exclude from protection.
@ Welcome Folder inclusions and exclusions
@ Select protection group type For selecting folders you can choose commonly used folders for example, My Documents) from the drop-down list or type
in specific paths. Then choose whether you want to apply the include rule or exclude rule to them.
@ Select group members . L.
Included folders will always get backed up unless they are inside ancther excluded folder. Excluded folders and
# Specify protection rules their sub-folders will not be backed up. For additional details, click here.
Select data protecti
e st protection Enter the Folder Path Rule
@ Select shortterm goals fype the folder path or select the folder from the list ~ | Exclude ~
@ Choose consistency check 'El:ype the fglder path or select the folder from the list
- ystemn Drive
options .
Program Files
@ Summary AppData
Temporary Internet Files
@ Status Desktop
Downloads
Favarites
Links
My Doacuments
My Music Add Rows Remove Rows
ME Pictures
{start Menu lders you have excluded will not be
| Startup
Quick Launch
e Shoﬂ_.-\rs tion. Use comma ", to separate
nYser Profiles n a folder added by an end-user.

< Back MNext = Cancel Help
Create Mew Protection Group
Specify Inclusions and Exclusions
tl Specify the folders that you want to include or exclude from protection and the file types that you want to exclude
Steps: § . .
Specify the folders that you want to include or exclude from protection.
# Welcoms Folder inclusions and exclusions
#  Select protection group type For selecting folders you can choose commonly used folders for example, My Documents) from the drop-down list or type
in specific paths. Then choose whether you want to apply the include rule or exclude rule to them.
# Select group members . .
Included folders will always get backed up unless they are inside another excluded folder. Excluded folders and
»  Specify protection rules their sub-folders will not be backed up. For additional details. click here.
b Select data protection Enter the Folder Path Rule -
#  Select short4erm goals Desktop Include
» Choose consistency check Downloads Include
options
My Documents Include
®  Summary
Fawvorites Include
# Status
My Pictures Include
My Video | Include -
Add Rows Remowve Rows

Allow users to specify protection group members

Select this option to allow end users to include folders of their choice for protection. Folders you have excluded will not be

selectable. You must specify at least one include rule to enable this option.

File type exclusions

Type the file extensions for example: mp3, wav) that you want to exclude from protection. Use comma "."to separate
multiple file types. These files will not be backed up if they are in an included folder or in a folder added by an end-user.

|.rnp3-|,.wav

< Back MNext =

Cancel Help




Create Mew Protection Group

Select Data Protection Method
tl DPM can help provide digk, online and tape based data protection.

Steps:

Welcome

Select protection group type

@ Select group members
Specify protection rules

Select data protection
method

@ Select short4erm goals

@ Choose consistency check
options

@  Summary

@ Status

Create Mew Protection Group

Protection group name: | White Glove Executives

Protection method
Select your protection method.

S

| want short4tem protection using: Disk ~
i | want online protection
Configure online protection from the Management page to enable this option.
m | want long+4em protection using tape

Protection using tape options are disabled as no tape libraries were detected or the
protection group contains data sources that cannot be protected on tape.

< Back Mext = Cancel Help

Specify Short-Termn Goals

tl DPM will create a protection plan using your short4em recovery goals.
Steps: — y " :
[ Specify your short4em recovery goals for disk-based protection.
@ Welcome
Retention range: =l d
@ Select protection group type < 5 = e
@ Select group members Synchronization frequency: Ewvery | 2 houn(s) ~
@ Specify protection rules
@ Select data protection Client computer recovery points
method Specify recovery points for client computers.
@ Select short4emm goals .
Recovery points: 8:00 AM, 12:00 PM, 6:00 PM
@ Review disk storage Everyday Madify
allocation
Summary Alerting option
@ Status If you are protecting frequently disconnected computers like for which there would be lot of failures when they are not

connected, you can specify when do you get alerted.
Alert me when the recovery points fail for: |14 | days

< Back Mext = Cancel Help



Here you can allocate how much space you want to give DPM server to backup the data.

Create Mew Protection Group

Review Disk Storage Allocation
E Review disk space allocated in the storage pool for this protection group.

Steps:

@ Welcome

@ Select protection group type
@  Select group members

@ Specify protection rules
-

Select data protection
methad

@  Select shortterm goals

Specify how much data will be protected from each computer. DF M would use this information to allocate space in the DPM

storage poal.

Disk storage allocation for new members

MNumber of computers: 2
Data per computer: fris B
Disk storage to be provisioned on DPM: 304 GB

Disk storage allocation details:

[

& Review disk storage Data Source Data Size Space To ... Target Storage
CTEIIIN WS-W10.RAMLAN CAlUser data on WS-\l 1.00GB 152 GB | BK - 24.67 GB ~
@ Summary WSl RAMLAN CA\ser data on WS- 1.00 GB 1.52 GB | BK - 24.67 GB ~
@ Status
Awailable target disk storage:
Mame Friendhy M... Allowed Dataso... Total Spa... Free Space Underpro...
E: EK All 30.00 GB 24 67 GB 0 KB
< Back Mext = Cancel Help
Create Mew Protection Group
Summary
EI DPM iz ready to create the White Glove Executives protection group.
Steps: Review the settings, and then click Create Group to create the White Glove Executives protection group.
@ Welcome Protection group members:
. WS-WI10. RAMLAN CA\User data
@ Select protection group type WS-W11.RAMLAN CAN\User data
@  Select group members
@ Specify protection rules
@ Select data protection

method

&

Select short4emm goals

&

Review digk storage
allocation

Summary

@ Status

Protection group settings:

Setting Detailz
Shart-tem retention range 5 Dayis)
Synchronization Every 2 hours
Replica creation MNow

.:i} You can optimize performance of this protection group now or you can do it later from the actions pane.

.j} Before you can begin protecting these client computers, you must install the protection agent on the client
computers. For more information on how to install protection agents, see hitp.//go. micros oft. comifwl ink/p'?

LinklD=232346.

< Back Create Group Cancel

Help




Create Mew Protection Group

E Status

Steps:

@ Welcome

@ Select protection group type
@ Select group members

@ Specify protection rules

& Select data protection
method

# Select shotterm goals

& Review disk storage
allocation

@ Summary

@  Status

Tasks

Task

Create protection group: White Glowe Executives
Allocate replica for WS-W10.RAMLAMN.CANUser data
Allocate replica for WS-W1 1. RAMLAMN.CANUser data

o

except for the unprotected reparse points

=] %o Protection Group: White Glove Executives (Total members: 2)

= & Computer: WS-W10.RAMLAN.CA
C& WS- w10 RAMLAN CA\User data

= 5 Computer- WS-W11. RAMLAN.CA
C& WS- w11 RAMLAN.CAUser data

|Search list below

Success
Success

Success

Disconnected Client

Disconnected Client

(i) Computers found: DPM does not protect reparse points found in file systems. except for deduplication reparse
points, which are protected. If you hawve selected volumes or folders in this protection group, all data is protected

@ oK

@ oK

Computer Name

Type Cluster Name

=l Protected computers with protection agent: (3 Computers)

g Ex2019
g ws-wio
g ws-wi1

Wwindows Server -
Wwindows Server -

Wwindows Server -

Diomain

RAMLAN.CA
RAMLAN.CA
RAMLAN.CA

With this we have completed most of the configuration for DPM2022.

Thanks

Ram
17t May 2022

Agent Status

OK
OK
OK



