
Remediating CVE-2022-29072 for 7-zip Windows Privilege Escalation Vulnerability 

In this post, I am going to create CI and CB within CB2203 to fix 7-zip vulnerability for x64 version.  Below 

are the details. 

 

 

 

 



 

 



 

DETECTION SCRIPT 

 



REMEDIATION SCRIPT: 

 

 



 

 



 

 



 

 



Now we have to create CB (Configuration Baselines) 

 

 



 

 



Now deploy the CB 

 

 



 

Note: I will not recommend setting a recurrence schedule as the vulnerability may get fixed in future 

releases of 7-zip. 

 

 



We can check whether the remediation took place from Control Panel – Configuration Manager 

Run Machine Policy and User Policy - Then check Configuration tab 

 

In our case the remediation script status is UNKNOWN.  I did set the script to run at 340pm.  Maybe I will 

check tomorrow and the status should be COMPLIANT. 

 

Thanks 

Ram 
21st Apr 2022 
 

SCRIPT: Detection x64 - 

dim filesys 

Set filesys = CreateObject("Scripting.FileSystemObject") 

If filesys.FileExists("C:\Program Files\7-Zip\7-zip.chm") Then 

WScript.Echo "File exists" 

Else 

WScript.Echo "File does not exist" 

End If 



SCRIPT: Detection x86 - 

dim filesys 

Set filesys = CreateObject("Scripting.FileSystemObject") 

If filesys.FileExists("C:\Program Files (x86)\7-Zip\7-zip.chm") Then 

WScript.Echo "File exists" 

Else 

WScript.Echo "File does not exist" 

End If 

 

SCRIPT: Remediation x64 - 

dim filesys 

Set filesys = CreateObject("Scripting.FileSystemObject") 

If filesys.FileExists("C:\Program Files\7-Zip\7-zip.chm") Then 

filesys.DeleteFile "C:\Program Files\7-Zip\7-zip.chm" 

End If 

 

SCRIPT: Remediation x86 - 

dim filesys 

Set filesys = CreateObject("Scripting.FileSystemObject") 

If filesys.FileExists("C:\Program Files (x86)\7-Zip\7-zip.chm") Then 

filesys.DeleteFile "C:\Program Files (x86)\7-Zip\7-zip.chm" 

End If 

 


