How to install Windows 11 on vSphere ESXi 7.0.3

In this post, | am going to install Windows 11 as virtual machine on vSphere ESXi 7.0.3. As of now when
you start virtual machine creation there is no option to select Windows 11 — just Windows 10 is the only

option available.

We will select Windows 10 as the base OS and then make necessary changes to the settings before
installing Windows 11.

Actions - esxlramlan.ca

(3: New Virtual Machine.__.

& Deploy OVF Template...

New Virtual Machine

1Select a creation type Select a creation type

2 Select a name and folder How would you like to create a virtual machine?

3 Select a compute resource
Create a new virtual machine s optio machine. You
4 Select storage i

I Deploy from template
5 Select compatibility
Clone an existing virtual machine nn d stc e. You w ce stall a perating
6 Select a guest OS
3 Clone virtual machine to template
7 Customize hardware
Clone template to template

8 Ready to complete _
Convert template to virtual machine

New Virtual Machine

1Select a creation type Select a name and folder

2 Select a name and folder Specify a unique name and target location

3 Select a compute resource
Virtual machine name: VWINT
4 Select storage

5 Select compatibility
6 Select a guest OS Select a location for the virtual machine.

7 Customize hardware -
v &l VCramlan.ca

8 Ready to complete
4 B > [@ TOR

CANCEL




New Virtual Machine

1 Select a creation type

2 Select a name and folder
3 Select a compute resource
4 Select storage

5 Select compatibility

6 Select a guest OS

7 Customize hardware

8 Ready to complete

Select a compute resource
Select the destination compute resource for this operation
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Compatibility

Compatibility checks succeeded

| was not able to Select the box to Encrypt VM because it was missing

New Virtual Machine

1 Select a creation type

2 Select a name and folder
3 Select a compute resource
4 Select storage

5 Select compatibility

6 Select a guest OS

7 Customize hardware

8 Ready to complete

New Virtual Machine

1 Select a creation type

2 Select a name and folder
3 select a compute resource
4 Select storage

5 Select compatibility

6 Select a guest OS

7 Customize hardware

8 Ready to complete

$ielect storage

¢elect the storage for the configuration and disk files

rypt th
VM Storage Policy Datastore Default

Disable Storage DRS for this virtual machine

Storage
Compatibility

Name T Capacity T Provisioned Y

@ DatastoreCluster - 999.75 GB 21.26 GB

E esxips 1.51 TB 259.59 GB

m

Compatibility

Compatibility checks succeeded

Select storage

Select the storage for the configuration and disk files

Encrypt this virtual machine @

VM Storage Policy VM Encryption Policy

Disable Storage DRS for this virtual machine

Storage T
Name R Capacity Provisioned

(E) DatastoreCluster Compatible 999.75 GB 2126 GB

@ ESXIDS Compatible 151 TB 259.59 GB

i |

Compatibility

Compatibility checks succeeded.

ey provider. Created one below:

Free T Cluster

978.49 GB

146 TB

2 items

CANCEL

Free Cluster

978.49 GB

1.46 TB

2 items

CANCEL




New Virtual Machine

1 Select a creation type Select compatibility
2 select a name and folder Select compatibility for this virtual machine depending on the hosts in your environment
3 Select a compute resource
The host or cluster supports more than one VMware virtual machine version. Select a compatibility for the virtual machine.
4 Select storage
5 Select compatibility Compatible with: |[Esxi 7.0 U2 and later ~ | (@
OGSk ctalaussios This virtual machine uses hardware version 19, which provides the best performance and latest features available in ESXi 7.0 U2.
7 Customize hardware

8 Ready to complete

CANCEL

New Virtual Machine

1 select a creation type Select a guest OS

2 Select a name and folder Choose the guest OS that will be installed on the virtual machine

3 Select a compute resource

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system installation.
4 select storage

5 Select compatibility Guest OS Family: |windows
6 Select a guest OS -
= Guest OS Version: | Microsoft windows 10 (64-bit) ~
7 Customize hardware

8 Ready to complete Enable Windows Virtualization Based Security @

Compatibility: ESXi 7.0 U2 and later (VM version 19)

CANCEL

New Virtual Machine

Configure the virtual machine hardware
1select a creation type

2 Select a name and folder 5
Virtual Hardware VM Options
3 select a compute resource
4 select storage ADD NEW DEVICE ¥
5 Select compatibility B ~ ~
Encryption VM configuration files are encrypted. (@)
6 Select a guest OS
7 Customize hardware CPU 2 @
8 Ready to complete
Memory *

New Hard disk 100 GB

(@ Disk will be encrypted
New SCsI controller LSI Logic SAS
New Network = VM Network ~ Connect .

New CD/DVD Drive Datastore ISO File Connect...

New USB Controller USB 31 v

Video card * Specify custom settings v

CANCEL

Click Add New Device




A DD NEW DEWICE

Disks, Drives and Storage

Hard Disk

Existing Hard Disk

RDM Disk

Host USB Device

MW DI M

CDYDWD Drive

ntrollers

MNYW Me Controller

SATA Controller

SCSI1 Controller

uUsB Controller

Other Devices

PCl Dewvice

Trusted Platforrm Module

New Virtual Machine

1 Select a creation type

2 select a name and folder
3 Select a compute resource
4 Select storage

5 select compatibility

6 Select a guest OS

7 Customize hardware

8 Ready to complete

New Virtual Machine

1 Select a creation type

2 Select a name and folder
3 Select a compute resource
4 Select storage

5 Select compatibility

6 Select a guest OS

7 Customize hardware

8 Ready to complete

New SCSI controller

New Net

New CD/DVD Drive

Security Devices

v SGX

Ready to complete

kK Finish to start cre;

Virtual machine name
Folder

Host

Datastore

VM storage policy
VM Encryption

Guest OS name

Virtualization Based
Security

cpUs
Memory

NICs

LSl Logic SAS

VM Network v
Datastore 1SO File
UsSB 31 v
Specify ¢ om settings v
TPM

SGX not available on the host

Some operations and features are restricted (O

Present (1)

New SATA Controller
Additional Hardware
ympatibilitv: ESXi 7.0

and later (VM vel

CANCEL B

VWINTI
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ESXIDS

Personal Encryption Policy
Full

Microsoft Windows 10 (64-bit)

Disabled

CANCEL

Connect...

Connect...

on 19)

NEXT

FINISH




New Virtual Machine

1 Select a creation type Memory

2 Select a name and folder
NICs
3 Select a compute resource

4 Select storage NIC 1 network VM Network
5 Select compatibility
NIC 1 type VMXNET 3
6 Select a guest OS
7 Customize hardware SCsI controller 1 LSI Logic SAS

8 Ready to complete
Trusted Platform Module Present

Create hard disk 1 New virtual disk
(encrypted)

Capacity 100 GB

Datastore ESX1DS

VM storage policy Personal Encryption Policy _
Virtual device node SCSI0:0)

Mode Dependent

Compatibility: ESXi 7.0 U2 and later (VM version 19)

Power the Virtual machine and start the OS install

Boot Manager

Boot normally Device Path:

Pc iRoot (0x0) /Pci (0x11,0x
EFI Virtual disk (0.0) 0) /Pci (0x0,0x0) /Sata (0x0
., 0x0 , 0x0)

EFI MNetwork

Enter setup
Reset the system
Shut down the system

Ti=Move Highlight <Enter>=3Select Entry

Y Windows Setup

Bm Windows

Language to Install.IEnalish (United States)

AT RITER ISR IO RIS English (United States)

Keyboard or input method:

Enter your language and other preferences and click "MNext” to continue.

rosoft Corporation. All ights reserved




14 Windows Setup

am Windows

Install now

Repair your computer

© Microsoft Corporation. All ights reserved

of) Windows Setup

i

Select the operating system you want to install

Operating system Architecture Date modified
Windows 11 Education w4 3/3/2022
Windows 11 Education N wbd 3/3/2022
Windows 11 Enterprise 3/3/2022
Windows 11 Enterprise N «64 3/3/2022
Windows 11 Pro wbd 3/3/2022
Windows 11 Pro N w4 3/3/2022
Windows 11 Pro Education x5l 3/3/2022

L] i a4 " [l | " LA "~ B W e B ]
Description:
Windows 11 Enterprise




@ ¢ Windows Setup

Where do you want to install Windows?

Name Total size Free space Type
2 Drive0 Unallocated Space 1000 GB 1000 GB
44 Refresh )( Delete & Format 3 New

&* Load driver

:j Extend

s this the right country or region?

Burkina Faso
Burundi
Cabo Verde
Cambodia

Cameroon

T avuman lelande



Who's going to use this device?

You’'ll use this name to sign in to your device.

Enter your name

TESTUSER

il O MO S €@ ~ Us B % samgars O

Now we have completed Win 11 on vSphere ESXi 7.0.3 as a VM.

Thanks

Ram
13t Apr 2022



Please make sure to complete below configuration before you start creating Win 11 VM.

CREATING KEY PROVIDER:
Follow below steps to create Native Key Provider

= W oramlan.ca I AcTIONS

Sumimary” Monitor Configure Permissions Datacenters Hosts & Clusters

Key Providers

Settings

Seneceral
B l ADD ~
Licensing
Message of the Day
Key Prowvider
Advanced Settings
Awuthentication Pro>xy
wCenter Haa
Security
Trust Authority

Key Prowviders

Configure Permissions Datacenters Hosts & Clusters Datastores

Key Providers

ADD ~ RESTORE

Aod Native Key Provider

Add Standard Key Provider

Make sure to uncheck this

Add Native Key Provider

Encryption Key 1

Use key provider only with TPM protected ESXi hosts (Recommended)
CAMNCEL ADD KEY PROVIDER

Back up Native Key Provider Encryption Key 1
Protect Native Key Provider data with password (Recommended)

Password COPY PASSWORD

verify password

| have saved the password in a secure place.
Make sure this password is securely saved. as it will be required to restore the Native Key Provider configuration in case of

disaster. Without this password access to resources such as encrypted YMs and VMs with virtual TPM devices will be lost.

CANCEL BACK UP KEY PROVIDER




Key Providers
ADD ¥~ BACK-UP RESTORE DELETE

Key Provider Type Status Certificates

Encryption Key 1 (default) Native ) Active

Provider Encryption Key 1 - Key Management Servers

Details Constraints
Key ID dO873866-b21f-4646-8688-74e40d7d43fd

© ©

Add Native Key Provider Back up Key Provider

BACK UP

CREATING VM STORAGE POLICIES

| created Personal Encryption Policy fo ithi rage Policy.

Edit VM Storage Policy Name and description

1 Name and description
Personal Encryption Policy{

Description:

CANCEL

Edit VM Storage Policy Policy structure

1 Name and description ~
Host based services

2 Policy structure Create rules for data services provided by hosts. Available data services could include encryption, I/O control, caching, etc
Host based services will be applied in addition to any datastore specific rules.

Enable host based rules

Datastore specific rules

Create rules for a specific storage type to configure data services provided by the datastores. The rules will be applied when
VMs are placed on the specific storage type.

Enable rules for "vSAN" storage
Enable rules for "vSANDiIrect" storage

Enable tag based placement rules

CANCEL




Edit VM Storage Policy Host based services

B Create rules for data services provided by hosts. Available data services could include encryption, I/O control, caching, etc
1 Name and description . ) 3
Host based services will be applied in addition to any datastore specific rules.

2 Policy structure Encryption Storage I/O Control

3 Host based services Disabled

Use storage policy component Default encryption properties

Storage policy component Default encryption properties
Description Storage policy component for VM and virtual disk encryption
Provider VMware VM Encryption

Allow I/O filters before encryption False

CANCEL

Edit VM Storage Policy Host based services

L Create rules for data services provided by hosts. Available data services could include encryption, I/O control, caching, etc
1 Name and description : i i __ )
Host based services will be applied in addition to any datastore specific rules.

2 Policy structure Encryption Storage I/O Control

3 Host based services Disabled

Use storage policy component Normal 1O shares allocation

Storage policy component Normal 10 shares allocation
Description Storage policy component for Medium SIOC controls
Provider VMware Storage IO Control
VMware Storage I/O Control
IOPS limit 10,000
IOPS reservation 50

IOPS shares

Custom

CANCEL BACK

Edit VM Storage Policy Storage compatibility

1 Name and description COMPATIBLE NCOMPATIBLE

Expand datastore clusters Compatible storage 4.12 TB (3.95 TB free)
2 Policy structure
3 Host based services Name Datacenter Free Space Capacity Warnings
& DatastoreCluster TOR 978.49 GB 999.75 GB
4 Storage compatibility
E ESXIDS TOR 146 TB 151 TB

B Eesxa2ps TOR 154 TB 164 TB

3 items

CANCEL




Edit VM Storage Policy Review and finish

Name and description

Policy structure

Host based services

Storage compatibility

Review and finish

General
Name
Description

ter Server

Host based services
Encryption

ge policy component

Rules VM Compliance VM Template

Mame

@ VWINTI

Rules VM Compliance

COMPATIBLE

Personal Encryption Policy

VvCramlanca

Default encryption properti
rage policy component for VM and virtual disk e

e VM Encryption

Normal IC
Storage p y component for Medium SIOC co

VMwar ontrol

CANCEL BACK

Compliance Status Last Checked

Compliant

VM Template Storage Compatibility

Datacenter
TOR
TOR

TOR

Free Space
978.49 GB
146 TB

154 1B

FINISH

Apr 13, 2022 3:51 PM

Capacity
999.75 GB
1.51TB

164 TB




