Email Stuck in Transport Queues

If you see this error in your event log then you have to perform the task detailed below.
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Event 5300, FIPFS.

General Details

The FIP-FS "Microsoft" Scan Engine failed to load. PID: 68836, Error Code: (x80004005. Error Description: Can't convert "2201010008" to long.

Download PowerShell script from here - https://aka.ms/ResetScanEngineVersion

Copy the script to script folder C:\Program Files\Microsoft\Exchange Server\V15\Scripts

Open PowerShell as Admin

Set execution policy remote signed

Run this script .\Reset-ScanEngineVersion.ps1
Wait for the script to complete the task
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https://aka.ms/ResetScanEngineVersion

Run this command - Add-PSSnapin Microsoft.Forefront.Filtering.Management.Powershell
Run this command - Get-EngineUpdatelnformation

You should see this
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Manual Solution:

Using the Manual Solution

In lieu of using the script, customers can also manually perform steps to resolve the issue and restore service. To manually resolve

this issue, you must perform the following steps on each Exchange server in your organization:

Remove existing engine and metadata

1. Stop the Microsoft Filtering Management service. When prompted to also stop the Microsoft Exchange Transport service, click
Yes.

2. Use Task Manager to ensure that updateservice.exe is not running.

3. Delete the following folder: %ProgramFiles%\Microsoft\Exchange Server\V15\FIP-FS\Data\Engines\amd64\Microsoft.

4. Remove all files from the following folder: %ProgramFiles%\Microsoft\Exchange Server\V15\FIP-FS\Data\Engines\metadata.

Update to latest engine

1. Start the Microsoft Filtering Management service and the Microsoft Exchange Transport service.

2. Open the Exchange Management Shell, navigate to the Scripts folder (%ProgramFiles%\Microsoft\Exchange Server\V15\Scripts),

and run Update-MalwareFilteringServer.ps1 <server FQDN>.

Verify engine update info
1. In the Exchange Management Shell, run Add-PSSnapin Microsoft.Forefront.Filtering.Management.Powershell.
2. Run Get-EngineUpdatelnformation and verify the UpdateVersion information is 2112330001.

After updating the engine, we also recommend that you verify that mail flow is working and that FIPFS error events are not present

in the Application event log.

Once you complete above task there should be no more error in event log for EVENTID 5300 FIPFS.
Thanks
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https://docs.microsoft.com/en-us/exchange/disable-or-bypass-anti-malware-scanning-exchange-

2013-help
https://techcommunity.microsoft.com/t5/exchange-team-blog/email-stuck-in-transport-queues/ba-

p/3049447
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