Community Hub Contribution to test and fix Exchange Server HAFNIUM

In this post, | will install Configuration Item (Cl) contributed by configuration Manager community to test
and fix Exchange Server. Within the lab, | am running Exchange Server 2019. | will use Current Branch

2010 to test and share the end result.
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Configure Edge Auto Update 7/12/2020 11:35 AM RAMLAN\ram Curated Commit information (external)
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Here is our downloaded compliance item. We can create a baseline and deploy.

Assets and Compliance » Overview » Compliance Settings » Configuration ftems

< Configuration Iltems 20 items

Search X
lcon  Mame Type Device Type Revision Child Relationships  User Setting | Date Modified
I i} Microsoft Exchange 2013, 2016, 2019 SSRF vulnerability check. Application Windows 7 No No No 22-Mar-2021 12:04 PM
Create

Configuration Baseline |«

£ Create Configuration Baseline .

Specify general information about this configuration baseline

l Mame: | HAFMILUM Exchange 20159

Description:

Select the configuration data (configuration items ., configuration baselines. and software updates) to be evaluated for
compliance by this configuration baseline. This configuration baseline will be assessed as compliant if all the tems
specified are compliant. Optional tems are evaluated only if the relevant application is present on the client devices.

Configuration data:

Filter... &

Mame Type Purpose Rewvision

There are no itemz to show in thizs wiew,
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Add Cenfiguration ltems

Select the configuration items
baseline

Awailable corfiguration items:

that you want to add to this configuration

Filter...

Mame

ESU - WinServer 2008 5P2 - KB check - K...
ESU - WinServer 2008 5F2 - KB check - ...
ESU - WinServer 2008/2008 R2 SP1-KB ...
ESU - WinServer2D008 R2 SP1 - KB check ...
ESU - WinServer2D08 R2 SP1 - KB check...
MS Teams Compliance Status

Office Activation Status

WD Windows 10 Multi-Session

<

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Latest Revision

Revision 4
Revision 7
Revision 7
Revision 5
Revision 10
Revision 1
Revwvision 1
Rewision 1

Description

checks for kb4453730, ES.
checks for Sept./MNov ./ De..
checks for kb4474419, ES.
checks for KB4450628. ES
checks for KB4516655, KB

Configuration items that will be added to this configuration baseline:

Filter... P
Mame Type Latest Revision Description Status
‘ Microsoft Exchange 2... Application Rewvision 7 This Corfiguration tem will ... Enabled

£ Create Configuration Baseline

Cancel

Specify general information about this configuration baseline

- _'| MName: [HAFNIUM Exchange 2019

Description: This Baseline contains settings that detemining if Microsoft Exchange server 2013,

2016 and 2019 hawve the latest patches applied |

Select the configuration data (corfiguration tems, configuration baselines, and software updates) to be evaluated for
compliance by this configuration baseline. This configuration baseline will be assessed as compliant if all the items
specified are compliant. Optional items are evaluated only if the relevant application is present on the client devices.

Configuration data:

Filter... "-
Mame Type Purpose Revision
Microsoft Exchange 2013, 2016, 20159 55RF v... Application Required Latest

Add - Change Purpose - Change Revision - Remove
Always apply this baseline even for co-managed clients
Evaluate this baseline as part of compliance policy assessment
Assigned categories to improve searching and fitering:
"IT Infrastructure™ | Categories. ..
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Now we can deploy to Exchange Server collection and run the baseline.

— b (DSchedule Summarization 4 Enable 2 Copy o ~
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Saved Show i £ Deplay Move | Categorize SetSecurity | Properties
Searches - | Members []View Xml Definition # Export X Delete z Scapes
Search Baseline Deployment | Move Classify Properties
liznce » Overview » Compliance Settings »  Configuration Baselines »
< Configuration Baselines 7 items
* |Search
lcon  Name - Status  Deployed  UserSetting  Date Modified Compliance Count  Noncompliance Count  Failure Count  Madified By
ﬁJ CB - Check client boundary group Enabled  Yes Mo 17-Feb-2020 10:3.. 18 0 0 RAMLAN,..
ﬂ CB - DNS Server Vulnerability (CVE-2020-1350) Enabled  Yes No 15-Jul-2020 9:22 A... 4 0 0 RAMLAN,..
ﬂ CB - ESU - Server 2008 Activation Enabled Mo No 11-May-2020 11:2.. 0 0 ] RAMLAMN..
ﬂ CB - ESU - Windows 7 activation Enabled Yes No 11-May-2020 11:2.. 0 0 ] RAMLAM..
ﬂ CB - Office Activation Enabled Yes No 13-5ep-2019 :57.. 5 7 1 RAMLAM..
| ﬂ HAFNIUM Exchange 2019 é Enabled Mo No 22-Mar-2021 12:5.. 0 0 0 RAMLAMN\...
Deploy Configuration Baselines et
Select the configuration baselines that you want to deploy to a collection
Available configuration baselines: Selected configuration baselines:
Filter... P Filter...
CB - Office: Activation ~ idd HAFMIUM Exchange 2019
1B: CustomerReady_ESU - Windows 7 - K
2. CustomerBeady _ESU - Windows 7AW, » HEmove
£ >
[] Remediate noncompliant niles when supported
[] Generate an alert:
When compliance is below: ks
Date and time: |22-Mar-2021 ~|[1250PM 3
Select the collection for this corfiguration baseline deployment.
Collection: [Ex2019 4 | | Browse..
Schedule
Specify the compliance evaluation schedule for this configuration baseline:
(® Simple schedule
.
Run eveny: |? = | |Da1_.'s e
() Custom schedule
Mo custom schedule defined. ol e
QK Cancel




Now run Machine and User policy.
Enh Configuration Manager Properties

Cache I Configurations | Metwork
General I Components Actions I Site

Select an action to run a client cycle independently from schedules that are
configured in the Configuration Manager console.

Actions:

Application Deployment Evaluation Cycle
Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventony Cycle

Machine Policy Retrieval & Evaluation Cycle
Software Inventory Cycle

Software Metering Usage Report Cycle
Software Updates Deployment Evaluation Cycle
Software Updates Scan Cycle

User Policy Retrieval & Evaluation Cycle
Windows Installer Source List Update Cycle

| Run Mow
OK I Cancel I Apply
From the screen shot the state is Non Compliant
Euq. Configuration Manager Properties
General I Components I Actions I Site
Cache Configurations I MNetwork
Assigned configuration baselines:
MName Revision Last Evaluati... | Compliance State
CB - Check client ... 1 22-Mar-2021 ... Compliant
CB-DMNS Server ... 1 17-Mar-2021 ... Compliant
| CB — Office Activa... 1 22-Mar-2021 ...  Compliart
| o Z2-Mar-2021 i
Teams Bazeline R... 1 21-Mar-2021 ...  Mon-Compliant
£ >
Evaluate \iew Report | | Refresh

Ok I Cancel I Lipply




Here is the report

Compliance Report

File Edit View Favoites Tool Help
Report View | | Xml View

COMPUTER NAME:  EX2019
EVALUATION TIME:  22-Mar-2021 12:54:54 PM

BASELINE NAME: HAFNIUM Exchange 2019
REVISION: 1
COMPLIANCE STATE:  Non-Compliant
NON-COMPLIANCE

SEVERITY:
This Baseline contains settings that determining if Microsoft
DESCRIPTION:  Exchange server 2013, 2016 and 2019 have the latest patches
applied.
Summary:
N - Baseline | Compliance | Non-Compliance | Discovery | Non-Compliant | Remediated | Conflicting
ame Revision pe " . ¢
Policy tate Severity Failures ules ules Rules
HAFNIUM Exchange 2019 1 Baseline Non-Compliant Critical 0 1 0 0
Microsoft Exchange 2013, 2016, 2019 SSRF vulner. 7 Application Configuration | Required | Non-Compliant Critical 0 1 0 0

Detai

HAFNIUM Exchange 2019

Baseline

1

COMPLIANCE STATE:  Non-Compliant
NON-COMPLIANCE

Cri al
SEVERITY:
This Baseline contains settings that determining if Microsoft
DESCRIFTION:  Exchange server 2013, 2016 and 2019 have the latest patches
applied.
NAME: Microsoft Exchange 2013, 2016, 2019 SSRF vulnerability check.
TyPE: Application Configuration
REVISION: 7
COMPLIANCE y
plspyesn) Non-Compliant
NON-COMPLIANCE Critical
SEVERITY:

This Configuration Item will check if the following Microsoft
DESCRIPTION: Exchange SSRF vulnerabilities exist: CVE-2021-26835 CVE-2021-
26857 CVE-2021-26858 CVE-2021-27065

Non-Compliant Rules:

Setting Setting Setting Rule Name Rule Description Severity| Tnstance Data
Name Type Description
Expression Current|Instance| Rule
Setting for Exchange This setting checks the registry for the This rule requires that the TnterimUpdate' value must P Value | Source | Type
or e Registry InterimUpdate : "
versions 2013, 2016, | v21 Y | TnterimUpdate value for Microsoft Exchange | 1o PEoe exist which indicates this version of Microsoft | Critical | NotEquals
2019 Versions 2013, 2016, and 2019 d Exchange Server has not been patched. o 0 Existential

This concludes how to use the Cl contributed by SCCM community.
Thanks

Ram Lan
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wr  View update history

Update history
~ Quality Updates (50)

Successfully installed on 11-Mar-
Last failed install attempt on 11-Mar-2021 - Ox80240034
Last failed install attempt on 11-Mar-2021 - Ox80240034
Successfully installed on 10-Mar-2021

nstalled on 05-Mar-2021
Successfully installed on 04-Mar-2021
Last failed install attempt on 04-Mar-2021 - 0x80240034
Successfully installed on 25-Feb-2021

Successfully installed on -Feb-2021

Successfully installed on 15-Feb-2021




