How to remove CMG and other stuff from Current Branch 2010

In this post, | will go through the process of removing CMG, Co Management, CDP and other stuff. The
reason why, | am removing is due to cost. On an average, | am spending over $250 per month just to
maintain these stuffs without any bandwidth transfer. Itis getting too expensive so, it is time to pull the
plug for CMG. Below are current CMG configuration within CB2010.

Administration < Co-management 0 items

- F Overview leon Mame Description

Updates and Servicing lai's'} CoMgmtSettingsProd Co-management Production policy
1 Hierarchy Configuration
= 1 Cloud Services
Azure Services
P Azure Active Directory Tenants
Cloud Distribution Points
Cloud Management Gateway
¢ Azure Services 1 items
-
Marme Description  Associated Azure Service
Cloud Attach Cloud Attach
RAMLAN Cloud Management Azure Services Cloud Management

Azure Active Directory Tenants 1 items

Tenant Mame Tenant 1D

ramlan SE111130-DA15-40E6-BE16-07C2F49561 65

Cloud Management Gateway 1 items

lcon Service Name Cloud Service Name Region Status Description Status Description

ramlancmg.cloudapp.net ramlancmg East US Ready Configuration update completed

ramlancmg.cloudapp.net

Site System Name Role Name Site Code  Endpoint Name Internal Endpoint Name Total Requests In Last 30 Days Max Concurrent Requests In Last 30 Days
TAMLAN.CA SMS Software Update Point TOR ClientWebService  ClientWebService 478 1
CB.RAMLAN.CA SMS Software Update Point TOR SimpleAuthWe...  SimpleAuthWebService 153 1

¢ Servers and Site System Roles 3 items

Search
lcon Name Site Code Count of roles | Type NAL Path
- WCB.RAMLAN.CA TOR 15 Primary site B RAMLAN CAV IMSWHMNET:["SMS_SITE=TOR"ICE.RAMLAN.CAY
‘ramlancmg.cloudapp.net TOR 2 Site system server [ Display=\\ramlancmg cloudapp.net\ JMSWNET:["SMS_SITE=TOR T\\sramlancmg.cloudapp...
WWINE.RAMLAN.CA TOR 2 Site system server WINS RAMLAN.CAV IMSWNET:["SMS5_SITE=TOR TWWINS. RAMLAN.CAY
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® overview
= Geting started
i) Tiy out the new App registrations search preview! Click to enable the preview,
= Preview hub
A Diagnose and solve problems
we will no longer add any new features to Azure Active Directory Authentication Lib

Manage pdates. need to be upgraded to Mi Authentication Library (MSAL) and Micro:

I

(ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide feature
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Removal Steps:

Cloud Management Gateway

CMG Role — Server and Site role

Co-Management

Azure Active Directory Tenants

Azure Portal App Registration — Client App and Server App
Azure Services

Delete any resources pertaining to CMG in Azure Portal

Nou A WwN R

Deleting Cloud Management Gateway

Management Gateway | Searches * | analyzer

Administration

+ Bl Overview -~ leon
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) . ~»
) 7

Connection

o ' (Y Refresh D
i o 7% Delete

Create Cloud Saved Stop  Synchronize Properties

< service configuration

Create Search ramlancmg.cloudapp.net Properties

- |'_ % » Administration » Owerview » Cloud Services » Cloud Management Gateway

< Cloud Managem teway 0 items

Cloud Service Name Region Status Description

57 Updates and Servicing dapp.net ramlancmg East US Ready

| Hierarchy Configuration

& Discovery Methods

2% Boundaries

48] Boundary Groups

7 Exchange Server Connectors
(5 Database Replication

i File Replication

A Active Directory Forests

7 Cloud Services

#* Co-management
5 Azure Services
<P Azure Active Directory Tenants
d Distribution Point

ent Gateway:
| Site Configuration
B Sites

Bl Servers and Site System Roles

ramlancmg.cloudapp.net

Connection Pgint Server Name Site Code  Connection Status

~ CBRAMLAN.CA TOR

Total Requests In Last 30 Days
Connected 1,130 2

Confirm

Management Gatewoy | Searches - | analyzer

Administration

4 i} Overview ] leon
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| Are you sure you want to delete the ‘ramlancmg’ Cloud
! anagement Gateway?
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Create Cloud Saved

3 (3 Refresh D
4 7% Delete

Connection

Synchronize
configuration

Properties

a

Create Search ramlancmg.cloudapp.net Properties

Max Concurrent Requests In Last 30 Days

Status Description

Configuration update completed

Total Requests Size (ME) In Last 30 Days.
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T |_ \ » Administration » Overview » Cloud Services » Cloud Management Gateway

< Cloud Management Gateway 1 items

Service Name Cloud Service Name Region Status Description

ramlancmg.cloudapp.net ramlancmg East US Deleting

& Updates and Servicing
| Hierarchy Configuration
sk Discovery Methads
| Boundaries
[ Boundary Groups

Exchange Server Connectors

(& Database Replication
& File Replication

A Active Directory Forests

5 Cloud Services
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5 Azure Services

&b Azure Active Directary Tenants
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< Cloud Management Gateway
1 Site Configuration

B Sites:

Ei Servers and Site System Roles

ramlancmg.cloudapp.net

Connection Point Server Name Site Code  Connection Status

~ CB.RAMLAN.CA TOR

Total Requests In Last 30 Days
Connected 1132 2

K Client Settings

Max Concurrent Requests In Last 30 Days

Status Description

Configuration update completed

Total Requests Size (MB) In Last 30 [

16



i Configuration Manager Trace Log Tool - [C\Program Files\Microsoft Configuration Manager\Logs\CloudMgr.log]
i File Tools Window Help

SE2S BalNE

Log Text Com... Date/Time Thread

Registry Watcher started SMS_CL 29-Dec-2020 %:38:36 AM 9724 (25FC)
Subscribing to Registry Hive: LocalMachine, KeyPath: SOFTWARE\Microsoft'SMS\Tracing5SMS5_SERVICE_CONNECTOR, FilterType: ValueChange, WatchSu... SMS5_CL 29-Dec-2020 %:59:36 AM 9724 (Ox25FC)
Registry Watcher started SMS_CL 29-Dec-2020 %:59:36 AM G724 (h25FC)
Subscribing to Registry Hive: LocalMachine, KeyPath: SOFTWARE\Microseft\ SMS\COMPOMNENTS\SMS_SERVICE_CONMECTOR\GenericUploadWorker, Filt.. SMS_CL 29-Dec-2020 %:39:36 AM 9724 (n25FC)
Registry Watcher started SMS_CL 29-Dec-2020 %:32:36 AM 9724 (25FC)
Subscribing to Registry Hive: LocalMachine, KeyPath: SOFTWARE\Microsoft\SMS\Tracing\5M5_SERVICE_COMMNECTOR, FilterType: ValueChange, Watch5u... SMS5_CL 29-Dec-2020 %:39:36 AM 9724 (0x25FC)
Registry Watcher started SMS_CL 29-Dec-2020 9:39:36 AM 9724 (2 3FC)
Subscribing to Registry Hive: LocalMachine, KeyPath: SOFTWARE\Microsoft\ SMS\COMPOMNENTS\SMS_SERVICE_CONMECTOR\GenericUploadWorker, Filt.. SMS_CL 29-Dec-2020 %:39:36 AM 4724 (25FC)
Registry Watcher started SMS_CL 29-Dec-2020 9:59:36 AM G724 (x25FC)
UnSubscribed from Registry Hive: LocalMachine, KeyPath: SOFTWARE\Microsoft\SMS COMPONENTSSMS_SERVICE_COMNMNECTOR\GenericUploadWorker... SMS5_CL 29-Dec-2020 8:58:42 AM G724 (x25FC)
UnSubscribed frem Registry Hive: LocalMachine, KeyPath: SOFTWARE\Micresoft\SMS\ Tracing!.SMS_SERVICE_CONMNECTOR, FilterType: ValueChange, Wat... SMS_CL 29-Dec-2020 %:3%:42 AM 9724 (x25FC)

SMS_CL 29-Dec-2020 10:00:35 AM 4540 (0x11BC)
5M5_CL 29-Dec-2020 10:00:35 AM 11760 (0x2DFO0)
SMS5_CL 29-Dec-2020 10:00:35 AM 9724 ((x25FC)
SMS_CL 29-Dec-2020 10:00:35 AM 19488 (0nAC20)
SMS_CL 29-Dec-2020 10:00:35 AM 19488 (ndC20)
S5MS5_CL 29-Dec-2020 10:00:35 AM 9724 ((x25FC)
SMS_CL 29-Dec-2020 10:00:35 AM 19488 (0x4C20)

Start to poll cloud service tasks from DB

TaskWorker: Starting task: [CloudServicesTaskBuilder]
CloudServicesTaskBuilder: Starting.

TaskManager: 0 task(s) running, 0 task(s) waiting to start.
TaskManagen Task [CloudServicesTaskBuilder] status is Running
CloudServicesTaskBuilder: Stopping.

TaskManager: 1 task(s) running, 0 task(s) waiting to start.

TaskManager Task [CloudServicesTaskBuilder] status is RanToCompletion

Ider] from running ta

Date/Time: 29-Dec-2020 10:00:35AM  Component: SM5_CLOUD_SERWICES_MANAGER
Thread: 19488 (0x4C20) Source:

SMS_CL 29-Dec-2020 10:00:35 AM

19488 (A C20)

TaskManager: Removing task [CloudServicesTaskBuilder] from running tasks.

5] Configuration Manager Trace Log Tool - [C:\Program Files\Microsoft Configuration Manager\Logs\CloudMagr.log]

_i‘: File Tools Window Help

EE5SGBalnNE

Log Text Com... Date/Time Thread
TaskManager: 0 task(s) running, 0 task(s) waiting to start. SMS_CL 29-Dec-2020 10:06:35 AM 19488 (0x4C20)
TaskWaorker Starting task: [CloudServicesTaskBuilder] SMS_CL 29-Dec-2020 10:06:35 AM 11760 (0x2DF0)
CloudServicesTaskBuilder: Starting. SMS_CL 29-Dec-2020 10:06:35 AM 14348 (0:380C)
CloudServicesTaskBuilder: Stopping. SMS_CL 29-Dec-2020 10:06:35 AM 14348 (0x380C)
TaskManager: 1 task(s) running, 0 task(s) waiting to start. SMS_CL 29-Dec-2020 10:06:35 AM 19488 (0xdC20)
TaskManager: Task [CloudServicesTaskBuilder] status is RanToCompletion SMS_CL 29-Dec-2020 10:06:35 &AM 19488 (0xdC20)
TaskManager: Removing task [CloudServicesTaskBuilder] from running tasks. SMS_CL 29-Dec-2020 10:06:33 AM 19488 (0x4C20)
Start to poll cloud service tasks from DB SMS_CL 29-Dec-2020 10:07:33 AM 6912 (0x1B00)
TaskManager: 0 task(s) running, 0 task(s) waiting to start, SMS_CL 29-Dec-2020 10:07:33 AM 19488 (0x4C20)
Current CMG deployment package hash is u¥lgcWiei/NEGdOLpkST+RFFueDf6GKULNU+KrQOMuo= SMS_CL 29-Dec-2020 10:07:35 AM 6912 (Ox1B0D)
Current VMSS CMG deployment package hash is JSs/FXjwSzATzyW5/KUrlgUQsfyCknOnBIP1pBgydo= SMS_CL 29-Dec-2020 10:07:35 AM 6912 (0x1B00)
CreateUpgradeTaskForPackageChange: Triggered to create upgrade task for service type CloudProxyService with current package hash u¥lgcWiei/MEGdOL... SMS_CL 29-Dec-2020 10:07:35 AM 6912 (Dx1BO0)
TaskWaorker Starting task: [CloudServicesTaskBuilder] SMS_CL 29-Dec-2020 10:07:35 AM 11760 (0x2DF0)
TaskManager: 0 task(s) running, 0 task(s) waiting to start. SMS_CL 29-Dec-2020 10:07:35 AM 19488 (0x4C20)
TaskManager: Task [CloudServicesTaskBuilder] status is Running SMS_CL 29-Dec-2020 10:07:35 AM 19488 (0xdC20)
CloudServicesTaskBuilder: Starting. SMS_CL 29-Dec-2020 10:07:35 AM 596 (0x254)
CloudServicesTaskBuilder: Stopping. SMS_CL 29-Dec-2020 10:07:35 AM 596 (0x254)
TaskManager: 1 task(s) running, 0 task(s) waiting to start, SMS_CL 29-Dec-2020 1 AM 19488 (0x4C20)

nToCompletion

TaskManager: Removing task [CloudServicesTaskBuilder] from running tasks.

Date/Time: 29-Dec-2020 10:07:35AM Component: SMS_CLOUD_SERVICES_MAMNAGER
Thread: 19488 (0x4C20) Source:

SMS_CL 29-Dec-2020 10:07:35 AM

19488 (Cx4C20)

|TaskManagar: Task [CloudServicesTaskBuilder] status is RanToCompletion _

A o
B D

Create Cloud Saved
Management Gateway | Searches ~

Create | Search
& - ~ |2\ v Adminstation » Oveview » Cloud Services » Cloud Management Gateway
Administration < Cloud Management Gateway 0 items
4 B} Overview “llcon | Service Name Cloud Service Name Region Status Description Status Description

» 5] Updates and Servicing

S

| Hierarchy Configuration

& Discovery Methods
% Boundaries

| Boundary Groups

5 Exchange Server Connectors
(2 Database Replication |
& File Replication |

A\ Active Directory Forests

(T

4 [ Cloud Services |
# Co-management

&5 Azure Services

< Azure Active Directory Tenants
5 Cloud Distribution Points

5 Cloud Management Gateway

4[] Site Configuration

B3 Sites |

B Servers and Site System Roles i

© No items found.



CMG role is removed as well when we deleted Cloud Management Gateway

€

Administration

Fif: Overview

Updates and Servicing

| Hierarchy Configuration

Discovery Methods

Boundaries

%) Boundary Groups
hange Server Connectors
Database Replication
ile Replication
A, Active Directory Forests
4[] Cloud Services
# Co-management
Azure Services
» Azure Active Directory Tenants
Cloud Distribution Points

Cloud Management Gateway

< Servers and Site System Roles 2 items

Search

lcon | Name Site Code
"5} \\CE.RAMLAN.CA TOR

] WWINSRAMLANCA TOR

Now we delete Co-Management

Home

Saved

TR Refresh x D

View Xml Delete Properties
Searches ~ Definition
Search Co-management Properties
% » Administration » Owverview »

Cloud Services »

~ [E % + Administration » Overview » Site Configuration #®Servers and Site System Roles

Count of roles  Type
15 Primary site
2 Site system server

NAL Path
[Display="\CB.RAMLAN.CAV IMSWNET:["SMS_SITE=TOR"T\CB.RAMLAN.
["Display="\WINE.RAMLAN.CA\ IMSWHNET:["SMS_SITE=TOR T\\WINE.RAMLAN.CAY

Administration

4 [} Overview

51 Updates and Servicing
4 [ Hierarchy Configuration
#h/ Discovery Methods
| Boundaries

4 Boundary Groups

=

Exchange Server Connectors

% Database Replication

ik

File Replication
Ad Active Directory Forests

- 1 Cloud Services

anagement!
Azure Services
“» Azure Active Directory Tenants

< Co-management 1 items
lcon Name

CoMgmtSettingsProd

Co-management

Description

Co-management Praduction pelicy

Now it is time to remove Server and Client app from Azure Active Directory Tenants and Delete the

Tenant as well

P
Renew Update

Secret Key Application Settings

Applications

€

Administration

4 ) Overview
Updates and Servicing
4[] Hierarchy Configuration
ik Discovery Methods
|:%| Boundaries
Boundary Groups
= Exchange Server Connectors
Database Replication
File Replication
Ak Active Directory Forests
4 | 7] Cloud Services
& Co-management
Azure Services
ure \.lwe-Di.r.acL::i, Ten
Cloud Distribution Points
Cloud Management Gateway
4

1 Site Configuration

% Sites.

[ S ] S ey
R Client Settings

| Security

o Distribution Points

’\" Assets and Compliance

< Azure Active Directory Tenants 1 items

Tenant Name Tenant ID

ramlan

Applications

Application Name

[ Configurtion Manager Server App
Configuration Manager Client App
ConfigMgrSve_bT708273c-f54b-4217-...

T StoreBus

Analytics

Tenant ID
16777217
16777217

16777217

- |\p %\ » Administration » Owerview » Cloud Services » Azure Active Directory Tenants

5E11113D-DA15-40E6-B616-07C2F4956168

Client ID

6a348579-aca6-4503-a7 12-eb52ca3bcbfa
dda513a6-1343-4ffe-8130-783526403d3f
ebde1694-7089-4de5-8318-1735363e8227
f077e54e-0ceb-4012-9218-11356f208d3a
6ef568bd-adde-4fb2-8d94-64deb01fache

Secret Key Expiry (UTC)
05-Oct-2022 4:27 PM

06-Oct-2021 7:03 PM
08-Qct-2022 %03 PM
08-Qct-2022 2:07 PM



Remove these from Azure Portal — Azure Active Directory — App Registrations

£ RAMLAN INC | App registrations

Troubleshoating
® overview
= Geting started

1) Try out the new Apy rch preview! Click to

W preview hub

X Diagnose and solve problems

s th, 2020 we will no longer add any new featur
updates. Appiications will need to be upgraded to Mi

Manage

All applications  Owned applications

& Groups

B External Identities

& Roles and administrators

& Administrative units oD
Enterprise apy

M Devices

& App registrations

4 identity Governance

# Application proxy

& Azure AD Connect

™ custom domain names

0 Azure Active Directory Authentication Li

Authentication Library (MSAL) and Microsoft

[e<] Preview features

Got feedback?

Application (client) ID

iibrary (ADAL) and Azure AD Graph, We will continue te provide technical support and security updates but we will no longer provide feature
h.

created on Certificates & secrets
11/13/2018 -

10/5/2020
10/6/2020 Current
current
Current
10/6/2020 Current

5/t -

« v [& \» Administration » Overview » CloudServices » Azure Services

Administration < Azure Services 2 items

+ Eff} overview Name Deseription

Cloud Attach

4 (31 Hierarchy Configuration RAMLAN Cloud Management Azure Services

Discovery Methods

[/ Boundaries

y Groups

change Server Connectors
Database Replication

£l File Replication

e Directory Forests =
4 [ Cloud Services
#° Co-management
Azure Services
D Azure Active Directory Tenants
Cloud Distribution Boints

Cloud Management Gateway

4 [ site Configuration

RAMLAN ment Azure Services
B Sites a
Agent T Enabled
> Servers and Site System Rol A eh o
Azure Active Directory User Discovery  Yes
B Client Settings
Azure Active Directory Group Discovery Vet

3 Security

Associzted Azure Service
Cloud Attach

Cloud Management

Full Sync Schedule
Occurs every 7 days effective 01-Jan-1988 12:00 AM

Oceurs every 7 days effective 01-Jan-1098 12:00 AM

Delta Sync Enabled
Ves.
Ves

Delta Sync interval (Minutes)
5
5

Last Full Sync Time (UTC)
24-Dec-2020 12:00 AM
24-Dec-2020 12:00 AM 29-De

Last Delta Sync Time (UTC)
29-Dec-2020 3:08 PM

205 B

With all the above steps we have completely removed CMG and its stuff from Current Branch 2010

console.

(— N |g—fr % » Administration » Overview » Cloud Services » Co-management

Administration < Co-management 0 items

lcon Name

1 Overview

Updates and Servicing

4 |1 Hierarchy Configuration
ik Discovery Methods
|| Boundaries

| Boundary Groups

Exchange Server Connectors

Database Replication
__‘ File Replication

Ah Active Directory Forests

4 |71 Cloud Services

Co-manageme

n

Azure Services
» Azure Active Directory Tenants
Cloud Distribution Points

Cloud Management Gateway

Description

0 Mo items found.



ey

Administration

&5 % v Administration  »

4 E’m Overview

4 @ Updates and Servicing

4 [ Hierarchy Configuration
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Eﬂ Exchange Server Connectors

& Database Replication

G File Replication
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4 [T Cloud Services

ﬁ? Co-management

5

@ Azure Active Directory Tenants
&5 Cloud Distribution Points

Cloud Management Gateway

Overview » Cloud Services »  Azure Services

< Azure Services 0 items

.
— Name

-

Description  Associated Azure Service

ﬂ No items found,

% = |{> % » Administration » Owverview » Cloud Services »  Azure Active Directory Tenants

Administration
4 Gl Overview
» 5 Updates and Servicing
4[] Hierarchy Configuration
& Discovery Methods
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[ Boundary Groups
5 Exchange Server Connectors
Database Replication
ﬂ File Replication
A Active Directory Forests
4 [ Cloud Services
#* Co-management
£ Azure Services
Azure Acu
Cloud Distribution Points

£ Cloud Management Gateway

< Azure Active Directory Tenants 0 items

-~ Tenant Name Tenant ID

(— - |.i‘x % » Administration » Overview » Cloud Services »  Cloud Distribution Points

Administration
= E‘m Overview
» @' Updates and Servicing
4[] Hierarchy Configuration
E‘{I Discovery Methods
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[ Boundary Groups
_5,:’ Exchange Server Connectors
5 Database Replication
2 File Replication
AAﬂive Directory Forests
4 [ Cloud Services

f? Co-management

) Azure Services

@ Azure Active Directory Tenants

Cloud Management Gateway

*- hd | &5\ b Administration
Administration
2 E@é Overview
» & Updates and Servicing
4 [ Hierarchy Configuration
& Discovery Methods
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[+ Boundary Groups
i‘ﬁ Exchange Server Connectors
5 Database Replication
Q File Replication
A\ Active Directory Forests
4 [ Cloud Services
#° Co-management
&5 Azure Services
<D Azure Active Directory Tenants
&5 Cloud Distribution Points

Gatewayi

5 Cloud M.

»

¢ Cloud Distribution Points 0 items

. .
— lcon Service Name

Cloud Service Name

Overview » Cloud Services » Cloud Management Gateway

< Cloud Management Gateway 0 items

- -
— lean Service Name

Cloud Service Name

Region

Region

Status

Status

@ No items found.

Storage Threshold {GB)

@ Mo items found.

Description

ﬁ Mo items found.



L ~ [E \ » Administation » Oveview » SiteConfiguration b Servers and Site System Roles

Administration < Servers and Site System Roles 2 items
4 Ff} Overview
Updates and Servicing lcon | Name Site Code Count of roles | Type NAL Path
4 [ Hierarchy Configuration g \CB.RAMLAN.CA TOR 15 Primary site RAMLAN CAVIMSWNET:["SMS_SITE=TOR"WCB.RAMLAN.CAY

Discovery Methods { wwiNaRAMLAN.CA TOR 2

1IN RAMLAN.CAV IMSWNET:['SMS_SI
% Boundaries

Boundary Groups

hange Server Connectors

Database Replication

& File Replication
A\ Active Directory Forasts =
1 Cloud Services
& Co-management
Azure Services
 Azure Active Directory Tenants
Cloud Distribution Paints
Cloud Management Gateway

’ Site Configuration

Site System Roles
B sit

e lcon | Role Name Role Description
15 and Site System Roles =

Now check in Azure Portal to make sure none of the resources are left pertaining to CMG

Microsoft Azure Search resources, services, and docs (G+/)

Create a resource R
esource groups
NC

&
@ Home

Bl Dashboard Add Manage view Refresh Export to CSV Open query | @ Feedback
= All services

ption == all Location == all X | [y Add filter
s FAVORITES

All resources 1to 2 of 2 records.
[®) Resource groups S o -

#8 App Services

= sqL databases

All resources
R INC

Add Manage view Refrash Export to CSV openquery | @ Feadback

[l iption == all Resource group == all X Location X (¥ add filter
Showing 1 to 20 of 20 records.

[] Name * Type Ty Resource group T Location
Public IP address EastUs 2
Virtual machine East
Network security group East
Network interface East US 2

East

East
Virtual network gateway East US 2
Virtual network East
Network Watcher East
Connection East US 2
Local network gatew: East
Virtual machine East
Network interface East US 2
Disk East
Availability set East
Network security group East US 2

Application group East

Workspace East

Host pool EastUs 2

ORTHWINS.RAMLAN.CAY

Now, | will be saving over $200 per month. | still have Azure DC virtual machine and VPN Gateway which

will cost me around $50.
Thanks

Ram Lan
29t Dec 2020



