How to install Pfsense Firewall Open Source on Hyper-V (Part 1)

In this post, | will create a VM within Hyper-V Manager and complete basic install of Pfsense firewall
v2.4.5 which is open source and FREE. This post will be multi part. | will walk you through the whole
process during the entire setup. Sit back and enjoy!

The VM setup will have 2 NIC. Within Hyper-V Virtual switch. | created one called FWInternal and the
other is my external connection which is connected to Hyper-V NIC. | created a VM within Hyper-V.
Here is my settings

Actions

Mew
Import Virtual Machine...

Hyper-V Settings...

Virtual Switch Manager..«

Click Create Virtual Switch and give it a name (FWInternal)

B

28 virtual Switch Manager for DC — =

# Virtual Switches % Create virtual switch
2% Mew virtual network switch

=i Realtek PCIe GBE Family Controller ...

What type of virtual switch do you want to create?

Realtek PCIe GBE Family Controller External
=t FWInternal Internal
Internal only Private

% Global Network Settings
4 maC Address Range

00-15-50-75-FB-00 to 00-15-50-7..,
‘ Create Virtual Switch

Creates a wirtual switch that can be used only by the virtual machines that run on this
physical computer, and between the virtual machines and the physical computer. An
internal virtual switch does not provide connectivity to a physical network connection.

E7 Settings for FW on DC — s

[Pwr ~| a4 » |[®

|ﬁ Hardware C B™ Add Hardware

You can use this setting to add devices to your virtual machine.

8 Bros
Boot from CDv Select the devices you want to add and dick the Add button.
. Security
Key Storage Drive disabled rMetwork Adapter
W rMemory RemoteFX 3D Video Adapter
2048 MB Legacy Mebtwork Adapter
I} Processor Fibre Channel Adapter
1 virtual processor
= @ IDE Controller O - Add
s Hard Drive
Fwu ovhdx You can increase the storage awvailable to a virtual machine by adding a SCSI controller
= 98 1DE Convoler 1 Zrd atiacting virtusl herd disks to . Do riot atiach a system disk 0. SCST controler.
/ DVD Drive

pfSense-CE-2.4.5-RELEAS. ..
&l scsT Controller
Ul Metwork Adapter
Fwinternal
G mMNetwork Adapter
Realtek PCle GBE Family Contr...
H coma
Mone
B comz2
Mone
I Diskette Drive
Mone
= Management

X7 mame
s

B Integration Services
Some services offered
i, Checkpoints
Production -

2]

Cancel




B Settings for FW on DC

Fw v 4 | D
# Hardware 0 O mMetwork Adapter
l" Add Hardware
[ E10s Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
. Security FwiInternal _ B
Key Storage Drive disabled VLAN ID
W Memory
2043 MB [C] Enable virtual LAN identification

ﬁ Processor
1 Virtual processor
S| IDE Cantroller 0
= Hard Drive
FW. vhdx
S| IDE Contraller 1
_/ DVD Drive
pfSense-CE-2.4,5-RELEAS. ..
&l scsl Controller
k Adapter

FwiInternal

[H] Metwork Adapter
Realtek PCIe GBE Family Contr...

f com1
Mone

i comz
Mone

-] piskette Drive
Mone

% Management

Mame
Fw

B Integration Services
Some services offered

Bandwidth Management
[C] Enable bandwidth management

7]

m

a'
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To remove the network adapter from this virtual machine, dick Remowve,

Remowve

o Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

#, Checkpoints
Production v
Cancel Apply
E7 Settings for FW on DC — pod
Fuv ~ 4 p» |[D
# Hardware £ @ Metwork Adapter
r Add Hardware
Il BIOS Specify the configuration of the network adapter or remove the network adapter.
Boot from CD virtual switch:
@ security Realtek PCIe GEE Family Controller - Virtual Switch _ This is my external NIC

Key Storage Drive disabled
W Memory
2048 MB
I3 Processor
1 Virtual processor
=1 IDE Controller 0
wmm Hard Drive
FW. whdx

=1 IDE Controller 1
./ DVD Drive
pfSense-CE-2.4.5-RELEAS...
&l scsI Contraller
@ Metwork Adapter
FwiInternal

B comi
MNone

 comz
Mone
[ Diskette Drive
Mone
# Management
Mame
Fww
D Integration Services
Some services offered
i Chedckpoints

Production

VLAM ID
[] Enable virtual LAM identification

Z

Bandwidth Management
[] Enable bandwidth management

that is connected to
Hvner-V nhvsical machine

achine will use for a

To remowve the network adapter from this virtual machine, dick Remove.

Remove

o Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

Cancel Apply



Click to start the install.

HE' FW on DC - Virtual Machine Connection — O >
File  Action Media View  Help

O B

The virtual machine '"FW' is turned off

Tao start the virtual machine, select "Start’ from the Action menu

Status: Off

HE FW on DC - Yirtual Machine Connection — O ™
File  Actiocn Media Clipboard View  Help

;| D@ 0O B

. Boot Multi User [Enterl
. Boot [S5]lingle User
[Esclape to loader prompt

. [Klernel: kernel (1 of 2)
. Conf igure Boot [Olptions...

boot-kernel - kernel text=0x1846928 -~
Status: Running — [.B




&3 FW on DC - Virtual Machine Connection

File  Action Media Clipboard

B

View

1y
[ b ]
= @ L

pfSenze Installer

| 1 I |

Copyright and distribution notice

Help

pfSense is Copyright 200472020 Rubicon Communications, LLC (Netgate).

pf3ense is a federally registered
LLC. fimy wnauthorized use of this

federal law and international law.
for how to properly use the marks.

trademark of Electric Sheep Fencing,

trademark i= prohibited by state and
Refer to our Trademark Usage Guidelines
All rights reserved.

fAibsolutely Ho Commercial Distribution Is Allowed.

Fecept>

Status: Running

£33 FW on DC - Virtual Machine Connection
File  Action Media
@0

pfSense Installer

Clipboard

B

View

| 1 I |

We lcone

Welcome to pfSenset?

Help

Rescue Shell
Recover config.xml

l Install

Install pf3ense

Launch a shell for
Recover config.xml from a previous install

rescue operations

<Cancel >

Status: Running




&3 FW on DIC - Virtual Machine Connection — (| ey
File  Action Media Clipboard View  Help
@O | umr| kR

pfSense Installer

Keymap Selection
The system console driver for pfSense defaults to standard "USY
keyboard map. Other keymaps can be chosen below.

>»>» Continue with default keymap

—»— Test default keymap

)} Armenian phonetic layout
Belarusian

Belgian

Belgian (accent keys)
Brazilian (accent keys)
Brazilian (without accent keys)
Bulgarian (BD3)
Bulgarian (Phonetic)
Canadian Bilingual
Central European

L T e B T s B T s B N s e T ]
e e’ e e’ e e e’ e e

<He lect | {Cancel>

[Fress arrows, TAB or ENTERI]

Status: Running —_ [!]

&9 FW on DC - Virtual Machine Connection — (| e
File  Action Media Clipboard View  Help

D @O | nmw| b

pfSense Installer

Partitioming
How would you like to partition your disk?

Auto (UFSIEGuided Disk Setup

Manual Manual Disk Setup (experts)]
Shell Open a =hell and partition by hand
Auto (ZF5) Guided Root-on—2F3

<Cancel >

Status: Running - U]




£9 P on DC - Virtual Machine Connection
File  Action Media Clipboard View Help

@O nm R

Initializing

Writing partition tables
Initializing da0sla

Initializing file systems. Please wait.

Overall Progress

[ Completed 1
[In Progre=ss 1

Status: Running

£ FW on DC - Virtual Machine Connection
File  Action Media Clipboard View  Help
D@0 |k

pf3ense Installer

Fetching Distribution

MANIFEST [  Done

base . txz { 554

Fetching distribution files. ..

Overall Progress
55

Status: Running




&3 FW on DC - Virtual Machine Connection
File  Action Media Clipboard View  Help

D@0 | nm R

pfSense Installer

Archive Extractionm
Extracting distribution files...

base.tx=...

Overall Progress:

— 23

5553 files read @ 504.0 files-sec.

Status: Running

- 2
File  Action Media Clipboard View  Help

D@0 n |

pfSensze Installer

Manual Conf iguration
The installation is now finished.
Before exiting the installer, would
you like to open a shell in the new
system to make any final manual

modif ications?

<ves > NIED

Status: Running
————




After clicking Reboot — make sure to eject media from DVD Drive (Click Media — Eject)

EE P oon DC - Virtual Machine Connection — — =
[ File | Action Media Clipboard Wiewwr Help
- B O | o | B

Complete
Installation of pfSense
complete? WUonld you 1like
to reboot into the
installed system now?

<Shell >

ou 22 1Z2:31:11 reboot: rebooted by root
ow 22 1Z:31:11 syslogd: exiting on =ignal 15
iti second=s) for system process " uwvnlru’® to stop... done
second=s) for system process ~ bhufdaemon’ to stop. .. done
=econd=s) for system process ~syncer”® +to stop. ..
Syncing disks. vinodes remaining ... @ done
1l buffers synced.

Status: Running - [!;I

9 FW on DC - Virtual Machine Connection — | >
File Action Pedia Clipboard Wiew Help
= @ O | i o | By
l=toruvuscl: <Hyper—WU SC3I> on vmbusO
hnmo : <Hyper—V Hetwork Interface> on uvmbus0
hn®: Ethernet address: 00:15:54:75:fb:38
hnl: <Hyper—U NHetwork Interface> on umbus0
hnd: link state changed to UP
hnl: Ethernet address: 00:15:5d4:75:fb:39
hnl: link state changed to UP
a@ at blkusc® bus @ scbusZ target @ lun O
afd: <M=ft Virtual Disk 1.0> Fixed Direct fAiccess 3PC-3 SC3I1I dewvice
a@: JI00 . 000MB-= transfers
af: Command [Queueing enabled
ad: 130048MB (266338304 512 byte sectors)
A at atal bus 0 =cbusl target @ lun O
dd: <Msft Virtwal CD-ROM 1.09> Remowable CD—ROM SPC—-3 3SC31I dewvice
AO: 16 . 7OOMB.-= transfers (WDMAZ, ATAPI 1Zbytes. PIO 65534bytes]
AdQ: Attempt to guery device size failed: HOT READY, Medium not present
Trying to mount root from wssdev-sulf=sid-SEba593329962751F [rw,noatimel. . .
onf iguring crash dumps. ..
sing ~dev.-label- swap?® for dunp dewvice.
dev.,ufsid-Sfba593299627Y51f : FILE SYSTEM CLEAN: SKIPPING CHECKS
dev- uf=id -5fba59329962751fF @ clean, 30983683 free (915 frags,., 3872846 blocks, @
O Ffragmentation)
ilesystems are clean, continwing. ..
ounting filesystens...

Status: Runninag = (W

8 W on DC - Virtual Machine Connection — | =
File Action Pedia Clipboard Wiews Help
- ® @ L LI L
AMD FeaturesZ=0x1<LAHF>
Structured Extended Features3=-0xbcOOO400<MD_CLEAR. IBPEB.STIBFP.L1DFL . .ARCH_CAF .33
BD >
MIAVE Features=0x1<{MXSAUVEOPT>
Hyperwvisor: = "Microsoft Hu""

Initiali=zing

Starting device manager (deuvd). . _done.

Loading conf iguration

Updating conf iguration

Warning : Configuration references interfaces that do not exist: emd® eml

Metwork interface mismatch — RBumming interface assignment option.

Ualid interfaces are:

hn OD:15:54:75:fb: 38 C(down? Hyper—U Hetwork Interface
hnl 02:15:54:75:fb:39 C(down) Hyper—U MHetwork Interface

Do ULAMs need to be set up first?
If ULAN=s will not be used. or only for optional interfaces. it i=s typical to
=ay no here and use the webConfigurator to configure ULAM=s later, if reguired.

Should ULAN=s be set up now [yinl?

Status: Running = @



Elj settings for FW on Ll

We have hn0 and hnl. We need to find out which is FWInternal and External. We can from the settings.

# Hardware

!" Add Hardware
[ BI0sS
Boot from CD
. Security
Key Storage Drive disabled
W Memaory
2043 MB
[ Processor
1 Virtual processor
= B I0E Controller 0
= Hard Drive
Fi. vhdx
= [ IDE Controller 1
. DVD Drive
Mone
&l scst controller

= Y Network Adapter
FWInternal

Hardware Acceleration

[ Settings for FW on DC

Advanced Features

MAC address

0Q |- 15 (-| 20 |-| #2 |-|FB |- 38

MAC address spoofing allows yftual machines to change the source MAC
address in outgoing pa to one that is not assigned to them.

uard drops DHCF server messages from unauthorized virtual machines
nding to be DHCP servers,

[ ] Enable DHCP guard

Router guard

Router quard drops router advertisement and redirection messages from
unauthorized virtual machines pretending to be routers,

# Hardware

!" Add Hardware
A p10s
Boot from CD
' Security
Key Storage Drive disabled
B# Memory
2043 MB
[J Processor
1 Virtual processor
= [ IDE Controller 0
= Hard Drive
FW.vhdx
= [ 1DE Controller 1
./ DVD Drive
Mone
&l scsl controller
=l W Network Adapter
FInternal
Hardware Acceleration
Advanced Features

Metwork Adapter
Realtek PCIe GBE Family Coy

Hardware Acceleration

==

Advanced Features

MAC address

00 |-|15 |-| 3D (-| T3 |-(FB |-| 32

al machines to change the source MAC
one thatis not assigned to them,

MAC address spoofing allows vi
address in outgoing packets

ops DHCP server messages from unauthorized virtual machines
be DHCP servers.

Router guard drops router advertisement and redirection messages from
unauthorized virtual machines pretending to be routers,

[] Enable router advertisement guard

Protected network
Move this virtual machine to another duster node if a network disconnection is



We are not going to use VLAN within the lab network. So, type N to continue

€3 FW on DC - Virtual Machine Connection — [ ot
File  Actiocn Media Clipboard View  Help

F o)
[ ¢th ]

0 O unmn

AMD FeaturesZ=0x1<LAHF>
Structured Extended Features3=0xhcOo0400<MD_CLEAR, IBPBE,STIBFP,L1DFL,ARCH_CAP,53

¥SAUE Features=0x1<X3AVEOPT>
ypervisor: Origin = "Microsoft Hu"

arning: Configuration references interfaces that do not exist: em0 eml
etwork interface mismatch —— RBumming interface assignment optionm.
alid interfaces are:

00:15:54:75:fb:38 (down) Hyper-U NHetwork Interface
00:15:54:75:fb:39 (down) Hyper-U Hetwork Interface

Do ULAN= need to be set up irst?
If ULAN= will not be used, or only for optional interfaces, it is typical to
Eay no here and wuse the webConfigurator to configure ULANs later, if required.

Fhould ULANs be set up now [yinl?
Status: Running - U,]

&9 FW on DC - Virtual Machine Connection — (| o
File  Action Media Clipboard View Help

@O | u |

Do ULANs need to be set up first?
If ULANs will not be wused., or only for optional interface=s, it i=s typical to
zay no here and use the webConfigurator to configure ULAN=s later, if required.

Fhould ULANs be =et up now [yinl? n

If the names of the interfaces are not knoun, auto-detection can
he used instead. To use auto—detection, please discommect all
interfaces before pressing 'a’ to begin the process.

nter the WAN interface name or "a’ for awto-detectiom
C(hn® hnl or ald: hnl

nter the LAN interface name or 'a’ for awto-detection
OTE: this enables full Firewalling-NAT mode.
(hnm® a or nothing if finished): hnd

he interfaces will be as=signed as follows:

AN —-> hnl
AN —-> ImO

Do you want to proceed [yinl?
Status: Running — [!,]




E3 FW on DC - Virtual Machine Connection — O et
File  Action Media Clipboard View  Help
ORCN NN
Starting syslog...done.
Starting CRON... done.

pfSense £.4.5-RELEASE (FPatch 1) amdbd Tue Jun 02 17:51:17 EDT 2020
Bootup complete

FreeB3D- amdb4 (pfSense. localdomainld (ttyudl
Microsoft Azure — Hetgate Device ID: Shd3abOf403f56092497
=% lelcome to pfSense £.4.5-RELEASE-—pl (amd64) on pf3ense e

WAN (wan)l -> hnl -> vt DHCP4: 192.168.0.106-24
LAaN (lan) =» hmo =» vi: 192.168.1.1-24

Logout (S3H onlyl 9) pf Top

Assign Interfaces 10) Filter Logs

Set interface(s) IP address 11) Restart webConf igurator
Reset webConf igurator password 12) PHP =hell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot =ystem 14) Enable 3ecure Shell (=shd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPHM

Shell

nter an option:
Status: Running —_ [Q

With this we have completed basic setup of Pfsense. In part 2, | will complete remaining configuration.
Thanks

Ram Lan
22"¢ Nov 2020



