How to install Syslog Server on Windows Server 2019

In this post we will discuss about Syslog server and how to install and monitor windows server logs at a
central location. | am using Kiwi Syslog Server (Free Version) to monitor 5 Windows Server.

Downloads

Date modified Type Size

Name

' Kiwi Syslog Server 9.7.0.Freeware.cetup.exe 8-Aug-2020 10:29 AM Application 25,960 KB
= Kiwi Syslog Server 9.7.0 Installer — 4
License Agreement
solarwinds Please review the license terms before installing Kiwi Syslog
Server 9.7.0.

Press Page Down to see the rest of the agreement.

SOLARWINDS
END USER LICENSE AGREEMENT

BY ACCEPTING THIS AGREEMENT, EITHER BY INDICATING YOUR
ACCEPTAMNCE, BY EXECUTING AN ORDER FORM THAT
REFEREMCES THIS AGREEMENT, OR BY DOWMNLOADING,
INSTALLING ANDYOR UTILIZING THE SOFTWARE (DEFIMED BELOW),
YOl AGRFF TO THIS AGRFFMFNT  THIS AGRFFMFNT 15 A Y

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Kiwi Syslog Server 9.7.0 .

| I Agree | Cancel

=4 Kiwi Syslog Server 9.7.0 Installer — >

Choose Operating Mode
50' drwi nds The program can be run as a Service or Application

(®) Install Kiwi Syslog Server as a Service

This option installs Kiwi Syslog Server as a Windows service, allowing the
program to run without the need for a user to login to Windows, This option also
installs the Kiwi Syslog Server Manager which is used to control the service,

() Install Kiwi Syslog Server as an Application

This option installs Kiwi Syslog Server as a typical Windows application,
requiring a user to login to Windows before running the application.

< Back Cancel



EE{] Kiwi Syslog Server 9.7.0 Installer

Service Install Options

Choose the account that you would like to use to install the Kiwi
service.

solarwinds

>

IMPORTAMT MOTICE: If you are not using the LocalSystem account to install the service
then you MUST use an account that is @ member of the local Administrators group.

Install the Service using:

(") The LocalSystem Account:

(®) An Admin Account: | administrator |

Password: | ITTTITTITITIY] |

Confirm password: | ---------l |

Solarwinds, Inc,

@ Kiwi Syslog Server 9.7.0 Installer — >
Choose Components

Choose which features of Kiwi Syslog Server 9.7.0 you want to
install.

solarwinds

This will install Kiwi Syslog Server version 9.7.0

Select the type of install: Custom

Or, select the °pﬁ?$‘| Program files (required)
;ZLTHE”E you wish fo Shortcuts apply to all users

Add Start menu shortout
Add Desktop shortout
Add QuidkLaunch shortout

Add Start-up shortout

Description

Space required: 97.2MB Position your mouse over a component fo see ks

description,

Solarwinds, Inc.




t=4 Kiwi Syslog Server 9.7.0 Installer —

Choose Install Location

-
SDI drwi ndS " Choose the folder in which to install Kiwi Syslog Server 2.7.0,

Setup will install Kiwi Syslog Server 9.7.0 in the following folder. To install in a different
folder, dick Browse and select another folder. Clidk Install to start the installation.

Destination Folder

| C:\Program Files (; Syslo | Browse...

Space required: 97, 2MB
Space available: 26.5GE

Solartinds,

Inc.

= Kiwi Syslog Server 9.7.0 Installer -

Syslogd

o

Completing the Kiwi Syslog Server
9.7.0 Setup Wizard

Kiwi Syslog Server 9.7.0 has been installed on your
computer.,

Click Finish to dose this wizard.

[=]1Run Kiwi Sy=log Server 9.7.0

Visit the Solarwinds website

solarwinds ¥

Kiwi Syslog free version supports up to 5 message sources,
Please define them under Inputs in Setup.




| Kiwi Syslog Service Manager (Free Version 9.7) - [m} b4
File Edit View Manage Help
& @B mA ) [Display 0D (Default]  ~ > Compare features of the fiee and liensed versions S0 A i
Date | Time | Priority | Hostname | Message ~
< About i, -
A solarwinds

KIWISYSLOG SERVER

Kiwn Syzlog Server Werzion 9.7.0167
Copenght [C] 1995-2020 Solattinds, Inc., Al ights rezerved.
License Type  Free

Activation Ky Mone

Software Maintenance Expiry Date: Mone

tare | nformation:

Wwehsite: hittpg: e kivnzpzlog. comdkiwi-spslog-serer
Suppart: https /dsuppiort, solarwindz. comdSuccessCenter/s ki
Purchaze: httpg: /ecomm, zolamwindz, comdonepanecheckout/ki

ﬂ x qﬁ [:'I @ @ 7 DNS Setup DMS name resoluticn setup options
= Rules * | _ Internal IP Address - Name Resolution

= Defaurt
- Filters

Internal IP address range(s ).

[l Actions 192 . 188 . 0 . =
Display

‘o [ Log to file
Schedules
= Formatting I 192 168 . 0 . = &dd Remove
: Custom file formats
- Custom DB formats

¥ Resolve internal addresses using NetB105

=) DNS Resolution ¥ Resolve intemnal addresses uging OMS server
DMS Setup
‘... DNS Caching Preferred internal DNS server | 192 182 . 0 . 2
ST Alternate internal DNS server: I
Scripting
Display r External IP Address - Name Resolution
Appearance
E-mail [~ Resolve external addresses using MetBI0S
= Alarms
: Min message count ¥ Resolve external addresses using DNS server
Max message count Preferred external DNS serve | 192 168 . 0 . 2
Disk space monitor
‘o Message gueue monitor Alternate external DNS servel I
= Inputs W

Help | ok | LCancel | Apply |




Kiwi Spzlog Server Setup

1=y CI G & 71 Inputs Input options

Custom file formats

Custom DB formats

= DNS Resolution

DNS Setup
DNS Caching

= Alarms

Modifiers
Scripting
Display
Appearance
E-mail

Min mes=sage count
Max message count
Disk space monitor

Message gueus monitor
Inputs

uop
TCP

Secure TCP

SHNMP

Keep-alive

Test message
Defaults/import/Export
Product Updates

~
v Beep on every message received
[ Enable IP%E suppart
IPvE support is not available in Free version of Syslog.
UDP Input options
TCP Input options
Secure TCP Input options
SHNMP Input options
Keep-alive Input options
Receive messages from below IP addresses
192 . 168 u] 5
192 . 162 a 2
192 . 168 i] 3
192 . 168 u] 132
[ 192 . 1eB . 0 132 Remove
Only 5 message sources are allowed in Free version of Sysh
Get unlimited inputs in the licensed version. =>*Ryy Now
v

Help | Ok | LCancel Apply

This is what you will see after initial configuration. It will take few hours for the logs to generate.

Kini Syslag Service Manage: [Free Version 9.7)

4 A ) |Display 00 [Defaul) - > Compars features of the fies and lisensed versions
Date | Time |  Prioity | Hostname | Message s

10102020 07:40:43 LocaldNotice  192.168.0.132 1 2020-10-10T07:40:43.180-04:00 CONN1.RAMLAN.CA View - 11555 [View@b87b Severity—AUDIT_SUCCESS5~ Module=Visi- EventType-"vLS|_USERLOGGEDIN_REST™
User§ID="5-1-5-71-2663475565-2463441597-3031320717-500" UserDisplayNam: LAN CAMadministrator”] User RAMLAN. CASadministrator has legged in to Hotizon REST APl

10102020 044236 LocaldNotice  192166.0.132 1 202010-10104:42:36.226-04:00 CONNT.RAMLAN CA View - 11557 [iew@GG75 Sevorty ~AUDIT_SUCCESS" Module=-V1si~ EvenlType-"VLS|_ USERLOGOFT_REST"
UserSID="5-1-5-21-2663475566 320717-500" AMLAN CAS ] User RAMLAN.CA‘administrator has logged off from Horizon REST API

10410-2020  01:3342 LocaldWaming 192.168.0.132 1 2020-10-10T01:33:42.628-04:00 CONN1.RAMLAN.CA View - 95 [View@G876 Severity="WARNING" Module=" entType="BROKER_SMALL_MEMORY" BrokerName="CONN1.RAMLAN.CA"] Broker
CONN1.RAMLAN.CA has been detected as being configured with a small amount of physical memory. Please refer to the View Installation Guide.

10-09-2020 23:55:10 Locald.Info 192.168.0.132 1 2020-10-09T23:55:00.013-04:00 CONN1.RAMLAN.CA View - 99 [View@5876 Severity="INFO" Module="Broker” EventType="BROKER_DAILY_MAX_NU_USERS" NUCount="3"] Over the past 24 hours. the
maimum number of named user sessions was 3

10-09-2020 235510 Locald.Info 192.166.0.132 1 2020-10-09T23:55:00.013-04:00 CONN1.RAMLAN.CA View - 98 [View@6876 Severity="INFO" Module="Broker" EventType="BROKER_DAILY_MAX_CCU_USERS" CCUCount="0"] Over the past 24 hours, the
maximum numbe of concurrent connection sessions was 0

10-09-2020  23:55:10 Locald.Info 192.168.0.132 1 2020-10-09T 23:55:00.013-04:00 CONN1.RAMLAN.CA View - 95 [View@6876 Severity="INFO" Module="Broker" EventType="BROKER_DAILY_MAX_APP_USERS" UsesCount="0"] Dver the past 24 hours, the
maximum number of users with concurrent application sessians was 0

10-09-2020 23:55.00 Locald.Info 192.168.0.132 1 2020-10-09T 23:55:00.005-04:00 CONN1.RAMLAN.CA View - 97 [View5876 Severity="INFO" Module="Broker" EventType="BROKER_DAILY_MAX_DESKTOP_SESSIONS” UserCount="0"] Dver the past 24
hours, the maximum numhel ul concurrent desklnu sessions was

10032020 224035 LocaltNolice 1921680132 12020100912 4:00 CONNT RAMLAN. A View - 11557 View@GG7S Severty-"AUDIT_SUCCESS” Module—"V1si" EventTyne-"VLS|_USERLOGOFT_REST"

bbbl o 31 SOR 3086 SARIAA1ESY S0P 00 ] User RAMLAN.CAadministrator has logged off from Horizon REST AP

10-09-2020 13:3343 LocaldWaming 192.168.0.132 1 2020-10-09713:33:43.565-04:00 CONN1.RAMLAN.CA View - 95 [View@6876 Severity="WARNING" Modul ker" EventType="BROKER_SMALL_MEMORY" BrokerName="CONN1.RAMLAN.CA"] Broker
CONNT RAMLAN.CA hes been detected as being configuted with a small amount of physical memory. Please refet 1o the View Inctallation Guids.

10-09-2020 11:58:05 Locald.Info 192168.0.132 1 2020-10-00T11:57.56.21 1 04:00 CONNIBAMLAN.CA Viow - 132 Viow @6876 Sovor “Broker" EvertType="EROKER_VC_STATUS_CHANGED_UP"
VCAddress="https

10-09-2020 11:57:54 Locald.Info 192.168.0.132 1 2020-10-09T11 roker” EventType="BROKER_VC_STATUS_CHANGED_RECONNECTING"
VCAddress="htp: sk

10092020 11:55:36 Locald.Info 192.168.0.132 1 2020-10-09T11
VCAddress="hltp:

10-09-2020 11:43:00 Locald.Info 192.168.0.132 1 2020-10-09T11=
VCAddress="hltp:

10-09-2020 06:2513 LocaldNotice  192.168.0.132 1 2020-10-09T0 "AUDIT_SUCCESS" Module="Vlsi" EventType="VL5| USERLOGGEDIN_REST"
UserSID="5-1 LAN.CAS "] User RAMLAN.CANadministrator has logged in to Hoiizon REST APl

10-09-2020  06:00:45 Locald.Info 192.168.0.132 1 2020-10-09T06:00:45.647-04:00 RDS. RAMLAN.CA View - 1009 [View@BE76 Sevs ‘AGENT_DISCONNECTED"
UserSID="5. 2663475565-2463441597-3031320717-500" “63714a0b-4879-4386-9a7F-9d0F66:

T “1ds.ramlan. ca” C DESKTOP"] User RAMLAN \Admini ot has disconnected from

machine rds.ramlan_ca

10-09-2020 01:34:22 LocaldWaming 192.168.0.132 1 2020-10-09T01:34:22.035-04:00 CONN1.RAMLAN.CA View - 95 [View@6876 Severity="WARNING" Module="Broke:" EventType="BROKER_SMALL_MEMORY" BrokerName="CONN1.RAMLAN.CA"] Broker
CONN1.RAMLAN.CA has been detected as being configured with a small amount of physical memory. Please refer to the View Installation Guide.

10-08-2020 23:5510 Locald.Info 192.168.0.132 1 2020-10-08T23:55:00.025-04:00 CONN1.RAMLAN.CA View - 93 [View5876 Severity="INFO" Module="Broker” EventType="BROKER_DAILY_MAX_NU_USERS" NUCount="3"] Over the past 24 hours, the
maimum number of named user sessions was 3

10-08-2020 23:55:10 Locald.Info 192166.0.132 1 2020-10-081 23:55:00.025-04:00 CONNT.AAMLAN.CA View - 90 [¥iew@G875 Severly="INF0" Module="Broker” EventType="BROKER_DAILY_MAX_CCU_USERS CCUCOUI-"0'] Over the past 24 hours the
maximum number of concurrent connection sessions was 0

10-08-2020 235510 Locald.Info 192.166.0.132 1 2020-10-08T23:55:00.025-04:00 CONN1.RAMLAN.CA View - 96 [View@6876 Severity="INFO" Module="Broker" EventType="BROKER_DAILY_MAX_APP_USERS" UsesCount="0"] Over the past 24 hours, the
maximum number of users with concurrent application sessians was 0

10-08-2020 23:55.00 Locald.Info 192166.0.132 1 202010.081 23:55:00.023-04:00 CONNT.AAMLAN.CA View - 37 [View@G075 Severity="INF0" Module="Bioker" Even!Type-"BROKER_DAILY_MAX_DESKTOP_SESSIONS™ UserCount-"0"] Dver the past 24

haurs, the maximum number of concunent desklop sessions was 0

10-08-2020 16:40:01 Syslog.Info 127.0.01 Keep-alive message

10-08-2020 16:39:01 Syslog.Info 127.0.01

10-08-2020 16:38:01 Syslog.Info 127.001

10-08-2020 16:37.01 Syslog.Info 127.001

10-08-2020 16:36:01  Syslog.Info 127.001

10-08-2020 16:35:01 Syslog.Info 127.00.1 V

100% | 0 MPH 0745 | 10-10-2020

This concludes how to install Kiwi Syslog Server to monitor the logs from Windows Server.

Thanks

Ram

Lan

10" Oct 2020



