VMWare Horizon View 8 2006 — Part 3

In this post, | will cover the following:

Microsoft RDS Windows Server 2019 on VMWare Host (ESX6.RAMLAN.CA)
VMWare Helpdesk Agent v1.5

VMWare Recording Server & Recording Agent to record remote user session
VMWare Horizon Agent & Horizon Client on Windows 10 workstation
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Microsoft RDS Server

Created a clone from template and installed all the updates. Restarted the system and installed Adobe
Reader, 7Zip, WinRAR, Office 2019, Google Chrome, Microsoft Edge and VMWare Tools. The server

has 4GB Memory and 250GB Hard Disk.
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Now will install RDS role.

B2 Add Roles and Features Wizard — O Y
- - DESTINATION SERVER
Select installation type Mo servess ave setectet

Before You Begin

&= Add Reles and Features Wizard

Before you begin

You Begin

Installation Type

Server Selection

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (WVHD).

) Role-based or feature-based installation
Configure a single server by adding roles, rele services, and features.

® Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Mext = Deploy

- d >

DESTINATION SERVER
RDS RAMLAN.CA

This wizard helps you install roles, role services, or features. You determine which rales, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

Skip this page by default

< Previous Mext = Install Cancel



&= Add Roles and Features Wizard — O *

DESTINATION SERVER
Select deployment type e
Before You Begin Remote Desktop Services can be configured across multiple servers or on one server.

Installation Type -,
i (® Standard deployment

Deployment Type

A standard deployment allows you to deploy Remote Desktop Services across multiple servers,
Deployment Scenario

i ) Quick Start
Role Services ) Quic

A Quick Start allows you to deploy Remote Desktop Services on one server, and creates a collection

HE and publishes RemoteApp programs.

RD Web Access

RD Virtualization Host

Confirmation
< Previous | | MNext = Deploy
= Add Roles and Features Wizard — O >
. DESTIMATION SERVER
Select deployment scenario Standard daployment salscrad

Remaote Desktop Services can be configured to allow users to connect to virtual desktops, Remotelpp

Before You Begin i
programs, and session-based desktops.

Installation Type

Denlovment Tvoe ) Virtual machine-based desktop deployment
E=Ioi 'Y L eE

Virtual machine-based desktop deployment allows users to connect to virtual desktop collections
that include published RemoteApp programs and virtual desktops.

Deployment Scenario

Role Services

RD Connaction Broker ® Session-based desktop deployment

Session-based desktop deployment allows users to connect to session collections that include

B E D published RemaoteApp programs and session-based desktops.

RD Session Host

Confirmation

< Previous | | Next > Deploy Cancel



= Add Roles and Features Wizard

Review role services

Before You Begin
Installaticn Type

Deployment Type

Deployment Scenario

RC Connection Broker
RO Web Access
RD Session Host

Confirmation

= Add Roles and Features Wizard

- d >

DESTIMATIOM SERVER
Etandard deployment selected

The following Remate Desktop Services rele services will be installed and configured for this

deployment.

E Remote Desktop Connection Broker

Remote Desktop Connection Broker connects or reconnects a client device to RemoteApp

programs, session-based desktops, and virtual desktops.

@ Remote Desktop Web Access
Remote Desktop Web Access enables users to connect to resources provided by session
collections and virtual desktop collections by using the Start menu or a web browser,

DII

desktops.

Remote Desktop Session Host
Remote Desktop Session Host enables a server to host RemoteApp programs or session-based

° The credentials of the RAMLANVADMINISTRATOR account will be used to create the

deployment.

< Previous | | Mext >

Specify RD Connection Broker server

Before You Begin
Installation Type
Deployment Type
Deployment Scenario

Role Services

RD Connection Broker

RD Web Access
RD Session Host

Confirmation

— O X

DESTIMATIOMN SERVER
Standard deployment selected

Select the servers from the server pocl on which to install the RD Connection Broker role service,

Server Pool

Selected

Filter:

Mame

RDS.RAMLAN.CA

£

IP Address

192.168.0.135

Operating

Computer

4 RAMLAN.CA (1)
RDS

1 Computer(s) found

1 Computer(s) selected

< Previgus | | Next >

Deploy




F'ﬁ Add Roles and Features Wizard

Specify RD Web Access server

Before You Begin
Installation Typs
Deployment Typa
Deployment Scenario
Rale Services

RD Connection Broker

RD Web Access

RD Session Host

Confirmation

Fﬁ Add Roles and Features Wizard

Specify RD Session Host servers

Before You Begin
Installation Typs
Deployment Type
Deployment Scenario
Role Services

RD Connection Broker

RD Web Access

RD Session Host

Confirmation

— O x

DESTINATIOMN SERVER
Standard deployment selected

Select a server frem the server pool on which to install the RD Web Access role service,

[] Install the RD Web Access role service on the RD Connection Eroker server

Server Pool Selected
Computer
Filter: |
4 RAMLAMN.CA (1)
MName IP Address Operating RDS

RDS.RAMLAN.CA

{

192.168.0.135

1 Computer(s) found

1 Computer(s) selected

< Previous | | Mext >

Deploy Cancel

— d x

DESTIMATION SERVER
Standard deployment selected

Select the servers froem the server pocl on which to install the RD Session Host role service. If more than
one server is selected, the RD Session Host role service will be deployed on all of them.

Server Pool Selected
Computer
Filter: |
4 RAMLAN.CA (1)
Name IP Address Operating RDS

RDS.RAMLAN.CA

{

192.168.0.135

1 Computer(s) found

1 Computer(s) selected

< Previous | | Next >

Deploy Cancel




= Add Roles and Features Wizard — O >

DESTIMATION SERWER

C O nﬁ rm SEl ECUO n S Standard deployment selected

To complete the installation, you must restart the RD Session Host servers. After installation is complete

Before You Begin ;
on the remote computers, the local computer will be restarted.

Installation Type

Deployment Type RD Connection Broker (1 server selected)
Deployment Scenario RDS.RAMLAN.CA

Role Services RD Web Access (1 server selected)

RD Connaction Broker RDS.RAMLAN.CA

RD Web Access RD Session Host (1 server selected)

AL Session Fost 1. The following servers may restart after the role service is installed.

Restart the destination server automatically if required

< Previous MNext > Deploy | | Cancel
iz Add Roles and Features Wizard — O >
. DESTINATION SERVER
View progress Standard deployment selected
The selected Remote Desktop Services role services are being installed.
Server Progress Status

RD Connection Broker role service

RDS.RAMLAN.CA I, Succeeded

RD Web Access role service

RDS.RAMLAN.CA I, Succeeded

RD 5Session Host role service

RDS.RAMLAN.CA I, Succeeded

< Previous Mext = Close Cancel

This concludes RDS role install on Windows Server 2019.



VMWARE HELPDESK AGENT v1.5

| was able to download this fling from https://flings.vmware.com/horizon-helpdesk-utility#tsummary

| believe this tool is from the community and it is FREE. Download the MSI and complete the install. |

am going to install it on a workstation and see how it works. Check the documentation for more info
about the product.

WESTERN (H:) * VMWare Horizon 8 2006 » Flings * HelpDesk Agent
MName Date modified

Viware Horizon HelpDesk Agent 1.5.0

iinil VMwareHorizonHelpDeskh

Windows protected your PC
hicrosoft Defender SrmartSe ) d an unrecognized app from
starting. Running this app might put » r PC at risk.

ViiwareHornzonHelpDeskAgenthA51-1.5.0.21.ms

App: i

Publisher: Unknown publisher

T T

#7 Horizon HelpDesk Agent — X

Select Installation Folder LA

The inztaller will inztall Honzon HelpDesk Agent to the following folder.

Toinstall in thiz folder, click "Mest". To install to a different folder, enter it below ar click "Browse".

Eolder:
C:%Program Files [#86)%WhMwarehHelpDeskigent', Browse...

Diigk, Cost...

< Back Cancel


https://flings.vmware.com/horizon-helpdesk-utility#summary

i Horizon HelpDesk Agent —

Confirm Installation |

The ingtaller iz ready to inztall Horizon HelpD ek Agent on pour cormputer.

Click "Mext" ta start the installation.

< Back Cancel

j:%l Horizon HelpDesk Agent —

Installation Complete |

Harnizon HelpDesk Agent haz been successiully installed.

Click "Cloze" o exit.

< Back Cancel

Click below icon from desktop shortcut

Horizon

HelpDe...




VMware Technology Preview EULA

VMWARE TECHNOLOGY PREVIEW LICENSE AGREEMENT
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Enter server details

Horizon HelpDesk Logon

http nnl.ramlan.ca

Domain: RAMLAM.CA

w Environment

Use Light Theme J—
Exit




Horizon Environment Overview:

https: ffconn1.ramlan.ca

. Connection Servers: . vCenter:

MName: = Version:
COMN1 8.0.0 - 16592062
CONNZ 8.0.0 - 16592062

User Search:

User Name: Session State: Session Duration:

Horizon Environment Overview:

https: ffconn1.ramlan.ca

@ connection Servers: # vCenter:
Mame: Status: Version:

Hosts:
Connections:
0
0

Desktop Pool | Farm:

Connection: Datastores:

. Datastores:

Certificate Health:

Walid
Valid

Protocol: Machine Name:

. Datastores:
Hosts:

Location:

Composer:

VC.RAMLAMN.CA Enabled 7.0.0-16749670

Healthy Healthy

UnHealthy

User Search:

User Name: Session State: Session Duration:

Desktop Pool f Farm:

Protocol: Machine Mame:

Location:




https: jfconn 1.ramlan.ca

) Connection Servers: ) vCenter: Hosts: ) Datastores:
MName: = Wersion: Cluster Name:
esx 1l.ramlan. 7.0.0 wSAM
esx3.ramlan. 7.0.0 wSAN
esx4.ramlan. 7.0.0 wSAN
esx2.ramlan. 7.0.0 esx2.ramlan.ca
esx5.ramlan. " esx5.ramlan.ca

User Search:

User Mame: Session State: Session Duration: Desktop Poal / Farm: Protocol: Machine Name: Location:

https:f/conn1.ramlan.ca

e i B Datastores:
MName: Host: Accessible: : Free Space (%): Path:
vsanDatastore VC.RAMLAN.CA True 94.71 JfTorontojvsanDatastore
SATAHD VC.RAMLAN.CA True s9 SToronto /SATAHD
Datastores VC.RAMLAN.CA True o7.66 fTorentoDatastore 5
datastere 1 VC.RAMLAN.CA True 55.37 fTorento/datastore 1

User Search:

User Mame: Session State: Session Duration: Desktop Pocl / Farm: Protocol: Machine Mame:

When you press Ctrl + F12 you can search for a user who is currently using virtual desktop. You have
many options to choose by selecting the user

administrator Search

The results (if any) will be displayed in the results dialog:

Search Results:

User Name: Session Sta Start Time: Session Duration: Type: Desktop Pool Protocol: Machine Name: Locatio - Session Controls:
lab.locall...  Idie (127 Minu... 17 09:5... ours 9 Minu OF  Windows 7 ST winfcomp2 N
lab.local\... Idle (128 Minu... 17122018 09:5... 2Hours 9 Minu... DESKTOP Windows 10 p1 hv10ic2

lab.local\... Idle (65Minutes) 17/12/201809:5... 2Hours 9 Minu... APPLICAT... 2016DevFarm ] 2016rdsdev.lab.l... SEEEGE LEEEE

Log Off Disconnect

Desktop Controls:

Restart Reset

Search

Shhowe EDeaeta=as

L oaocg COFF

D iscormraaect

Sermncad PvlMessage
Rermrote SAassistancs
Re=start Dheslktaop

Reset De=kto

Check product documentation for more details about this application. You can download the PDF from
above link.




VMWARE RECORDING SERVER & AGENT

| have installed Recording Server on Domain Controller for testing. Check product doc for more info.

The VIMware Horizon Session Recording solution contains is built with two items:

The Recording Agent.
The Recording Server.

The Agent is installed on all Horizon Machines from which you| wish to record sessions. Once
the Agent begins to record a user’s session, it registers the session with the Server and
begins to upload recording data.

The Server is installed on one (or more, for High Availability) machines to collect information
about the session along with the raw recording data for storage and playback.

wrding Server:
The Session Recording server component comprises of 3 items:
A Database for session information storage along with configuration.

A windows NTFS folder for recording storage.
A web service for collecting recording data, along with administration and playback.

Depending on your installation use case and requirements, there are two deployment
models to consider.

Stand Alone Deployment:

- Local Disk Storage
- Local Database
Horizon Recording
Agent Server

For a Proof of concept, or small setup which does not require redundancy, a single server is
sufficient, leveraging a local SQLlLite database type and a local NTFS folder.

This database ships as standard and is stored in the installation directory, called “local.db™.

Highly Available Deployment

—
=,

Agent Shared Resources

Horizon

For a larger, production deployment, you can load balance multiple recording servers
behind a load balancer to service recording for your environment.

To deploy on more than one server, you can leverage the following database types:

Microsoft SQL
PostgreSQL

These databases can be leveraged on multiple servers in order to share configuration and

session data. But it's vital that you also configure a shared NTFS Folder on all servers for
storing recording data.

The Session Recording is built in .Net Core, so no framework is required.

Simply installed it onto a 64-bit (x64) desktop or server operating system which is a member
of the domain if you wish to use group extraction.




Download the HorizonSessionRecordingServer.exe file from the flings site and copy it
to a local folder on the server.

Launch the installer and complete the steps.
Once complete, the server should now be available on

The Session Recording Agent is an x64, .Net Framework 4.6.1 Service that communicates
with the blast process, starting and stopping recordings as required.

The Agent requires:

Horizon 7.9 or newer.

An x64 operating system.

Microsoft .Net Framework 4.6.1 or newer.
Windows 7 Service Pack 1 or Windows 10.

Download the HorizonSessionRecordingAgent.exe file from the flings site and copy it
to a local folder on the server.

Launch the installer and complete the steps.

When prompted for the connection, be careful to include the correct URL.

If the SSL certificate is not trusted, ensure to add the thumbprint carefully.

Once complete, the server should now be available on

It is time to start the install.

WESTERN (H:) » VMWare Horizon 8 2006 > Flings * Horizon Session Recording
Mame ~ Date modified
crobat D...
e Acrobat D...

Application
Application

WhIvw are
Q Horizomn Session Recording Server

You must aagree to the before
WO Ccan insta Horizon Session Recording Server.

agree to the License terms and conditions.

INSTALL



W e
Horizonmn Session Recording Sernvernr

LA

Please walit while the Setup Wizard installs Horizon Session
Recording Server. This may take sewveral minutes.

rQ WhIware
Horizon Session Recording Server
A

The Horizon Session Recording Server has been successfully

installed.
Server LRL: https:/flocahost:9443
Default Usermame: Administrator
Default Password: Recordingl123

Finish

When, | tried to open the URL with chrome, | was getting below error. The fix is simple.

Hmmm... can't reach this page

It looks like the webpage at https/Sflocalhost=2443/ might be having issues. or it may have

mowved permanently to a new web address.




Close all chrome session. Click Run and type chrome.exe —disable-http2 and you are back in action.
Login with default password, so we can change and set new password for administrator.

Horizon Session Recarding X+

C A Notsecure | dc

Horizon Session Recording das d ). Administrator

Server Name: Recording Location Active Recordings: Recordings Today:
Dc C:\Program Files\VMware\Session Recording ] 0.00 Bytes
Database Type: server\Recordings Finished Recordings: Total Recording data:
SQGLite Storage Accessible: o 0.00 Bytes
true
Recent Recordings: c
Name: Resource: Location: Start: Duration size: State:

Administrator

Service Setfings

Log Out

Change Password for user: Administrator

New seasarens ()
Password:

Confirm e @)
Password:

CHANGE PASSWORD ‘ ‘ CANCEL ‘

Success!
V Changed password for:

Administrator




Below are few settings available for configuration.

Authentication Settings:
Local Users:

Client Settings:
User Name Description Administrator Built In
Recording Criteria: © Administrator Local Administrator Account true true
- Viewer Local View Only Account false true
Server Settings: y
1 Items per page 10 1-20of 2 ltems

CHANGE PASSWORD

Authentication Settings:

Client Settings:
Client Settings:

Recordi"g Criteria: Enable Notifications: () Notify users when recording begins:

Server Settings: Notification Message:
Your session is being recorded in accordance with security policies

Chunk Size: 5

unks uploaded to the server (in MB). {min 1, max 50)

Upload Interval: 5

The freque: d chunks (in minutes). {min 5, max 60)

on will uplo

Authentication Settings:

Recording Criteria:
Client Settings:

Session Types: C) Record Local Sessions

Recording Criteria:
() Record Remote Sessions (Through UAG or Security Server)

Server Settings:
Groups to Record:

Group Name siD

Iltems per page 10 1-100f 0



Local Server Settings:

Database Connection Type: SOLite

Server Settings:

Database Connection String:  siisssrssssssansanes

Cluster Settings:

Recording Storage Feolder: C:\Program Files\WMware\Session Re: ding Server\Re

Conversion Chunk Size: 10
Conversion wait time: 10
Raw Files: () Delete Raw Files
Retention Settings: 14

EDIT DEPLOYMENT
SAVE

Now we have a working recording server for recording remote session when required. Let’s proceed
with recording agent install.

WESTERN (H:) VMWare He n 8 2000 Flings Hor Session Recording

Mame - Date mo

Documentation.pdf
Documentation.pdf
. Horiz tecordingAgent-2.1.10

. HorizonSessionRecordingServer-2.1.1.exe

In order to install Horizon Session Recording Agent, we should be running VMWare Horizon Agent, if not
you will get this error.

Welcome to the Horizon
Session Recording Agent
Setup Wizard

- Flease wait while the Setup Wizard prepares to guide you
Q through the installation.
Ewaluating launch conditions
Heorizon Session Recording Agent by
The YMware Horizon Agent is missing or an unsupported
! wversion is installed (7.9.0 or better is required],

< Back MNext = Cancel



Horizon Session Recording Agent Setup

End-User License Agreement

Please read the following license agreement carefully

D

Adwvanced Installer

WMNWARE TECHMNOLOGY PREVIEW LICEMSE AGREEMEMNT

Motice to User: This Technology Preview License Agreement (the
“Apgreement”) is a CONTRACT between you (either an individual or
a single entity) (“you®™ or “Licensee”) and VMware, Inc. {"“VMware"},
which covers your use of the Technology Preview Software (as

defined below). If you do not agree to the terms of this Agreement,
E35N P | = Ca == | LA k. - | S (] cor e ema i A O e > | = TW3

(®) I accept the terms in the License Agreement

{3 I do not accept the terms in the License Agreement

<Bock Cancel

Horizon Session Recerding Agent Setup —

Select Installation Folder

This is the folder where Horizon Session Recording Agent will be installed.

>

=y

Al
To install in this folder, dick ™ext™. To install to a different folder, enter it below or dick
"Browse".
Folder:
e\Session Recording Agent Browse...
<bec =
Horizon Session Recording Agent Setup =

Server Details:
Flease enter the Session Recording Server details and 551 Thumbprint

Server Details

Server Address: | https:ffdc.ramlan.ca: 5443

Certificate Thumbprint: |

Mote: If the S5L Certificate presented by the server is untrusted to the local machine.
The Session Recording Agent will fail to upload recordings or pull configuration from the
server. If the certificate is untrusted but you wish to force a connection, please enter
the certificate thumbprint in the above dialog.

This thumbprint can be entered manually here:
HKEY_LOCAL_MACHIME\Software\WMware, Inc.\WMware Elast\SessionRecordingAgent
= TrustedThumprints

<ack Cores



Horizon Session Recording Agent Setup

Ready to Install
The Setup Wizard is ready to begin the Horizon Session Recording Agent installation T

0 x

Click "Install™ to begin the installation. If you want to review or change any of your
installation settngs, dick "Back™. Click "Cancel™ to exit the wizard.

< Back || Install I | Cancel

Horizon Session Recording fgent Setup =

Completing the Horizon
Session Recording Agent
Setup Wizard

- Click the "Finish™ button to exit the Setup Wizard. A reboot is
Q recommended.

<Back Cance

With this we have completed Recording Server and Agent install. This can be used later for recording
remote session.

VMWare Horizon Agent 8 — You should install this on workstation running Win 10. | have created a VM
on ESXi host.

Application

#F VMware Horizon Agent >

Welcome to the Installation Wizard for VMware

vImware ;
Horizon Agent

The installation wizard will install VvMware Horizon Agent on your
computer. To contnue, dicdk Mext.

Copyright & 1998-2020 VYMware, Inc. All rights reserved. This
product is protected by U.5. and international copyright and

VW Mware intellectual property laws. VMware products are covered by one or
H O ]"i Z O n . more patents listed at http: f/fwwww . wmweare.com fgo /patents.

Product version: 2006 < Back | Mext > | | Cancel




15 VMware Horizon Agent it

License Agreement

Please read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT "

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWMNLOADING, INSTALLING, OR
USING THE SOFTWARE, ¥OU (THE INDIVIDUAL OR LEGAL EMTITY?)

AGREE TO BE BOUMD BY THE TERMS OF THIS END USER LICENSE
AGREEMENT ("EULA™. IF ¥YOU DO NOT AGREE TO THE TERMS OF THIS ¥

(®) I accept the terms in the license agreement

()1 do not accept the terms in the license agreement

<onc carcel

Here you have to option to select RDS or Desktop mode. All depends on what kind of infrastructure you
have within your organization.

#2 VMware Horizon Agent >

Desktop 05 Configuration

The following information is used to configure the YMware Horizon Desktop
feature

Select the mode for the YMware Horizon Agent an this O5:

RDS Mode This agent will be configured in Desktop VDI Mode.




# VMware Horizon Agent *

Metwork protocol configuration

Select the communication protocol

Spedfy the protocol to be used to configure this Horizon Agent instance:

IPv4 This agent will be configured to choose the IPw4 protocol for establishing

all connections.

< Back || Mext = I | Cancel

Here enable what is required according to your organization requirement.
ﬂ Whware Horizon Agent

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

________ =~ m - Feature Description

_________ % ~ | USB Redirection YMware Horizon Agent core functionality

--------- ¥ ~ | YMware Virtualization Pack for !
--------- = ~ | Real-Time Audio-Video

--------- = ~ | Client Drive Redirection

--------- = ~ | vRealize Operations Desktop A
......... W ~| Scanner Redirection This feature reguires 204MB on your hard
--------- ¥ | Smartcard Redirection v | drive.

< >

Install to:

C:\Program Files\WMware\WMware ViewAgent),

| Help | | Space | | < Back || Mext = I | Cancel |




#3 VMware Horizon Agent =

Ready to Install the Program
The wizard is ready to begin installation.

VMware Horizon Agent will be installed in:

C:\Program Files\vMware\WMware View\Agent),

Click Install to begin the installation or Cancel to exit the wizard.

< Back Install Cancel

5 VMware Horizon Agent >

Installer Completed

The installer has successfully installed YMware Horizon Agent.
Click Finish to exit the wizard.

VMware

Horizon®

VMWARE HORIZON CLIENT:

You can install Horizon Client on the workstation but it is not a required install. | am just going to install
to complete all the application that can be used later when required.

MName

B Eiings
l Others
. Pictures




7Y vMware Horizon®

A
Version 2006

You must agree to the Privacy Agreement and License Terms before you can install the product

Agree & Install

Customize Installation

Success!

Now we have completed all the required install. In Part 4, | will cover Instant and Standard Clone
deployment.

Thanks

Ram Lan
7t" Sep 2020



