
How to setup Site to Site connection using RRAS For Azure 

In this post, I will cover the following.  We need RRAS to setup S2S because, I don’t have Firewall or VPN 

Device within the lab to initiate connection to Azure.  Point to Site (P2S) will not work because it is for 

client connectivity.   

1. Set up virtual machine for RRAS (On Premises) 

2. Make sure it has 2 NIC – One for Internal and One for Azure which will be disabled for now. 

3. Install the server and complete the updates 

4. Join to the domain 

5. Install RRAS Role 

6. Setup network configuration in Azure 

7. Complete RRAS configuration 

8. Make sure it is connected 

9. Make sure to ping from On Premise and from Azure 

We must configure the Virtual Networks and Virtual Machines as per the following configuration. 

➢ Azure Public IP 52.167.164.246 

➢ LabVM Vnet1 – 10.0.0.0/24 

➢ On Premises IP 99.229.198.199 

➢ LAN IP 192.168.0.0/24 

 

I have completed step 1-4.  We will continue with RRAS role later. 

 



SITE TO SITE CONFIGURATION: 

Site-to-site VPN is a type of VPN connection that is created between two separate network locations. It 

provides the ability to connect geographically separate locations or networks, usually over the public 

internet connection or a WAN connection. 

Step 1 – Verify your Virtual Network 

 

Step 2 – Creating Gateway Subnet 

If you refer to Part 1, I did create Gateway Subnet.  Here is the configuration details 

 



Step 3 – Create Local Network Gateway 

On the search bar type Local Network Gateway and open.  The Local Network Gateway basically defines 

our on-premises IP address information. 

 

 

 

 

 



Step 4 – Create Virtual Network Gateway 

If you refer at Part 1, I did create Virtual Network Gateway with Basic SKU.  This will not work for S2S 

configuration because SKU has to be vpngw1.  So, I had to delete virtual network gateway and create a 

new one for this exercise (S2S). 

BEFORE: 

 

AFTER: 

 



 

 

 

STEP 5 – Create Connection 

The connection is represented to connect Virtual Network Gateway and Local Network Gateway. 

 Go to Local Network Gateway – Connections - Add 

  

Here we have the connection detail.  The status say Not Connected.  Hopefully it should say Connected 

after we complete RRAS. 

 



Now we will complete RRAS role 

 

 



 

 



 

 



 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



  

 

 

 



I had few issues during the process.  I was not able to ping from DC or RRAS server from On Premises to 

Azure VM and vice versa.  I was also not able to RDP to Azure VM.  I had to do the following. 

Disabled Azure Network Connection: 

During VM creation, I added extra network adapter to vm, so we can use it, if required for later.  I don’t 

need the adapter.  So had to disable. 

 

Create Static Route 

Created below static route in RRAS Server 

 

Route Command 

On DC – Open Command Prompt – Add this command 

route -p add 10.0.0.0 mask 255.0.0.0 192.168.0.15  - This command is pointing DC to RRAS, so we can 

ping both ways (On Premises -> Azure -> Azure -> On Premises) from any machines within the network. 

Azure Network Security Group 

In Azure – Go to NSG and create Inbound and Outbound rule.  This is not the right way but for lab it is 

fine. 

 

 

 



Ping Test: 

From On Premises DC to Azure DC 

 

From Azure DC to On Premises DC 

 

I was able to get help from this site to fix Ping, RDP, Route and NSG issues. 

https://serverfault.com/ 

 

https://serverfault.com/


 

This concludes Site to Site, RRAS, Azure and other configuration. 

Thanks 

Ram Lan 
23rd Sep 2020 


