
Installing Active Directory Federation Services 

In this post, I will show you the steps for installing ADFS role and using Let’s Encrypt SSL certificate to 

complete ADFS Configuration. 

I will be using virtual machine running Windows Server 2019 v1809.  All updates installed and server 

restarted. 

Here are few screen shots on the above. 

 

 



 

 



 

 



 

 

 



 

 



 

 



Logged in and changed computer name, joined to domain and installed all the updates.  Before we 

install ADFS role, we have to complete the following: 

1. Create Kds root key using PowerShell on DC (Add-KdsRootKey -EffectiveImmediately) 

2. Create a group named gmsa1Group in ADUC – Users Folder 

3. Create gMSA Account using PowerShell on DC (New-ADServiceAccount "gmsa1" -DNSHostName 

"dc.ramlan.ca" –PrincipalsAllowedToRetrieveManagedPassword "gmsa1Group") 

4. Install AD PowerShell on TORADFS Server (Add-WindowsFeature RSAT-AD-PowerShell) 

5. Install gMSA on TORADFS Server (Install−ADServiceAccount –Identity “gmsa1”,  Test− 

ADServiceAccount gmsa1) 

 

 

 

 

 

 

 



 

 

 

Since this is lab, I don’t want to spend money on purchasing SSL Certificate.  I am going to use Let’s 

Encrypt SSL that is FREE.  Following are the steps, I took to get the certificate 

1. Installed IIS 

2. Created a folder called adfs.ramlan.ca inside inetpub and created index.html  

3. Created A record on Local DNS pointing to Public IP 

4. Created A record on GoDaddy DNS pointing to Public IP 

5. Run wacs.exe as Administrator and below are the details 

Install Basic IIS and Request a Certificate 

 

 



 

 

 

 

 

 

 

 



 

 



This is the certificate, I will be using for adfs. I have exported the certificate in PFX format. If you want 

the steps on how to do it – check this link - https://www.alitajran.com/export-lets-encrypt-certificate-in-

windows-server/ 

 

 

 

Now we can install ADFS role. 

 

 

https://www.alitajran.com/export-lets-encrypt-certificate-in-windows-server/
https://www.alitajran.com/export-lets-encrypt-certificate-in-windows-server/


 

 



 

 



 

 

 



 

 



 

 



 

 

Click Close and Restart the server. 



Open IE and type - https://adfs.ramlan.ca/adfs/ls/idpinitiatedsignon.aspx 

 

We encountered error.  Below is the fix. 

 

Open I E and add the site to Local Intranet. 

 

 



 

 

 

 

This is ADFS Management Console.  There are few things we have to configure.  I will not go into detail.  

It is for you to explore. 

 



 

 

 

 



 

 

 

 



 

 



 

 



 

 



 

 

 

 



 

 

 



I will not be completing Device Registration as, I will be using Azure. 

 

 

With regard to Web Application Proxy – I will put a hold as it requires some more research. 

 

This concludes ADFS deployment (On Premise) on Windows Server 2019. 

Thanks 

Ram Lan 
12th July 2020 
 



 

 

https://docs.microsoft.com/en-us/windows-server/identity/active-directory-federation-services 

 

 

https://docs.microsoft.com/en-us/windows-server/identity/active-directory-federation-services

