
Reset Local Administrator Password  

If you have forgotten local administrator password or want to reset the password temporarily – then 

this script will come handy.  Please note, if you use GPO or LAPS, they will reset the password after 

threshold time. 

#Create EncodedPass 
#$NewPass = 'New Password Here' 
#$EncodedPass = 
[Convert]::ToBase64String([System.Text.Encoding]::Unicode.GetBytes($NewPass)) 
#$EncodedPass 
 
#Reset Local Admin Password 
$EncodedPass = 'TgBlAHcAUABhAHMAcwB3AG8AcgBkAEgAZQByAGUA' 
$DecodedPass = 
[System.Text.Encoding]::Unicode.GetString([System.Convert]::FromBase64String($EncodedP
ass)) 
$Username = 'Administrator' 
Net User $Username $DecodedPass  
 

I am going to create a script in CB1910 and deploy to just one machine where, I need to do the work and 
then GPO/LAPS will take care of resetting the password. 

 

 



 

 



Now approve the script 

 

 



 

 



 

Now run the script on a device 

 



 

 



 

 

I am using LAPS – so it will reset the password for me later or, I can do it manually from the console. 

 

Thanks 

Ram Lan 
6th Mar 2020 


