
 

What is Parallels Mac Management for SCCM? 

For companies that already use Microsoft®   SCCM for managing PCs, Parallels®   Mac Management 

for Microsoft SCCM allows IT to maximize investments. It enables administrators to leverage 

existing processes by using SCCM as the single pane of glass to manage both PCs and Mac®   

computers. 

 

 

 

 

• Unified endpoint management for PCs and Mac® computers 

• Effortlessly plugs in to existing SCCM infrastructure 

• Full Mac lifecycle management 

• Maximize your Microsoft® SCCM investment 



 

 

 

 

 

 

 

https://www.parallels.com/ca/products/mac-management/ 

https://www.parallels.com/ca/products/mac-management/


 

PARALLEL MAC MANAGEMENT 8.1 FOR SCCM INSTALLATION NOTES 
 

In this demo, I will walk you through the process of installing Parallel Mac Management 8.1 on CB1910 

and Member Server PAR. This product will help manage Mac inventory through CB1910. 

My lab setup is as follows: 
 

Configuration Manager CB1910 (CB) - Primary Site 

Parallel Mac Management Member Server (PAR) 

 

PAR is a member server running Windows Server 2019. I will be installing all the roles that are required 

to manage Parallel Mac Management. 

CB is Primary Site Server running Windows Server 2019. On this server, I will install Parallel Mac 

Management Console extension only. Here is the screen shot. 

Click Parallels Mac Management for SCCM.exe 
 



 

 
 

 
 



 
 
 

 
 

 



 
 

 
 

 
 



Now we move on to the Member server (PAR) and install remaining roles. Before we do, we need to 

take care of these pre req: 

• Local Admin rights on this server (PAR) for Administrator user 

• DCOM remote activation permission 

• Administrator rights on Configuration Manager Console 

• Permission in ADSI for ParallelServices / Program Data container 

• Permission to SCCM Network share 

• Certificates (Web Server & Workstation Authentication) 

• DP Roles & Features, WSUS Roles & Features, WSUS Certificate 

• DP Installation 

Local Admin Rights – PAR & CB 
Open Server Manager – Tools – Computer Management 

   
 

DCOM Permission: 
This we have to do it on the Configuration Manager Server (CB). 
Click Start > Administrative Tools > Component Services. 
Navigate to Console Root / Component Services / Computers / My Computer / DCOM Config. Scroll 
down to Windows Management and Instrumentation 

 
 

PAR.RAMLAN.CA CB.RAMLAN.CA 



  
 

  
 

Administrator rights Configuration Manager Console: 
 

Navigate to Administration / Overview / Security 

 



 
 

Permission in AD for ParallelsServices container: 
This we have to do it on the Domain Controller using ADSI Edit. I am going to give System Container 
(CN=System) full permission, so that when we install the roles.  Required container for Parallels Mac 
Management will be created accordingly during the install. 

  

AS YOU CAN SEE THE CN=SYSTEM 

CONTAINER DOES NOT HAVE 

PARALLELSSERVICES CONTAINER YET. 



Right click CN=System – Properties – Security - Add – Administrator – Full Control – Click Advanced – Allow – This 
object and all descendant objects.   

Repeat the same for Ram, ParAdmin & PAR - Full Control - Click Advanced 

 

 

 
 
 
 
 



Permission in AD for Program Data container: 
This we have to do it on the Domain Controller using ADSI Edit. I am going to give Program Data 
Container (CN=Program Data) full permission so that when we install the roles.  Required container for 
Parallels Mac Management will be created accordingly during the install. 

 
Right click CN=Program Data – Properties – Security - Add – Administrator – Full Control – Click Advanced – Allow – 
This object and all descendant objects.   

Repeat the same for Ram, ParAdmin & PAR - Full Control - Click Advanced  

 

 

YOU CAN SEE THE CN=PROGRAM DATA CONTAINER DOES NOT HAVE PARALLELS CONTAINER 



Permission to SCCM Network Share: 
We have to do it on the Configuration Manager Server (CB). We have to give Administrator- Full Control to 
SMS_CAN folder within Advanced Sharing.  Repeat the same for ParAdmin & Ram 

 

 
Do for SMS_CAN\inboxes – Right Click ddm.box folder – Security - Repeat the same for ParAdmin & Ram 

 

 
 



Web Server Certificate Template: 

We have to create a web server certificate template for Parallels Proxy Configuration. 
Open Certification Authority – Right Click Certificate Template – Right Click Web Server – Click Duplicate 

 

 

  



 

 



Double click Application Policies and Add Client Authentication 

 
Make sure to Administrator & PAR has Read, Write, Enroll and Autoenroll permission. 

 
Right-click Certificate Templates again and choose New > Certificate Template to Issue 
Select Parallels Proxy and Click OK 



Workstation Authentication Certificate Template: 
 

Open Certification Authority – Right Click Certificate Template – Right Click Workstation Authentication 
– Click Duplicate 

 



 

 



 

 



 

 

Make sure to Administrator & PAR has Read, Write, Enroll and Autoenroll permission 

 

Right-click Certificate Templates again and choose New > Certificate Template to Issue 
Select Parallels Proxy Client and Click OK 



 

Distribution Point: 
 

I am using Configmgr Prerequisities tool 3.0.1 to install DP on PAR. Pretty easy – Just select the role and 
click install. Wait for success message. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Also add these roles and features manually (URL Authorization & BITS) from Server Manager 

Open IIS Manager and complete the following: 
Click Default Site – Double Click Authentication – Windows Authentication - Enable 

  



 

WSUS Install: 
Open Server Manager – Add Roles and Features – Select WSUS 

 



 

 



 

 



 

 
 

 

 

 

 

 

 



WSUS Certificate: 

One of the pre-req required for the OS X Software Update service is to install a WSUS code signing 
certificate. This can be obtained from the certificate authority in your environment. 

Open Certification Authority from Administrative Tools 

 

Right click Certificate Templates – Manage – Code Signing – Right Click – Duplicate Template 
 



 

 



 

 
In Certificate Authority Console right click Certificate Templates>New>Certificate Template to Issue - 
Select WSUS Code Signing Cert - OK 



 

Request WSUS Code Signing Cert on PAR Server: 
 

Click - Run – Type MMC - Add/Remove Snap-in - Certificates – Add - My User Account – Finish 
Right click Personnel – All Tasks – Request New Certificate 

 



 

Export the certificate 

 



 

 



 

 
 

Open PowerShell as administrator and run these commands one at a time  
 
[Reflection.Assembly]::LoadWithPartialName("Microsoft.UpdateServices.Administration") 
$updateServer = [Microsoft.UpdateServices.Administration.AdminProxy]::GetUpdateServer() 
$config = $updateServer.GetConfiguration() 
$config.SetSigningCertificate("C:\Users\ADMINISTRATOR.RAMLAN\Downloads\WSUSCertPar.pfx",
"),”01Jan2009”) 
$config.Save() 
 

 
We need to export the certificate added via PowerShell from PAR server. 
Click - Run – Type MMC - Add/Remove Snap-in - Certificates – Add – Computer Account – Finish 



 

 



 

 
 

 



 

 
 

Import Certificate To: (Trusted Root Certification & Trusted Publishers Folders) 
 

Navigate to the Trusted Root Certification>Certificates folder, right click and select All Tasks>Import 

 



 

 
 

 
 

Repeat above steps (Import Certificate) to the Trusted Publishers folder as well. 
 

If your SMS Provider is remote, and in my case, it resides on my site server (CB), then repeat the 
process of importing the wsuscertpar.cer into the Trusted Root Certification and Trusted Publishers 
folders on that server (CB) as well. 



 

DP Installation: 
 

We have to carry out the DP install from Config Manager Site Server (CB). Before you start make sure 
to add CB to Administrators Group on PAR member server. 

 
 

Go to Administration – Site Configuration – Right click Server and Site System Roles – Create Site System 
Server 

 

PAR.RAMLAN.CA CB.RAMLAN.CA 



 

 
 



 
 

 
 



 
 

 



 

 
 

 
 



 
 

 
 



 
 
Wait for some time to get all the packages distributed to PAR (Out new DP).  When you check Monitoring tab for 
Content Status – You should see this. 
 

 
 



Parallel Mac Management Role Install: 
 

Now we are ready to install the roles on the member server PAR. If you haven’t installed Microsoft 
Visual C++ 2010 Redistributable Package (x86), please do. Also make sure you have .NET 3.5, 4.0 are 
also installed. 

I checked within Server Manager for .NET 3.5 & 4.x installation. Both are installed. 

 



Before we start Parallel install, I want to run Pre Req-checker to make sure our install will go without any 
issue.  You can run it from here 
 

 

 

 



 



 

 



 

 
 
 



 

 

 



 

 



 

 



 

 
 
 



 
 



 
Add required accounts to each of the roles below as per your requirement. 

 



 

 



 

 



 

 



 

 

 



 

 



 

 



 

 

 
 



 
 

Now we have to re-run PowerShell commands 
 

Open PowerShell as administrator and run these commands one at a time  
 

[Reflection.Assembly]::LoadWithPartialName("Microsoft.UpdateServices.Administration") 
$updateServer = [Microsoft.UpdateServices.Administration.AdminProxy]::GetUpdateServer() 

$config = $updateServer.GetConfiguration() 
$config.SetSigningCertificate("C:\Users\ADMINISTRATOR.RAMLAN\Downloads\WSUSCertPar.pfx","01Jan
2009") 
$config.Save() 

 



When you open ADSI Edit and look at the containers – we can see CN=Parallels within CN=Program Data 
and CN=ParallelsServices within CN=System. 

 

Database is created for Parallels (PMM_CAN) on CB Server. 

 



Activation Process: 
 

We will complete the activation process. If you have trial edition – you can skip this step. 
Open Configuration Manager Console – 
Go to Administration – Parallels Mac Management – License 
Click Activate License 
Enter License Key 
Click Activate 

 

 
 
You should see this message – There is no problem reports which means the entire configuration is working and 
both CB and PAR are communicating properly. 

 
 

Discover the Mac devices: 
 

Parallels can leverage two methods to discover Mac devices in your environment. It can use the built-in 
ConfigMgr AD System Discovery, if the devices are domain joined or Parallels have their own Parallels 
Network Discovery. This can discover both AD join Macs and those that are not connected to a domain. 

 
I will be using Parallels Network Discovery in this post since my Mac device is not joined to domain. 
http://kb.parallels.com/ca/122595 

Go to Administration – Parallels Mac Management – Discovery Methods (Make sure it is Enabled) 

 
 

http://kb.parallels.com/ca/122595


 
 
 

Go to Administration – Site Configuration - Sites 
 

 
 

 



 

 

 

 
I have added 5 accounts 

that, I have used on the 

Mac Machines. I have 1 

Physical Mac and 2 Virtual 

Mac machines. 

User Accounts – ram, 

admin, macuser, 

paradmin, administrator 



 

 
 

When discovery runs pma_discovery.log will be created in C:\Windows\Logs folder on PAR Server 



If devices are discovered they will appear in the ConfigMgr console. After some time, you will see 
Parallel Mac Management ICON under System Preferences on the Mac machine. Below is the screen 
shot. 

 

 
 

You can also install Parallel Mac Client manually as detailed below: 
 

Go to Assets and Compliance – Device – Select Mac Device – Click Parallels Management Tools – Install 
Parallels Mac Client 

 
 

 



 

 
 



Now we have completed all the steps required in implementing Parallels Mac Management version 8.1 
for SCCM.   

 

Next series, I will cover the following: 

1. Creating boot & system image 

2. Creating build and capture image 

3. Create and deploy task sequence 

4. Create mac application and deploy to mac collection 

5. Deploy mac updates 
 

Thanks 
 
Ram Lan 
8th Jan 2020 


