What is Parallels Mac Management for SCCM?

For companies that already use Microsoft- SCCM for managing PCs, Parallels: Mac Management
for Microsoft SCCM allows IT to maximize investments. It enables administrators to leverage

existing processes by using SCCM as the single pane of glass to manage both PCs and Mac:
computers.

Unified endpoint management for PCs and Mac® computers
Effortlessly plugs in to existing SCCM infrastructure

Full Mac lifecycle management

Maximize your Microsofte SCCM investment
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Extend your Microsoft SCCM to
manage Mac computers like you
manage Windows PCs.
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Mac Discovery and Enroliment Installing the Client Software
« Scan and discover Mac computers on your network. D e e St ol
e Enroll Mac computers via SCCM Active Directory System Discovery.
. ) . . ~ . Macs processed: 1 of 1. Succeeded on 1, failed on 0.
« Enroll Mac computers into SCCM via unique integration of Apple® Device
Enrollment Program (DEP) and Parallels Mac Management.
v Hide

macOs® Image Deployment and Patch
Management

« Use familiar SCCM Task Sequence steps to deploy your corporate
macOS base image, applications, and settings to Mac computers.

« Support for macOS updates is seamlessly integrated with SCCM
software update features.

Learn More »
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Software Deployment via SCCM

« Deploy a wide range of packages: .dmg, .pkg, .iso, .app, scripts, and
stand-alone files.

= Support for SCCM package and application deployment models.

= Flexible deployment options allow you to customize all aspects of the
software deployment experience.
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Parallels Applications Portal s A o NN
« Create a self-service library of approved applications for your end users. PuBLISHERS
« Allow end users to browse and install applications approved by IT. :,_._ tnstan
« The end users can install approved applications even if they don't have Googe Published on: /10/16 4:58 PM
Moz

administrative privileges on their Mac.

Prisher: Bare Bonos Published on: 3/10/16 4:59 PM.

Enforce Compliance via SCCM Baselines

- Enforce compliance on the Mac via SCCM configuration items and
baselines.

« Configuration items tailored for Mac: macOS configuration profiles,
FileVault® 2 disk encryption settings, and shell scripts.

- Monitor compliance status via SCCM reporting.

New! Remote Lock and = e Spod s Mot oot e T e e
Wipe
- Initiate a remote wipe of a Mac that was lost,

stolen, or for any other reason needs data to
be erased.
- Lock Mac devices remotely.

i The wipe operation is ireversibiel The Mac wil be iocked and =il the
i tion on its hard drive will be erased.

[ wipe ][ Cancet ]
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Inventory and Reporting . 3 o oo oo
. ® com epeon fex fer rastenoeptex (1.71)
« Gather hardware and software inventory of your Mac computers. T 5 e 720
= Report information about user log-ons. -4 o ‘com scpke popmntem (1.9) )|
= Leverage native Microsoft SCCM reports for details on Mac computers. <=
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https://www.parallels.com/ca/products/magnanagement/



https://www.parallels.com/ca/products/mac-management/

PARALLEL MAC MANAGEMBNTFOR SCCNISTALLATION NOTES

In this demo, | will walk you through the process of installing Parallel Mac Manag@&mtent CB910
and Member ServePAR Thisproduct will help manage Mac inventory through @BQ.

My lab setup is as follows

Configuration Manager CB10 ((B) - Primary Site

Parallel Mac Management Member ServEeAR
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PARis a member server running Windows Server2QMwill be installing athe roles that are required
to manage Parallel Mac Management.

CBis Primary Site Server running Windows Serve®2Qh this server, | will install Parallel Mac
Management Console extensionly. Here is the screen shot.

Click Parallels Mac Managemdat SCCMexe

Mame Date modified Type

Parallels Mac Management for SCCM.exe 12-Feb- .. Application
& PMM Prerequisites Checker.exe o Application




Welcome to the Setup Wizard for Parallels
Mac Management for Microsoft SCCM

The Setup Wizard will install Parallels Mac Management for
Microsoft System Center Configuration Manager aon your
computer. To continue, dick Mext.

| Parallels

j_% Parallels Mac Management for Microsoft SCCM Setup >

License Agreement 4
Parallels
Please read the following license agreement carefully. "

Parallels End-User License Agreement ~

Thiz End-User License Agreement (this “Agreement™) iz a legal contract between you, as
either an individual or an Entity (as defined below), and Parallels IP Holdings GmbH and its
subsidiaries (“Parallels™).

READ THE TERMS AND CONDITIONS OF THIS AGREEMENT CAREFULLY BEFORE
DOWNLOADING, INSTALLING, OBTAINING A LICENSE KEY, OR OTHERWISE ACCESSING OR
USING PARALLELS' PROPRIETARY SOFTWARE, INCLUDING SOFTWARE AS A SERVICE,
ACCOMPANIED BY THIS AGREEMENT (the *Software™).

THE SOFTWARE IS COPYRIGHTED AMD T IS LICENSED TO YOU UNDER THIS AGREEMENT, o

RO Ol M T ] DS MU AR M A TR RIS AL L IR SO A RN A& 1 CRICE WEWS M

Print

(@) I accept the terms in the license agreement

()1 do not accept the terms in the license agreement

InstallShield

<onk conce




Parallels Mac Management for Microseft SCCM Setup >

Select Components

) @
Check the components you want to install and uncheck the || Parallels
components you don't want to install.

CanfigMgr Consale Extension Configuration Manager Consale Extension
extends the Configuration Manager console to

[ Configuration Manager Proxy provide a graphical user interface enabling you to
] IBCM Proxy manage Mac computers

] MM Server
[ ] MetBoot Server
[ ] 0% X Software Update Point

Back | | Mext | | Cancel
Parallels Mac Management for Microseft SCCM Setup )4
Ready to Install the Program 4
The wizard is ready to begin installation. || Parallels

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel
to exit the wizard.

Back || Install || Cancel




Parallels Mac Management for Microsoft SCC

|| Parallels

Setup Completed

The Setup Wizard has successfully installed Parallels Mac
Management for Microsoft SCCM. Click Finish to exit the
wizard.

Back i1sh Cancel
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Administration

,5 Users

& Devices

g}. User Collections

&1 Device Collections

& User State Migration

] Asset Intelligence

E Software Metering

[ Compliance Settings

1 Endpaint Protection

] All Corporate-owned Devices

" Parallels Mac Management

7 ||| % » Administration
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@ Updates and Servicing
"] Hierarchy Configuration
[ Cloud Services

[ Site Configuration

K Client Settings

[ Security

_;jjj Distribution Points

3]:_,‘ Distribution Point Groups
] Migration

[P Manasement Insights
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Assets and Compliance

« Navigation Index

Users: Manage users and user groups for the hierarchy.

User Collections: Manage user collections for the hierarchy.

User State Migration: Manage user state migration for when you deploy operating systems.
Software Metering: Configure rules to menitor software application usage.

Endpoint Protection: Manage Antimalware and Firewall policies.

Parallels Mac Management: Manage Mac computers and Parallels Desktop.

-

Recent Alerts (0) - Last updated: 22-Feb-2020 2:52:05 AM

Owverview »  Parallels Mac Management »

Parallels Mac Management

< Navigation Index

Discovery Methods: Configure the methods to discover resources. Client push installation requires that resources must first
be discovered.

Mobile Device Management: Mobile Device Management

Volume Purchase Program: Volume Purchase Program

llels Mac Management;

iscovery Methods
& Mac Client Enrollment
» [ Mobile Device Management

» [l Device Enrollment Program

L1 Volume Purchase Program
#: Licenses

» [ IBCM




Now we move on to the Member servéd®? AR and install remaining roles. Before we, ee need to
take care of thesere req

Local Admin rights on this servé&AR for Administratouser
DCOM remotectivationpermission

Administrator rights on Configuration Manageonsole
Permission in ADSI for ParallelServices / Programdoatainer
Permission to SCCM Netwastkare

Certificates (Web Server & Workstatidmithentication)

DP Roles & Features, WIRkSes & Features, WSQ8rtificate
91 DPInstallation

=A =4 =4 =4 -8 -8 4

Local Admin Rightg PAR& CB
Open Server ManagerToolsg Computer Management

Administrators Properties ? = Administrators Properties ? *
General PARRAMLAN.CA General CB.RAMLAN.CA
-‘% Administrators % Administrators
Description: Administrators have complete and unrestricted access Description: Administrators have complete and unrestricted access
to the computer/domain ta the computer/domain
Members: Members:
A pdministrator & Administrator
G;_; RAMLAM Administrator _‘53_, RAMLAMNDomain Admins
1A RAMLANSNCE & RAMLAN \exadmin
H2, RAMLANDomain Admins 1 RAMLANPAR
1 RAMLANYPAR ‘-f_, RAMLAN paradmin
& RAMLAN paradmin &5 RAMLAN \ram
Changes to a user’s group membership Changes to a user’s group membership
Add. . Remowve are not effective until the next time the Add.. Remove are not effective until the next time the
user logs on user logs on.
Cancel Apply Help Cancel Apply Help

DCOM Permission:

This we have to do it on the Configuration Manager Sei@By. (

ClickStart > Administrative Tools > Component Setrvices.

Navigate to Console Root / Component Services / Computers / My Computer / DCOM Config. Scroll
down to Windows Management and Instrumentation

g Windows Management and Instrumentatior [
2 Windows Media Player Miew >
2 Windows Media Player Burn Audic CD Hanc Mew Window from Here
£ Windows Media Player Launch .
g Windows Media Player Rich Preview Handle s
Windows PManagerment and Instrurmentation Properties k4 =
Serneral Location Security Endpoints Idervkityr
Launch and Activation Pemissions
3 Use Default
) Customize Edit_
Access Pemissions @
) Use Dhefauh
2 Customize Edit. ..
Corfigurastion Paermissions
3 Use Default
- Customize Edit . ..
Leam more about scetting these properties .
Canc=l Aoy




Launch and &Activation Permission ? >

Security

GI‘OIJD ar user names:

SR Authenticated Users
SR Administrators (CB\Administratars)
& ParAdmin (paradmin@RAMLAN CA)
2 Ram fram@RAMLAN CA)
Add Remove
Pemnissions for Administrator Allow Deny
Local Launch [
Remote Launch [
Local Activation [l
Remote Activation ]
Cancel
Launch and Activation Permission ? >

Security

I:‘jl‘()LID ar user names:

2 Administrator {Administrator@RAMLAN CA)
SR Avthenticated Users
SR Administrators (C B \Administrators)
a ParAdmin (paradmin @RAMLAM CA)
Ram {ram@RBAMLAM CA)

Add. Remove
Pemissions for Ram Allow Deny
Local Launch [
Remote Launch [
Local Activation [
Remote Activation [
Cancel

Launch and Activation Permission ? =
Security
Group or user names:
2, Administrator (Administrator@RAMLAN CA)
SR Authenticated Users
SR Administrators (CB\Administratars)
‘ ParAdmin (paradmin @RAMLAMN.CA)
2 Ram ram@RAMLAN CA)
Add Remove
Permissions for ParAdmin Allow Deny
Local Launch 1
Remate Launch 1
Local Activation 1
Remote Activation (|
Cance
Launch and Activation Permission 7 >

Security

GI‘OIJD ar User names:

2 Administrator (Administrator@RAMLAN CA)
Authenticated Users
SR Administrators (CB \Administrators)
a ParAdmin (paradmin @RAMLAN CA)
2 Ram fram@RAMLAN.CA)
Add... Remove
Pemnissions for Authenticated
Users Allow Deny
Local Launch ]
Remote Launch O O
Local Activation [
Remote Activation O
Cancel

Administrator rights Configuration Manager Console

H2,

Add User
or Group

Saved
Searches ~
Create

< ~ |8 N »

Administration

-  FFi Overview
» ZI=] Updates and Servicing
Hierarchy Configuration
1 Cloud Services

| Site Configuration

By Client Settings

Navigate to Administration / Overview / Security



Add User or Group >

Specify a user or group to add as a Configuration Manager administrative user

To control the type of objects that administrative users can manage. assign one or more security roles to the administrative user, and
then assign securty scopes to limit the instances of objects that the administrative user can manage.

User or group name: RAMLAMN paradmin _ | Browse...

Assigned securty roles:

Mame Description I Add... I

Full Administrator Grants all permissions in Configuration Manager. T...

Assigned security scopes and collections:
(®) All instances of the objects that are related to the assigned security roles
() Only the instances of objects that are assigned to the specified securty scopes or collections

Securty scopes and collections:

Name Type Add

oK Cancel

Permission in AD for ParallelsServices container:
This we have to do it on the Domain Controller using ADSI Edit. | am going to give System Container
(CN=Systemfull permissionso that when we install the rolesRequirectontainer for Parallels Mac
Management will be created accordinglyring the install
~ || CM=System
| CH=AdminSDHealder
CH=ComPartitions
Ch=ComPartitionSets
CM=Default Domain Policy
CM=Dfs-Configuration
CM=DF5R-GlobalSettings
CM=DomainUpdates
CM=File Replication Service

| CM=FileLinks
5| CM=IP Security AS YOU CAN SEE THE CN=SYSTEM
| CN=Meetings +———| CONTAINER DOES NOT HAVE

| CH=MicrosoftDMS
| CN=Password Settings Container PARALLELSSERVICES CONTAINER YE
CM=Policies

CM=PSPs

CMN=RAS and IAS Servers Access Check
CM=RpcServices

CM=5ysterm Management
Ch=WinsockServices

| CHN=WMIPolicy

| CMN=TPM Devices

| CH=Users




Right click CN=SysteqPropertiesq Security- Add¢ Administratorg Full Controk, Click Advanced Allow ¢ This
object and all descendant objects.

Repeat thesamefor Ram,ParAdmin &PAR- Full Control- Click Advanced
CM=System Properties ? x

Stribute Editor  Security

GI’DIJD or User names:

& Administrator (Administrator@RAMLAN CA)
SR CREATOR OWNER
SR SELF
SR Authenticated Users
SR SYSTEM
SR NETWORK SERVICE v
Add... Remove
Pemissions for Administrator Allow Dy
Full contral 1 =
Read L]
Write ]
Create all child objects ]
Delete all child objects ] o
For special permissions or advanced settings, click Advanced
Advanced.
Cancel Apply Help
Permission Entry for System [m] x
~
Principal: Administrator (Administrator@BAMLAMN.CA)  Select a principal
Type: Allow ~
Appliesto: | This object and all descendant objects -
Permissions:
Full control Delete msExchProtocol CfgHTTPFilters objects
List contents Create msExchProtocolCfgHTTPVirtual Directory objects
Read all properties Delete msExchProtocol CfgHTTPVirtualDirectory objects
[7] Write all properties Create msExchProtocolCfglM objects
[] Delete [&] Delete msExchProtocol CfglM objects
Delete subtree Create msExchProtocolCfgIMAPContainer objects
Read permissions Delete msExchProtocol CfgiMAPContainer objects
Madify permissions Create msExchProtacolCfgIMAPPalicy objects
Modify owner Delete msExchProtocolCfgIMAPPolicy objects
[ &l validated writes [ Create msExchProtocolCfgIMContainer objects v




Permission in AD for Program Data container:
This we have to do it on the Domain Controller using ADSI Edit. | am going to give Program Data
Container CN=Program Dajaull permission so that when we install the raleRequireccontainer for
Parallels Mac Management will be created accordinigiyng the install

w | CM=Program Data

| CM=Microsoft

Right click CN=Program Dat®ropertiesc Security- Add¢ Administrator¢ Full Controk, Click Advanced Allow ¢
This object and all descendant objects.
Repeat thesamefor Ram, ParAdmin & PAR-ull Control Click Advanced

CM=Prograrn Data Properties 7 >

YOU CAN SEE THE CN=PROGRAM DATA CONTAINER DOES NOT HAVE PARALLELS

Attribute Editor Security

GFDLID ar user names:

& Administrator {Administrator@RAMLAMN CA) ~
S8 CREATOR OWNER

EBR SELF

SR Authenticated Users

BB sYSTEM

SR NETWORK SERVICE b

Add. .. Remowve

Pemissions for Administrator Allow Dery

Full contral

Read

Wilrite

Create all child objects
Delete all child objects

Joooo

For special permissions or adwvanced settings, click Advanced
Adwvanced.

Cancel Aoly Help
Advanced Security Settings for Program Data O

Owner Domain Admins (RAMLANYDomain Admins) Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permissicn entries:

Type Principal Access Inherited from Applies to ]
HR Allow  Domain Admins (RAMLANY...  Full control Mone This chject only
a Allow  Ram (ram@RAMLAM.CA) Full control MNone This object and all descendan...
a Allow  ParAdmin (paradmin@RAML... Full control MNone This object and all descendan...
a Allow  PARS Full control MNone This object and all descendan...
x Administrator (Administrater..  Full control This object and all descendan...
EB Allow  Authenticated Users Special MNone This object only
HB Allow  SYSTEM Full control MNone This object only
HE Deny  Exchange Trusted Subsystem... DC=RAMLAN,DC=CA  This object and all descendan...
HR Allow  Exchange Windows Permissi..  Change password DC=RAMLAN,DC=CA Descendant User objects
EB Allow  Exchange Windows Permissi...  Reset password DC=RAMLAMNDC=CA Descendant User objects w
Add Remove Edit Restore defaults

Diszable inheritance

Cancel Apply



Permission to SCCM Network Share:
We have to do it on the Configuration Manager Serv@®).(@/e have to give AdministratafFull Control to

SMS_CAN folder withiddvanced SharingRepeat the same for ParAdmi& Ram

!' AdminUIContentPayload !' EasySetupPayload
- - -

* !' SMS SUlAgent ! Sources
* -~ -

. hdvanced Sharin ¥ Permissions for 5M3_10R A
. SMS_TOR [\cb) Propertes X !
Share Permissions
W i .
Previous Versions Customize R AL Gri“p Or LSer naimes-
Sharin . Sattings Administrator (Administrator@RAMLAN CA)
Generd Netwok : Secuy : 3 Pardiin (paradmin@RAMLANCA)
Share name: Ram Fam@RAMLAN.CA
Network File and Folder Sharing %SYSTEM :
TR ’ S SMS SiteSystem ToSteServerConnection SMSProv TOR ¥
" 3 . =1 £IYSIEM | 0.l serVer.onnection oy
Microsaft Configuration Manager a 5
Shared Add || Remove
Add... Remove
Netwark Path: Limit the number of simuitaneous users to: 6777 %
\Chlsns lDrl Pemissions for Administrator Allow Deny
: § Comments: Full Control O
Sha.. NS ite TOR 02/15/20 Change O
Read O
Advanced Sharing
Set custom pemissions, create mutiple shares, and set other e Cadhing
advanced sharing options.
Advanced Shar i
_ Cancel Apply Cancel Aonly

Do for SMS__CAlboxesc Right Click ddm.box folderSecurity- Repeat the same for ParAdmin & Ram

SMS_TOR inb

Mame
ULLEVAL.DboXx

mpS
B dataldrb
B ddm.
Permissions for ddm.box s
ddm.box Properties =
Security

General Sharng Securty  Previous Versions Customize
Object name:  “Vweb'SMS_TORNnboxeswddm box
Object name: b SMS_TORVinboxes ddm box
Group or user names:

AE or rator@RAMLAN CA)
& ParAdmin (paradmin@RAMLAN CA)
& Ram (ram@RAMLAN CA)}

SR SYSTEM

SR Administrators (C B\ Administrators)

GI'DLID or User names:

_4S5YSTEM

SR Administrators (CB\Administrators)

To change pemmissions, click Edi. Edit Add =
__ emove
Pemissions for SYSTEM Allow Deny Pemissions for Administrator Allow Deny
Full control vy G Full control O ~
Modify [V Modify ™
Read & execute v Read & execute [}
List folder contents v List folder contents (|
Read V4 Read [} o
Write v v
For special permissions or advanced settings, Avenced

click Advanced. Cancel Apply




Web Server Certificate Template:

We have to create a web server certificaéanplate for Parallels Proxy Configuration.
Open Certification Authoritg Right Click Certificate TemplatdRight Click Web ServelClick Duplicate

Properties of Mew Template x

Subject Name Server Issuance Reguirements

Superseded Templates Extensions Security
Compatibility  General Request Handling Cryptography  Key Attestation

The template options available are based on the eardiest operating system
wersions set in Compatibility Settings.

Show resulting changes

Compatibility Settings

Certification Authority
Windows Server 2008 e

Certificate recipient

Windows 7/ Server 2008 R2 ~

These settings may not prevent eadier operating systems from using this
template.

Cancel Aoply Heip

. Properties of Mew Template *
Properties of Mew Template X
Sublect N s . Reau ot Subject Name Server Issuance Requirements
ubject Name arver zsuance Reguirements
| : & : Superseded Templates Extensions Security
Superseded Templates BExtensions Security Compatibil G | R o Handi Coyptoaraphy  Key Attestati
Compatibility General  Request Handliing Cryptography  Key Attestation LR |EEEE T ] sstation
Template display name: Provider Category: Legacy Cryptographic Service Provider ~
Parallels Proxy | Detemined by CSP —
Minimum key size: 2048
Template name:
Choose which cryptographic providers can be used for requests
|F‘E||E|II|3IsPrmq.r |

(") Requests can use any provider available on the subject’s computer
(®) Requests must use one of the following providers:

Validity period: Renewal period: Tl
e
[W]Microsoft RSA SChannel Cryptographic Provider ~
[w]Microsoft DH SChannel Cryptographic Provider
[] Publish certificate in Active Directory [IMicrosoft Base Smart Card Crypto Frovider
Do not automaticalh I = duplicate certficate exists in Acti [IMicrosoft Enhanced Cryptographic Provider v1.0
D;?-;l{ora.- SRS PR UL BB EA LI SR [ IMicrosoft Enhanced D55 and Diffie-Hellman Cryptoaraphic Pr ¥

Determined by CSFP

Use altemate signature format

ox | [ e

ox | o




Properties of New Template >

Subject Name Server Izsuance Reguirements
Superseded Templates Edensions Security
Compatibility General Feguest Handling Cryptography  Key Attestation

Purpose: Signature and encryption e
Delete revolked or expired cerificates (do not archive)
[ Include symmetric algorthms allowed by the subject
[] Archive subject’s encryption private key

=1

Authorize additional service accounts to access the private key (

!

Key Pemissions. ..

Allow private key to be exported
Renew with the same key (%)

O For automatic remewal of smart card cerificates, use the existing key if a
new key cannot be created

Do the following when the subject is enmlled and when the private key
associagted with this cerfficate is used:

Enroll subject without reqguiring anmy user input

Prompt the user during enrollment
Prompt the user during enrollment and require user input when the
private key is used

= Control is disabled due to compatibility settings.

o sy | | riob

Properties of Mew Template >
Superseded Templates Exdensions Security
Compatibility General Request Handling Cryptography Key Attestation
Subject Name Server Issuance Requirements

(@) Supphy in the request

Use subject information from existing certificates for autoenmllment
renewal requests

{3 Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cenificate administration.

Subject name format:

Mone

Include e-mail name in subject name

Include this information in altemate subject name:
E-mail name
ODMNS name
User principal name {UP M)
Service principal name {SP M)

ox =




Double click Application Policies and Add Client Authentication

Properties of Mew Template

=
Compatibility  General

Subject Mame
Superseded Templates

Request Handling Cryptography Key Attestation

Issuance Requirements
Edensions

Server

Security
To modify an extension, select it. and then click Edit.

Exdensions included in this template:
D Basic Constraints
DCerti‘ficate Template Information
D Issuance Policies

Key Usage

Description of Application Policies:
Client Authentication
Server Authentication

ox =

Help

Make sure toAdministrator & PAR has Read, Write, Enroll and Autoenroll permission.

Rightclick Certificate Templates again and choose New > Certificate Template to Issue
Select Parallels Proxy antick OK



