Compliance Settings to find Boundary Groups Client Status

In this post, | will show you how to create configuration item and set configuration baseline for finding
Boundary groups client belong to.
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[ General Specify general information about this configuration item
Supported Platforms
Settings
i Configuration items define a corfiguration and associated walidation criteria to be assessed for compliance on

Compliance Rules devices.

Summary

Progress MName: Check Client Boundary Groups

Completion Description:

Specify the type of configuration item that you want to create:
Settings for devices managed with the Configuration Manager client
) Windows 10
() Mac 05 X (custom)
(@ Windows Desktops and Servers f{custom)
[] This configuration item contains application settings

Settings for devices managed without the Corfiguration Manager client
() Windows 8.1 and Windows 10
() Windows Phone
() i0S and Mac 05 X
() Android and Samsung KNOX
() Android for Work

Assigned categories to improve searching and filtering:

"IT Infrastructurs” I Categories... I

Mext = Summary Cancel



j,} Create Configuration tem Wizard

Supported Platforms

General Specify the client operating systems that will assess this configuration item for
compliance
Settings
Compliance Rules
Summary (@) Select the versions of Windows that will assess this configuration item for compliance:
Progress Select all

Completion

Windows XP
Windows Vista
Windows 7

Windows 8

Windows 8.1
Windows 10
Windows 2003
Windows 2008
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Embedded
Windows Server 2019

() Specify the version of Windows manually:
Add...

< Previous Mext = Summary Cancel

ﬂ Create Configuration lterm Wizard

% Settings

General Specify settings for this operating system
Supported Platforms

Compliance Rules Use settings to represent business or technical conditions to assess for compliance on client devices. The following

S5 settings are associated with this configuration item.
ummany

Progress

Completion Fitter... -

Mame Setting Type Inherted User Setting

There are noitermns to show in this wiews.

‘ MNew .. Edit ... Delete

< Previows | [[Hems ] [ summeny Concel



L—__l Create Setting

General  Compliance Rules

Specify details about this setting that represents a business or technical condition to assess for compliance on client
devices.

Mame: Detect Boundary Group

Description:

Setting type: Script ~

Data type: String o

Discovery script

Specify the script to find and retum the value to be assessed for compliance on client devices. Use the echo command to
retum the script value to Corfiguration Manager.

I Edit Script... I - Script status: Windows PowerShell is created

Remediation script {optional}

Specify the script to remediate noncompliant setting values found on client devices. Configuration Manager passes the
noncompliant value to the script as a parameter.

Add Script... Script status: Mo script specified.

[] Run scripts by using the logged on user credentials

[1 Run scripts by using the 32-bit scripting host on 64-bit devices

QK Cancel Apphy

Edit Discoweny Script >

Specify the script to find and retum the value to be assessed for compliance on client devices. Use the echo command
to retum the script value to Configuration Manager.

Script language:

Windows PowerShell v Open... Clear

Script:

EBG1Ds={get-wmicbject namespace root ccm™ocationservices class boundanygroupcache -EmorAction
SilenthyContinue ) boundanygroup | Ds

if ({SBGIDs | Measure-Object).count -gt O)

i

wrritehost "Compliant™

¥

else

‘}:{'u'rite—host "Mon-compliant™

Cancel




[l Create Configuration Itern Wizard

Q Compliance Rules

EEmErEl Specify compliance rules for this operating system
Supported Platforms
Settings

Compliance Rules Use compliance rules to specify the conditions that make a corfiguration item setting compliant on client devices. The

5 following compliance nules are associated with this configuration item.
umimany

Progress
EETELELEE Mame Setting Mame Cl Mame Condition Sewverity Remediate R

There are no iterms bo showe in this wiew

| <previous | [ mest > | | summar, || Cancel |

Create Rule

Specify rules to define compliance conditions for this setting

Mame: | Boundary Group

Description:

Selected setting: |Ched{ Client Boundary Groups * Detect Eloun:l | Browse. .. | | Properties...

Rule type: |‘u"a|u& ™ |

The setting must comply with the following rule:

The walue retumed by the specified script: | | Equals w |
the following values: |Comp|iarrt |
Report noncompliance if this setting instance is not found

| MNaone - |

Moncompliance severity for reports:




,ﬁ,ﬂ Create Configuration lterm Wizard s

Surmmany
General The wizard will create an operating system configuration item with the following
Supported Platforms Settings
Settings
Compliance Rules Details:
The wizard will create an operating system configuration item with the following settings:
Progress

Mew operating system configuration item will be saved as:
Completion = Mame: Check Client Boundary Groups

= Descripton:

= Categones: "IT Infrastructure”

The following \Windows versions are supported:
= All'windows client and server

The following compliznce rules are added:
= Boundary Group

The following settings are added:
= Detect Boundary Group

To change these settings, click Previous. To apply the settings, click Mext.

< Previocus Mext = Summary Cancel
il Create Configuration ltern Wizard =
.% Completion
General

Supperted Platforms .@ The Create Configuration Item Wizard completed successfully

Settings
Compliance Rules Details-
Summany
Progress & success: The Create Configuration tem Wizard completed successfully.

Completion Mew operating system configuration item wall be sawed as:

= Mame: Check Client Boundary Groups
= Description:
= Categories: "IT Infrastructure”

The following Windows wversions are supported:
= All'windows dclient and server

The following compliance rules are added:
= Boundary Group

The following settings are added:
= Detect Boundary Group

To exit the wizard, click Close.




Create Baseline

Create Import
Configuration Baseline | Configuration Data
Create
a— o | E=l % »  Assets and Compli
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- -’; Configuration Baselines

@ Create Configuration Baseline

Specify general information about this configuration baseline

"L._-l Mame: |CEI - Check client boundary group

Description:

Select the configuration data (corfiguration items, configuration baselines, and software updates) to be evaluated for
compliance by this configuration baseline. This corfiguration baseline will be assessed as compliant f all the items
specified are compliant. Optional tems are evaluated only if the relevant application is present on the client devices.

Corfiguration data:

Filter...

B
MName Type Purpose Revision
Check Client Boundary Groups Operating System Required Latest

Change Purpose - Change Revision Remaove

[ Always apply this baseline even for co-managed clients

[] Ewvaluate this bassline as part of compliance policy assessment

Assigned categores to improve seanching and filttering:

| Categories. ..

Cancel




Deploy Baseline

—f 2 (5 Schedule Summarization Enable 53 Copy 1= ) [~ f D
eI = il = | @ . A
[P Run Summarization ‘ Disable {4 Refresh -
Saved Show & A Deploy Move Categorize Set Security Properties
Searches » | Members | View Xml Definition ¥ Export X Delete - Scopes
_ Search Baseline Deployment] Move Classify Properties

ince » Overview » Compliance Settings » Configuration Baselines »
< Configuration Baselines 2 items
—|[Search

lcon Name

Status Deployed  User Setting

Date Modified

\ .,J CB - Check client boundary group

Enabled No No

17-Feb-2020 10:3...

[=] Deploy Configuration Baselines

Select the configuration baselines that you want to deploy to a collection

Awailable corfiguration baselines:

Selected configuration baselines:

>

Fitter... e Fitter... e
CB - Office Activation Add - CB - Check client boundary group
18: CustomerReady_ESL - Windows 7 - K.
2 CustomerReady ESU - Windows 7/0... < Remove
1A CustomerBeady_ESL - Windows Serv...
] Remediate noncompliant rules when supported
[] Generate an alert:
When compliance is below: 50 = (5
Date and time: |‘I 7-Feb-2020 | 10:35 AM 2
Select the collection far this corfiguration baseline deployment.
Collection: All Systems | | Browse... I
Schedule
Specify the compliance evaluation schedule for this configuration baseline:
(® Simple schedule
Run every: 7 = Days W
() Custom schedule
Mo custom schedule defined. Customize...
oK Cancel



Refresh Machine and User policy

Ejnq. Configuration Manager Properties s
Cache | Configurations | Metwark
General | Components Actions | Site

Select an action to run a client cycle independently from schedules that are
configured in the Corfiguration Manager console.

Actions:

Application Deployment Evaluation Cycle
Discovery Data Callection Cycle

File Collection Cycle

Hardware Inventary Cycle

Machine Policy Retrieval & Evaluation Cycle -
Saoftware Inventary Cycle

Software Metering Usage Report Cycle

Software Updates Deployment Evaluation Cycle
Software Updates Scan Cycle

User Policy Retrieval & Evaluation Cycle _
Windows Installer Source List Update Cycle

Check Compliant status

Euq. Configuration Manager Properties *
General I Compaonents | Actions I Site I
Cache Configurations | Network |
Assigned configuration baselines:
Iame | Revision | Last Ew.raluati...l Complia...
3 - Check client boundary group 1 17-Feb-2020... Compliart
| CB - Check client boundary group All Systems SN Required Monitar Baseline 125 17-Feb-2020 10:40 AM

1A CustomerReady_ESU - Windows Server 2008/2008 R2 - KB.. Win7

B - Office Activation All Systems

g g g g g e

CB - Check client boundary group Status to All Systems

General Compliance Statistics
Software: CB - Check client boundary group M Compliant 1
Collection: All Systems M Error- 0
Feature Type: Baseline I Non-Compliant: 0
Purpase: Required B Unknowin: 7
Date Created: 17-Feb-2020 10:40 AM
Last Date Modified: 17-Feb-2020 10:40 AM

Total Asset Count: 8 (Last Update: 17-Feb-2020 10:42:51 AM) View Status

This concludes Boundary group baseline configuration compliant status.
Thanks

Ram Lan
17*" Feb 2020

Required Monitar Baseline 0.0 04-Feb-2020 416 PM
1B: CustomerReady_ESU - Windows 7 - KB Check - Pre-req KBs =~ Win7 Required Manitar Baseline 0.0 04-Feb-2020 £16 PM

Monitar Baseline 250 13-Sep-2019 10:01 AM

Edge Browser Profile for Win 10 workstations Win 10 Required gdiate Configuration Policy  100.0 21-Jun-2019 1:43 PM
Bit Locker Policy MBAM MBAM Required Remediat: Configuration Policy  100.0 06-Dec-2019 10:43 PM
Edition Upgrade to Entp Version In Active Clients Required Remediate figuration Policy 0.0 21-Jun-2019 1207 PM



Discovery script (PowerShell):

$BGIDs=(get-wmiobject -namespace root\ccm\locationservices -class
boundarygroupcache -ErrorAction SilentlyContinue).boundarygrouplIDs
if ($BGIDs | Measure-Object).count -gt 0)

{

write-host "Compliant”

}

else

{

Write-host "Non-compliant”

}



