
MBAM INTEGRATION WITH CURRENT BRANCH 1910 

In this post, I will show you how to integrate MBAM (Microsoft Bit Locker Administration & 

Management) within Current Branch 1910. 

HTTPS PRE REQ:   

First you have to take care of PKI (Public Key Infrastructure) installation.  I won’t go into detail – you can 

refer to these articles. 

It’s worth investing time at Microsoft ConfigMgr documentation site and read up on how to do this. 

1. Plan for security in Configuration Manager – https://docs.microsoft.com/en-us/sccm/core/plan-
design/security/plan-for-security 

2. PKI certificate requirements for System Center Configuration Manager 
– https://docs.microsoft.com/en-us/sccm/core/plan-design/network/pki-certificate-
requirements 

3. Step-by-step example deployment of the PKI certificates for System Center Configuration 
Manager: Windows Server 2008 certification authority – https://docs.microsoft.com/en-
us/sccm/core/plan-design/network/example-deployment-of-pki-certificates 

4. https://www.windows-noob.com/forums/topic/16252-how-can-i-configure-pki-in-a-lab-on-
windows-server-2016-part-1/ 
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Once you have PKI infrastructure then we are ready to go ahead with the integration.  Within my lab, I 

already have PKI installed.  Here is the screen shot 

 

 



SET MBAM POLICY: 

You’ll find new MBAM features under \Assets and Compliance\Overview\Endpoint Protection\Bit locker 

Management (MBAM) in the ConfigMgr console. The first step in the process to implement MBAM is to 

create your MBAM control policy. To do this, right-click Bit locker Management (MBAM) and select 

Create BitLocker Management Control Policy. 

 
 

 
 
 



At the Setup screen you will need to decide whether to enable drive encryption and what cipher 
strength to apply. The top set of options relate to Windows 7 or 8/8.1 devices, whilst our Windows 10 
settings are contained in the last set of drop downs. These give us access to the XTS-AES encryption 
algorithm introduced with Windows 10 1511. I recommend setting operating system encryption to 256-
bit to take advantage of the increased bit strength. 

 
 
 
 
 
 
 
 
 
 



The Client Management screen sets the MBAM settings. Do we want to enable MBAM (I’m pretty sure 
we do)? Do we want to store the recovery password and key package, or the recovery password only? 
How often should client check-in with the MBAM service, the default being every 90 minutes? 

 
 
 
 
 
 
 
 
 
 
 



Finally, the Operating System Drive screen allows the definition of TPM options. Do we allow encryption 
of device without a compatible TPM device? Do we want to set TPM or TPM+PIN, which requires a pre-
boot PIN to be entered when the device is turned on and what is the minimum length of the PIN? 

 



 

 



Now it is time to deploy this policy to MBAM collection.  I don’t have any physical system running Win 7 

or Win 8 or Win 10.  I will try and use virtual machine and see, if bit locker will work on these systems.  

They are all Windows 10 workstation running v1909. 

 

 

 

 



After running Machine and User policy on Win 10 workstation the MBAM policy is compliant. 

 

Two new log files will appear in the CCM\Logs folder on the device. These are the 

BitLockerManagementHandler.log and the BitLockerManagement_GroupPolicyHandler.log. 

The BitLockerManagementHandler.log records the installation of the MBAM client install on the device. 

 



 

 

 



 

 

 



Encryption and MBAM magic: 

Here is the screen shot of Windows 10 workstation where Bit Locker is turned off.  I was not using bit 

locker before.  Now we have integrated MBAM with CB1910 and created MBAM policy, we can turn on 

bit locker.  You don’t have to do this, if you have physical machine.  I am running all virtual machines.  

Hence have to turn bit locker to start the encryption process. 

If you are testing this with a virtual machine, you might get a failure to encrypt error. The Event Viewer 

logs might state BitLocker Drive Encryption only supports Used Space Only Encryption on thin 

provisioned storage. 

 

 



 

I saved the key to network share on DC. 

 



 

 



 

On restart we have to enter the password that was set before. 

 



Encryption has started 

 

 

When the encryption is done MBAM will escrow the key to the database.  You can find it here.. 

 



You might see this type of screen shot as well when the MBAM policy is applied. 
 

 

 

 



Getting keys from the Database: 

The recovery keys are stored in SCCM Database at this location dbo.RecoveryAndHardwareCore_Keys 

 

Get Recovery key data based on Computer Name 

use [CM_TOR]; 
select a.Id, a.Name, b.VolumeId, c.RecoveryKeyId, c.RecoveryKey, c.LastUpdateTime from 
dbo.RecoveryAndHardwareCore_Machines a 
inner join dbo.RecoveryAndHardwareCore_Machines_Volumes b ON a.Id = b.MachineId 
inner join dbo.RecoveryAndHardwareCore_Keys c ON b.VolumeId = c.VolumeId 
where a.name LIKE 'WIN8' 

 



Now we have a fully integrated MBAM within CB1910.  If you had setup MBAM server before in 

production it can be retired.  I am not sure how recovery key will be moved or transferred or will the 

same key work after the integration.   

With this question in mind and no answer, I posted a short tweet and got these responses.  

 

Thanks 

 

Ram Lan 
7th Dec 2019 


