Installing and Using WIM Witch

In this post, | will show you how to install, configure and use WIM Witch for creating, driver injection,
patching, updating and removing application within WIM. The application is available here..
https://github.com/thenotoriousdrr/WIM-Witch

| have created a folder in the root of C. It is called WIMWitch. | will be using this folder for the install.

Run WIMWitch.PS1 from PowerShell Window as Admin

DC » Downloads » WIM-Witch-master

MName Date modified Type Size
PS Scripts File folder
Screwingfround File folder
WM Witch Tabbed File folder
WirnWitch File folder
|| .gitignore GITIGMORE File 4 KB
| ] LICEMSE Eile 2KB
=| test.bd Text Document D KB
| WIMWitch.ps1 — Window S... 110 KB
E¥ Administrator: Windows PowerShell - O *

ation. All rights reser:

nd
Tabbed

When you run WIMWitch.PS1 from above you will see the following:

EN pAdministrator Windows PowerShell — O >



https://github.com/thenotoriousdrr/WIM-Witch

Now when you run WIMWitch within PowerShell Window you will see the following:

EX Administrator Windows Powershell — ) S
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running

installation
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Inform:
Warning
Informati

When you see OSD and OSDSUS is not installed, we have to click Updates tab and select Enable Updates
& 1903 and then click install/update and download. After the task is done close PowerShell window and

open.
Import Source WIM Autopilot Drivers App Removal Make it So Save/Load
g 0 f they exist
Click the check box to enable updates for the selected WIM file. o b ght h
W Wi ol sematcally desri e o _Please_ close all PowerShell windows, ; ottt /i
appl. Updates must have been donnlosded prio to making it 50 including WIM Witch, then relaunch z
¥ Ensble Updstes app to continue
Update OSDeploy modules by using the button below. Sedect which versionfs) of Windows 10 to download
Updating the modules will require PowerShell to be patches for, Downloading will also purge supersedad updates.
1903 109 (803 (] 1m0
Installed version Curent Version
0SDUpdate. ot nsale
Download
05DSUS

Now everything in Updates tab is with latest version.

£ WIM Witch - v1.1 =] X | e

Import Source WIM Updates Autopilot Drivers ‘App Removal Make It So Save/Load

Cliek the check box to enable updates for the selected WIM file.
WIM Witch will automatically determine the correct version to
apply. Updates must have been downloaded prior to making it so.

| Enable Updtes
Update OSDeploy modules by using the button below. Select which version(s) of Windows 10 ta download current
u::.,.ng e ,::.,.,. Chpgeaon patehes far, Dewnlasding wil also purge supesseded updates.
[ 1903 [ 1809 [ ] 1803 [ | 1709
Installed version Current Version

OSDUpdate 19.9.120 99120

P Ocurica |
0sDsUs 19.103. 103.0

Install / Update




Now we can go back to the starting point and continue with the configuration.

EX W Witch - w11

Autopilot

I1SO to import from...

MName for the imported Wik

Now we are start with import. For this exercise, | will be using Win 10 1SO v1903

Mame Date modified Type

B en-ru windows 10 insider preview 20H1 129880.1 32in1 x64 +19.00.11 adguard.ise 13-5ep-2019 9:36 AM WinRAR archive

BB en-ru windows 10 insider preview 20H1 12856.1000 32 adguard.iso 10-Aug-2019 10:15 AM

adguard.
BB en-ru windows 10 insider adguard.iso
= Version History JPG

= Win10 Edu 18090ct English xBd.iso

B sw DVDS Win Pro Ent Edu N 10 1809 64-bit English MLF X21-86501.1SQ
B ru-en windows 10 1803 x86-x64 28in1 KM
B ru-en windows 10 1709 x86-x64 20in1 KMS-activa

BB ru-en windows 10 1702 x86-x64 20in1 KMS-activation.iso

=] Version and Build History 1.JPG

[ installowim

|=1] Version and Build History JPG

BB ru-en windows 10 1607 x86-x64 20in1 KMM! .iso
BB ru-en windows 10 1511 x86-xE4 20in1 KM .iso

|| Windows.10.RU-EMN x26-3x64.2in1+ - Office.2019.by. .12.10.18

| | MNotes

Give a name for the WIM and click Import

EX WM Witch - w11

Eile folder

Size

3.597.266 KB

4714656 KB
3.644.800 KB

FA\Trekstor Backup Jul 201 ThSoftwares\Operating SystemsiTen

N Wi witeh - v1.1

Make It S0

Fi\Trekstar Backup Jul 2017\Softwares\Operating Systems\Ten
[ Setect |




Selecting a WIM file for Customization

Starting at the “Source WIM” tab, click the “Select” button. Browse to the WIM file that will serve as the
base for the image build.

05(C) » WIMWitch » imports » WIM

Fa
Mame Date moedified Type Size
. - S —— T =ET
| w1903.wirmn 03-Jul-2019 10:36 ... 290,759 KB

EM Choose an Image Index — (] >

ImagePath ImageMame Imageindex | ImageDescription ImageSize

CAMIM Witchhim portsh Wik 1903 wim Windows 10 Education 1 Windows 10 Education 14,691,321,826

CAMWIM Witc hhim ports' Wk 1903 wim Windows 10 Education N 2 dows 10 Education N 13,879,321,956
[ CAMIM Witchhim ports' WIk'w 1903 wim Windows 10 Enterprise El ] Windows 10 Enterprise 14,691,392,582

CAWIM Witc hhim ports' Wik 1903 wim Windows 10 Enterprise M 4 Windows 10 Enterprise M 13.,879,215,483

CAWMIM Witchhim ports\ Wk w1903 wim Windows 10 Pro 5 Windows 10 Pro 14,691,888.4357

CAMIM Witc him portsh Wik Windows 10 Pro N (=] Windows 10 Pro N 13,879,863,672

CAMIM Wit h\im ports' WKW 1903 wim 0 Pro Education dows 10 Pro Education 14,691,251,598

CAMIM Witchhim portsh Wik w1903 wim Windows 10 Pro Education N 8 Windows 10 Pro Education N 13,879,250,818
CAWIM Wit hhim portsi Wik 1903 wim Windows 10 Pro for Workstations =) dows 10 Pro for Workstations 14,691,286,483
CAMIM Witchhim ports' Wik 1903 wim Windows 10 Pro M for Workstations 10 Windows 10 Pro M for Workstations 13,879,286,133

Cancel

Select the edition / index of Windows 10 that will be used. Click “OK”.

WIM Witch will take a small amount of time to analyze the selection and extract relevant information.
When the processing is complete, the fields will be populated.

EX WIM Witch - v1.1 =

Import. Source WIM Updates Autopilot Drivers App Removal Make It So Save/Losd

Select the WIM file, and then Edition, that will serve as the baze for
the custam WIM.

Source Wim
CAWIM Witeh\imports\Wiki\v 1303 wim

Select
Edition

Arch 64
Version 10.0.18362.239
Patch Level 3
Languages | °1-U:

Index 3

If you have Azure and are using Autopilot complete below task. | don’t have AZURE so will skip

EX WIM Witch - v1.1 - e

[ mpor Souree Wit Tpoates Autopiet = Ao Removel | Mioke 5o Soveriond

Select a JSON file for use in deploying Autopilot systems. The file
will be copied to processing falder during the build

[ Enable Autopilot

Seurce JSON

Select 1SON File
ZTo ID*

Tenant Name Select JSON File

Deplayment Profile Sele<t 501 File

To download & new Autapilot profile from Intune, provide an Retrieve Prafile
AAD user name and a path ta save the file

User I0:

User |G for Intune authentication

Path 1 zave file:
CAWIM Witch\Autapilot

Setact > patic o i 20 . : i\ en_windows_16_busine




If you want to include drivers to the WIM select Enable Driver Injection and the source path

X WIM Witch - v1.1 - o X | &

Import. Source WiM Updates Autapilot Drivers App Removal Make It So Save/Load

Select the path to the driver sourcefs) that contains the drivers
that will be injected.

["] Enable Driver Injection

Driver Source
Select Driver Source Foldes
Select Driver Source Folde

Select Driver Source Folder

Select Driver Source Folder

Select Driver Source Folder

ext
Continuing. .

silable

Ten\en_windoy

Next comes app removal. These are store apps that you can remove within the WIM before

deployment. For this exercise, | am removing just ONE app.

£ WIM Witch - v1.1 - [m] X >

[ import Source WIM Updates Autopilot Drivers App Removal | Make It So Save/load Pl 02000

| 1.1

Enable app removal

Selected app packages to remove:
Microsoft.HEIF ion_1.0.13472.0 x64_¢

IChecking
TN Witch

I I I I Y
M
X s
[Remediating

Preflignt

EN Select apps to remowe

String

Microsoft.BingWeather_4.25.20211.0_neutral_~_8weskyb3d8bbwe
Microsoft.Desktopipplnstaller_2019.125.2243.0_neutral_~_8wekyb2d8bbwe
Microsoft.GetHelp_10.1706.12231.0_neutral_~_8wekyb3d8bbwe
Microsoft.Getstarted_7.3.20251.0_neutral_~_8wekyb3d8bbwe

Microsoft. HEIFImageExtension_1.0.13472.0_x64__ Swekyb3d8bbwe
Microsoft.Messaging_2019.125.32.0_neutral_~_8wekyb3d8bbwe
Microsoft.Microsoft3DViewer 5.1902.20012.0_neutral_~_Swekyb3d8bbwe
Microsoft. MicrosoftOfficeHub_18.1901.1141.0_neutral_~_8wekyb3d8bbwe
Microsoft. MicrosoftSolitaireCollection_4.2.11280.0_neutral_~_8wekyb3d8bbwe
Microsoft.MicrosoftStickyMotes_3.1.53.0_neutral_~_8wekyb3d8bbwe
Microsoft. MixedReality.Portal _2000.12070.1151.0_neutral_~_8wekyb3d8bbwe
Microsoft. MSPaint_2019.213.1858.0_neutral_~_8wekyb3d8bbwe
Microsoft.Office.OneMNote_16001.11126.20076.0_nsutral_~_8wekyb3d8bbwe
Microsoft.OneConnect_5.1202.3261.0_neutral_~_8wekyb3d8bbwe
Microsoft.People_2019.123.2346.0_neutral_~_8wekyb3d8bbwe
Microsoft.Print30_3.3.311.0_neutral_~_8wekyb3d8bbwe
Microsoft.ScreenSketch_2018.1214.231.0_neutral_~_8wekyb3d8bbwe
Microsoft.Skypedpp_14.25.152.0_neutral_~_k=f8qxf38zg5c,
Microsoft.StorePurchaseApp_11811.1001.1812.0_neutral_~_8wekyb3d8bbwe
Microsoft VPOVideoExtensions_1.0.123332.0_x64_ Swekyb3d8bbwe

Microsoft. Wallet_2.4.18324.0_neutral_~_8wekyb3d8bbwe




Now we are ready to make a WIM file that can be used within CB1906 for deployment. Give WIM a
name and select the path where you want it saved and mounted. Select Inject .Net 3.5 as well. Click
Make it so!lJt will take some time depending on what your selection are.

EX WIM Witch - v1.1

o x
Import Source WIM Updates topilat Drivers App Removal Make It So Save/Load

Enter 2 name, and select 2 destination forlder,for the image to be P ——

created. Once complete, and build parameters verified, click "Make z A
rting in C:\WIM Witch

it s0l" to start the build. i
in

Version1903 diating for missing folders if they exis
plete. Starting WI

CAWIM Witch\CompletedWiMs

Mount Path

C:AWIM Witch\Mount

availabl

g |Tu
App removal? e To inject .Net 3.5, check the box below. Binaries
N be imported from an ISO. WIM Witch
Update injection? True must be imp
pdats injection cannot download them directly from Microsoft.

Inject .Net 3.5

Driver injection?  Fals

JSON injection?  False

X WIM Witch - v1.1 (Not Respending)

- x
- Make IES 7 Information - Importing 5 WIH Info
Import Source WIM Updates Autopilot Drivers. App Removal ake It So Save/Load T = T e e
Enter a name, and select a destination forlder, for the image to be e —— Add;{\iinqnws?a(kage C:\WIM Witch\updates\1993\LEU\2019-1@ Cumulative Update for Windows 10 Version 1993 for x64-based
created. Once complete, and build parameters verified, click "Make . LR
P [0000030006000000000000030003000000000000000003000030000000000003000030000000000 1
Version1903
CAWIM Witch\CompletedWils
Mount Path

C:AWIM Witch\Mount

BT ,, .
LD e Toinject Net 3.5, check the box below, Binaries

. must be imported from an IS0, WIM Wikch
cannot download them directly from Microsoft.

Update injection? Ti

Driver injection?  False Inject .Net 3.5
JSON injection?  False
3 WM Witch - v1,1 (Not Responding) - X
Import Source WIM Updates Autopilot Drivers App Removal Make It So Save/Load K8 el

44 Inform:
Enter a name, and select a destination forider, for the image to be Make it sof ‘7"5:““"?"‘5"““"51"‘359
created. Once complete, and build parameters verified, click "Make - [:Ziilim

it s0!” to start the build,

Version1903

CAWIM Witch\CompletedWiIM:

W
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Moun Patn
caw \Maunt bei
AW h\Mount s
P T . .
LD e Toinject Net 3.5, check the box below. Binaries
o must be imported from an 1S0. WIM Witch
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Inject .Net 3.5

Driver injection?  False
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C:\WIM Witeh
JSON injection? ~ Fase
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App:

Applyi




X WIM Witch - 1.1

Import Source WIM Updates Autopilot Drivers App Removel Wake It So Save/Load

Enter aname, and select a destination forlder, for the image to be m—
crested. Once complete, and build pa ified, click "Make ka0,
it s0!" to start the build.

Version1903.wim

CAWIM Witch\CompletedWiMs

Mount Path

CAWIM Witch\Mount

T

R B T e e i
= must be imported from an IS0 WIM Witch

Update injection?  True cannot downlozd them directly from Microsoft.

Inject .Net 3.5

Driver injection?  Fa's=

JSON injection? ~ Falze

to mounted
U1l

This concludes the WIM post. This is an easy to use tool for patching WIM and other task.
Thanks!

Ram Lan
5t Oct 2019



