LAPS Extension for CB1906

After implementing LAPS at home, | came across this extension (FREE) from the community.
Implemented right way to check out.

You can download the extension from here ...

https://gallery.technet.microsoft.com/LAPS-Extension-for-SCCM-e8bd35b1

The install is pretty simple.

Copy the extension to Primary site server — Close Config Mgr Console — Run the installer — Next Next and
you are done.

If you deploy console to workstations used by support staff the extension has to be installed on each
workstation. If you don’t want install manually then you can create a package and deploy to a collection.
| will provide details below.

+ CB » Downloads » w0
-
H b
~ Mame Size Date modified Type
I Install LAPS SCCM Extension.exe 361 KB 17-5ep-20198:51.. Application

Open the console and you will see the extension listed on the top ribbon.

o ] »

Import User Import Computer Saved LAPS
Device Affinity  Information Searches v | Password

Create Search _

If your support staff want to know LAR Pass — Just select the device and click LAPS password. Please
note you should have the permission to view — if not you will get an error.

LAPS Password - I > LAPS Password - X
@% The local administrator password is | MM (%) The Active Directory computer object * " did not
QW Password expires: Oct 09, 2019 10:57 AM &Y' retur LAPS password data.
The passward has been copied to your clipboard. You may not have permission to retreive this data, or the target

computer may not have LAPS enabled.

o


https://gallery.technet.microsoft.com/LAPS-Extension-for-SCCM-e8bd35b1

Create a package for LAPS Extension for deployment to Win 10 collection for testing.

i
Create

Package

@ Create Package and Prograrm Wizard

Package

Pragram Type
Standard Program
Requirements

Summary

Progress

Completion

Specify information about this package

Enter a name and other details for the new package. To take full advantage of new features that include the Software

Center, use an application instead.

Name: LAPS Extension
Description:
Manufacturer: |C0mm|_|n'rty

This package contains source files

Source folder:

|\\cb\Sources\Windows Application . LAPS Extension | I Browse...

I the selected architecture and language matches that of the client, the package content will be
downloaded in advance.

Architecture: (@) x86 (O =64

Language: | “

< Previous Mext = Summary

Cancel




@ Create Package and Program Wizard

Program Type

Package

Standard Program

Choose the program type that you want to create

Requirements @ Standard program

Summary Create a program for a client computer.

Progress

Completion

() Program for device

Create a program for a device.

() Do not create a program
Create a package. but do not create a program. You can use the Create Program Wizard to add a program later.

= Previous _ Summar, Cancel

3] Create Package and Program Wizard

gg Standard Program

FrEErs Specify information about this standard program
Program Type

Standard Program

Requirements Name: [LaPS Extn
Summary Command line: . Browse...
Progress LAPSExtension.exe /s
Startup folder:

Completion

Run: MNomal ~
Program can run: Whether or not a user is logged on o
Run made: Run with administrative rights

[] AMlow users to view and interact with the program installation

Dive mode: Runs with LINC name il

= Previous Mext = Summar, Cancel




[l Create Package and Program Wizard

9-! Requirements

Package Specify the requirements for this standard program
Program Type

Standard Program

[ Run ancther program first

Surmmary

Progress

Completion

Flatform requirements
(®) This program can run on any platform

@] ifi

All Windows RT ~
All Windows RT 8.1

Al Windows 10 (32

All Windows 10
Al Windows )
Al Windows 8 it )

All Windows 8.1 (64-bit)

Windows Embedded 8 Industry (64-bit)
MNindows Embedded 8 Standard
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ndows Embedded 8.1 Industry o
Estimated disk space: |2[ﬂ b | ME
Maximum allowed run time {minutes): |-|2|] — |
= Previous Mext > Summary Cancel

[ Create Package and Program Wizard

Surmmary

Package Confirm the settings
Program Type

Standard Program

Requirements Details:
—

Progress = MName: LAPS Extension
= Description:

Completion = Version: 1.0
= Publisher: Community
= Language: EN
= Sopurce files: Vicb'Sources\Windows Application'\LAFPS Extension
= Abways obtain files from the source folder

Program Type: Standard Program

Program:
= MName: LAPS Exin
= Command line: Install LAPS SCCM Extension.exe /s
= Startin:
= Fun: Normal
= Run mode: Run with administrative rights
= Program can run: Whether or not a2 user is logged on
= Drive mode: Runs with UNC name

Requirements:
= Platforms supported: Any
= Estimated disk space: 20 MB
= Maximum allowed runtime(minutes): 120

To change these settings, click Previous. To apply the settings, click Mext.

< Previous _ Summary Cancel




@ Create Package and Prograrm Wizard

Completion
Package
Program Type i -
IKY# The Create Package and Program Wizard completed successfully
Standard Program b
Requirements Details:
Summary N
Progress ﬂ' Success: General: 7]
. = Mame: LAPS Extension
" Deseripton
= Version: 1.0
« Publisher: Community
+ Language: EN
+ Source files: Nicb'Sources\Windows ApplicationiLAPS Extension
» Always obtain files from the source folder

0 Success: Program Type: Standard Program

@ Success: Program:

Name: LAPS Exin

Command line: Install LAPS SCCM Extension.exe /s
Start in:

Run: Normal

Run mode: Run with administrative rights

Program can run: Whether or not a user is logged on
Drive mode: Runs with UNC name

B Success: Requirements:
» Platforms supported: Any
= Estimated disk space: 20 MB

To exit the wizard, click Close.

< Previous Mext =

Summary

Close

-_| Home | Folder

é‘!_ﬂ -ﬁfﬂ Q _Q &p Manage Access Accounts i | #¥ Export
i. Create Prestaged Content File L (i Refresh

Create  Create Package Import Saved Create

il

nd

Analyze Convert Fix and Deploy C

Package from Definition Searches » Program ?( Delete Package Package Convert
Create Search Package Package Conversion
6 A | % » Software Library » Overview » Application Management » Packages
Software Library < Packages 9 items
4 ﬁ Overview Search
4 [ Application Management lcon Mame Pragrams Manufacturer
4 [£5] Applications Configuration Manager Client Package 0 Microsoft Corporati
[ Apple Configuration Manager Client Piloting Package o] Microsoft Corporati
5 Wind o | LAPS Extension 1 Community



L3 Deploy Software Wizard

\9 General

Content

Deployment Settings
Scheduling
User Experience
Distribution Points

Summary

Progress

Completion

Specify general information for this deployment

Software:

[LAPS Edtension (LAPS Extn) |

Browse... |

Collection: |Wir| 10

Browse. .. I

Comments {optional):

= Previous Mext =

Surmmary

Cancel

= Deploy Software Wizard

Content
General

Deployment Settings
Scheduling
User Experience
Distribution Points

Summary

Progress

Completion

Specify the content destination

Distribution points or distribution point groups that the content has been distributed to:

MName Type

There are no items to show in this view.

Additional distribution points. distribution point groups, and the distibution point groups that are cumrently associated

with collections to distribute content ta:

Fitter... e Add hl
Name Description Associations Remove
CB.RAMLAN.CA Distribution peint
Toronto Distribution paint group o

< Previous | | Mext » Summary




e Deploy Software Wizard

gj Deployment Settings

General
Content
Scheduling
User Experience
Distribution Points
Summany
Progress

Completion

= Deploy Software Wizard
Scheduling

General

Content

Deployment Settings
User Experience
Distribution Points

Summary

Progress

Completion

Specify settings to control how this software is deployed

Action: Install

Purpose: Available

= Previous

Summany Cancel

Specify the schedule for this deployment

This program will be available as soon as it has been distributed to the content servers unless it is scheduled for a
later time below. For required applications, specify the assignment schedule.

[1 Schedule when this deployment will become available:

[19-5ep-2019 |[ 2:30 AMm | TC

[1 Schedule when this deployment will expire:

[19-5ep-2019 |[ 9:30 Am

ik
1
{

Assignment schedule; W

There are no items to show in this view.

Remn behavior:

Always rerun program

< Previous

Summary Cancel




(= Deploy Software Wizard

9:! User Experience

General

Specify the user experience for the installation of this software on the selected

Content devices

Deployment Settings
Scheduling Motification settings:

User

(perience S S S
Distribution Points B B . o h

Summary

Progress

: When the scheduled assignment time is reached, allow the following activities to be perfformed outside the
Completion maintenance window:

[ Software installation

[] System restart {if required to complete the installation)

Write fiter handling for Windows Embedded devices
Commit changes at deadline or during a maintenance window {requires restarts)

If this option is not selected, content will be applied on the overday and committed later.

= Previous Mext > Summary Cancel
= Deploy Software Wizard
Distribution Points

Exvae Specify how to run the content for this program according to the type of boundary
Content the client is connected to
Deployment Settings

Scheduling Select the deployment option to use when a client uses a distribution point from a cument boundany group.

User Experience

— - - Deployment options:
Download content from distribution point and run locally -

Summary
Progress
Completion

Select the deployment option to use when a client uses a distribution point from a neighbor boundary group or the
default site boundary group.

Deployment options:

Do not run program

When this content is not available on any distribution peoints in cument and neighbor boundary groups, you can allow
the client to use a distribution point in site default boundary group.

] Allow clients to use distribution points from the default site boundary group

< Previous Mext = Summary Cancel



=) Deploy Software Wizard

Summany

General

Content

Deployment Settings
Scheduling
User Experience
Distribution Points

Progress

Completion

= Deploy Software Wizard

Completion

General
Content
Deployment Settings
Scheduling
User Experience
Distribution Points
Summany

Progress

Completion

Confirm the settings for this new deployment

Details:

General
= Software: LAPS Extension (LAPS Exin)
= Collection: Win 10 (Member Count: 2)
= Use default distnbution point groups associated to this collection: Disabled
= Automatically distribute content for dependencies: Disabled

Deployment Setiings
= Action: Install
= Purpose: Available

Scheduling
= Schedule when this deployment will become available: Disabled
= Schedule when this deployment will expire: Disabled
= Rerun behavior: Always rerun program

User Experience
= Allow users to run the program independently of assignments: Enabled
= Software installation: Disabled
= System restart (if reguired to complete the installation): Disabled
= Allow task sequence to run for client on the Internet: Disabled

Distribution Points

group.: Download content from distribution point and run locally

= Allow clients to use a metered Internet connection to download content: Disabled

Commit changes at deadline or during a maintenance window (requires restarts): Enabled

= Select the deployment option to use when a dclient uses a distnbution point from & current boundary

m

To change these settings, click Previous. To apply the settings, click Mext.

< Previcus

Details:

The Deploy Software Wizard completed successfully

Cancel

¥ Success: General
= Software: LAPS Extension (LAPS Exin)
= Collection: \Win 10 (Member Count: 2)

= Use default distibution point groups associated to this collection: Disabled
= Automatically distnbute content for dependencies: Disabled

Q Sucoess: Deployment Settings
= Action: Install
= Purpose: Available

= Allow clients to use a metered Internet connection to download content: Disabled

'@ Sucoess: Scheduling
= Schedule when this deployment will become available: Disabled
= Schedule when this deployment will expire: Disabled
= Rerun behavior: Always rerun program

9 Sucoess: User Experience
= Allow users to run the program independently of assignments: Enabled
= Software installation: Disabled
= System restart (if required to complete the installation): Disabled
= Allow tglsl‘l:_sequenc:edlo run for clJien.t on the Internet: Dis_aleed

P
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To exit the wizard, click Close.

Close



Now we wait for the package to show up on Win 10 workstations or you can open Control Panel —
Configuration and run these

F;* Configuration Manager Properties >
Cache I Configurations | Network I
General I Components Actions I Site

Select an action to run a client cycle independently from schedules that are
corfigured in the Configuration Manager console.

Actions:

.E’ME%WM_ECF‘@'{HMI
iscovery Data Lollection =

File Collection Cycle

Hardware Inventory Cycle

Machine Policy Retrieval & Evaluation Cycle |
Software Inventony Cycle

Software Metering Usage Report Cycle
Software Updates Deployment Evaluation Cycle
| Software Lipdates Scan Cycle

Lser Policy Retrieval & Evaluation CEE I

Windows Installer Source List Lpdate Cycle

FZy >OTTWare enter

E® Applications n

All Required

|
& Updates Filter: | All - Sortby: | Most recent -

(2 Operating Systems
I* installation status

C® Device compliance

X Options

@ Personal
LAPS Extension - Sandbox For Win System Center
LAPS Extn 10 Configuration M...

Commu crosoft




[ER Applications n

& Updates

E—
—

(B Operating Systems
™ Installation status
C& Device compliance
X Options

@ Personal

Applications » Application details

LAPS Extension - LAPS Extn

Published by Community

Status: Available
Version: 1.0
Date published: 19-5ep-2019

Restart required: No
Download size: Less than 1 MB
Estimated time: Mot specified
Language: EN

Total components: 1

[ER Applications n

&~ Updates

[ Operating Systems
™ Installation status
C& Device compliance
¥ Options

@ Personal

This concludes on how to use LAPS Extension.

Thanks

Ram Lan
19" Sep 2019

LAPS Extension - LAPS Extn

Published by Community

Status: Installed
Version: 1.0
Date published: 19-5ep-2019

Restart required: Mo
Download size: Less than 1 MB
Estimated time: Mot specified
anguage: EN

Total components: 1



