How to install and configure LAPS (Local Administrator Password Solution)

In this post, | will show you how to install, configure and deploy LAPS on Windows SeBief 2dllLbe
installing LAPS on Domain Controll&s per MS it shoullde installed on anember serve& not on DC

| have downloaded the files froiicrosoft site. Below is thedownload link.

https://www.microsoft.com/enus/download/details.aspx?id=46899

Local Administrator Password Solution

The "Local AdministratoraBsword Solution” (LAPS) provides a centralized storage of secrets/passwords
in Active Directory (AD} A 1 K2 dzi | RRAGAZ2Y I O2YLJziSNE® 9 OK 2NALI
determine which users, such as helpdesk admins, are authorized to read thequdssw

For occasions when login is required without domain credentials, password management can become
complex. LAPS simplify password management while helping customers implement recommended
defenses against cyberattacks. In particular, it mitigates thleaf lateral escalation that results when
customers have the same administrative local account and password combination on many computers.

Why use LAPS instead of other password managers/vaults?

Other password managers typically require either, additidreatiware (I1IS/SQL), trusting a third party,
or ad hoc practices (Excel spreadsheet of passwords = huge security hole).

LAPS provide a streamlined approach to:

Periodically randomizing local administrator passwordssures password update to AD succeeds
before modifying local secrets/passwords

Centrally store secrets in existing infrastructurctive Directory (AD)
Control access via AD ACL permissions
Transmit encrypted passwords from client to AD (using Kerberos encryption, AES cypher by default)

If you want to know more about LARS®heck out below link.
https://technet.microsoft.com/erus/mt227395.aspx?f=255& MSPPEr-@¥4 7217396
hSNIBAS S

Solutionautomatically manages local administrator password on domain joined computers, so as the
password is:

- Unique on each managed computer
- Randomly generated
- Securely stored in AD infrastructure

Solution is built upon just AD infrastructure, so there is no neddstall and support other
technologies.

Solution itself is a Group Policy Client Side Extension that is installed on managed machines and
performs all management tasks

Management tools delivered with the solution allow for easy configuration and adtration.


https://www.microsoft.com/en-us/download/details.aspx?id=46899
https://technet.microsoft.com/en-us/mt227395.aspx?f=255&MSPPError=-2147217396
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Core of the solution is GRQientsideExtension (CSE) thp¢rforms the following tasks during GPO
update:

Checks whether the password of local Administrator account has expired or not

Generates the new password when old password expired or is required to be changed prior to
expiration

Changes the password of Administrator account

Reports the password to password Active Directory, storing it in confidexitiddute with

computer accout in AD

Reports the next expiration time to Active Directory, storing it in confideatiaibute with
computer account in AD

Password then can be read from AD by users who are allowed to do so

Password can be forced to be changed by eligible users

C S INBdz

Solution features include:

Security:

(0]

(0]
(0]
(0]

Random password that automatically regularly changes on managed machines
Effective mitigation of Paghe-hash attack

Password is protected during the transport via Kerbenosrgption

Password is protected in AD BYp ACL, so granular security model can be easily
implemented

Manageability

(0]

(0]
(0]
(0]

(@]

Configurable password parameters: age, complexity and length

Ability to force password reset on parachine basis

Security model integrated with AD ACLs

End use Ul can be any ADmagement tools of choice, plus custom tools (PowerShell
and Fat client) are provided

Protection against computer account deletion

Easy implementation and minimal footprint
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Solution has the following requirements:

- Active Directory:

0 Windows 2005P1 and above
- Managed machines:

o WindowsVistawith current SP or above; x86 or x64

0 Windows 2003 with current SP and above; x86 or x64 (Itanium not supported)
- Management tools:

o .NET Framework 4.0

o Power®ell 2.0 or above

Deployment Steps

InstallsSLAPS onto management machifie our case it is DC)

Extend Schema and prepare Active Directory

Configure Group Policy to enable and set the relevant policies

Deploying LAPS client to those machines you wish to mahagegh CB1906

el N

Here is the LAPS layout

Administrative Tools (AT)) Local Admin Password Solution - LAPS
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1. Installing LAPS onto a machine (in my case Domain Controller)

WDS5TB (F:) » Trekstor Backup Jul 2017 » GPO » LAPSG.2

-~ Mame / Date modified Type Size
ﬁ%‘ LAPS.xB4. msi 7-5ep-2019 A Windows Installer ...
ﬁ%’ LAPS x86.msi C- A Windows Installer ...

#F Local Administrator Password Solution Setup — =

Welcome to the Local Administrator
Password Solution Setup Wizard

The Setup Wizard will install Local Administrator Password
Solution on your computer. Click Mext to continue or Cancel
to exit the Setup Wizard.

j“% Local Administrator Password Solution Setup —

End-User License Agreement

Please read the following license agreement carefully

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT LOCAL ADMINISTRATOR PASSWORD SOLUTION

These license terms are an agreement between Microsoft Corporation
{or based on where you live, one of its affiliates) and you. Please read
them. They apply to the software named above, which includes the
media on which you received it, if any. The terms also apply to any
Microsoft

. upndates.

[11 accept the terms in the License Agreement

Print Back Cancel



j‘% Local Administrator Password Selution Setup —

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

Installs management tools. This
component does not need to be
installed on managed machines. Itis
meant to be installed on admin or
user machines

This feature requires OKB on your
hard drive. It has 3 of 3
subfeatures selected. The
subfeatures require 237KE on your
hard drive.

m
[=]
1]
i

Reset Dizk Usage Back Cancel

157 Local Administrator Password Sclution Setup —

Ready to install Local Administrator Password Solution

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back I Install I Cancel

jﬁ Local Administrator Password Solution Setup — >

Completed the Local Administrator
Password Solution Setup Wizard

Click the Finish button to exit the Setup Wizard.

MCE

1
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2. How to configure Active directory for LAPS

To update theSchemayou first need to import the PowerShell module. Open up an Administrative
PowerShell window and use the below command:

Import-module AdmPwd.PS
UpdateAdmPwdADSchema (This command updates the schema)

Once you run the above commands, you will find tredist of operation as Success.
EN administrator: Windows PowerShell

mi1nistrat
dministrat

irationTim
a,iC

CM

S C:“UsersYAdministrator>

Next, we need to grant computers the ability to update their password attribute. The command is

SetAdmPwdComputerSelfPermissigbrgUnitWorkstations
SetAdmPwdComputerSelfPermissigdrgUnitO365WS

EN Administrator: Windows PowerShell

In my lab theclientcomputers are aWWorkstations& O365WS0U. | angrantingcomputers in tiis OU
the ability to update their password.

File Action View Help
- = ¥ = | % = = — . . —

o= | 2E JBIXKEEE BHEEF P TE%

: Active Directory Users and Computers [DC.RAMLAN.CA] Mame Type Description

—| Saved Queries 1% TESTV1209 Computer Windows 10 Workstation

v o f‘N“‘:\::’:ACA = winTo Computer Windows 10 Workstation
APPY 121 0365W5 Organizational Unit

Builtin

CB
Computers

Domain Controllers
DPM
“| ForeignSecurityPrincipals
| Keys
~ [2] Lab

| Groups
| Servers

| Users

| Workstations
31 0365WS

v

File Action View Help
e 2@ B X HEIDBeETES

] Active Directory Users and Computers [DC.RAMLAN.CA] Name Description

Type
! :__\";T_fﬁec’:‘ I WINT Computer Windows 7 Workstation
R iy el wirne Computer Windows 8 Workstation

=1 APPV

Builtin

ol

Computers

Domain Controllers
DPM
ForeignSecurityPrincipals

= O365WS




EDIT PERMISSIONS

Active Directory permissions should be maodified for the following reascons and needs :

= Remove the default permission
s Add Computers rights to update the password and expiration (write)
s Allow specific user or group to read the password

s Allow specific user or group to reset (write) the password for a computer

ADD PERMISSIONoWorkstation& O365W3U for Domain Adminsho can resethe Password

SetAdmPwdResetPasswordPermissittentity WorkstationsAllowedPrincipals "ramlailomain
admins"
SetAdmPwdResetPasswordPermissitmientity O365WSAllowedPrincipals "ramlanlomain admins”

“Administrator> Set-AdmPwdRese

istinguishedName

=Lab, DC=RAMLAN,DC=CA

ADD PERMISSIOM Workstation& O365WS3DU for Domain Admins d¢telp Desk Leveldr
DSSupportwho can readhe

SetAdmPwdReadPasswordPermissitaentity WorkstationsAllowedPrincipals "ramlanlomain
admins"

SetAdmPwdReadPasswordPermissititentity WorkstationsAllowedPrincipals “"ramlaisssupport”
SetAdmPwdReadPasswordPermissitttentity O365WSAllowedPrincipals "ramlanlomain adming
SetAdmPwdReadPasswordPermissititentity O365WSAllowedPrincipals "ramlansssupport”

\Administrator> Set-AdmPwdReadPa: rdPermission Workstations

DistinguishedName

=Lab, DC=RAMLAN,DC=CA

Workstations

EXTENDED RIGHTS PERMIS8IsaNhe following commantb find out the rights for the OU

FindAdmPwdExtendedrightd R S y \Wdrkstationd
FindAdmPwdExtendedrightd R S y GBGSWE &

EN Administrator: Windows PowerShell - O

dministrator> Find-AdmPwd

0 ymain Admins, RA
ab,DC=RAMLAN. .. {NT AUTHORITYY M, RAML: ymain Admins, R

N\ Domain Admins, RAMLAN




Removingextended rightsfor other members

1. Open ADSIEdit

2. Rght Click on the OU that contains the computer accounts that you are installing this solution

on and select Properties

Click the Security tab

Click Advanced

5. Selectthe Group(s)orUsed 0 G KI G4 @2dz R2y Qi ¢l yid (2 o685
click Edit

6. Uncheck All extended rights

W

Permission Entry for Domain Controllers O pad
~
Principal: Authenticated Users  Select a principal
Type: Allow ~
Applies to: | This object only ~

Permissions:

[]Full control [1 Create msExchProtocolCfgProtocolContainer objects
List contents [] Delete msExchProtocel CfgProtocelContainer objects
Read all properties [] Create msExchProtocolCfgShared Container obhjects
[C]Write all properties [] Delete msExchProtocolCfgShared Container objects
[]Delete [] Create msExchProtocolCfgSMTPContainer objects
[[] Delete subtree [1 Delete msExchProtocol CfgSMTPContainer objects
Read permissions [] Create msExchProtocolCfgSMTPIPAddressContainer objects
[ Medify permissions [] Delete msExchProtocol CfgSMTPIPAddressContainer chjects
[ Moedify owner [] Create msExchPublicFolderTreeContainer objects
LAl alidated writes [] Delete msExchPublicFolderTreeContainer objects
All extended rights [] Create msExchReplicationConnectorContainer objects
[] Create all child objects [] Delete msExchReplicationConnectorContainer objects
[] Delete all child chjects [] Create msExchRoutingGroup objects
[] Create account objects [] Delete msExchRoutingGroup objects
[] Delete account objects [] Create msExchRoutingGroupContainer objects
[] Create applicationEntity objects [ Delete msExchRoutingGroupContainer objects -

Cancel

3. How to configure Group Policy forAPS

The templates are located on the management computer where you installed LAPS.

CAWINDOWSPOLICYDEFINITIOASNPwd.admx
CAWINDOWSPOLICYDEFINITIO&SJS AdmPwd.adml

Copy above files td DOMAINSYSVQOPOLICIEBOLICYDEFINITION
and\\DOMAINSYSVQPOLICIEBOLICYDEFINIT\éMUS

» SYSVOL » RAMLAMN.CA » Policies » PolicyDefinitions

me - ~  Date modified Type Size

en-Us — 08-5ep-2019 3:30...  File folder
| access16.admx 10-Oct-218 .37 ...  ADMEX File 116 KB
| ActiveXlnstallService.admx 05-Oct-2018 10:29...  ADMIX File 5KB
| AddRemovePrograms.admy 05-Oct-2012 10:28... ADMX File SKE
| AdmPwd.admx _ 23-Aug-2016 2:40 ... ADMEX File 4 KB


file://///DOMAIN/SYSVOL/POLICIES/POLICYDEFINITION
file://///DOMAIN/SYSVOL/POLICIES/POLICYDEFINITION/en-US/

Launch GPM@nd create a new policy below Workstations QOlhave disabled user configuration

settings aghis will be machine baseublicy.

5k Group Pelicy Management

ZL File Action View Window Help

= | = Q| HE

1= Group Policy Management
~ A% Forest: RAMLAMN.CA
~ |5 Domains

~ ZEH RAMLAM.CA
Autocenroll Certificates
Chrome Default Browser
Clear Event Logs
Control Panel Classic Wiew
Date Format
Default Domain Policy
=[ Default Picture for Users
DFS Mamespace Mapping
Disable Firewall
5= Disable Microsoft Edge
Disable Motifications
Legal Motice
s/ Metwork Drive Mapping
PowerShell Execution Unrestricted
= Refresh Interval
Remote Desktop Connection
s Wallpaper
AGPM
APPV
cB
Domain Controllers
DPM
Lab

Groups

Servers

= | Users

Workstations

i/ Laps

st/ Privacy Settings Skip Win 10
= | O365WS

Templates > LAPS

Setting
Password Settings

Laps
Scope Details  Settings Delegation History
Damain: RAMLAN CA
Chwnier: Domain Admins (RAMLANDomain Admins)
Created: 08-Sep-2015 3:40:45 PM
Modified: 08-Sep-2019 2:41:17 PM

User wersion: O (AD), O {S¥YSWOL)

Computer version: O (AD), O {SYSWOL)

Lnigque 1D: {2F0E9733-A130-41EF-ASEF-0AF38B5704B0}
GPO Status: User configuration settings disabled
Comment:

Right click_aps andlick Edit The settings are located under Computer Configuration > Administrative

State
Enabled

Comment
Mo

EE] Password Settings

Do not allow password expiration time longer than required by policy Enabled Mo
Enable local admin password management Enabled Mo
W] password Settings [}

Plext Setting

) Mot Configured Comment:

@) Enakled

) Disabled

Supperted on:

Ax least PMicrosoft Windows Vista or Windows Server 2003 family

Cpticns:

Help:

Password Complexity
Large letters + small letters + numbers + specials
14 =

Password Length

Password Age (Days) |30 =

Configures password parameters

Password complexty: which characters are used when
generating a new password

Diefault: Large letters + small letters + numbers + special
characters

Password length
Pdinirmurm: 2 characters
PAaxirmurm: 64 characters
Diefault: 14 characters

Password age in days
PAinirmurm: 1 day
Pdaxirmurm: 265 days
Default: 20 days

Cancel




Setting

Password Settings

Enable local admin password management

State
Enabled

Enabled

Comment

Mo

) Mot Configured EEEEAE
@ Enabled

) Disabled
Supported on:

Cpticns:

Wl Do not allow password expiration time longer than

required by policy

E=] Do notallow passweord expiration time longer than required by policy Previous Setting

Plext Setting

Arx least PMicrosoft Windows VWista or Windows Server 2003 family

Help:

to policy.

Settings” policy.

When you enable this setting, planned password expiration
longer than password age dictated by "Password Settings” policy
is MOT allowed. When such expiration is detected, password is
changed immediately and password expiration is set according

When you disable or not configure this setting, password
expiration time may be longer than required by "Password

Setting

Password Settings

Ok

State
Enabled

Comment

Enable loecal admin passwerd management

Enabled

Mo Enable local admin password managerment

E=1] Enable local admin password management

0 Mot Configured Comment:
@) Enabled

) Disabled
Supported on:

Opticons:

Previcus Setting

At least Microsoft Windows Vista or Windows Server 2002 farmily

Help:

account

managed

passwerd is MOT managed

Enables management of passweord for local administrator
If you enakble this setting, local administrator passwerd is

If yvou disable or not configure this setting, local administrator

=[ Group Policy Management Editor
File Action View Help

o= = HEl 7

O

Cancel

= LAPS [DC1L.RAMLAMN.CA] Policy
~ A Computer Configuration
~ Policies
| Software Settings
| Windows Settings
~| Administrative Templates: Policy defini
Control Panel
| LAPS
Metwork
Printers

~

Server
Start Menu and Taskbar
System
_| Systermn Center - Operations Manags
| Windows Components
-z All Settings
Preferences
~ 4%, User Configuration

Policies
Preferences

Setting State Comment
iz| Password Settings Enabled Mo
Mame of administrator account to manage Mot cenfigured Mo
Do not allow password expiration time longer than required ... Enabled Mo
i2| Enable local admin password management Enabled Mo




4. CLIENTS TO BE MANAGED

To manage a client, we must install LARSising the same MSI files downloaded in the prerequisite
section

We can create a package within SC& deploy to workstations. The details are as follows.

_ Home Folder
% . o
[-1] s 2 Be

Create Import Sawved
Application Application Searches ~
Create Search
16 - | 1 % » Software Librar

yoftware Library

- “f,'-;f Crverview

< [ 7] Application Management
4 [a5] Applications
1 Apple

|87 Create Application Wizard *

gﬂ General

Specify settings for this application

Import Infarmation

Summary
Progress Applications contain software that you can deploy to users and devices in your Configuration Manager environment.
Completion Applications can contain multiple deployment types that customize the installation behavior of the application.

(@) Automatically detect information about this application from installation files:

Type: Windows Installer (* msi fils) w

Location: | \heb\Sources \Windows Application\LAPS 6.2\LAPS x64 msi Browse. ..

Example: “\Server\Share'\File

() Manually specify the application irformation

Mext » Cancel



&7 Create Application Wizard

Import Information

Exve View imported information
Import Information

General Information

Summary L
P I\OJI Application information successfully imported from the Windows Installer {* misi file) file.
rogress Nl
Completion
Details:
Application name: Local Administrator Password Solution
Publisher:
Software wersion:
Deployment type name: Local Administrator Password Solution - Windows Installer {*.masi file)
Product Code: {EASCB306-C109-4700-96B4-F1F268E5036C)
Installation behavior: Install for system if resource is device: otherwise install for user
Content location: “Mcb'Sources Windows Application®LAFPS 6.2%
Number of files: 2
Content files:
Install LAPS SCCM Extension.exe
LAPS x64 msi
To modify any details from the imported information. click Next. To exit this wizard without creating the application,
click Cancel.
< Previous Cancel
£ >
&7 Create Application Wizard
gJ General Information
Camarst Specify information about this application
Import Infermation
Surmmarny Mame: |Lcca| Administrator Password Solution
Progress Administrator comments:
Completion
Publisher: |Microsoﬁ Corporation
Software version: |6.2.D.D
Optional reference: |
Administrative categories: "'Tools" Select
Specify the installation program for this application and the required installation rights.
Installation program: msiexec 4 "LAPS x64.msi" /q Browse. ..
[] Run installation program as 32-hit process on 64-bit clients.
Install behavior: Install for system et
= Previous Mext = Summary Cancel



7] Create Application Wizard

Surmmary

General
Import Information
General Information
Progress

Completion

£ >

&7 Create Application Wizard

g_:g Completion

General
Import Information
General Infermation
Surmmary

Progress

Completion

Confirm the settings for this application

Details:

General Information:
= Application name: Local Administrator Password Solution
« Administrator comments:
= Publisher: Microsoft Corporation
» Software version: 6.2.0.0
= Dptional reference;

Categories:
= Tools

Deployment type name: Local Administrator Password Solution - Windows Installer (*.msi file)
Requirement rules:
Content:

= Content location: WwchiSources'windows Application'\LAPS 6.24

= Installation pregram: msiexec fi "LAPS %64 msi” /q

Detection Method:
« Product code: {EABCBEB06-C109-4700-96B4-F1F268E5036C])

User Experience:
= Installation behavior: Instzall for system

To change these settings, click Previous. To apply the settings, click Mext.

< Previous Mext =

Tary Cancel

[@] The Create Application Wizard completed successfully

Details:

& Success: General Information:
= Application name: Local Administrator Password Solution
= Administrator comments:
= Publisher: Microsoft Corporation
= Software version: 6.2.0.0
= Optional reference:

& Success: Categories:
= Tools

9 Success: Deployment type name: Local Administrator Password Solution - Windows Installer (*.msi file)
& Success: Reguirement rules:

&) Success: Content:
= Content location: Yweb'SourcesWindows Application\LAPS 6.24
= Installation program: msiexec /i "LAPS x64 m=i" /g

'@' Success: Detection Method:
= Product code: {EASCE806-C105-4700-96B4-F1F268E5036C)

@' Success: User Experience:
= Installation behavior: Install for system

n

To exit the wizard, click Close.




Nowdeploy to workstation collection.

-j Home l Folder
E “&|Create Prestaged Content File E Convert to .MSIX # Export X Delete D $
; E% [+ Reinstate 2 Copy

¥ Revision History

Create Impert Saved Manage Access - Create ; Simulate  Deploy
Application Application Searches ~ Accounts [ilig Update Statistics Deployment Type @ Retire (3 Refresh Deployment
Create Search | Application Depl
(— 2 | ] % » Softwarelibrary » Owverview » Application Management » Applications »  Windows
software Library < Windows 11 items
- ﬁ[ Overview |Search
4 [ 7] Application Management lcon MName Deployment Types Deployments Status
4 [&] Applications & 7-Zip 18.08 (x64 edition) 1 1 Active
[ Apple &1 Adobe Acrobat Reader DC 1 2 Active
] Windows ] Core FTP LE x64 1 1 Active
7 Avolication Groups | (=] Local Administrator Password Solution 1 0 Active
= Deploy Software Wizard >

General

Specify general information for this deployment

Content

Deployment Settings

Scheduling
U . Software: |Loca| Administrator Password Solution | | Browse... |
ser Experience

Alerts Collection: |Wcr1{5tations | | Browse... |

Summary
Use default distribution peint groups associated to this collection

Progress
Completion Automatically distribute content for dependencies

Comments {optional):

< Previous Mext = Sumrmary Cancel



= Deploy Software Wizard

Content

General

Deployment Settings

Specify the content destination

Scheduling Distribution points or distribution point groups that the content has been distributed to:
User Experience
Alerts MName Type
Summary There are no items ta show in this view.
Progress
Completion

Additional distribution points, distribution point groups, and the distribution point groups that are cumenthy
associated with collections to distrbute content to:

Fitter... j& Add -
Name Description Associations ™~
CB.RAMLAN.CA Digtribution point
Toronto Distribution paoint group o

< Previous Mext = Summany Cancel

L Deploy Software Wizard

g! Deployment Settings

Eamael Specify settings to control how this software is deployed

Content

Deployment Settings
Schedulin

= Action: Install -~
User Experience

Alerts Pumpose: Required -

Summary
Progress

[ Allow end users to attempt to repair this application
Completion

[1 Pre-deploy software to the user's primary device
[] Send wake-up packets

[] Allow clients on a metered Intemet connection to download content after the installation deadline, which might
incur additional costs

< Previous PMlext = Summary Cancel




= Deploy Seftware Wizard

Scheduling

General
Content
Deployment Settings
User Experience
Alerts

Summary

Progress

Completion

Specify the schedule for this deployment

This application will be available as soon as it has been distributed to the content server(s) unless it is scheduled for
a later time below. Specify the installation deadline if this is a required application. This deadline is when the
application must be installed on the device, including a system restart if necessary.

Time based on: uTC
[] Schedule the application to be available at:

[08-5ep-2013 |[ 7:58 FMm =

Installation deadline:
(®) As soon as possible after the available time
() Schedule at:

[o8-5ep-2013 |[ 7:58 PM E

1 Delay enforcement of this deployment according to user preferences, up to the grace period defined in
client settings.

= Previous _ Surmmary Cancel



