GPUPDATE SCRIPT — USERS ONLY

In this post, | will show you how to create script and deploy through Current Branch 1902. This script
will run GPUPDATE / FORCE to complete policy for USERS. It will run as a scheduled task in the
background and user will not see any pop-up message during the process.

This script is from this site

https://ccmexec.com/2019/06/updating-user-gpos-using-run-script-in-
configmgr/?unapproved=484118&moderation-hash=2297a038719c85b6ff4e2bbd801741eattcomment-
48411

Open the console and navigate to Software Library
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https://ccmexec.com/2019/06/updating-user-gpos-using-run-script-in-configmgr/?unapproved=48411&moderation-hash=2297a038719c85b6ff4e2bbd801741ea#comment-48411
https://ccmexec.com/2019/06/updating-user-gpos-using-run-script-in-configmgr/?unapproved=48411&moderation-hash=2297a038719c85b6ff4e2bbd801741ea#comment-48411
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[=7] Create Script

Script Details

Specify script details
Summany
Progress

Completion Specify the script to be executed on client devices.

Script name: 001 Update User GPO

Script language: PowerShell -

Script: Impaort Clear
STask = Mew-Scheduled Task -Action SAction -Principal $Principal -Settings £5ettings -~

Register-Scheduled Task STaskMame -InputObject STask | out-null
Start-Scheduled Task $TaskMame | out-null

H Wait for Schedule task to complete
SCounter = 200 # 40 s

Start-Sleep -Milliseconds 200

if (SCounter 4 03 {
Write-Output " Timeout waiting for Scheduled Task™
exit 1

#H Verify Result
25t = Get-Scheduled Task -TaskMame STaskMame
EResult = (Get-Scheduled Taskinfo -InputObject $5t). Last Task Result
if (SResult -=q 0) {
Wirite-Output "Completed Succesfully™

else {
Wirite-Output " Emor runining Schedule task, emor code = S0 {0x}" ¥ SResult)”

#H Cleaning up
Unregister-ScheduledTask -TaskMame £TaskMame Confirm:Sfalse
Remove-tem -Path "Serv WindirsFun UserSPO . vbs" -Force|

while ([Get-Scheduled Task -TaskMame STaskMame). State -ne "Ready” -and SCourter— gt 0) {

b
Previous Summany Cancel
Create Script
gg Surmimany
Sl P S Confirm the details
Progress
Completion Details:
Scrnipt details
Script Name: 001 Update User GPO
Script Type: PowerShell
To change these settings. click Previous. To apply the settings. click MNext
= Prewvious et = Surmmany Cancel




[57] Create Script >

gg Completion

Script Details
Summany

liail The Create Script completed successfully

Progress
Dt
Script details

Script Hame: 001 Updaite User GP O
Script Type: PowerShell

To exit the wizard, click Close.

Close

= i Refresh D C
=i T o G L
B B / = < 8
Create Saved Approve/Deny  Edit  Copy Delete | Properties | Set Security
Script | Searches - Scopes
Create | Search Scripts Properties | Classify
« v [P\ » Softwarelibrary » Overview » Scripts
software Library < Scripts 1 items
[ Approval Requests * Name Version | Author Type Approval State Approver Approver Comment Last Update Time
3] Global Conditions 001 Update User GPO 1 RAMLAN\AM... PowerShell Waiting far approval 07-Jun-2019 12:23..

As you can see the Approve/Deny is grayed out. Reason is same person creating the script cannot
approve. This is a security feature to protect unwanted script being executed without proper
authorization. If you want to enable anybody to run the script — follow belong steps.

acnpts | IMems

Mame Version Author Type
001 Update Usg—== - Masas aam a s n A
Approwve/Deny

Edit an existing script

Copy and edit an existing script

Refresh F5
Delete Delete
Properties

Set Security Scopes

b@D)(ﬂ[m- \\

Recast RCT 3




Allow users to approve their own scripts
This approval is primarily used for the testing phase of script development.

1. In the Configuration Manager console, click Administration.

2. In the Administration workspace, expand Site Configuration, and then
click Sites.

3. In the list of sites, choose your site and then, on the Home tab, in the Sites group,
click Hierarchy Settings.

4. On the General tab of the Hierarchy Settings Properties dialog box, clear the
checkbox Script authors require additional script approver.

D Hierarchy Settings Properties s

General Licensing Diagnostic and Usage Data  Client Approval and Corflicting Records  Authentication  Client Upgrade

[ g Configure the settings for all sites in the hierarchy.

[] Use afallback site

Specify a site in the hierarchy to which clients are assigned when they are installed by using automatic site assignment and
they are not in a boundary group that has an assigned site.

Fallback: site: TOR-Toronto Headgquarters Site

Clients prefer to use management points specified in boundary groups

By checking this box, you agree to the use of prerelease features that might be included in Configuration Manager for early
testing. Pre1elease software might not work the same way as a production-ready version of the software. It is also possible
that pre-release software remains prerelease only, and will not be included as a production-ready feature.

This is @ permanent choice that cannot be undone.

After consenting to use pre-release features you tum them on in Administration - Overview - Updates and Servicing.

[ Seript authers require additional script approver

Corfigure client peer cache sources to divide content into parts. These parts minimize the netwaork
transfer to reduce WAM utilization

Cancel Apply
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Create Saved Approve/Deny Edit  Copy
Script | Searches ~

X B @

Delete | Properties | Set Security
copes

Creste | Search Seripts Properties | Classify
& & <[P U v Softwarelibrary » Cvemiew » Scripts
joftware Library < Scripts 1 items
[ Approval Requests “ Mame Version | Author Type Approval State Approver Approver Comment Last Update Time
T 001 Update User GPO 1 RAMLAN\ Administrator Powershell Waiting for approval 07-lun-2019 12:23 PM

[+-] Approve or Deny Script

Script Details

Script Approval
Summary
Progress

Completion

Specify script details

Specify the script to be executed on client devices.

Script name:

Script language: PowerShell

Seript: mport Clear

# Script to update User GPO from System context using a Schedule Task
H Whitten by Jorgen Milsson
H ccmexec.com

H Creates a local vbscript, which will un GP Update without displaying anything for the end user
SVBScript = @"

Set objShell = W Seript CreateObject ("W Script. Shell )

Result = objShell Bun {"cmd /c echo n | gpupdate /target user force™ 0 true)

Wacript quit{Result)

"@

SWBScript | Out-File -FilePath "Senv WindirRunUserGPO vbe" -Force

# (Gets the logged on user
Scomputer = Senv . COMPUTERNAME
ScomputerSystem = Get-WMIObject class Win3d2_ComputerSystem ComputerMame Scomputer
Sloggedlser = ScomputerSystem LserMame
i (SLogged User g Snull) {
Write-output Mo user logged on™
! Exit 1
H Creates and run a Schedule Task as the logged on user
STaskMame= "GPupdatellser"
SAction = New-Scheduled TaskAction -Execute "wscript.exe” -Argument " Senv:Windir
“RunlUserGPO vbs /NoLogo”
SPrincipal = New-5cheduled Task Principal "$logged User”
35ettings = New-Scheduled Task Settings Set

< Previous Mext = Summary Cancel

X



[Z7] Approve or Deny Script

Script Approwal

Script Details

Script Approwval

Summarny

Approve or deny script

This script requires approval before it can un.
Progress

Completion Script Approval

@) Approve
) Deny
Approver comment :

< Previous

Summany Cancel

Approwe or Deny Script

gﬂ SuMmmany

Script Details Confirm the details

Script Approwal

Surmmany

Progress Details:

Completion
Script Mame: 001 Update User GPO
Script Type: PowerShell

Approval details

Aypproval state: Approved
Additional comment:

To change these settings. click Previous. To apphy the settings. click Mext.

< Prewvious Mesct = Surmimany Cancel




[57] Approve or Deny Script

Completion
Script Details
Script A | ) .
R Lo,l The Approve or Deny Script completed successfully
Summary =il
Progress

Details:

Scnpt details
Script Mame: (01 Update User GPC
Script Type: PowerShell

Approval details

Approval state: Approved
Additional comment:

To exit the wizard, click Close.

< Previous Mext > Summary

— o |
8 ® J /75K O 8
Create Saved Approve/Deny Edit  Copy Delete | Properties | Set Security
Script | Searches * Scopes
Create Search Scripts Properties Classify
& =[P\ Schtwarelibrary » Overview » Scripts
Software Library < Scripts 1items

& Approval Requests * { Name Version | Author Type Approval State  Appraver Approver Comment Last Update Time

[] Global Conditions | D01 Update User GPO 1 RAMLAN\Administrator PowerShell Approved RAMLAN\Administrator

07-Jun-2019 12:23 PM




To run the script, select the device or device collection. In this example | choose DC. Even though we
selected Computer Name DC the script runs GPUPDATE / FORCE for USER. See Event ID 1503

= |-

il % » Assets and Compliance »  Overview »  Devices

Assets and Compliance < Devices 14 items
4 B Overview — |LSearch
3) Users lcon Mame Client Primary User(s)
1A Devices [ 192.168.0.1 No
g. User Collections il AZUREADSSOACC Mo
i} Device Collections ﬂﬁ c8 Yes
& User State Migration = ﬂﬂ o E:h Add Select=d lt=ms b
B : Ly EX
4 | | Asset Intelligence » o Fﬁ Install Client
|_| Cﬂtﬂlﬂg I :
- " o £ Run Script

[5Z] Run Script

gj Run Script

Select script to run

Surmmary

Select script to run

. : . Choose a script to deploy to the selected resource. Only approved scripts are listed.
Script S5tatus Monitoring

Filter...

Script Mame Script Type Script GUID
001 Update User GPO

PowerShell SEB0D9350-717B-4

< Previous Mext = Summary Cancel



Run Script >

? Summany

Run Script Confirm the script details before running the script.

Select script to run

Script Status Monitoring Details:

Script Name: 001 Update User GPO
Scnpt Type: PowerShell

ou selecied 1 resources. Chenis that are online will be notried o Select scnipt to run as
soon as possible. Click Mext to continue.

To change these settings, click Frevious. To apply the settings, click Mext.

<previows | [Rmas ] [ S | [ coneat |

Run Script >

Script Status Meonitoring

Run Seript Script status
Summany

Select script to run

Script completed

Device name Status Exit code Script output
1 o Completed Succesfully

Script Details  Run Details
ou can also view script status in the monitoring workspace in the script status node



2] Event Viewer
File Action View Help

|7 HE

@ Event Viewer (Local)
v 3 Custom Views
5[] Server Roles
T Administrative Events
v [ Windows Logs
i Application
i Security
& Setup
[ System
{5 Forwarded Events
y & Applications and Services Logs
E Subscriptions

Mumber of events: 374

System

Level Date and Time Source Event D Task!
®Information 07-Jun-2019 12:48:58 PM Service Contrel Manager 7036 Mone
@ Informaticn 07-Jun-2019 12:46:58 PM Service Control Manager T036 MNone
@ Informaticn 07-Jun-2019 12:46:58 PM Service Control Manager 7036 MNone

| Information 07-Jun-2019 12:46:58 PM

GroupPolicy (Microsoft-Wind...

@Im‘ormation 07-Jun-2019 12:44:58 PM Service Contrel Manager 7036 Mone
@ Informaticn 07-Jun-2019 12:41:30 PM Service Control Manager T036 MNone
@ Informaticn 07-Jun-2019 12:39:29 PM Service Control Manager 7036 MNone
@Information 07-Jun-2019 12:34:56 PM Service Control Manager 7036 MNone
@Im‘ormation 07-Jun-2019 12:27:06 PM Service Contrel Manager 7036 Mone
@ Informaticn 07-Jun-2019 12:25:30 PM Service Control Manager T036 MNone

Event 1503, GroupPolicy (Microsoft-Windows-GroupPolicy)

General  Details

The Group Pelicy settings for the user were processed successfully, New settings from 10 Group Pol

Log Name: System

Source: GroupPolicy (Microsoft-Win Logged: 07-Jun-2019 12:46:58 PM
Event ID: 1503 Task Category: Mone

Level: Information Keywords:

User: RAMLAN\administrator Computer: DC.RAMLAN.CA
OpCode: ]

More Information:  Event Log Online Help



Under Monitoring tab, you can see the status of script execution (Success or Failure)

ome
i Refresh D

u Saved Show Properties
Summarization | Searches = | Status

Script Status Search Run Script Properties
& < <[P\ + Monitoring » Overview » Script Status
Wonitoring < Script Status 2 items

B Queries * Client Operation 1D Script Mame CollectionID | Last Update Time Overall Seript Execution State | Script Version

oty 16777219 001 Update User GPO 07-Jun-2019 1247 PM Succeeded 1
i Site Hierarchy 1 16777220 001 Update User GPO 07-Jun-2019 12:53 PM Succesded 1

| System Status
5° Deployments
5? Phased Deployments
[E2 Client Operations

P Script Status

. Client Status

& Database Replication

 Distribution Status

oftware Update Point Synchronization Sta |

T Site Server Status

0 Updates and Servicing Status

3 Security

7| Compliance Policies 001 Update User GPO

5§ Upgrade Readiness
P e— General Seript Completion Related Objects
2L Surface Devices Script Name: 001 Update User GRO - ﬁ:t”‘:;:fga;‘e N P Scripts
2 Cloud Management (S::I‘\Ztcfol:\u:lyh BEB09350-7178-4F98-8663-17F932376880 e

i Package Conversion Status Last Update Time: 07-Jun-2019 12:47 PM M Offline: 0

Ll Total Clients: 1

& Recast - -
Overall Seript Execution

Succeeded
#& Assets and Compliance
1 software Library
Bl Monitoring

Administration

f y—
You can also check the logs after running the script. These are the ones:
BgbServer.log

CcmNotificationAgent.log

Script.log

This concludes on how to create and run scripts in Current Branch 1902.

Thanks

Ram Lan
7t Jun 2019



