RBAC for DSS Support Group

In this post, | will show you how to create a new RBAC and provide DSS Support group the permission to
install/reinstall/uninstall configuration manager client from Primary Site Console.

We want DSS Support group techs to install configuration manager client from the console to workstations

running Windows 7 that has old configuration manager client and old software center.

As you can see from below screen shots there is no DSS Support RBAC or DSS Users within the console.
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We will create a new RBAC for DSSSupport Group. For this we need to open this tool from the server.

+ CB » OS(C) » Program Files » Microsoft Configuration Manager » cd.latest » SMSSETUP » TOOLS » ServerTools

L

A Name Date modified Type Size
AdminUl.WaglQueryEngine.dll 13-Dec-2018 02, Application extens.. 86 KB
@ CEViewer.exe 13-Dec-2018 02, Application 359 KB
(] ContentlibraryExplorer.exe 13-Dec-2018 02, Application 168 KB
(] ContentlibraryTransfer.exe 13-Dec-2018 02, Application 38 KB
ﬁ ContentOwnershipTool.exe 13-Dec-20182:02..  Application 135 KB
DPJobMar.exe 13-Dec-2018 2:02...  Application 380 KB
Microsoft.ConfigurationManagementM...  13-Dec-2012 %07 .. Application extens.. 333 KB
Microsoft.Diagnostics. Tracing EventSour..,  13-Dec-2018 %07, Application extens.. 167 KB
\} RBAViewer.exe 13-Dec-2018 202,  Application M7 KB
(5] RunMeterSumm.exe 13-Dec-2018 02, Application 4008 KB
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Click Security Roles and deselect Full Administrator first. Then select Remote Tools Operator. We will
be using this group to create a new RBAC for DSSSupport.
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Now we know what permission we want for DSSSupport Group. We will do the following.
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For Collection — Read and Modify Resource = Yes

Copy Security Role

Specify details for the customized copy of the selected security role.

Mame: |DSS Support Cliert Push Rale|

running Windows 7

Description: This will provide pemission for this group to install client on workstations

Based on: Remote Tools Operator

Permissions:

Customize the pemissions for this copy of the security role.

» Cerificate Profile -
» Client Agent Setting
» Cloud Subscription
~ Collection Read. Modify Resource
Audit Security Mo
Control OOB No
Create Mo
Delete Mo
Delete Resource Mo
Deploy Antimalware Policies Mo
Deploy Applications Mo
Deploy Client Settings Mo
Deploy Configuration kems Mo
Deploy Configuration Policies Ma
Deploy Packages Mo
Deploy Software Updates Mo l
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For Site — Read = Yes
Copy Security Rele
Specify details for the customized copy of the selected security role.
Mame: |DSS Support Cliert Push Raole
Description: This will provide pemission for this group to install cliert on workstations
running Windows 7
Based on: Remote Tools Operator
Customize the pemissions for this copy of the security role.
Pemissions:
» Sideload Key "~
~  Site Read
Create Mo
Delete Mo
Import Computers Mo
Manage Certificates for Operating System Mo
Manage Status Filters Mo
Meter Site Mo
Muodify Mo
Maodify Client Status Settings Mo
Maodify Exchange Server Connector Policy Mo
Maodify Report Mo
Read Yes
Read Client Status Settings Mo
Fun Report Mo
Set Security Scope (i [s] il

Cancel




| have created a Security Group Called DSSSupport.
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Then added few users to this group for testing.
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Now we will go back to Console and Add a Group.
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Specify a user or group to add as a Configuration Manager administrative user

To control the type of objects that administrative users can manage, assign one or more security roles to the administrative user, and

then assign securty scopes to limit the instances of objects that the administrative user can manage.

User or group name: ||

Assigned security roles:

Mame Description

Assigned security scopes and collections:
() Allinstances of the objects that are related to the assigned security roles
(®) Only the instances of objects that are assigned to the specified security scopes or collections

Securty scopes and collections:

Mame Type

All Systems Callection

Al Users and User Groups Callection
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Add Security Role

Select one or more security roles to associate with this administrative user or group. Only unassigned

roles that you have pemission to delegate appear in the list.

Awvailable security roles:

] Application Administrator

[1 Application Authar

] Application Deployment Manager

[1 Asset Manager

[] Company Resource Access Manager
[1 Compliance Settings Manager

D55 Support Client Push Role

["1 Endpoint Protection Manager

] Full Administrator

[1 Infrastructure Administrator
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[1 Operations Administrator

[] Read-onhy Analyst

[1 Remate Tools Operator

] Securty Administrator

Description:

Add User or Group

Cancel

Specify a user or group to add as a Configuration Manager administrative user

To cortral the type of objects that administrative users can manage, assign one or mare securnty roles to the administrative user, and
then assign security scopes ta limit the instances of objects that the administrative user can manage.

e—

User or group name: | RAMLAMN\DSSSupport <€

Assigned security roles:

Browse. ..

Mame / Description
0SS Support Client Push Role Thig will provide permission for this group to install ...

Assigned security scopes and collections:
() Allinstances of the objects that are related to the assigned security roles

(®) Only the instances of objects that are assigned to the specified security scopes or collections

Security scopes and collections:

Name Type

All Systems Collection

All Users and User Groups Collection
Default Securty Scope

OK
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Now DSSSupport group techs can install SCCM console from Software Center to their laptop and start
pushing new configuration manager client to Windows 7 workstations that are scheduled for Win 10

migration.

Here is screen shot of the console for DSSSupport Group user EXADMIN. As you can see the user has

limited access within the console.
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i Install Configuration kManager Client Wizard @

i“j\g Before %ou Begin

Install Configuration Manager Client Wizard

Installation Options

Surmmary

Progress For client puzh installation to succeed, we recommend that you werify all dependencies. which

Completion include the following:

- The site zerver computer account or a Client Push Installation &account is a member of the Local
Adminiztrators group on the client computer.

- The site zerver can resolve the computer name for the client and access the ADMINE share.

- The “windows Defender Firewall and any other firewallz bebween the client computer and the
zite zerver are configured for exceptions to client push installation.

- The management point iz operational.

F ailed inztallation attempts repeat every hour for up to 7 daws. IF pou hawve installed a fallback
status point. pou can uze the client installation repaorts ta help monitor the client installation.

Client push installation iz supported for “Windows operating svstems only. You
can download clients for additional operating spztems from the Download Center.

For more information about client push installation. see the online document, Techet
documentation,

Mext = Cancel

i Install Configuration PManager Client Wizard @

\_‘j\g Installation Options

BEERs Ve Begim Specify Client Push Options

Sumrmary

Frogress
Completion . . . . . . .
If you have configured client puzh installation to dormain controllers in the Client Push
Inztallation Properties dialog box, this option iz unavailable.

Alvaays install the client software

“when a computer already has the Configuration b anager client inztalled. pou can repair.
upgrade. ar reinztall the client saftware.

[¥] Uninstall existing Configuration M anager client before the client is installed

Install the client software from a specified site

lTDH-TD[DntD Headguarters Site v]

The zite server in the specified zite will install the client software. “When you do not use this
option, the zite zerver in the assigned zite for the resource will install the client software.

l < Prewious ] [ Mext = ] l Surmimary J l Cancel

The site we should select PR1. Above is just an example from my lab.



e Install Configuration Manager Client Wizard ]

gg SUFIFIany

Beifars Feu Begin Confirm The Settings
Installation Cptions

Progress Details:

Completion Summary of client push installation

= Resource ID: 16777223

= Object name: WINT

= Include domain controllers: Yes

= Always install (repair or upgrade existing client): Yes

= Force uninstall and reinstall Configuration Manager client: “res

= Total resources selected to install the Configuration Manager dient: 1

Summary of client push installation resources
= Resources to be installed from site <TOR=: 1

To change these settings. click Previous. To apply the settings., click Mext.

[ = Previous ] [ Mext = ]

When the new configuration manager client is installed the software center will be new version.

| just want to reiterate DSSSupport group should be part of Local Administrators group in order to install
client — other wise the whole purpose of creating the group within SCCM console will be of no use to
anybody.

Thanks

Ram Lan
22" Feb 2019



