
PKI (Public Key Infrastructure) Implementation for CB1810 

In this post, I will show you how to deploy PKI for Current Branch 1810.  PKI is being deployed in large 

organization to keep communication secured between clients and server.   

An individual who intends to communicate securely with others can distribute the public key but must 

keep the private key secret. Content encrypted by using one of the keys can be decrypted by using the 

other. PKI can be used to secure e-mail, secure web communications, secure web sites, digital signing of 

software files etc. 

When you use Active Directory Certificate Services and certificate templates, the Microsoft PKI solution 

can ease the management of the certificates. One thing to note here is template-based certificates can 

be issued only by an enterprise certification authority running on the Enterprise Edition or Datacenter 

Edition of the server operating system. 

The HTTPS protocol provides client-to-server communications that are mutually authenticated, signed, 

and encrypted. Internet clients must use HTTPS, and all clients are more secure if configured to use 

HTTPS. You must deploy the required certificate to each client and site system that will use HTTPS. 

 

 

 



PKI Requirements: 

 

 

Deploying Web Server Certificate for Site Systems That Run IIS: 

 

Security Group: 

Before we start certificate configuration, I did create a security group called IISSERVERS and added CB to 
that group so we can target the certificate for this group later. 
 

 



Open Certification Authority from Domain Controller to start Web Server Certificate. 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 

Now we will issue the certificate 

 



 

Request the Certificate: 

The steps should be performed on Configuration Manager Server (CB.RAMLAN.CA) to install the web 

server certificate that runs IIS. Microsoft recommends you to restart the member server that runs IIS. 

This is just to ensure that the computer can access the certificate template that you created. 

Run the mmc.exe command. In the empty console, click File, and then click Add/Remove Snap-in.  In the 

Add or Remove Snap-ins dialog box, select Certificates from the list of Available snap-ins, and then click 

Add. In the Certificate snap-in dialog box, select Computer account, and then click Next. In the Select 

Computer dialog box, ensure Local computer: (the computer this console is running on) is selected, and 

then click Finish. In the Add or Remove Snap-ins dialog box, click OK. In the console, expand Certificates 

(Local Computer), and then click Personal. Right-click Certificates, click All Tasks, and then click Request 

New Certificate. 



 

 



 

 



 

 



 

 



 

 



 

 

 



 

 

Configuring IIS to Use the Web Server Certificate 

The steps that we perform now will configure IIS to use the web server certificate that we had 

configured in the above steps. On the configuration manager server that has IIS installed, launch the 

Internet Information Services (IIS) Manager. Expand Sites, right-click Default Web Site, and then select 

Edit Bindings. 



 

 

 


