PKI(Public Key Infrastructure) Implementatiofor CB1810

In thispost, | will show you how tdeploy PKfor Current Branch 1810. PKb&ng deployed in large
organizationto keepcommunicatiorsecuredbetween cliens and server

An individual who intends to communicate securely with others can distribute the public key but must
keep the private key secret. Content encrypted by using one of the keys can be decrypted by using the
other. PKI can be used to securenail, secure webanmmunications, secure web sites, digital signing of
software files etc.

When you use Active Directory Certificate Services and certificate templates, the Microsoft PKI solution
can ease the management of the certificates. One thing to note here is terdApdested certificates can

be issued only by an enterprise certificatiortlarity running on the Enterprise Edition or Datacenter
Edition of the server operating system.

The HTTPS protocol provides climiserver communications that are mutually authenticated, signed,
and encrypted. Internet clients must use HTTPS, andeaitglare more secure if configured to use
HTTPS. You must deploy the required certificate to each client and site system that will use HTTPS.
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PKI Requirements:

Certificate . L.
~ Certificate Description
Requirement
Web server
certificate for site  This certificate is used to encrypt data and authenticate the server to clients. It must be installed externally from Configuration Manager on site systems
systems that run servers that run 1S and that are configured in Configuration Manager to use HTTPS.

s

Client certificate This certificate is used to authenticate Configuration Manager client computers to site systems that are configured to use HTTPS. It can also be used for
for Windows management points and state migration points to monitor their operational status when they are configured to use HTTPS. It must be installed externally
computers from Configuration Manager on computers.

Client certificate The certificate is used to authenticate the distribution point to an HTTPS-enabled management point before the distribution point sends status messages
for distribution When the Enable PXE support for clients distribution point option is selected, the certificate is sent to computers that PXE boot so that they can connect
points to a HTTPS-enabled management point during the deployment of the operating system.

Client certificate This certificate is used to authenticate Configuration Manager Mac computers to management points and distribution points that are configured to

for Mac support HTTPS. You can request and install this certificate from a Mac computer when you use Configuration Manager enrollment and select the
computers configured certificate template as a mobile device client setting.

A typical PKI consists of the following elements.

Element Description

Certification Acts as the root of trust in a public key infrastructure and provides services that authenticate the identity of individuals, computers, and other entities
Authority in a network.

Registration Is certified by a root CA to issue certificates for specific uses permitted by the root. In a Microsoft PKI, a registration authority (RA) is usually called a
Authority subordinate CA.

Certificate Database  Saves certificate requests and issued and revoked certificates and certificate requests on the CA or RA.
Certificate Store Saves issued certificates and pending or rejected certificate requests on the local computer.

Key Archival Server Saves encrypted private keys in the certificate database for recovery after loss.

Deploying Web Server Certificdtw Site Systems That Run:lIS

1) Creating and Issuing the Web Server Certificate Template on the Certification Authority
2) Requesting the Web Server Certificate
2) Configuring IS to Use the Web Server Certificate

This certificate is used to encrypt data and authenticate the server to clients. It must be installed externally from
Configuration Manager on site systems servers that run 1S and that are configured in Configuration Manager to
use HTTPS.

Security Group:

Before we start certificate configuration, | did create a security grealfed ISSERVERSd added CB to
that group so we can tget the certificate for this group later.
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Open Certifiation Authority from Domain Controller to staweb ServeCertificate

Ll certsrv - [Cerbhication Authonty (Local A\RAMLAN-DL-UA\Certificate lemplates|

File Action View Help

& r|d:zH

3] Certification Authority (Local)
v ﬂ';] RAMLAN-DC-CA
| Revoked Certificates
| Issued Certificates
" Pending Requests
" Failed Requests
| Certifirata Tamnlatar

Mew

View
Refresh
Export List...

Help

4| Certificate Templates Console
File Action View Help

L s EEN M

Manage _

¥

¥

Mame

5 Directory Email Replication

5] Domain Controller Authentication
E Kerberos Authentication

il Recovery Agent

9] Basic EFS

5] Domain Controller

EWeh Server

] Computer

] User

] Subordinate Certification Authority
9] Administrator

Intended Purpose

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic..,
Encrypting File System, Secure Email, CL...
<All»

Microsoft Trust List Signing, Encrypting...

E Certificate Templates (DC.RAMLAN.CA)

Template Display Name

3] Workstation Authentication 2
&

(3 User Signature Only Duplicate Template
A e Al Tasks

3] Trust List Signing

& Subordinate Certificc T roperties

3] Smartcard User Help

Tl Comarbrard | mman

Schema Versiol



Properties of New Template

Subject Name Server lssuance Requirements
Superseded Templates Extensions Securty

Compatibilty Gemeral Request Handing Cryptography  Key Attestation

The template options available are based on the earliest operating system
versions set in Compatibility Settings.

Show resulting changes

Compatibility Settings

Certification Autharity
Windows Server 2003 v

Certificate recipient

Windows XP / Server 2003 W

These settings may not prevent earlier operating systems from using this
template.

Cancel Apply Help

#  Properties of New Template

Subject Name Server ssuance Requirements
Superseded Templates Extensions Security

Compatbiity General Request Handing  Cryptography  Key Attestation

Template display name:
SCCM Web Server Certficate |

Template name:
SCCMWebServerCerificate

Validity period:

I

Renewal period:

Ijl weeks v

[] Publish certficate in Active Directory

Do nat automatically reenroll f a duplicate certficate exists in Active
Directory

oK oy || He




Properties of New Template + Properties of New Template X

Subject Name Server lssuance Requirements Subject Name Server Issuance Requirements
Superseded Templates Extensions Securty Superseded Templates Bdensions Security
Compatibiity Genersl Request Handing  Cryptography ~ Key Attestatior Compatibiity Genersl Request Handing Cryptoaraphy  Key Attestation

Pumose: Signature and encryption w| | Frovider Category, Legacy Cryptographic Service Provider
Delete revoked or expired certfficates (do not archive) Algarithm name: Detemined by CSP v
[ ]include symmetric algorithme allowed by the subject Mirimum key size:
[ ] Archive subject’s encryption private key

Choose which cryptographic providers can be used for requests
() Requests can use any provider available on the subject’s computer

Authorize addtional service accourts to access the private key () (®) Requests must use ane of the following providers:

Key Pemissions. ..

Providers:
(] Alow prvate keyto be exported [w|Microsoft RSA SChannel Cryptographic Provider ' {
Renew with the same key [ [w|Microsoft DH SChannel Cryptographic Provider

For automai | of smart card certficat the exising kev i [IMicrosoft Base Smart Card Crypto Provider
nzszeoymcalfnﬁnheeﬁfreat:g?'] card cerficates, usethe exsing key @ [[IMicrogcft Enhanced Cryptographic Provider 1.0

[IMicrosoft Enhanced DSS and Diffie-Hellman Cryptographic Pr ¥

=

Do the following when the subject is enrolled and when the private key .
associated with this certficate is used: Riequest hash: Determined by CSP

Enrall subject without requiring any user input Use altemate signature format

Prompt the wser during enrollment
Prompt the user during enrollment and require user input when the
private key is used

* Control is disabled due to compatibility settings.

oK oply Help oK Apply Hep



Properties of New Template

Subject Name Server
Superseded Templates

lssuance Requirements
Extensions Security

Compatibilty General Reguest Handing  Cryptography  Key Attestation

Key Attestation
Mone
Required, ff client is capable
Required

Perform attestation based on:
User credentials
Hardware cerificate
Hardware key

Issuance policies for key attested cerficates
Include issuance policies for enforced attestation types

Perfom attestation only (do not include issuance policies)

0K Aoy Help

Compatibility ~ General

% Properties of New Template

Subject Name Server lssuance Requirements

Superseded Templates Extensions Securty

Certificates issued by this template supersede cenfficates issusd by al
templates added to this list. Add only those templates whose certfficates
allow tasks pemitted by certfficates issued by this template.

Certficate templates:

Request Handling  Cryptography ~ Key Attestation

Template Display Mame Minimum Suppaorted CAs

Add... Remove

0K Posly Hel



Properties of New Template

Subject Name Server lssuance Requirements
Compatibility General Request Handing Cryptography  Key Attestation Compatibility General
Superseded Templates Extensions Securty
T modify an extension, select t, and then click Edt.
Extensions included in this template:
5| Application Policies
D Basic Constraints
DCertiﬁcate Template: Information
D lssuance Policies
Key Usage
Edt...
Description of Application Policies:
Server Authentication

OK Aoy || Heb

+ Properties of New Template

Subject Name Server

Superseded Templates Extensions

GI’OIJD Qr User names:

lssuance Requirements
Request Handling  Cryptography = Key Attestation

Security

S2 Authenticated Users

& Adnministrator (Administrator@RAMLAN CA)
Domain Admins (RAMLAN'Domain Admins)

S2 Erterprise Admins (RAMLANEntemprise Admins)

Remaove

Add...
Pemissions for Domain Admins Allow
Full Contral ]
Read
Write
Enrol
Futoenmol ]

OoOodoOod g’

For special permissions or advanced settings, click
Advanced.

ok Poply

Advanced

Help



Properties of Mew Template X

Subject Name Server |ssuance Requirements
Compatibiity General Request Handling Cryptography ~ Key Attestation

Superseded Templates Extensions Securty

GFOIJD Or User names:

SR Athenticated Users
2 Administrator (Administrator@RAMLAN.CA)
SR Domain Adming (RAMLAN\Domain Admins)

Erterprize Admins (RAMLAN \Enterprise Admins)

Add... Remove
Pemmissions for Enterprise Adming Alow Deny
Full Control ] ]
Read [l
Wite [l
Enral 0
Autoenral U O
For special pemmissions or advanced seftings, click Advanced
Advanced.
OK oply Hel

Properties of New Template x

Subject Name Server Issuance Requirements
Compatibility General Request Handiing Cryptography = Key Attestation
Superseded Templates Extensions Security

GI’OLID ar User names:

SR Autherticated Users

& Administrator (Administrator@RAMLAN CA)

52 Domain Admins (RAMLAN\Domain Admins)

5B Erterprise Admins (RAMLAN\Enterprise Admins)
S8 IISSERVERS (RAMLANMISSERVERS)

Add...

Pemissions for IS5ERVERS

Full Control
Read
Whrite
Enroll
Autoenrol

For special permissions or advanced settings, click

Advanced. T
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Properties of New Template » Properties of New Template ?

Lm EeEn fels i LLATT memsd Compatibiity General Request Handing Cryptography ~ Key Attestation

;5;:’:‘;:?”2 =T Server Extensju?:suance Hequ;sr:mcuerritﬂ); ~wperiafed Tanpites Ftendes ey
Subject Name Server lssuance Requirements
(®) Supply in the request
|Jse subject information from existing cerfficates for autoenrolment N
renewal requests (7} Do not store certificates and requests in the CA database (1)

() Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Do not include revocation information in issued certificates (7)

Subject name format;

Mone

Include e-mail name in subject name

Include this information in attemate subject name:
E-mail name
DNS name
|Jser principal name (UPN)

Service principal name (SPN)

* Control is disabled due to compatibility settings.

* Cortrol is disabled due to Eom

oK Foply Help Ok | [ Cancel || Apoly Help



Properties of Mew Template >

Compatibility General Reguest Handling Cryptography  Key Attestation
Superseded Templates Extensions Security
Subject Name Server Issuance Requirements

Require the following for enrollment :
[] CA certificate manager approval
[] This number of authorized signatures: o

If you require more than one signature, autoenrollment is not allowed.

Policy bype required in signature:
Application policy:

lzzuance policies:

Remove

Require the following for reenrollment :
Same criteria as for enrollment
Walid existing cerificate
Allow key based renewal (7)
Requires subject information to be provided within the certificate
request.

* Control is disabled due to compatibility settings.
ox e

Hl Certificate Templates Console
File Action View Help

o= |FHXE= H

5 Certificate Templates (DC.RAMLAN.CA) Template Display Mame Schema Version Version
3 Workstation Authentication 2 101.0
i Web Server 1 4.1
& User Signature Only 1 4.1
i User 1 ER
{5 Trust List Signing 1 3.1
15 Subordinate Certification Authority 1 5.1
JE Smartcard User 1 11.1
i Smartcard Logon 1 6.1
F2] SCCM Web Server Certificate 2

Now we will issue the certificate

! certsrv - |[Lertmication Authority (Local W RAMLAN-LI_-LAN_ertimicate lemplates]

File Action View Help
s ol AN-AREREY

Intended Purposes

Client Authentication

r Authentication

_iﬁ Certification Authority (Local) MName Intended Purpose
v o R'F\MLAN_DC_CA_ . =] Directory Email Replication Directory Service Email Replication
% Revoked C?r.tlﬁcates E Demain Controller Authentication Client Authentication, Server Authentic...
j ::::?HSEF::;E:;: E Kerberos Authentication C.Iient Authentication, Server Authentic...
=] Failed Requests 5 EFs Recowvery Agent File Recovery
P o T e 5 Basic EFS Encrypting File System
Manage ain Controller Client Authentication, Server Authentic...
Eemumacuc Eomeme Agthentication
MNew = Certificate Template to Issue ithentication, Server Authentic...
View 5 Encrypting File System, Secure Email, Cl...
rdinate Certification Authority <All=
Refresh nistrator Microsoft Trust List Signing, Encrypting...
Export List...
Help



B 7 Enable Certificate Temnplates >

Select one Cerificate Template to enable on this Certification Authority.

Mote: f a certfficate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

MName Intended Purpose &
E Key Recovery Agent Key Recovery Agent

E QCSP Response Signing QCSP Signing

E RAS and IAS Server Client Authentication, Server Authentication

E Router (Offline request) Client Authentication

E SCCM Web Server Cerificate Server Authentication

E Smartcard Logon Client Authentication, Smart Card Logaon

E Smartcard User Secure Email, Client Authentication, Smart Card Logan

& Trust List Signing Microsoft Trust List Signing

E User Signature Only Secure Email, Client Authentication

] Workstation Authentication Client Authentication o

Cancs

Request the Certificate:

The stepshould be performed on Configuration Manager Ser&B.RAMLAN.GAo install the web
server certificatehat runs 11S. Microsoft recommends you to restart the member server that runs IIS.
This is just to ensure that the computer can access the certificate template that you created.

Run the mmaexe command. In the empty console, click File, and then click Add/RemoveénStiaphe

Add or Remove Snadps dialog box, select Certificates from the list of Available $nspand then click

Add. In the Certificate snap dialog box, select Computaccount, and then click Next. In the Select
Computer dialog box, ensure Local computer: (the computer this console is running on) is selected, and
then click Finish. In the Add or Remove Simpdialog box, click OK. In the console, expand Certificates
(Local Computer), and then click Personal. Rigitk Certificates, click All Tasks, and then click Request
New Certificate.



E Consolel - [Console Root]

a File Action View Favorites Window Help

é Mew Ctrl+M
= Open... Ctrl+0
] Save Ctrl+5
Save As...
Add/Remove Snap-in... Ctrl+M
Options...

1 CAWindowsh..\services.msc

2 ChProgram Files\..\wsus.msc

3 ChAWindowsh,. \evenbvwr.msc

4 CA\Windowsh..\comprmgmt.msc

Exit
Add or Rernove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-n vendor " [ console Root Edit Extensions. ..
ActiveX Contral Microsoft Cor... Bemove
Authu::rizatiun Manager Microsoft Cor...
Iﬁ Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
%-Cnmput&r Managem... Microsoft Car... B =
.J}- Device Manager Microsoft Cor... Add > B
[ Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Car...
_Ej Group Policy Object ... Microsoft Cor...
ffg Internet Informatio... Microsoft Cor...
.‘;"'Internet Informatio... Microsoft Cor...
g IP Security Monitor Microsoft Cor... o Advanced. ..
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cance




Certificates snap-in

This snap-n will always manage cerificates for:
() My user account
() Service account

(®) Computer account

< Back Mext = Cancel

Select Computer

Select the computer you want this snap-n to manage.
This snap-n will always manage:

(®) Local computer: fthe computer this consele is running on)

() Ancther computer: Browse...

[ ] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back Cancel



Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-n
=" ActiveX Control
Auﬂ'unrizatiun Manager
¥ Certificates

¥ Component Services
[ Computer Managern. ..
.j}- Device Manager
e Disk Management
@ Event Viewer

| Folder
'=/ Group Policy Object ...
ffg Internet Informatio. ..
.';"'Internet Informatio...
{8, 1P security Monitor
= I

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and. ..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

W

Description:

Selected snap-ns:

[“] console Root
Iﬁ] Certificates (Local Computer)

Edit Extensions. ..

Remaove

Mowve Up

Mowe Down

Advanced...

The Certificates snap-n allows you to browse the contents of the certificate stores for vourself, a service, or a computer.

oK Cancel

ﬁ Conselel - [Consele Root\Certificates (Local Computer)\Persenal\Certificates]

@ File Action View Favorites

Window Help
L ARl = RNEHESE 7 |

| Console Root
v If;‘ Certificates (Local Computer)
w || Personal
| Certifirater

Issued To

‘E;l 46daabbb-1061-4670-8075-86b5...
?Q 46daabbb-1061-4670-8075-86b5...

| Trusted All Tasks > Request Mew Certificate...
| Enterpri View 7 Import...

| Interme

= Trusted Mew Window from Here Advanced Operations
‘J: Untruste MNew Taskpad View...

| Third-Pi

| Trusted Refresh

| Client A Export List...

| Preview

| TestRoc Help

| AAD Token Issuer

] ALMm

| Remote Desktop

| Smart Card Trusted Roots

] sms

| Trusted Devices

| Web Hosting

| Windows Live ID Token Issuer

Issued By Expiration Date
MS5-Organization-P2P-Access [20...  20-Jan-2019
MS5-Organization-Access 06-Jan-2029
RAMLAMN.CA 13-Dec-2118
3 Token Signing 13-Dec-2118
Sve-SHA2-CB 03-Jan-2029

Intended Purposes Friendly Mame

Server Authenticati... <Mone>

Client Authentication  <Mone>

Server Authenticati... ConfigMgr SQL Ser...
<All= 5MS Token Signing ..
Server Authenticati.,  WMSVC-5HAZ




Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless

networks, protect content, establish identity, and do other security-related tasks,

Before requesting a certificate, verify the following:

Your computer is connected to the network

You have credentials that can be used to verify your right to cbtain the certificate

Select Certificate Enrollment Policy

Certificate enrcllment policy enables enrollment for certificates based on predefined certificate templates.

Certificate enrcllment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy
Enrollment Policy 1D {344C208C-D713-4B47-A80E-9CESD2179167)

Configured by you

L

Add Mew

Cancel

Cancel




Reqguest Certificates

“ou can request the following types of certificates. Select the certificates you want to request, and then

click Enroll.

Active Directory Enrollment Policy

[1 Computer

[ sccm wWeb Server Certificate

L Mere information is required to enrcll for this certificate. Click here to coenfigure settings.

i) STATUS: Available

jr) STATUS: Available

Details

Details

[] Show all templates

Certificate Properties

/b, Subject Gemeral Extensions Private Key Certification Authority  Signature

Enroll

Pt

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that

can be used in a certificate,

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type
Full DM

Value:

Alternative name:

Type:
DNS

Value;

Add =

< Remove

Add »

< Remove

K Cancel

Apply

Cancel




Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enrall.

Active Directory Enrollment Policy

] Cormputer ij STATUS: Available Details w
SCCM Web Server Certificate i) STATUS: Available Details
[] Show all templates
Cancel
Certificate Installation Results
The fellowing certificates have been enrclled and installed on this computer.
Active Directory Enrollment Policy
SCCM Web Server Certificate of STATUS: Succeeded Details w

gl “onsolel - [Lonsole KOOT\Lertmcates (Local Lomputer)\PersonanLeniricates|
& File Action View

e nE dRIXERH

Favorites  Window  Help

] Console Root

Issued To Issued By Expiration Date  Intended Purposes
v Certficates (Local Computer) {-]46daab6-1061-4670-8075-86b5... MS-Organization-P2P-Access (20..  20-Jan-2019 Server Authentication
v [ Personal #-146daab66-1051-4670-8075-86b5... MS-Organization-Access 06-Jan-2020 Client Authentication
Ll Cortieates LI CBRAMLAN.CA CBRAMLAN.CA 13-Dec-2118  Server Authentication

[ Trusted Root Certification Authorities

(7 Enterprise Trust

[ Intermediate Certification Authorities

(] Trusted Publishers

[ Untrusted Certificates

(7] Third-Party Reot Certification Authorities
[ Trusted People

[ Client Authentication Issuers

[ Preview Build Roots

>
>

N #515MS Token Signing
>

>

>

>

>

>

> [ TestRoots

>

>

>

>

>

>

>

>

FEIWMSve-SHA2-CB

[ AAD Token Issuer

[ ALM

[ Remote Desktop

[ Smart Card Trusted Roots

[ sMms

[ Trusted Devices

[ Web Hosting

[ Windows Live ID Token lssuer

SMS Token Signing
WMSve-SHAZ-CB

uthentication

13-Dec-2118 <All>

03-Jan-2029 Server Authentication

Friendly Name
<Mone>
<Nane>
Confighlgr SOL Ser...

SMS Token Signing .
WMSVC-SHA2

Status  Certificate Template




'@l Lonsolel - [LONsole Koot\LeriTicates (Local Lomputer)\Fersonal Leriricates]
File Action View Favorites Window Help

s | E 4B XE = BE

. Console Root
~ (5 Certificates (Local Computer)
v [ Personal

Issued To
25 46daabG6-1061-4670-8075-86b5...
25146daab66-1061-4670-8075-86b5...

Issued By

MS-Organization-Access

Certificates.
— 2
Trusted Rost Certification Authorities HCBRAMLANCA CORAMLAN.CA
= CB.RAMLAN.CA RAMLAN-DC-CA
Enterprise Trust o)

bl

SMS Token Signing
T WMSve-SHAZ-CB

SMS Token Signing
WMSvc-SHA2-CB

1 Intermediate Certification Authorities
Trusted Publishers

Untrusted Certificates

| Third-Party Root Certification Authorities
Trusted People

Client Authentication Issuers

[y

[y

| Preview Build Roots
Test Roots
| AAD Token lIssuer

(SR

b3
=
k4

L

p Certificate

General Detale Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

Issued to: CB.RAMLAN.CA
Issued by: RAMLAN-DC-CA

Valid from 19-Jan-2019 to 19-Jan-2021

ff’ You have a private key that corresponds to this certificate,

Issuer Statement

[Cox ]

MS-Organization-P2P-Access [20..

Intended Purposes Friendly Name Status  Certificate Template

Expiration Date
20-Jan-2019
06-Jan-2029
13-Dec-2118

Server Authentication <None>

Client Authentication <None>

Server Authentication ConfigMgr SOL Ser...

Server Authentication SCCM Web Server Certificate
<All>

Server Authentication

Open G

All Tasks >

SMS Token Signing ...
WMSVC-SHAZ

Cut

Copy
Delete

Properties

Help

% Certificate

General Detals  Certification Path

Shows | Al w

Field Value 2
Subject Key Identifier ab00ecc090b1e45232:8db1d. .
Auﬂworib,r Key Identifier KeylD=72a87d37218e1526¢h. .,
@CRL Distribution Points [1]CRL Distribution Paint: Distr. ..
Auﬁworih,r Information Acc... [1]Authority Info Access: Acc...
QK@; Usage Digital Signature, Key Encipher...
QSubject Alternative Name DS Mame=CB.RAMLAN.CA

75133800dc13caa1d74743bd. .

W

751a3800dc130aa1d74743bd7£3 2002811 7HB470

Edit Properties. ., Copy to File...

Configuring 1IS to Use the Web Server Certificate

The steps that we perform now will configure IIS to use the web seetificate that we had
configured in the above steps. On thenfiguration manageserver that has IIS installed, launch the
Internet Information Services (11S) Manager. Expand Sites;dlightDefault Web Site, and then select

Edit Bindings.






