HOW TO INSTALL DOMAIN CONTROLLER ROLE ON WINDOWS SERVER 2019

In this post, | will show you how to install and configure Domain Controller role on Windows Server
2019. Sofar, | have installed Windows Server 2019 operating system and installed all the updates and
restarted the system.

Create a bootable USB and boot the system to start Server 2019 installation as described below:

i Windows Setup

Windows Server- 2019

(ELEIELIR LAUEEH| English (United States)

Time and currency format: [English (Canada) -

Enter your language and other preferences and click "Next” to continue.

© 2018 Microsoft Corporation. Al nights resenved.

i Windows Setup

Windows Server- 2019

Install now

Repair your computer

S 2018 Microsoft Corporation. All ights reserved




) ) Windows Setup

Select the operating system you want to install

Operating system Architecture Date medified
Windows Server 2019 Standard 64 10,/29/2018
Windows Server 2019 Standard (Desktop Experience) w54

‘Windows Server 2019 Datacenter 64

erence)

Description:
This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktep or have an app that requires it.

@ M? Windows Setup

Applicable notices and license terms

Your use of this software is subject to the terms and conditions of the license
agreement by which you acquired this software. If you are a volume license
customer, use of this software is subject to your volume license agreement. You
may not use this software if you have not validly acquired a license for the
software from Microsoft or its licensed distributors.

EULAID:Sept2018_V_en-us

11 accept the license terms

Collecting information




@ #f) Windows Setup
Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this eption. If you want to
make changes to partitions and drives, start the computer using the installation dis /i
recommend backi ur files before you continue.

@ g Windows Setup

Where do you want to install Windows?

MName Total size Free space

Drive 0 Unallocated Space 127.0 GB 127.0 GB

+4 Refresh 7% Delete o Format

% Load driver } Extend




) Windows Setup

Installing Windows

Status

Copying Windows files (0%)
Getting fil y for installation
Installing features

Installing updates

Finishing up

ﬁ Windows Setup

Windows needs to restart to continue

|
Restarting in 9 seconds




Starting services

Getting ready




Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Reenter password scscccocs

Finish

Customize settings
Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Password

Finish




ADDS Install: Open Server Manager

TSKS +

i File and Storage Services b
B Hyperv

= Add Roles and Features Wizard — O X

DESTINATION SERVER

Select installation type oc

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ) arE )
machine, or on an offline virtual hard disk (VHD).

Installation Type

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next > Install Cancel




-h Add Reles and Features Wizard

Select destination server

Before You Begin
Installation Type

Server Selection

Server Roles

Features

-r;'a; Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

Confirmation

O x

DESTINATIOMN SERVER

Select a server or a virtual hard disk on which to install roles and features.

@) Select a server from the server pool

) Select a virtual hard disk

oo

Server Pool
Filter: | |
MName IP Address Operating System
DC 192.163.0.2 Microsoft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Select one or more roles to install on the selected server.

Roles

| < Previous | |

Next >

Install

O

OOO0ROm 00

O
O
O
O]

[] Active Directory Certificate Services

Active Directory Domain Services

[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
] Active Directory Rights Management Services

Device Health Attestation

DHCP Server

DMS Server

Fawx Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V (Installed)

MNetwork Controller

Metwork Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (115}

Windows Deployment Services

Cancel

O X

DESTINATION SERVER

Description

DC

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
rescurces anywhere on the network
through a single logon process.

< Previous | | Next >

Install




= Add Reles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selaction
Server Roles

AD DS

Confirmation

-ﬁ Add Roles and Features Wizard

Select one or more features to install on the selected server.

Features

(B 1l MET Framework 3.5 Features (1 of 3 installed)
I [W] .MET Framework 4.7 Features (2 of 7 installed)
I Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption

BitLocker Metwork Unlock

BranchCache

Client for NFS {Installed)

Containers

Data Center Bridging

Direct Play

Enhanced Storage

Failover Clustering

Group Policy Management

Host Guardian Hyper-V Support

/O Quality of Service

115 Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server

iSN5 Server service

O SN [

Description

O

DESTINATIOM SERVER

DC

.NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your custorners’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of

business processes.

< Previous | |

Mext >

Install

| | Cancel

Active Directory Domain Services

Before You Begin
Installaticn Type
Server Selaction
Server Roles
Features

Confirmation

d

DESTINATION SERVER

DC

*

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource

sharing and collaboration between users.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a

minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reporting, single sign-on te cloud and on-premises web

apps.
Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

{Previous” Next > |

Install

| | Cancel




= Add Roles and Features Wizard

Confirm installation selections

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

Confirmation

= Add Roles and Features Wizard

— O

DESTIMNATION SERVER
o

Te install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tocls) might be displayed on this page because they have
been selected automatically. i you do not want to install these opticnal features, click Previous to clear

their check boxes.

Active Directory Domain Services
Group Palicy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tocls
Active Directory module for Windows PowerShell
AD DS Toaols
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tecls

Export configuration settings
Specify an alternate source path

< Previous Mext =

Installation progress

View installation progress

o Feature installation
—

Installation started on DC

Install | [ Cancel

- O

DESTINATION SERVER
DC

X

Active Directory Domain Services
Group Pelicy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD D5 Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next >

Close Cancel



= Add Roles and Features Wizard — O x

IﬂSta||at]Oﬂ progress DESTINATION SERVER

DC

View installation progress

o Feature installation

Configuration required. Installation succeeded on DC.

Active Directory Domain Services (o)
Additional steps are required to make this machine a domain controller,
Promaote this server to a domain controller
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Metifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext = Close Cancel

e Active Directory Domain Services Configuration Wizard — O s

- - TARGET SERVER
Deployment Configuration bC

loyment Configuration

Select the deployment operation
Dromain Controller Cptions

) Add a domain controller to an existing domain
Additional Cpticns

) Add a new domain to an existing forest
Faths @) Add a new forest
Review Cptions

Specify the domain information for this operation
Prerequisites Check

Root domain name: RAMLAN.C&J

More about deployment configurations



[z Active Directory Domain Services Configuration Wizard — O bt

. . TARGET SERVER
Domain Controller Options ook

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Cptions

Forest functional level: Windows Server 2016 |  Even though, | installed Server

DMS Options
o Domain funchional level: Windows Server 2010 gl idonitiaveltheloptionite
Additional Options ' select Windows Server 2019 for
Paths Forest & Domain Functional

Specify domain controller capabilities Level. MS comment is

Review Cptions Domain Name System {DNS) server Windows Server 2019 should
Frereguisites Chack | Global Cataleg (GC) be called Windows Server 2016
v1809

Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: sessssans

Confirm password: unounu|

More about domain controller options

< Previous | | Mext » Install

B Active Directory Domain Services Configuration Wizard — O >

TARGET SERVER

DNS Options e

| i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more »

Deployment Configuration i . i
Specify DNS delegation options

Domain Controller Options

Create DMS delegation

5 Options
Additional Options -
DMS Options >
Paths
Rewview Opticns A delegation for this DMS server cannot be created because

i lé the authoritative parent zone cannot be found or it does not
run Windows DMS server, If you are integrating with an
existing DMNS infrastructure, you should manually create a
delegation to this DMNS server in the parent zone to ensure
reliable name resolution from outside the domain
"RAMLAMN.CA", Otherwise, no action is required.

Prerequisites Check

More about DMNS delegation

< Previous | | Mext = Install




fEa Active Directory Domain Services Configuration Wizard — O =

g - . TARGET SERVER
Additional Options bc
Deployment Configuration ) ) . .
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Controller Cptions
DNS Options The NetBIOS domain name: RAMLAMN
Paths
Review Cptions
Frereguisites Check
More about additional opticns
< Previous | | Mext = | | Install | | Cancel |
e Active Directory Domain Services Configuration Wizard - O *
TARGET SERVER
Paths oe
Deployment Configuration . . )
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Opticns
oS Options Database folder |cAWindows\NTDS =]
Additional Options Log files folder: | CAWindows\NTDS =]

SYSVOL folder: | CAWindows\SYSVOL =]

Review Cptions

Prereguisites Chack

Maore about Active Directory paths

< Previous | | Mext = | | Install | | Cancel




[z Active Directory Domain Services Configuration Wizard - O >

- - TARGET SERVER
Review Options bC
Deployment Configuration Review your selections:
Domain Controller Options Configure this server as the first Active Directory demnain controller in a new forest. ~
DMs Options The new domain name is "RAMLAN.CA". This is also the name of the new forest,
Additional Cptions
P The NetBIOS name of the domain: RAMLAN
Paths
ptions Forest Functional Level: Windows Server 2016
Prerequisitas Check Domain Functional Level: Windows Server 2016
Additional Opticns:
Global catalog: Yes
DMS Server: Yes
Create DNS Delegation: No v
i Active Directory Domain Services Configuration Wizard - O *
. . TARGET SERVER
Review Options =
Deployment Configuration | Review your selections:

Diomain Controller Options

DMNS Options
Additional Options

Paths

Prereguisites Chack

Create DNS Delegation: No
Database folder: C\Windows\NTDS
Log file folder: C\Windows\NTDS
SYSVOL folder: C\Windows\SYSVOL
The DMS Server service will be configured on this computer.
This computer will be configured to use this DNS server as its preferred DNS server.

The password of the new domain Administrator will be the same as the password of the local
Administrator of this computer.

These settings can be exported to a Windows PowerShell script to automate

additional installations

Maore about installation options

< Previous | | Mext = | | Install | | Cancel




= Active Directory Domain Services Configuration Wizard — a x

. s _ TARGET SERVER
Prerequisites Check =
‘ Q All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more »®

Deployment Configuration Prerequisites need to be validated before Active Directery Domain Services is installed on this
Domain Centroller Options computer
DNS Qptions Rerun prerequisites check
Additional Cptions
aths @ View results
1

Windows Server 2019 domain contrallers have a default for the security setting narmed
o "Allow cryptography algorithms compatible with Windows NT 4.0% that prevents weaker
Prerequisites Check cryptography algorithms when establishing security channel sessions.

Feview Options

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

I This computer has at least one physical network adapter that does not have static [P
address(es) assigned to its IP Properties, If both IPvd and IPv6 are enabled for a network
adapter, both [Pv4 and |Pvé static IP addresses should be assigned to both IPvd and
|PvE Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

1 If you click Install, the server automatically reboots at the end of the prometion cperation.

More about prerequisites

< Previous MNext > Install | | Cancel

After ADDS is installed system will restart.

Create Reverse DNS:

Open DNS Manager and select Reverse Lookup Zone — Right Click New Zone

£, DNS Manager — (] >
File Action View Help
== | nElcd= HBHmE E B

£, DNS Name Type Status DMNSSEC Status Key Master
~ F bc
~ [ 7] Forward Lockup Zones
= _msdcs RAMLAM.CA
] RAMLAN.CA
~ || Reverse Loockup Zones

=/ 0.168.192.in-addr.arp
Trust Points
Conditional Forwarders




Mew Zone Wizard >

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
sErver,

e
Z A rone franslates DMS names to related data, such as IP
addresses or network services,
To continue, didk Mext,
« Back Cancel
Mew Zone Wizard >
Zone Type

The DMS server supports various types of zones and storage. ﬁ
Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() 5tub zone

Creates a copy of a zone containing only Mame Server (NS), Start of Authority
(504A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available anly if DMNS server is a writeable domain
controller)



Mew Zone Wizard

Active Directory Zone Replication Scope
You can select how you want DNS data replicated throughout your network.,

Select how you want zone data replicated:
(") To all DNS servers running on domain controllers in this forest: RAMLAN.CA

{®) To all DNS servers running on domain controllers in this domain: RAMLAN.CA
(") To all domain controllers in this domain (for Windows 2000 compatibility): RAMLAM.CA

To all domain controllers specdified in the scope of this directory partition:

Mew Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DMS names,

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvG
addresses,

(®) IPv4 Reverse Lookup Zaone

() IPvE Reverse Lookup Zone




Mew Zone Wizard

Reverse Lookup Zone Mame
A reverse lookup zone translates IF addresses into DMS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(@) Metwork ID:
[1s2 182 .of

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

() Reverse lookup zone name:

0. 168, 192.in-addr.arpa

<oack Concei

Mew Zone Wizard
Dynamic Update
You can specify that this DMS zone accepts secure, nonsecure, or no dynamic
updates. | =
Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DMS server whenewver changes occur.
Select the type of dynamic updates you want to allow:
(®) Allow only secure dynamic updates {recommended for Active Directory)
This option is available only for Active Directory-integrated zones.
{3 Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
8 This option is a significant security vulnerability because updates can be
— accepted from untrusted sources.
{_) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.
< Back Cancel

Mew Zone Wizard

Completing the New Fone Wizard

You have successfully completed the Mew Zone Wizard. You
specified the following settings:

Mame: 0.168. 192.in-addr.arpa
Type: Active Directory-Integrated Primary
Lookup type: Reverse

Mote: ¥You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

<oae Cancel




E, DNS Manager
File Action View Help

o=z r1EXEBe= BE 86

Before You Begin

Server Selection

.{?E DNS Mame Type Data Timestamp
v i Z'CF 4 Lookun Z. :ﬂ_msdcs
- orward Lookup Zones =
> [ _msdcsRAMLAN.CA g‘:'tes
v ) RAMLAN.CA —-'P
» 2] _msdes ?‘Udp .
N _J sites j_DomamDnsZones
s O tep jForestDn;Zones
s [ _udp E(;ame as parent folder) Start of Authority (SOA) [26], dc.ramlan.ca,, hostm...  static
+ 7] DomainDnsZones Q(;ame as parent folder) Mame Server (N5) dc.ramlan.ca. static
5 [ ForestDnsZones Q(;ame as parent folder) Host (A) 192.168.0.2 2018-12-30 2:00:00 PM
~ [ | Reverse Lookup Zones Edc Host (&) 182.168.0.2 static
(2] 0.168.192.in-addr.arpa
> || Conditional Forwarders
DHCP Role:
fe Add Roles and Features Wizard — O >
. - DESTINATIOM SERVER
Select installation type DCRAMLANCA

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next > Install Cancel




= Add Roles and Features Wizard

Select destination server

Before You Begin
Installation Type
Server Selection
Server Rolas

Features

-ﬁ Add Roles and Features Wizard

Select server roles

Before You Begin
Installaticn Type
Server Selection

ver Roles

Featurss
DHCP Sarver

Confirmation

Select a server or a virtual hard disk on which to install roles and features.

(@) Select a server from the server pool
() Select a virtual hard disk

Server Pool

O >

DESTIMNATIOMN SERVER

DC RAMLAN.CA

Filter:

Mame IP Address Cperating System

DC.RAMLAN.CA 192.168.0.2 Microscft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | |

Mext >

Select one or more roles to install on the selected server.

Roles

[ Active Directory Certificate Services

+f| Active Directory Domain Services (Installed)
[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
Active Directory Rights Management Services

Device Health Attestation
&
DNS Server (Installed)

Fax Server

File and Storage Services (2 of 12 installed)
Host Guardian Service

Hyper-V (Installed)

MNetwork Controller

MNetwork Policy and Access Services
Print and Document Services
Remote Access

Remate Desktop Services

Volume Activation Services

[ wWeb Server (1IS)

[] Windows Deployment Services

OO0O0000ROmO<RO0

Description

Install

d x

DESTINATION SERVER

DCRAMLAN.CA

Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client

computers,

< Previous | | Next >

Install

Cancel



E= Add Roles and Features Wizard — [} =

DESTINATIOM SERVER

Select features DC.RAMLAN.CA

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
ST S T8 BN IB.NET Framework 2.5 Features (1 of 3 installed) ~ -NET Framework 3.5 combines the
Server Roles b [M] .NET Framework 4.7 Features (2 of 7 installed) power of the .NET Framework 2.0
I [] Background Intelligent Transfer Service (BITS) .:P_Is !""th L= te;hnologles for
= — [ BitLocker Drive Encryption mldm.g appllca_tlcns that offer
DHCP Server O BitLocker Network Unlock O e o P L T e [ T
_ ) ] BranchCache your customers' personal identity
Confirmiation | Client for NFS (Installed) information, enable seamless and
[ ] Containers secure communication, and provide
[] Data Center Bridging the ability to model a range of
[ Direct Play business processes.
[] Enhanced Storage
[] Failover Clustering
~'| Group Policy Management (Installed)
[] Host Guardian Hyper-V Support
] YO Quality of Service
[] s Hostable Web Core
[] Internet Printing Client
[ 1p Address Management (IPAM) Server
[1 iS5 Server service v
< >
< Previous | | MNext > Install
= Add Roles and Features Wizard — O >
DESTIMNATIOMN SERVER
DHCP Server DCRAMLAN.CA

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
Installation Type computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Before You Begin

Server Selection
Server Roles

Featurss Things to note:

* You should configure at least one static IP address on this computer.

Confirmation * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

< Previous | | Next > Install




= Add Roles and Features Wizard — O =
Confirm installation selections e A ant ca

Before You Begin
Installation Type
Server Sglection
Server Roles
Features

DHCP Server

Confirmati

- -
& Add Roles and Features Wizard

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DHCP Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path

< Previous | | Mext = | | Install | | Cancel

— a

DESTINATION SERVER

Installation progress BCRAMLAN CA

View installation progress

o Feature installation
L
Configuration required. Installation succeeded on DC.RAMLAN.CA.

X

DHCP Server

Launch the DHCP post-install wizard
Complete DHCP conﬁgurationh
Remote Server Administration Teols

Role Administration Tools
DHCP Server Toaols

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext > | | Close | | Cancel




iz DHCP Post-Install configuration wizard — O =

Description
The following steps will be performed to complete the configuration of the DHCP Server on the
- target computern:
Authorization
Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).

[z DHCP Post-Install configuration wizard — O X

Authorization

Description Specify the credentials to be used to authorize this DHCP server in AD DS.

(@) Use the following user's credentials

User Name: | RAMLAN\Administrator

() Use alternate credentials

UzerMame:

) Skip AD authorization

MNext > Commit || Cancel




iz DHCP Post-Install configuration wizard

Summary

Summa

The status of the post install configuration steps are indicated below:

Creating security groups
effective.

Authorizing DHCP server

SRR b '+ 111

Please restart the DHCP server service on the target computer for the security groups to be

SOOI B s 1 1

< Previous MNext > Cancel
DHCP Scope:
Open DHCP Manager
@ DHCP - ]
File Action View Help
e=|zFlE d BF &2
Z DHCP Actions
v ﬂ decramlan.ca @ Add aScope Pvd
v 3 P b
= i More Actions
E Ser\.re.r Options A scope is a range of IP addresses assigned to computers requesting a dynamic IP address. You
E Policies must create and configure a scope before dynamic IP addresses can be assigned.
> [#| Filters
» i IPvi To add a new scope, on the Actien menu, click Mew Scope.

For more information about setting up a DHCP server, see online Help.




Mew Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your networl,

To continue, click Mext.

Bac Cancel

Mew Scope Wizard

Scope Name T
You have to provide an identifying scope name. You also have the option of providing

a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: |H|:ume Lab 2019

Diescription: |DHCF‘ Scope for Home Lab 2019

< Back Cancel




Mew Scope Wizard

IP Address Range ot
fou define the scope address range by identifying a set of consecutive IP addresses.

— Corfiguration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: |192.1ﬁa. 0.2

End IP address: |192.1ﬁ8. 0 . 254

— Configuration settings that propagate to DHCP Client

Length: I 24_%

Subnet mask: |255255255 0

< Back MNext = Cancel
Mew Scope Wizard
Add Exclusions and Delay T
Exclusions are addresses or a range of addresses that are not distrbuted by the
gerver. A delay is the time duration by which the server wil delay the transmission of a
DHCPOFFER message.

Type the IF address range that you want to exclude. ¥ you wart to exclude a single
address, type an address in Start [P address only.

Start IP address: End IP address:

||... ﬁddl

Excluded address range:

192.168.0.2to 132.168.0.100 Remove |

Subnet delay in milli second:

L >

< Back Mext = Cancel




Mew Scope Wizard
Lease Duration —C
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical netwark . For mobile netwarks that consist mainhy of
portable computers ar dial-up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

= [ [oF

< Back Mext = Cancel
Mew Scope Wizard
Configure DHCP Options —
You have to corfigure the most commaon DHCFP options before clients can use the
sCope.

‘When clients obtain an address, they are given DHCP options such as the IP

addresses of routers (default gateways), DMS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovemide settings corfigured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

{* iYes, | want to corfigure these options now

" Mo, | will configure these options later

< Back Mext = Cancel



Mew Scope Wizard

Router (Default Gateway) T
You can specify the routers, or default gateways, to be distibuted by this scope.

To add an IP address for a router used by clients, enter the address below.

IP address:
| | Add
152.168.01 Femove |
L |
Drawr |
< Back Mext = Cancel
Mew Scope Wizard

Domain Name and DNS Servers T
The Domain Mame System (DNS) maps and translates domain names used by clients

on your netwaork .

fou can specify the parent domain you wart the client computers on your network to use for
DMS name resalution.

Parent domain:

To configure scope clients to use DNS servers on your network, enter the |P addresses for those
SEIVErs.

Server name: IP address:

| . . . Add

Feszolve | 152.168.0.2 Femove

Up

Dromr

L

< Back Mext = Cancel




Mew Scope Wizard

Domain Name and DNS Servers e
The Domain Mame System (OMS) maps and translates domain names used by clients

on your netwark;.

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain: |H}-‘-.I'u1 LAM.CA

To configure scope clients to use DNS servers on your network, enterthe |IP addresses for those
SErVErs.

Server name: IP address:
DC.RAMLAN CA | |

Resalve | 192.168.0.2

P

< Back Mext = Cancel

Mew Scope Wizard

WINS Servers —
Computers unning Windows can use WINS servers to convert NetBIOS computer

names to I[P addresses.

Ertering server IP addresses here enables Windows clients to query WINS before they use
broadcasts to register and resolve NetBIOS names.

Server name: IP address:

B
_ Fesve|

s

To change this behavior for Windows DHCP clients modify option 046, WINS/MNET Node
Type. in Scope Options.

< Back Mext = Cancel



Mew Scope Wizard

Activate Scope o
Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

{* Yes, | want to activate this scope now:

" Mo, | will activate this scope later

< Back Cancel

Mew Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by rght clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

< Back Cancel




W DHCP

File Action View Help

= = | 7| @ =] H [l S
& pHCP Option Name Vender Value Actions
> E de 'Iap"""l“” ca = 003 Router Standard 192.168.0.1 Server Options
~ b IPv: =
T -5 D05 Name Servers Standard 192.168.0.2 Mere Actions
e e Bm.0.0] Home Lab 2019 S 006 DNS Servers Standard 192.168.0.2
e Pt = 015 DNS Domain Name Standard

RAMLAN.CA
& Address Leases

%1 Reservations
Scope Options
Il Policies
Il Policies
#| Filters
=, 1Pv6

KMS Configuration:

We have to open MTK 2.6.4 & install AutoKMS service. You can Google for MTK 2.6.4 & download.

] . . N T T - . ——
»  Microsoft Toolkit.exe 2018-05-04 8:35 PM Application 57,806 KB
A2 Windows Toolkit 2.6.4 =
Main Activation  Product Keys License Backup
Activator/Tool Selection Actiwations/Licensing Functions
Teol: KMS Server Service S Activate Phone
|:> Install Rearm Aorailable
Check EF - Activator
Information Console
Credits Readme = Settings
&J Windows Toolkit 2.6.4 =

Main Activation  Product Keys

License Backup

Activator/Tool Selection Activation/Licensing Functions

Tool KPS Server Service ~ Activate Phone

Uninstall Rearm Aovailable

Check EFf - Activator

Informaticon Conscle

Credits Readme 1= Settings



DNS configuration for KMS Service:

Open DNS Manager and complete the following:

Right-click on the _tcp folder and select Other New Records.
Select Service Location (SRV) as the new record type.
Fill in the following information for the new record:

Service: _VLMCS

(Note: This is not in drop-down list, so you need to type. Include underscore at the beginning.)

Protocol: _tcp
Port: 1688
Priority: 10

Host offering the service: hostname

MNew Rescurce Record

Service Location (SEWV)
Domain: | tep.RAMLAN.CA |
Service: [_vLmCs ~]
Protocol: |_tcp L |

Weight:
Port number:

Host offering this service:

1638

| DC.RAMLAN CA,

Allow any authenticated user to update all DMNS records with the same
name. This setting applies only to DMS records for a new name.

Help

éDNSManager
File Action View Help

e R ECz BH=El§ 88

2 DNS
w ﬂ DC
w || Forward Lookup Zones
=/ _msdcs,RAMLAN.CA
v ] RAMLAN.CA
- | _msdes
| _sites
| _tep
7| _udp
~| DomainDnsZones
| ForestDnsZones
w [ ] Reverse Lookup Zones
=/ 0.168.192.in-addr.arpa
| Conditional Forwarders

Mame

[ERE
E—I_kerberos
E—I_kpasswd
E—I_Idap

Elvmcs

Type

Service Location (SRV)
Service Location (SRV)
Service Location (SRV)
Service Location (SRV)
Service Location (SRV)

Data

[0](100][3268] DC.RAMLA...
[oj0100][&8] DC.RAMLAM....
[010100][464] DC.RAMLAM...
[0][100][389] DC.RAMLAM...
[10][0][1688] DC.RAMLAM...

With above configuration, we can activate Servers and Workstations automatically

Timestamp

2018-12-30 4:00:00 PM
2018-12-30 4:00:00 PM
2018-12-30 4:00:00 PM
2018-12-30 £:00:00 PM

static



Certificate Authority:

Now we will install CA role which we might require to issue self signed SSL certificate for internal use.

B erver Manager - v A

Server Manager * Dashboard

T Dashbowrd ROLES AND SERVER GROUPS
¥ Local Server e Se e
& Al servers i apos 1 ¥ DHCP 1 2 DNs 1 g e and Storge 1 B Hyperv 1 § Local Server 1
il ADDS Services
11 pHce @® Manageability @ Manageability @ Manageability (@® Manageability @® Manageability @® Manageability
o vents s Events Erents Events Events
¥E Fie and Storage Services b Services Services Services Services Services
B Hyperv Performance Pertormance Performance Performance
BPA results BPA results BPA results BPA results
i Al servers 1
® Mansgesbiy
Events
Services
Performance
BPA results
-
= Add Roles and Features Wizard — O *

DESTINATION SERVER

Select installation type SCRAMLAN.CA

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ) HEE -
machine, or on an offline virtual hard disk (VHD).

Installation

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.




-ﬁ Add Reles and Features Wizard

Select destination server

Before You Begin
Installation Type
Server Selection
Server Roles

Featuras

= Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server Selection
Features
AD C5

Role Services

Confirmation

O >

DESTINATION SERVER
DCRAMLAMN.CA

Select a server or a virtual hard disk on which to install roles and features.

(®) Select a server from the server pool

() Select a virtual hard disk

Server Pool
Filter: | |
Mame IP Address Operating System
DC.RAMLAN.CA 192.168.0.2 Microsoft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and

newly-added servers from which data cellection is still incomplate

are not shown.

| < Previous | | Mext »

Install

Select one or more roles to install on the selected server.

Roles

Active Directory Certificate Service _ -
+f| Active Directory Domain Services (Installed)

[] Active Directory Federation Services

[ Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation

DHCP Server (Installed)

DMS Server (Installed)

Fax Server

File and Storage Services (2 of 12 installed)

Host Guardian Service

Hyper-V (Installed)

MNetwork Controller

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (lIS)

[] Windows Deployment Services "

OO0000O0ROmOdRO0

d x

DESTIMATION SERVER

Description

DCRAMLAN.CA

Active Directory Certificate Services

(AD C5) is used to crea

te

certification authorities and related
role services that allow you to issue
and manage certificates used in a

variety of applications.

< Previous | | MNext >

Install




-ﬁ Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
Features
AD <5

Role Services

Confirmation

= Add Roles and Features Wizard

Select one or more features to install on the selected server,

Features

b
|+ (W] .MET Framework 4.7 Features (2 of 7 installed)
I+ [] Background Intelligent Transfer Service (BITS)

[] BitLacker Drive Encryption

1 BitLocker Network Unlock

[1 BranchCache

[] Client for NFS

1 Containers

(=)
o
u
i
[a]
m
=
2
o
L
m
=
[« 8
a
5
Ii5]

Direct Play

Enhanced Storage

Failover Clustering

Group Policy Management (Installed)
Host Guardian Hyper-V Support

/O Quality of Service

IS Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server
iSMS Server service

1000008000

~

Description

DESTINATIOM SERVER
DCRAMLAN.CA

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity

information, enab

le seamless and

secure communication, and provide

the ability to mod

el a range of

business processes.

< Previous | |

Mext >

Install

Active Directory Certificate Services

Before You Begin
Installation Type
Server Selection

Server Roles

Role Services

Confirmation

- O >

DESTINATION SERVER
DCRAMLAN.CA

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenanos
such as secure wireless networks, virtual private networks, Internet Protocel Security (IPSec), Netwaork
Access Protection (MAP), encrypting file system (EFS) and smart card leg on.

Things to note:

* The name and domain settings of this computer cannot be changed after a certification authority
(CA) has been installed. If you want to change the computer name, join a domain, or promote this
server to a domain controller, complete these changes before installing the CA. For maore

information, see certification authority naming.

< Previous | |

Next >

Install

Cancel



= Add Roles and Features Wizard — O s

DESTINATIOM SERVER

Select role services DCRAMLAN.CA

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description

Server Selection Certification Authority Web

Certification Authority . .
server Roles [] Certificate Enroliment Palicy Web Service Enrollment provides a simple Web
EOaThIE: [] Certificate Enrollment Web Service interface that allows users to
- perform tasks such as request and
AD CS [ Metwork Device Enrollment Service renew certificates, retrieve certificate
[

revocation lists (CRLs), and enroll for

Online Responder b
smart card certificates.

Role Services

web server Role (IIS)
Role Services

Confirmation

< Previous | | Mext = Install

= Add Roles and Features Wizard — O >

DESTIMATION SERVER

Web Server Role (HS) DCRAMLAN.CA

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (1IS) 10.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates 115 10,0, ASP.NET, and Windows
Communication Foundation.

Before You Begin

Server Selection
Server Roles
Features . . . . . .
* The default installation for the Web Server (lIS) role includes the installation of role services that
ADCS enable you to serve static content, make minor customizations (such as default documents and HTTP

Role Services errors), monitor and log server activity, and configure static content compression.

Web Server Role (115)

Role Services

Confirmation

More information about Web Server IIS

< Previous | | Next > Install




-& Add Roles and Features Wizard

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles
Features
AD CS

Role Services
Web Server Role {lI5)

Role Services

Confirmation

-ﬁ Add Roles and Features Wizard

Select the role services to install for Web Server (II5)

Role services

— O x

DESTINATION SERWVER
DCRAMLAN.CA

Description

-
- Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
HTTP Redirection
[1 WebDAV Publishing
Health and Diagnostics
HTTP Logging
[] Custorn Logging
Logging Tools
[] ODEC Logging
Request Monitor
Tracing
Performance
Static Content Compression
[1 Dynamic Content Compression
4 [V Security

a [V]

~ Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to
create Web-based applications.

< Prewvious | |

Install

Mext =

Confirm installation selections

Before You Begin
Installation Typs
Server Selection
Server Roles
Features
AD C5

Role Services
Web Server Role (115)

Role Services

Confirmation

— d x

DESTINATION SERVER
DCRAMLAN.CA

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if required

Cptional features (such as administration tools) might be

displayed cn this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

their check boxes.

Active Directory Certificate Services
Certification Autharity

Certification Autharity Web Enrollment

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Autharity Management Tools

Web Server (1IS)
Management Teols
lI5 & Management Compatibility

Tl W B —

Export configuration settings
Specify an alternate source path

< Previous

MNext > Install | | Cancel




= Add Roles and Features Wizard — [ =

DESTINATIOMN SERVER

Installation progress DCRAMLAN.CA

View installation progress

o Feature installation

Configuration required. Installation succeedead on DC.RAMLAN.CA.

Active Directory Certificate Services -
Additional steps are required to configure Active Directory Certificate Services on the
destination server

Configure Active Directory Certificate Services on the destination server _
Certification Authority
Certification Authority Web Enrollment

Remote Server Administration Tools

Role Administration Tools

Active Directory Certificate Services Tools
Certification Authority Management Tools

Web Server (115} -

You can close this wizard without interrupting running tasks. View task progress or cpen this

page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

< Previcus MNext > Cancel
[z AD CS Cenfiguration — O >

. DESTINATION SERVER
Credentials DC.RAMLAN.CA

Credentials Specify credentials to configure role services
Role Services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* MNetwork Device Enrollment Service

Credentials: | RAMLAN\Administrator || Change...

More about AD C5 Server Roles



& AD CS Configuration

Role Services

Credentials

Role services

Setup Type

CA Type

Private Key
Cryptography
A Name
Walidity Period

Certificate Database

Confirmation

= ADCS Coenfiguration

Setup Type

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA Name
validity Period

Certificate Database

Confirmation

— [} x

DESTIMNATIOM SERVER
DC.RAMLAN.CA

Select Role Services to configure

Certification Authority

Certification Authority Web Enrcliment
Cnline Responder
Metwork Device Enrollment Service
Certificate Enrollment Web Service
Certificate Enrollment Policy Web Service

More about AD CS Server Roles

< Previous | | Mext > Configure

- O x

DESTINATION SERVER
DC.RAMLAN.CA

Specify the setup type of the CA

Enterprise certification authonties (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

®) Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

() Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection [offline).

Maore about Setup Type

< Previous | | Mext > Configure




E= AD CS Configuration — O >

DESTINATIOM SERVER

CA Type DC.RAMLAN.CA

Credentials Specify the type of the CA
Role Services

Setup Type When you install Active Directory Certificate Services (AD C5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its

L= own self-signed certificate. A subordinate CA receives a certificate from the CA abowve it in the PKI
Private Key hierarchy.
Cryptography ®) Root CA
CA MName Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

Walidity Period O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authonized to issue certificates by
Confirmation the CA abowe them in the hierarchy.

Certificate Database

More about CA Type

< Previous | | Mext > | | Configure | | Cancel

= AD CS Configuration — O =

DESTINATION SERVER

Private Key DC.RAMLAN.CA
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type @) Create a new private key

Use this option if you do not have a private key or want to create a new private key.

cryptography ) Use existing private key
CA Name Use this option to ensure continuity with previcusly issued certificates when reinstalling a CA.
walidity Period Select a certificate and use its associated private key

Certificate Database Select this option if you have an existing certificate on this computer or if you want to

. import a certificate and use its associated private key.
Confirmation

Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

< Prewvious | | Mext = | | Configure | | Cancel




= AD CS Configuration — O =

DESTINATION SERVER

Cryptography for CA DCRAMLAN.CA
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CA Type | RSA#Microsoft Software Key Storage Provider h | | 2048 h

Private Key

Select the hash algorithm for signing certificates issued by this CA:

[sHAZ56 | ~
CA Mame SHA284
Validity Period SHAS512
Certificate Database SHA1
KOS -

Confirmation
[] Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

< Previous | | Mext = | | Configure | | Cancel |

[z AD CS Configuration — O =

DESTINATION SERVER

CA Name DC.RAMLAN.CA
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authorty (CA). This name is added to all
_ certificates issued by the CA. Distinguished name suffix values are automatically generated but can
S be modified.
Private Key
S h Common name for this CA:
ryptogra
e |RAMLAN-DC-CA |
validity Pericd Distinguished name suffix:
Certificate Database |DC:R.AMLAN,DC:CA |

Confirmation

Preview of distinguished name:

| CN=RAMLAN-DC-CA DC=RAMLAN DC=CA |

More about CA Name

< Previous | | MNext > | | Configure | | Cancel




= AD CS Configuration — O =

DESTINATION SERVER

Valid Ity Period DC.RAMLAN.CA
Credentials Specify the validity pericd
Role Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA)
Ca Type E || ears Y]
Private Key CA expiration Date: 2023-12-30 7:05:00 PM

Cryptography The validity period configured for this CA certificate should exceed the validity period for the

CA Mame certificates it will issue,

validity P

Certificate Databaze

Confirmation
More about Validity Period
< Prewious | | MNext = | | Configure | | Cancel |
[z AD C5 Configuration - O >
DESTINATION SERVER
CA Database DC.RAMLAN.CA
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type |Cf\‘lﬁndows'\syshem32‘\cmlug |
fuelis ez Certificate database log location:
Cryptography |C:\Window5\iystem32\€ertLog |
CA Mame

Validity Peried

Certificate Database

Confirmation

More about CA Database

< Previous | | Mext » | | Configure | | Cancel




[ AD CS Configuration — O >

DESTINATION SERVER

Confirmation DC.RAMLAN.CA
Credentials To configure the following roles, role services, or features, click Configure.
= (%) Active Directory Certificate Services
Setup Type

Certification Authority
CA Type .
CA Type: Enterprise Root
ROvateikey Cryptographic providen RSAZMicrosoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAZ256
A MName Key Length: 2045
validity Period Allow Administrator Interaction: Disabled
Certificate Validity Pericd: 2023-12-30 7:05:00 PM

Certificate Databaze
- . Distinguished Name: CH=RAMLAN-DC-CA,DC=RAMLAN,DC=CA
Certificate Database Location:  C\Windows\system32\Certlog

Certificate Database Log CAWindows\system32\Certlog
Location:

Certification Authority Web Enrollment

< Previous Next > Configure | | Cancel

f= AD CS Cenfiguration — O *

DESTINATION SERVER
Results DC.RAMLAN.CA

The following roles, role services, or features were configured:

(#) Active Directory Certificate Services

Certification Authority Q Configuration succeeded
More about CA Configuration

Certification Authority Web Enrollment a Configuration succeeded
Maore about Web Enrollment Configuration

< Previous Mext > Close Cancel



IS Manager Binding:

Open IIS Manager — Go to CertSrv

) Intemet Information Services (I5) Manager

- =3 X
f&7 0 ) DC » Stes » Defout WebSite » CenSev » [T
File [ View | Help
. P /Centsrv H
e
Q-Hi2 8 B fCertSrv Home
& Stom Page — —
93 DC (RAMLAN Administrator] Fiter * ¥ 6o - E@showAll |Grovpby Aes - i
3 Application Pools 3 -
&l Sites o £ = - il 2 2 E' 3 ; e = & " toiie
v @ Defout Web Ste &= ?‘% j-;ﬂ o &e & H -d) s = E M o =
51 Certéreil AP Authentic.. Compresion Defoul  Directory  EvorPages  Feied  Handler  WTTR WITP  logging MMETypes Modules  Ouipul  Request S5l Seltings
T Document  Browsing Request T Mappings  Redrect  Respan Coching  Fiteing Browse Applcation
Management s 200 (Rt
Configurat

Editer

If you want *443 under Manage Application — do the following

~ 83 DC (RAMLANYAdministrator) T
E- @ Application Pools s
~ @ Sites %
e a EjEfE'CL 0] Explore
7 ] o
Edit Permissions...
@ c
Add Application...
Add Virtual Directory...
Edit Bindings._
Manage Website 3
izal Refresh
.  Remove
Rename
02 Switch to Content View
Site Bindings ? >
Type Host Mame Port IP Address Binding Informa... - Add...
http 0 * :
Edit...
Remove
Browse

Close




~
X

Add Site Binding
Port:
~— | |23

IP address:

Type:
https o

Host names:
|

1 Require Server Mame Indication

[ Disable HITTRS2
[] Disable OQCSP Stapling

S55L certificate:

FAMLAM-DC-CA il Select... Wiew...

Cancel

Site Bindings ? >
Type Host Mame Port IP Address Binding Informa... Add... I
http a0 * .

- Edit...
https 443
Remowe
Browse
Close
@ Internet Information Services (I5) Manager — O x
« o @b DC » Sites » Default WebSite b CertSrv b W s @
File View Help
- &8 1= /CertSrv Home B Blore
-5 Start Page . . = Edit Permissions...
62 D (RAMLAN Administrston) Filter: ~ W% Go ~ (ghShow All | Group by: Area - -

L2} Application Paols 1S

v 8] Sites o o fl E
v €9 Default Web Site = f @ =0
4] CertEnroll ASP Authentic... Compression  Default Directory  Error Pages

P CertSrv Document  Browsing Request Tra...

H o+ = §

Modules  Output  Request  SSL Settings
Caching  Filtering

Y L’J S

L) = ﬂ
Failed Handler HTTP HTTP Logging  MIME Types
Mappings ~ Redirect  Respon...

Management

B

Configurat..
Editor

With this we have completed a number of tasks on the Domain Controller.

Thanks

Ram Lan
30'" Dec 2018

Manage Application
Browse Application

Advanced Settings...
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