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Applies to: Configuration Manager (current branch, versions 2103, 2107, 2111, 2203, 2207)

Summary of KB15599094

The client push installation account always attempts an NTLM connection to a client to retrieve WMI query results during
the installation process. This NTLM connection only applies to computers in a trusted domain, and happens even If the
Allow connection fallback to NTLM option is disabled in Client Push Installation Properties.

Environments using versions of Configuration Manager current branch prior to 2102 are encouraged to update to a later
supported version. Administrators can also disable use of automatic and manual client push installation methods to
remove the risk of exposure to both this issue and the issue described in KB 15498768. For more information on support
and servicing, see Support for Configuration Manager current branch versions.

Update information for Microsoft Endpoint
Configuration Manager, versions 2103-2207

An update to resolve this issue is available in the Updates and Servicing node of the Configuration Manager console for
environments that have versions 2103-2207 installed.

Update replacement information
This update replaces the following previously released update.

KB 15498768 NTLM connection fallback update for Microsoft Endpoint Configuration Manager

Restart information

For Configuration Manager versions 2107 and later, this update doesn't require a computer restart or a site reset after

installation.

Configuration Manager version 2103 will require a site reset after update installation.

Additional installation information

After you install this update on a primary site, pre-existing secondary sites must be manually updated. To update a
secondary site in the Configuration Manager console, select Administration > Site Configuration > Sites > Recover
Secondary Site, and then select the secondary site. The primary site then reinstalls that secondary site by using the
updated files. Configurations and settings for the secondary site aren't affected by this reinstallation. The new, upgraded,
and reinstalled secondary sites under that primary site automatically receive this update.

Run the following SQL Server command on the site database to check whether the update version of a secondary site
matches that of its parent primary site:

sQL M Copy

select dbo.fnGetSecondarysiteCMUpdateStatus {'SiteCode of secondary_site”)

If the value 1 is returned, the site is up to date, with all the hotfixes applied on its parent pnimary site.

If the value O is returned, the site has not installed all the fixes that are applied to the primary site, and you should use

the Recover Secondary Site option to update the secondary site.

Version information

MNo major components are updated with this release.



https://learn.microsoft.com/en-us/mem/configmgr/hotfix/2207/15599094

File information

File information is available in the following version-specific file lists (KB15599094_FileList. txt):

Configuration
onfigura
Configurati
Configura
Configuratic

Release history
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Name State Prereq Only |} lgnore Prereq Warning || Full Version Client Version Last Update Time

: Cenfiguration Manager 2207 Hotfix (KB15599094) 24-5ep-2022 1200 AM  Ready to 5.00.0088.1013

g Configuration Manager Updates Wizard X
Ejg General (@
-

Configuration Manager 2207 Hotfix (KB15599094)

License Terms

Summary
Progress Thig wizard helps you configure and install this update.
Completion Learn more about vpdates for Configuration Manager.

This version includes:

Corfiguration Manager site server updates

Prerequisite warnings:

Ignore any prerequisite check wamings and install this update regardless of missing requirements.

Privacy Statement



F}:-?' Configuration Manager Updates Wizard

8‘! License Terms

EZwarl Review and accept the terms for this update pack
Summary
Progress You must accept the License Temms and Privacy Statement to continue installation.

Completion
View the Microsoft Endpoint Corfiguration Manager License Terms

View the Microsoft Connected Cache License Temms

View the Microsoft Edge WebView 2 Burtime License Termms

View the Privacy Statement

| accept these License Terms and Privacy Statement.

Leam mare about licensing and Software Assurance

< Previous Cancel
E:.? Configuration Manager Updates Wizard
3 Summary

Eaem Confirm the settings
License Terms
Progress Details:
Completion

Summary of update package installation

Install Update Package Configuration Manager 2207 Hotfoc (KE15555094)

Prerequisite wamings will be ignored

To change these settings, click Previous. To apply the settings, click Next.
< Previous Cancel




E:.? Configuration Manager Updates Wizard >

gg Completion E

General

Licenses Terms The task "Configuration Manager Updates Wizard" completed successfully

Summanrny
Progress Dietails:
Completion
Summary of update package installabon

¥ success: Install Update Package Configuraiion Manager 2207 Hotfix (KE15555054)
Prerequisite warnings will be ignored

To exit the wizard, click Close

Close

Updates and S

00 AM  Installing 5.00.9088.1013 06-Oct-2022 8:43

on IL e Ti

Manager 2207 Hotfie (KB15599094) )AM  Installed 5.00.9083.1013 06-Oct-2022 8:56 AM
Update Pack Installation Status >
Detailed status for the Configuration Manager 2207 Hotfix (KB 15559054) installation on the site TOR: Refresh

Wiew Post-Setup Configuration tasks

Mame Status Last Update Time
¥ Download Completed 0E-Oct-2022 2:21:37 AM

Q Replication Completed 06-0ct-2022 8:44:06 AM

£ Prerequisite Check Completed with ... 0E-Oct-2022 8:44:34 AM

g nstallation Completed 06-Oct-2022 8:56:25 AM

[/ ! Post Installation 06-Oct-2022 8:58:26 AM

Mame - Status Last Update Time Description

'ﬁ' Installing SM5_EXECUTIVE service Completed 06-Oct-2022 8:57:29 AM Installing SMS_EXECIL

nstallimg SM5_DATABASE_NOTIFICATION_MOMNITO... Completed 06-Oct-2022 8:57:25 AM Installing SMS_DATAI

nstalling SMS5_HIERARCHY_MAMAGER component Completed 0E-Oct-2022 8:57:25 AM Installing SMS5_HIER#2
nstallimg SMS_REPLICATION_COMFIGURATIOMN_MO... Completed 06-Cct-2022 8:57:25 AM Installing SMS_REPLI

' Monitoring replication initialization Completed 0E-Oct-2022 8:57:25 AM Monitoring database re

' Updating Configuration Manager Client Preproduction Pa... Completed 06-Oct-2022 8:58:05 AM Updating StagingClien

¥ Updating Client folder on Site Server Completed 0E-Oct-2022 8:58:26 AM Updating Client falder
Q Updating Corfiguration Manager Client Package Completed 0E-Oct-2022 8:58:26 AM Updating Client falder
£ >

Description:

[Completed]:Installing SMS_EXECUTIVE service on Site Server. Check sitecomp log for details.
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