How to upgrade Exchange Server 2019 — CU8 to CU9

Microsoft released cumulative update 9 for Exchange Server 2019 on 16" Mar 2021. Here is the link -
more info about CU9. It is always good to restart the server before installing cumulative update.

dates/ba-p/2205283

Updates for Exchange Server
03/16/2021 = 2 minutes to read = ?é} ? @‘E’ +6

Exchange follows a quarterly delivery model to release Cumulative Updates (CUs) that address issues reported by customers. CUs

sometimes also add new features and functionality.

Critical product updates are packages that address a Microsoft-released security bulletin or that contain a change in time zone
definitions. When in Mainstream Support. critical product updates are released as needed on a monthly basis for the most recently
released CU and for the immediately previous CU. When in Extended Support, critical product updates are released as needed on a

monthly basis for only the most recently released CU.

Each CU is a full installation of Exchange that includes all updates and changes from previous CUs. When installing a new Exchange

server using the latest released CU, you don't need to install Exchange RTM or any previously released CU.

Version Blog post

Exchange 2019 CU9 — Released: March 2021 Quarterly Exchange Updates &
Exchange 2019 CUS Released: December 2020 Quarterly Exchange Updates
Exchange 2019 CU7 Released: September 2020 Quarterly Exchange Updates
Exchange 2019 CU6 Released: June 2020 Quarterly Exchange Updates
Exchange 2019 CUS Released: March 2020 Quarterly Exchange Updates
Exchange 2019 CU4 Released: December 2019 Quarterly Exchange Updates
Exchange 2019 CU3 Released: September 2019 Quarterly Exchange Updates o
Exchange 2019 CU2 Released: June 2019 Quarterly Exchange Updates
Exchange 2019 CU1 Released: February 2019 Quarterly Exchange Updates &

Exchange 2019 RThM Exchange Server 2019 Now Available o

Cumulative Update 9 for Exchange
Server 2019

Exchange Server 2019

IMPORTANT: This regularly scheduled cumulative update
contains all the security fixes of the security updates in March
and other previous security updates.

Cumulative Update 9 for Microsoft Exchange Server 2019 was released on March 16, 2021. It includes fixes
for nonsecurity issues and all previously released fixes for security and nonsecurity issues. These fixes wiill
also be included in later cumulative updates for Exchange Server 2019. This update also

resolves vulnerabilities, see Microsoft Common Vulnerabilities and Exposures CVE-2021-26412, CVE-2021-
27078, CVE-2021-26854, CVE-2021-26855, CVE-2021-27065, CVE-2021-26857, CWVE-2021-26858.

This update also includes new daylight saving time (DST) updates for Exchange Server 2019. For more
information about DST, see Daylight Saving Time Help and Support Center.

Known issues in this cumulative update

In multidomain Active Directory forests in which Exchange is installed or has been prepared previously by
using the /PrepareDomain option in Setup, this action must be completed after the /PrepareAD
command for this cumulative update has been completed and the changes are replicated to all

domains. Setup will try to run the /PrepareAD command during the first server installation. Installation
will finish only if the user who initiated Setup has the appropriate permissions.

= About the /PrepareDomain operation in multidomain:



https://support.microsoft.com/en-us/topic/cumulative-update-9-for-exchange-server-2019-c8ee8bf0-2f1b-3183-6600-33fb005bc281
https://support.microsoft.com/en-us/topic/cumulative-update-9-for-exchange-server-2019-c8ee8bf0-2f1b-3183-6600-33fb005bc281
https://techcommunity.microsoft.com/t5/exchange-team-blog/released-march-2021-quarterly-exchange-updates/ba-p/2205283
https://techcommunity.microsoft.com/t5/exchange-team-blog/released-march-2021-quarterly-exchange-updates/ba-p/2205283

The /PrepareDomain operation automatically runs in the Active Directory domain in which the
fPrepareAD command is run. However, it may be unable to update other domains in the forest.
Therefore, a domain administrator should run the /PrepareDomain in other domains in the forest.

About the permission question:

Because /PrepareAD is triggered in Setup, if the user who initiates Setup isn't a member of Schema
Admins and Enterprise Admins, the readiness check will fail and you receive the following error
messages.

Error 1:

The Active Directory schema isn't up-to-date, and this user account isn't a member of the
‘Schema Admins’ and/or "Enterprise Admins’ groups. For more informaion, visit:
http://technet.microsoft.com/library(EXCHG. 150)/ms.exch.setipreadiness.SchemalUpdateRequired.aspx.

Global updates need to be made to Active Directory, and this user account isn't a member
of the 'Enterprise Admins'group. For more information, visit:
http://technet. microsoft.com/library(EXCHG.150)/ms.exch.setupreadiness.GlobalUpdateRequred.aspx.

Autodiscover Event ID 1 occurs after you install Cumulative Update 3 for Exchange Server 2019. For more
information, see KB 4532190.

Issues that this cumulative update fixes

This cumulative update also fixes the issues that are described in the following Microsoft Knowledge Base
articles:

= 5001181 Certain search scenario can't return expected result in Outlook online mode in Exchange Server
2019

5001182 Can't use keyword "TMM™ in a special pattern to search email in Exchange Server 2019
5001183 Attachment is treated as bad zip file on Edge Transport server in Exchange Server 2019 and 2016

5001184 EAC has no option to select the correct tenant for an Office 365 mailbox in Exchange Server 2019
and 2016

5001185 EAC has no option to select an archive domain for cloud-based archive in Exchange Server 2019
and 2016

5001186 Encoding of special characters isn't preserved which causes missing text in Outlook in Exchange
Server 2019 and 2016

5001188 Incorrect MRM properties stamped on mail item delivery when sending to multiple mailboxes on
the same database in Exchange Server 2019 and 2016

5001189 Mailbox Audit log searches and Outlook both tied to MaxHitsForFullTextindexSearches in
Exchange Server 2019 and 2016

5001190 MonitoeringGroup can’'t control the placement of CAS monitoring mailboxes in Exchange Server
2019 and 2016

5001192 Microsoft Teams fails to show calendar because Autodiscover v2 isn’t site-aware in Exchange
Server 2019 and 2016

5001192 New health mailboxes for databases are created every time Exchange Health Manager service is
restarted

5001194 RFC certificate timestamp wvalidation in Exchange Server 2019 and 2016

5001195 UPN specified when creating mailbox is overwritten automatically causing login failures in
Exchange Server 2019 and 2016

5000631 Event IDs 1003, 1309 and 4999 are logged after installing Exchange Server 2019 CUS8

4583558 PDF preview function in OWA leads to download action unexpectedly




Get Cumulative Update 9 for Exchange Server 2019

Volume Licensing Center
To get Cumulative Update 9 for Exchange Server 2019, go to Microsoft Volume Licensing Center.

Note The Cumulative Update 9 package can be used to run a new installation of Exchange Server 2019 or to
upgrade an existing Exchange Server 2019 installation to Cumulative Update 9.

Cumulative update information

Prerequisites
This cumulative update requires Microsoft .NET Framework 4.8.

A component that's used within Exchange Server requires a new Visual C++ component to be installed
together with Exchange Server. This prerequisite can be downloaded at Visual C++ Redistributable Package
for Visual Studic 2012.

For more information about the prerequisites to set up Exchange Server 2019, see Exchange 2019
prerequisites.

Restart requirement

You may hawve to restart the computer after you apply this cumulative update package.

Registry information
You don't have to make any changes to the registry after you apply this cumulative update package.

Removal information

After you install this cumulative update package, you can’t uninstall the package to revert to an earlier
version of Exchange Server 2019. If you uninstall this cumulative update package, Exchange Server 2019 is
removed from the server.

File information

File hash information

File name SHA1 hash SHA256 hash

ExchangeServer2019- 0962B7267D318B7C780169B8B9835F121EE1796E  4734F72EB986F161A3DES7COB4DE42CD1C4E036C1EB3193C3A5B43AD205365E3
x64-cul.iso

| am going to upgrade my exchange server 2019 to CU9. It is currently running CU8. Here is screen shot.

Get-ExchangeServer | Format-List Name,Edition,AdminDisplayVersion

Show quick reference guide: QuickRef

VERBOSE: Connecting to EX2019.RAMLAN.CA.

VERBOSE: Connected to EX2619.RAMLAN.CA.

[PS] C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Microsoft ange Server 2019>Get-ExchangeServer Format-Lis|
t Name,Edition,AdminDisplayVersion

Name : EX2819
Edition : Enterprise
AdminDisplayVersion : Version 15.2 (Build 792.3)




Exchange Server 2019

The table in this section provides build numbers and general release dates for each version of Microsoft Exchange Server 2019,

To view the build number of an Exchange 2019 server, run the following command in the Exchange Management Shell.
PowerShell

Get-Exchangese | Format-List Name,Edition,AdminDisplayVersion

Product name Release date Build number Build number
{short format) (long format)

Exchange Server 2019 CUg 2 March 16, 2021 15.2.858.5 15.02.0858.005
Exchange Server 2019 CUS December 15, 2020 1527923 15.02.0792.003
Exchange Server 2019 CU7 September 15, 2020 1527212 15.02.0721.002
Exchange Server 2019 CU6 June 16, 2020 15.2.659.4 15.02.0659.004
Exchange Server 2019 CUS March 17, 2020 15.2.595.3 15.02.0595.003
Exchange Server 2019 CU4 December 17, 2019 15.2.529.5 15.02.0529.005
Exchange Server 2019 CU3 September 17, 2019 15.2.464.5 15.02.0464.005
Exchange Server 2019 CU2 June 18, 2019 15.2.397.3 15.02.0397.002
Exchange Server 2019 CU1 February 12, 2019 15.2.330.5 15.02.0330.005
Exchange Server 2019 RTM October 22, 2018 15.2.221.12 15.02.0221.012

Exchange Server 2019 Preview July 24, 2018 15.2.196.0 15.02.0196.000

Mount the ISO_and run setup.exe

|
~  Date modified Type Size

. mu exchange server 2019 cumulative update 9 x84 dvd 90567e3a.iso 17-Mar-2021 8:38 ...  Disc Image File 6,119,220 KB

Date modified Type

26-Feb-2021 12:15... File folder
26-Feb-2021 12:15... File folder
26-Feb-2021 12:15... File folder
26-Feb-2021 12:15... File folder
26-Feb-2021 12:16... File folder
26-Feb-2021 12:16... File folder
26-Feb-2021 File folder
26-Feb-2021 2 c File folder
26-Feb-2021 File folder
26-Feb-2021 2 6. File folder

zh-hans 26-Feb-2021 2 ... File folder

zh-hant 26-Feb-2021 File folder
autorun.inf 19-Sep-2020 8:43 ... Setup Information
EXCHAMNGESERVER. msi 25-Feb-2021 11:49... Windows Installer ...
Microsoft.Exchange.CablUtility.dll 20-Feb-2021 5:18 ... Application extens...
Microsoft.Exchange.Data.Common.dll 20-Feb-2021 5:15 ... Application extens...
Microsoft.Exchange.Diagnostics.dll 20-Feb- 2021 5117 ... Application extens...
Microsoft.Exchange.Setup. Acquirelangu... 20-Feb-2021 517 ... Application extens...
Microsoft.Exchange.Setup.Bootstrapper.... 20-Feb-2021 5:18 ... Application extens...
Microsoft.Exchange.Setup. SignWerfWrap... 20-Feb-20217 517 ... Application extens...
Setup. EXE _ 20-Feb-2021 5:18 ... Application
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MICROSOFT EXCHAMNGE SERVER 2019 CUMULATIVE UPDATE 9

Check for Updates?

You can have Setup download Exchange Server updates from the Internet before you install Exchange, If updates are available, they'll be
downloaded and used by Setup. By downloading updates now, you'll have the latest security and product updates. If you don't want to
check for updates right now, or if you don't have access to the Internet, skip this step. If you skip this step, be sure to download and
install any available updates after you've completed Setup.

Select one of the following options:

@ Connect to the Internet and check for updates

O Don't check for updates right now

Exchange

MICROSOFT EXCHAMNGE SERVER 2019 CUMULATIVE UPDATE 9

Downloading Updates...

Mo updates found, click next to continue with setup.

Exchange



MICROSOFT EXCHAMNGE S5ERVER 2019 CUMULATIVE UPDATE 9 ? X

Copying Files...

Setup needs to copy files that are required to install Exchange Server.

Copying files... 38%

Exchange

MICROSOFT EXCHAMNGE SERVER 2019 CUMULATIVE UPDATE 9 ? x

Upgrade

You are about to upgrade Microsoft Exchange Server. This wizard will guide you through the upgrade process.

Plan your Exchange Server deployment:
Read about Exchange Server
Read about supported languages

Use the Exchange Server Deployment Assistant

Excha nge
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MICROSOFT EXCHAMNGE SERVER 2019 CUMULATIVE UPDATE 9

License Agreement

Please read and accept the Exchange Server license agreement.

MICROSOFT SOFTWARE LICENSE TERMS i
MICROSOFT EXCHANGE SERVER 2019 STANDARD, ENTERPRISE, TRIAL AND HY BRID

These license terms are an agreement between Microsoft Corporation (or based on where you live, one of its affiliates)
and you. Please read them. They apply to the software named above, which includes the media on which you received

it, if any. The terms also apply to any Microsoft

« updates,

+ supplements,

+ Internet-based services, and

* support services

for this software, unless other terms accompany those items. If so, those terms apply.

By using the software, you accept these terms. If you do not accept them, do not use the software.
Instead, return it to the retailer for a refund or credrt If you cannot obtain a refund there, contact Microsoft or W

Ll o mEI_o _EL _EENi_ L et ...

@ | accept the terms in the license agreement

(:) | de not accept the terms in the license agreement.

Exchange

MICROSOFT EXCHAMGE SERVER 2013 CUMULATIVE UPDATE 9 ? x

Readiness Checks

The computer will be checked to verify that setup can continue.

Prerequisite Analysis 1%

back install
Exchange . e



MICROSOFT EXCHANGE SERVER 2019 CUMULATIVE UPDATE 9

7?7 X
Readiness Checks
The computer will be checked to verify that setup can continue,
Prerequisite Analysis 100%

Warning:

Setup will prepare the organization for Exchange Server 2019 by using "Setup /PrepareAD'. Mo Exchange Server 2013 roles have been
detected in this topology. After this operation, you will not be able to install any Exchange Server 2013 roles.
For more information, visit: https://docs.microsoft.com/Exchan

lan-and-deploy/depleyment-ref/readiness-checks?
view=exchserver-2019

Exchange

MICROSOFT EXCHANGE SERVER 2019 CUMULATIVE UPDATE 9

Setup Progress

Step 1 of 17: Organization Preparation

29%

Exchange



Setup Completed

[cengratulations! Setup has finished successfully. Te coemplete the installation of Microseft Exchange Server, reboot the computer.

¥ou can also start the Exchange Administration Center after Setup is finished.

1

Exchange

Restart the server and check the version info by running this command

Get-ExchangeServer | Format-List Name,Edition,AdminDisplayVersion

Show qui reference guide: Qu Ref

VERBOS
[Ps]

et-ExchangeServer Format-Lis|
t Name,E

Name
Edition : Enterpr
AdminDisplayVersion : Version

Exchange >erver .

The table in this section provides build numbers and general releasg dates for each version of Microsoft Exchange Server 2019.

To view the build number of an Exchange 2019 server, run the followingh\command in the Exchange Management Shell.

PowerShell
erve Format-List Name,Edition,AdminDisplayVersion

Release date Build number Build number
(short format) (long format)
March 16, 2021 15.2.858.5 15.02.0858.005

servers dals

4 | SERVER ROLES WERSION

Version 152 (Build 858.5) RV

This conclude the upgrade process of Exchange Server 2019 CU9.
Thanks

Ram Lan
17t Mar 2021

Upgrade start time —930AM - Upgrade end time —1015AM



