Exchange Server 2019 Vulnerability — Exploited by Hackers — 3" March 2021

I am running hybrid exchange 2019 within the lab. | wanted to take necessary precaution to protect
mail server. | did the following to make sure the server was not compromised by the hackers.

| am using various PowerShell scripts and commands to test the server. Here are the details

Name Date modified

eck-EX2019-202103
B HealthChecker.ps1 €

B hitp-vuln-cveZ021-26855.nse <=

B README.md

rShell Script

). FullName|

Import-Csv -Path (Get-Childltem -Recurse -Path "$env:PROGRAMFILES\Microsoft\Exchange
Server\V15\Logging\HttpProxy" -Filter '*.log').FullName | Where-Object { $_.AuthenticatedUser -eq "
-and $_.AnchorMailbox -like 'Serverinfo~*/*' } | select DateTime, AnchorMailbox

Get-childitem -path c: -filter *.js -recurse -erroraction silentlycontinue | ?{$_.lastwritetime -gt (get-
date).AddDays(-30)}

Get-childitem -path c: -filter *.aspx -recurse -erroraction silentlycontinue | ?{$_.lastwritetime -gt (get-
date).AddDays(-30)}

| did install these patches as well.

Update history
v Quality Updates (50)

Successfully installed on 05-Mar-2021

Successfully installed on 04-Mar-2021




So far everything is looking good for me. | am running MSERT tool as well for extra precaution.

=) Microsoft Safety Scanner - 1.0.3001.0 ot
End user license agreement ]
‘Y'ou must accept the end user license agreement in order to run this toaol. .

Microsoft Safety Scanner end user license agreement:

MICROSOFT SOFTWARE LICENSE TERMS -~
MICROSOFT SAFETY SCAMMER. 1.0

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Please read them. They apply to the
software named abowe, which indudes the media on which you received it, if any.

The terms also apply to any Microsoft

* updates,

* supplements,

* Internet-based services, and

* support services

for this software, unless other terms accompany those items. If so, those terms

apply.

BY USIMG THE SOFTWARE, YOU ACCEFT THESE TERMS, IF YOU DO MOT ACCEPT e

B

[] Accept all terms of the preceding license agreement

=) Microsoft Safety Scanner - 1.0.3001.0 =
Welcome to the Microsoft Safety Scanner ]
This tool scans for and removes viruses, spyware, and other potentially unwanted i
software -

Click Mext to scan for and help remowve wiruses, spyware, and other potentially unwanted
software from your computer.

This tool is not a replacement for an anti-malware solution. Te help protect your
computer, you should use an anti-malware solution. For meore information, see
Protect Your PC.

For privacy, refer to Microsoft Safety Scanner Privacy Statement.,

< Back Cancel




) Microsoft Safety Scanner - 1.0.3001.0

Scan type r____.J

Flease choose a type of scan:

Quick scan. Scans areas of the system most likely to contain viruses, spyware, and
() other potentially unwanted software. If such software is found, you may be prompted
to run a full scan.

@f‘-l" scan. Scans the entire system. Mote that this scan can take up to several hours onf
some computers.

Customized scan. In addition to a quick scan, the tool will also scan the contents of a
user-specified folder.

Choose Folder ...

= conce
= Microsoft Safety Scanner - 1.0.3001.0 oy

Full scan in progress o 'J

The toal is scanning your computer for viruses, spyware, and other potentially unwanted
software.

After thizs operation completes, the tool will provide you with a report of the viruses,
spyware, and other potentially unwanted software that was detected.

Currently scanning:

C:Windows\System32nidll. dll
Files Scanned: 94

Files Infected: O

Start time: 10:22 AM

Time elapsed: 00:00:08
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Scan results \

The scan completed successfully and no viruses, spyware, and other potentially
unwanted software were detected.

If you continue to experience issues, please ask the community or submit
a support case.

| also performed full scan using Windows Defender for extra protection.
Windows Security

“~

naqu
Offline scan.
Home
Change your privacy settings

Virus & threat protection . . .
View and change privacy settings

for your Windows 10 device.

Firewall & network protection
App & browser control

Device security Quick scan

Now, | am happy the mail server is not compromised and hackers did not penetrate the mail server.
Thanks

Ram Lan
9t Mar 2021



This picture below, | copied from Microsoft site for eash reference on how to protect mail server.
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