Microsoft Teams Compliance Policy — CB2006

In this post, we will configure Teams compliance policy to make sure all the clients are compliant within
the organization.

| was able to obtain the script from SCCM MVP. | will share the script at end of the post. Here is the
compliance configuration item.
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Create Search
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= | Compliance Settings

=7l Configuration ltems

55? Configuration Baselines

._'flil. Create Configuration ltem Wizard

gg General

| General | Specify general information about this configuration item

Supported Platforms

Settings
i Configuration items define a configuration and associated validation criteria to be assessed for compliance on
Compliance Rules devices.
Summary
Progress MName: MS Teams Compliance Status
Completion Description:

Specify the type of corfiguration item that you want to create:
Settings for devices managed with the Configuration Manager client
() Windows 10
() Mac OS5 X {custom)
(@) Windows Desktops and Servers (custom)
[] This configuration item contains application settings

Settings for devices managed without the Corfiguration Manager client
() Windows 8.1 and Windows 10
() Windows Phone
() i05 and Mac 05 X
() Android and Samsung KMNOX
() Android for Work

Assigned categories to improve searching and filkering:

"Client" I Categories... I

Mext = Summary Cancel




:Rﬂ, Create Configuration Item Wizard

Supported Platforms

=l Specify the client operating systems that will assess this configuration item for
Supported Platforms compliance
Settings
Compliance Rules
Summary (@) Select the versions of Windows that will assess this configuration item for compliance:
Progress ] Select al
Completion
g @[] Windows XP
-] Windows Vista
Ej--|:| Windows 7
-] Windows 8
-] Windows 8.1
(E3-[+] Windows 10 )
-] Windows 2003
-] Windows 2008
-] Windows Server 2012
-] Windows Server 2012 R2
-] Windows Server 2016
-] Windows Embedded
-] Windows Server 2019

() Specify the version of Windows manually:
Add...

= Previous Mext > Summary Cancel

,ﬂ} Create Configuration ltem Wizard

gj Settings

Sz Specify setiings for this operating system
Supported Platforms
Compliance Rules Use settings to represent business or technical conditions to assess for compliance on client devices. The following
settings are associated with this corfiguration item.

Summany
Progress
lter... J
Completion Fiter <
Mame Setting Type Inherted User Setting

There are noitems o show in this view,

= Previous Mext = Summany Cancel



El Create Setting

General Compliance Rules

Specify details about this setting that represents a business or technical condition to assess for compliance on client

devices.

Mame: Teams user compliance

Description: To check whether teams is compliant on w/s
Setting type: | Script - |
Data type: | String -~ |

Discovery script

Specify the script to find and retum the value to be assessed for compliance on client devices. Use the echo command to
retum the script value to Corfiguration Manager.

Add Seript... 9 ‘ Seript status: Mo script specified.

Remediation script {optional)

Specify the script to remediate noncompliant setting values found on client devices. Configuration Manager passes the
noncompliant value to the script as a parameter.

Add Script .. Script status: Mo script specified .

[] Run scripts by using the logged on user credentials

[] Run scripts by using the 32-bit scripting host on 64-bit devices

Gonent | [ rorty

Copy and paste Discovery Script

Edit Discowvery Script =

Specify the script to find and retum the value to be assessed for compliance on client devices. Use the echo command
to retum the script value to Corfiguration Manager.

Script language: Windows PowerShell ~ |« COpen... Clear
Script:
=g
SYMOPSIS
Checks firewall rules for Teams.
.DESCRIPTION
{c) Microsoft Corporation 201 8. All rights reserved. Script provided as-Hs without any wamanty of any kind. Use it
freehly at your own risks.
Must be run with elevated pemissions. Can be nun as a GPO Computer Startup script, or as a Scheduled Task
with elevated permissions.
The script will create a new inbound firewall rule for each user folder found in chusers.
Requires PowerShell 3.0.
MNotes
Muodified by Mark Szili from remediation script to check compliance
He

HRequires -Version 3
Hget Lsers
Susers = Get-Childkem (Join-Path -Path Senv:SystemDrive ChildPath "Users”) -Exclude "Public”, "ADMIMI—"
HCheck for teams and firewall rules for each users
if (Snull ne Susers) 4
foreach (Suserin Susers) {

SprogPath = Join-Path -Fath Suser.FullMame “ChildPath " App Data“Local*Microsoft* Teams“Cument
“Teams.exe"

if (Test-Path SprogPath)

Hif (ot (Get-Met Firewall SpplicationFiltter -Program SprogPath -Emorfction SilenthyContinue))
{8compliance = "Mot Compliart}

H

else {Scompliance = "Compliant™}
Scompliance|

- Cancel



E] Create Setting

General  Compliance Rules

Specify details about this setting that represents a business or technical condition to assess for compliance on client

devices.

Mame: Teams user compliance

Description: To chieck whether teams is compliart on w/s
Setting type: |Sc:ript et |
Data type: |String o |

Discovery script

Specify the script to find and retum the value to be assessed for compliance on client devices. Use the echo command to
retum the script value to Corfiguration Manager.

I Edit Script... I Script status: Windows PowerShell is created

Remediation script (optional)

Specify the script to remediate noncompliant setting values found on client devices. Configuration Manager passes the
noncompliant value to the script as a parameter.

Add Script... - Script status: Mo script specified.

[] Run scripts by using the logged on user credentials

[] Run scripts by using the 32-bit scripting host on 64-bit devices

QK Cancel Apply

Copy and paste Remediation script

Edit Remediation Script =

Specify the script to remediate noncompliant setting values found on cliernt devices. Configuration Manager can pass
the compliant value to the script as a parameter.

Script language: Windows PowerShell - _ Open. .. Clear
Script:
<+ "
SYMNOPSIS

Creates firewall rules for Teams.
.DESCRIPTIOM

{c) Microsoft Corporation 201 8. All rights reserved. Script provided as-s without arny wamanty of any kind. Use it
freely at your own risks.

Must be run with elevated permissions. Can be un as a GPO Computer Startup script. or as a Scheduled Task
with elevated permiszsions.

The script will create a new inbound firewall rule for each user folder found in o users.

Requires PowerShell 3.0.
H

HRequirez -Version 3
Hget Users
Susers = Get-Childitem (Join-Path -Path Senv:SystemDrive ChildPath "Users”) -Exclude "Public”, "ADMIMI~"
HCheck for teams and firewall rules for each users
if {Snull ne Susers) {
foreach (Suser in Susers) {
SprogPath = Join-Path -Path Suser FullMame ChildPath " AppData*Local*Microsoft\ Teams“Cument
“Teams.exe”
if (Test-Path $progPath) {
if (-not (Get-NetFirewall Application Fitter -Program SprogPath -EmorAction SilenthyContinue)) {
SruleMame = "Teams .exe for user S{Suser. Mame)"”
"UDP", "TCP" | FerEach-Object {
Mew-MetFirewall Bule -DisplayMame SruleMame -Direction Inbound -Profile Domain, Private -Program
SprogPath -Action Allow -Protocol S
Mew-Met Firewall Rule -DigplayMame SnuleMame -Direction Inbound -Profile Public -Program SprogPath
-Action Block -Protocaol S

Clear-Variable ruleMame

) Cance!



|:| Create Setting

General  Compliance Rules

Specify details about this setting that represents a business or technical condition to assess for compliance on client

devices.

Mame: Teams user compliance

Description: To check whether teams is compliant on wss
Setting type: | Script e |
Data type: | String o |

Discowvery script

Specify the script to find and retum the value to be assessed for compliance on client devices. Use the echo command to
retum the script value to Configuration Manager.

Edit Script... Script status: Windows PowerShell is created

Remediation script {optional)

Specify the script to remediate noncompliant setting values found on client devices. Configuration Manager passes the
noncompliant value to the scrpt as a parameter.

Edit Script... Script status: Windows PowerShell is created

[1 Run scripts by using the logged on user credentials

[] Run scripts by using the 32-bit scripting host on 64-bit devices

> Concel | | foph

ﬂ Create Configuration ltern Wizard

9:! Settings

=l Specify settings for this operating system
Supported Platforms

Compliance Rules Use settings to represent business or technical conditions to assess for compliance on client devices. The following

S settings are associated with this configuration item.
ummary

Progress
i Filter... e
Completion
Mame Setting Type Inhernted User Setting
Teams user compliance Script Mo Mo
New .. Edit... Delete

< Previous

Summary Cancel



Now we have to create Compliance Rules

:E,} Create Configuration ltern Wizard

g:l Compliance Rules

Tavarel Specify compliance rules for this operating system
Supported Platferms

Settings
Compliance Rules Use compliance rules to specify the conditions that make a configuration item setting compliant on client devices. The
5 following compliance rules are associated with this configuration item.
urmmary
Progress
Completion [] Track remediation history when supported
Mame Setting Mame Cl Mame Condition Severity Remediate R
There are no iterms o show in this view.
< >
‘ MNew Edit... Delete
= Previous Summary Cancel
Create Rule >
Specify rules to define compliance conditions for this setting
Mame: |Comp|iance Check Teams
Description: To check MS Teams Compliance Status
Selected setting: |MS Teams Compliance Status  Teams user c _ Browse. .. Properties...
Rule type: | Walue - |
The setting must comphy with the following nule:
The walue retumed by the specified script: | | Equals e |

the following values: |Comp|iar1t i |

Run the specified remediation script when this setting is noncompliant «

[1 Repert nencompliance if this setting instance is not found

Moncompliance severity for reports: »l Waming —

Cancsl




I:E} Create Configuration [tem Wizard

Compliance Rules

General
Supported Platforms
Settings

Complianc
Summary
Progress

Completion

Specify compliance rules for this operating system

Use compliance rules to specify the conditions that make a configuration item setting compliant on client devices. The
following compliance rules are associated with this configuration item.

[1 Track remediation histary when supported

Setting Name Cl Name Condition Severity Remediate

24ms user comp...

MNew... Edit... Delete

< Previous Summary Cancel

ﬂ Create Configuration lterm Wizard

g:' Summany

General
Supported Platforms
Settings
Compliance Rules
Progress

Completion

The wizard will create an operating system configuration item with the following
settings

Details:

The wizard will create an operating system configuration item with the following settings:

Mew operating system configuration item will be sawved as:
= Mame: MS Teams Compliance Status
= Description:
» Categones: "Client"

The following Windows versions are supported:
= Al 'wWindows 10 (ARME4)
= Al 'windows 10 multi-session
= Al 'wWindows 10 (64-bit)
= Al windows 10 (32-bit)

The following compliance rules are added:
= Compliance Check Teams

The following settings are added:
= Teams user compliancs

To change these settings. click Previous. To apply the settings. click Mext.

> <

< Prewvious Mext = Summany Cancel



5l Create Configuration ltem Wizard >
9

Completion

General

S rted Platf I - - :

FHE T R "0" The Create Configuration Item Wizard completed successfully

Settings e

Compliance Rules Details:
Summary
Progress ¥ Success: The Create Configuration ltem Wizard completed successfully.

Mew operating system configuration item will be saved as:
= Name: MS Teams Compliancs Status
= Description:
= Categones: "Client”

The following Windows versions are supported:
- All'wWindows 10 (ARME4)
= All'windows 10 multi-session
. ndows 10 (64-bit)
= All'windows 10 (32-bit)

The following compliance rules are added:
= Compliance Check Teams

The following settings are added-
= Teams user compliancs

To exit the wizard, click Close.

< Configuration ltems 18 items

= ~
lcon  Name - Type Device Type Revision Child Relationships  User Setting | Date Modified
(s €I - ESU - Windows 7 status Operating System Windows 2 No Yes Mo 11-May-2020 11:24 AM
(s CustomerReady_ESU - Windows 7/Windows Server 2008/2008R2 -Detect and Install Key Operating System Windows 7 No Yes Mo 04-Feb-2020 4:04 PM
[ ESU - Win7 - KB check - 84474419 (SHA-2) Operating System Windows 6 No Yes Mo 04-Feb-2020 3:36 PM
ESU - Win7 - KB check - KB4400628 (SSU-SHA2) Operating System Windows 5 No Yes Mo 04-Feb-2020 3:36 PM
ESU - Win7 - KB check - Multiple Cumulative Updates Operating System Windows 4 No Yes Mo 04-Feb-2020 3:36 PM
ESU - Win7 - KB check - Multiple Servicing Stack Updates (SSU) Operating System Windows H No Yes Mo 04-Feb-2020 3:36 PM
ESU - WinServer 2008 R2 SP1 - KB check - Multiple Cumulative Updates Operating System Windows 7 No Vs Mo 04-Feb-2020 2:36 PM
ESU - WinServer 2008 SP2 - KB check - Multiple Cumulative Updates Operating System Windows 6 No Vs Mo 04-Feb-2020 2:36 PM
ESU - WinServer 2008 SP2 - KB check - KB4492720 (SSU-SHAZ) Operating System Windows 4 No Vs Mo 04-Feb-2020 2:36 PM
ESU - WinServer 2008 SP2 - KB check - Multiple Servicing Stack Updates (S5U) Operating System Windows 7 No Ves No 04-Feb-2020 3:36 PM
ESU - WinServer 2008/2008 R2 SP1 - KB check - KB4474419 (SHAZ) Operating System Windows 7 No Ves No 04-Feb-2020 3:36 PM
ESU - WinServer2008 R2 5P1 - KB check - KB4490626 (SSU-SHAZ) Operating System Windows 5 No Ves No 04-Feb-2020 3:36 PM
ESU - WinSecver2008 82 581 - KB check - Multiple Servicing Stack Updates (SSU) Operating System Windows 10 No Ves No 04-Feb-2020 3:36 PM
MS Teams Compliance Status Operating System Windows 1 No No No 29-Nov-2020 2:06 AM
57} Office Activation Status Operating System Windows 1 No Ves No 13-5ep-2012 9:54 AM

Now we have to create Compliance Configuration Baselines

= >

Create Import
Configuration Bascline | Configuration Data

CTreate

E ~ [E22 %~ » Assets and Compl
Assets and Compliance
- P Creervicws

B, Users

i Dewices

- # User Collections

- e Dewvice Collections

Local Administrator Password Solut

e Orchestration Group

R User State PAigration
» [T Asset Intelligence

= software PMetering

“ [l Compliance Settings

7l Configuration lbtems




g Create Configuration Baseline

Specify general information about this configuration baseline

1| Mame: |Team5 Baseline Rule

Description:

Select the configuration data (configuration items, configuration baselines, and software updates) to be evaluated for
compliance by this corfiguration baseline. This configuration baseline will be assessed as compliant § all the items
specified are compliant. Optional tems are evaluated only if the relevant application is present on the client devices.

Conrfiguration data:

Fitter... &
Mame Type Purpose Revision
There are noitems to show in this view,
Add bl Change Purpose - Change Revision - Remove

[ Configuration ltems ]
| Seoftware Updates br co-managed clients
[ Cenfiguration Baselines ompliance policy assessment
Assigned categories to improve searching and fikering:
| Categoaries. ..

QK Cancel

Add Configuration ltems >
Select the configuration items that you want to add to this configuration
baseline
Awailable configuration items:

Filter... -
MName Type Latest Revision Description S
ESU - WinServer 2008 SPZ2 - KB ch... Operating System  Revision & checks for Cls from Oct. 2., Er
ESU - WinServer 2008 SP2 - KB ch... Operating System  Revision 4 checks for kb4453730, ES... Er
ESU - WinServer 2008 SP2 - KB ch... Operating System  Revision 7 checks for Sept /Mov./De... Er
ESU - WinServer 2008/2008 R2 5P... Operating System  Revision 7 checks for kb4474415% ES... FEr
ESU - WinServer?008 B2 5P1-KB ... Operating System  Revision 5 checks for KB4450628. ES... Er
ESU - WinServer?008 B2 5P1-KB ... Operating System  Revision 10 checks for KB4516655, KB... Er

[ M5 Teams Compliance Status ] Operating System  Rewision 1 Er
Office Activation Status Operating System  Rewision 1 Er v

£

W




Add Configuration ltems

>
Select the configuration items that you want to add to this configuration
baseline
Available corfiguration items:
Filker... -
Mame Type Latest Revision Description St "™~
ESU - WinServer 2008 R2 SP1 - K . Operating System Rewvision 7 checks for Clls from Oct. 2 Er
ESU - WinServer 2008 SP2 - KB ch... Operating System Rewvision & checks for Cls from Oct. 2., Er
ESU - WinServer 2008 SP2 - KB ch... Operating System Rewvision 4 checks for kb4453730, ES. .. Er
ESU - WinServer 2008 SP2 - KB ch... Operating System Rewvision 7 checks for Sept ./MNMow /De... Er
ESU - WinServer 20082008 R2 SP... Operating System Rewvision 7 checks for kb447447159, ES. .. Er
ESU - WinServer2008 RZ2 SP1 - KB .. Operating System Rewvision 5 chechks for KB445SDE28, ES . Er
ESU - WinServer2008 RZ2 SP1 - KB ... Operating System Rewvision 10 checks for KB45168655, KB... Er
Office Activation Status Operating System Rewvision 1 Er -
£ >
Configuration items that will be added to this configuration baseline:
Fitter__. e
Mame Type Latest Rewision Description Status
MS Teams Complianc... Operating System Rewision 1 Enabled
—> Cancel
E&) Create Configuration Baseline >

Specify general information about this configuration baseline

| l MName:

|Team5 Baseline Rule

Description :

Select the configuration data (configuration items, corfiguration baselines, and software updates) to be evaluated for

compliance by this cornfiguration baseline. This configuration baseline will be assessed as compliant if all the items

specified are compliant. Optional tems are evaluated only if the relevant application is present on the client devices.

Corfiguration data:

Filter... P
Mame Type Furpose Rewision
MS Teams Compliance Status Operating System Required Latest

Add - Change Purpose -

=1 Always apply this baseline even for co-managed clients

Change Revision

Evaluate this baseline as par of compliance policy assessment

- Remowve

Assigned categories to improwe searching and fitering:

| Categories. ..

< Configuration Baselines 6 items

2 | search

lcan

MNarme

CB - Check client boundary group

CB - DMNS Server Vulnerability (CVE-2020-1350)
CB - ESU - Server 2008 Activation

CB - ESU - Windows 7 activation

CB — Office Activation

A

Teams Baseline Rule ]

[ —r—

Status
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Ceployed  UserSetting  Date Modified

No 17-Feb-2020 10:3
Mo 15-Jul-2020 922 AL
Mo 11-May-2020 11:2...
Mo 11-May-2020 11:2...
Mo 13-5ep-2019 %:57...
Mo 28-MNov-2020 :11...

Cancel

Compliance Cour
15
a4

o = O O



Now we can deploy configuration baselines

__Q x;—-'\' {E}ScheduleSummarl’zation Enable 52 Copy

e ,— D
[ Run Summarization ‘ Disable (i Refresh - 8
Saved Show . . Deploy Mowve Categorize Set Security Properties
Searches Members =] View Xml Definition #¥ Export X Delete - Scopes
Search Baseline Deployment Mowve Classify Properties
~—
ance » Overview » Compliance Settings » Configuration Baselines »
< Configuration Baselines 6 items
* | search
lcon Mame Status Deployed  User Setting
d CB - Check client boundary group Enabled  Yes No
d CB - DNS Server Vulnerakility (CVE-2020-1350) Enabled  Yes Mo
d CB - ESU - Server 2008 Activation Enabled Mo Mo
on S d CB - ESU - Windows 7 activaticn Enabled  Yes Mo
d CB — Office Activation Enabled  Yes Mo
| ﬂ Teams Baseline Rule I Enabled MNo MNo

Deploy Configuration Baselines
Select the configuration baselines that you want to deploy to a collection

Awailable configuration baselines: Selected configuration baselines:

Fitter... = Filter... =
CB - Office Activation - Add Teams Baseline Rule -

1B: CustomerBeady_ESU - Windows 7 - K

2. CustomerReady_ESU - Windows 740, w < Remove
£ >

[ Remediate noncompliant rules when supported ]

[] AMlow remediation outside the maintenance window
[] Generate an alert:

When compliance is below: 50 =

Date and time:

*

[23Nov-2020 || 9:14AM |3

Select the collection for this configuration baseline deployment .

Collection: Workstations - | | Browse...

Schedule

Specify the compliance evaluation schedule for this configuration baseline:
(® Simple scheduls

Run eveny: |? z |
() Custom schedule

Mo custom schedule defined.

Ok Cancel



With this we have completed Compliance Configuration Item, Compliance Configuration Baselines and
Deployed it to workstation collection.

You can check the status on workstation by opening Control Panel — Configuration Manager —
Configurations. If you don’t see the baseline — Click Actions — Run Machine and User policy.

Eﬁ,. Configuration Manager Properties >
General I Components | Actions I Site I
Cache Configurations I Metwoaork |
Assigned corfiguration baselines:
Last Evaluati... | Complianc...
Bit Locker Paolicy MBAM Z24-Mow-2020... Compliant
CB - Check client boundar... 1 24-Mow-2020... Compliant lc
CB — Office Activation 1 08-Oct-2020 ...  Emor lc
CoMgmt SettingsFPilctCP 2 Z28-Now-2020... Mon-Comp... lc
CoMgmt SettingsPilet DC 2 Z28-Now-2020... Mon-Comp... lc
CoMgmt SettingsPilot EP ped Z8-Mow-2020... Mon-Comp... lc
CoMgmt Settings Pilot RAP ped Z8-Mow-2020... Mon-Comp... lc
CoMgmt SettingsProd 2 28-Mow-2020. .. Mon-Comp... lc
Edge Browser Profile for ... 1 24-Mow-2020... Compliant lc
ITeams Baseline RHule 1 Z-Mow-2U020...  Compliant | Ic
< >
Ewvaluate I Wiew Report I | Refresh I

(o] o4 I Cancel I Apple I

Within my network Teams is compliant on the workstation and user will not see this pop up message
when opening or using Teams.

@ Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features of Microsoft Teams on all public, private and domain

networks.
Name:
Publisher: Microsoft Corporation
Path: C:\users N \appdata local \nicosoft\teams \current

\teams.exe
Allow Microsoft Teams to communicate on these networks:
[7] Domain networks, such as a workplace network

[ Private networks, such as my home or work network

[]Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing an app through a firewall?

0 Aliow access Cancel

Thanks

Ram Lan
29" Nov 2020



DISCOVERY SCRIPT:

<#
.SYNOPSIS

Checks firewall rules for Teams.
.DESCRIPTION

(c) Microsoft Corporation 2018. All rights reserved. Script provided as-is without any warranty of any
kind. Use it freely at your own risks.

Must be run with elevated permissions. Can be run as a GPO Computer Startup script, or as a
Scheduled Task with elevated permissions.

The script will create a new inbound firewall rule for each user folder found in c:\users.
Requires PowerShell 3.0.

.Notes

Modified by Mark Szili from remediation script to check compliance

#>

#Requires -Version 3

#iget Users

Susers = Get-ChildItem (Join-Path -Path Senv:SystemDrive -ChildPath 'Users') -Exclude 'Public',
'ADMINI~*!

#Check for teams and firewall rules for each users
if (Snull -ne Susers) {
foreach (Suser in Susers) {

SprogPath = Join-Path -Path Suser.FullName -ChildPath
"AppData\Local\Microsoft\Teams\Current\Teams.exe"

if (Test-Path SprogPath)
{if (-not (Get-NetFirewallApplicationFilter -Program SprogPath -ErrorAction SilentlyContinue))

{Scompliance = "Not Compliant"}

}
else {Scompliance = "Compliant"}

Scompliance



REMEDIATION SCRIPT:

<#
.SYNOPSIS

Creates firewall rules for Teams.
.DESCRIPTION

(c) Microsoft Corporation 2018. All rights reserved. Script provided as-is without any warranty of any
kind. Use it freely at your own risks.

Must be run with elevated permissions. Can be run as a GPO Computer Startup script, or as a
Scheduled Task with elevated permissions.

The script will create a new inbound firewall rule for each user folder found in c:\users.
Requires PowerShell 3.0.

#>

#Requires -Version 3

#get Users

Susers = Get-Childltem (Join-Path -Path Senv:SystemDrive -ChildPath 'Users') -Exclude 'Public',
'"ADMINI~*!

#Check for teams and firewall rules for each users
if (Snull -ne Susers) {
foreach (Suser in Susers) {

SprogPath = Join-Path -Path Suser.FullName -ChildPath
"AppData\Local\Microsoft\Teams\Current\Teams.exe"

if (Test-Path SprogPath) {
if (-not (Get-NetFirewallApplicationFilter -Program $SprogPath -ErrorAction SilentlyContinue)) {
SruleName = "Teams.exe for user S(Suser.Name)"
"UDP", "TCP" | ForEach-Object {

New-NetFirewallRule -DisplayName SruleName -Direction Inbound -Profile Domain,Private -
Program SprogPath -Action Allow -Protocol $_

New-NetFirewallRule -DisplayName SruleName -Direction Inbound -Profile Public -Program
SprogPath -Action Block -Protocol $_

}

Clear-Variable ruleName



Clear-Variable progPath



