
Microsoft Teams Compliance Policy – CB2006 
In this post, we will configure Teams compliance policy to make sure all the clients are compliant within 

the organization. 

I was able to obtain the script from SCCM MVP.  I will share the script at end of the post.  Here is the 

compliance configuration item. 

 

 



 

 



 

Copy and paste Discovery Script 

 



 

Copy and paste Remediation script 

 



 

 

 



Now we have to create Compliance Rules 

 

 



 

 



 

 

Now we have to create Compliance Configuration Baselines 

 



 

 



 

 

 

 



Now we can deploy configuration baselines 

 

 



With this we have completed Compliance Configuration Item, Compliance Configuration Baselines and 

Deployed it to workstation collection.   

You can check the status on workstation by opening Control Panel – Configuration Manager – 

Configurations.  If you don’t see the baseline – Click Actions – Run Machine and User policy. 

 

Within my network Teams is compliant on the workstation and user will not see this pop up message 

when opening or using Teams. 

 

Thanks 

 

Ram Lan 
29th Nov 2020 



DISCOVERY SCRIPT: 

<# 

.SYNOPSIS 

   Checks firewall rules for Teams. 

.DESCRIPTION 

   (c) Microsoft Corporation 2018. All rights reserved. Script provided as-is without any warranty of any 

kind. Use it freely at your own risks. 

   Must be run with elevated permissions. Can be run as a GPO Computer Startup script, or as a 

Scheduled Task with elevated permissions.  

   The script will create a new inbound firewall rule for each user folder found in c:\users.  

   Requires PowerShell 3.0. 

.Notes 

 Modified by Mark Szili from remediation script to check compliance 

#> 

#Requires -Version 3 

#get Users 

$users = Get-ChildItem (Join-Path -Path $env:SystemDrive -ChildPath 'Users') -Exclude 'Public', 

'ADMINI~*' 

#Check for teams and firewall rules for each users 

if ($null -ne $users) { 

    foreach ($user in $users) { 

        $progPath = Join-Path -Path $user.FullName -ChildPath 

"AppData\Local\Microsoft\Teams\Current\Teams.exe" 

        if (Test-Path $progPath)  

            {if (-not (Get-NetFirewallApplicationFilter -Program $progPath -ErrorAction SilentlyContinue)) 

                {$compliance = "Not Compliant"} 

            } 

    } 

} 

else {$compliance = "Compliant"} 

$compliance 

 



REMEDIATION SCRIPT: 

<# 

.SYNOPSIS 

   Creates firewall rules for Teams. 

.DESCRIPTION 

   (c) Microsoft Corporation 2018. All rights reserved. Script provided as-is without any warranty of any 

kind. Use it freely at your own risks. 

   Must be run with elevated permissions. Can be run as a GPO Computer Startup script, or as a 

Scheduled Task with elevated permissions.  

   The script will create a new inbound firewall rule for each user folder found in c:\users.  

   Requires PowerShell 3.0. 

#> 

#Requires -Version 3 

#get Users 

$users = Get-ChildItem (Join-Path -Path $env:SystemDrive -ChildPath 'Users') -Exclude 'Public', 

'ADMINI~*' 

#Check for teams and firewall rules for each users 

if ($null -ne $users) { 

    foreach ($user in $users) { 

        $progPath = Join-Path -Path $user.FullName -ChildPath 

"AppData\Local\Microsoft\Teams\Current\Teams.exe" 

        if (Test-Path $progPath) { 

            if (-not (Get-NetFirewallApplicationFilter -Program $progPath -ErrorAction SilentlyContinue)) { 

                $ruleName = "Teams.exe for user $($user.Name)" 

                "UDP", "TCP" | ForEach-Object {  

                    New-NetFirewallRule -DisplayName $ruleName -Direction Inbound -Profile Domain,Private -

Program $progPath -Action Allow -Protocol $_  

                    New-NetFirewallRule -DisplayName $ruleName -Direction Inbound -Profile Public -Program 

$progPath -Action Block -Protocol $_ 

                 } 

                Clear-Variable ruleName 

            } 

        } 



        Clear-Variable progPath 

    } 

} 

 


