
Setup Windows Virtual Desktop in Azure – Part 1 
In this post, I will go through various steps to setup, configure and deploy virtual desktops in cloud using 

Azure and On Premises AD. 

PART 1: 

 

 

 

 



 

 

 

I have completed step 1, 2 and 3.  Will cover step 4 below.  I will be using on premise workstation to 

access Azure portal.  



This will be my P2S Network for Azure.  I followed this document to create - 

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-point-to-site-resource-

manager-portal 

You can also use P2S instead of a Site-to-Site VPN when you have only a few clients that need to connect 

to a VNet. Point-to-Site connections do not require a VPN device or a public-facing IP address. P2S 

creates the VPN connection over either SSTP (Secure Socket Tunneling Protocol). 

 

 

 

 

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-point-to-site-resource-manager-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-point-to-site-resource-manager-portal


PART 2: 

Before we login to below URL, we need to have this information ready from Azure Portal. 

1. Azure Active Directory Tenant ID 

 
2. Azure Subscription ID 

 

Login to this URL https://rdweb.wvd.microsoft.com/ 

 

 

https://rdweb.wvd.microsoft.com/


 

 



Repeat same again & select Client App this time.  Login to this URL https://rdweb.wvd.microsoft.com/ 

 

 

 

 

https://rdweb.wvd.microsoft.com/


PART 3: 

Assign Permissions to users in Azure Portal 

 

 

 

 

 

 

 



 

 

Now we have list of users for TenantCreator Role. 

 

PART 4: 

Now we can do the stuff on a workstation using PowerShell.  For this exercise, I will be doing it on 

Windows Server 2019 machine instead of Windows 10 workstation. 

 

The required commands are here - https://docs.microsoft.com/en-us/powershell/windows-virtual-

desktop/overview 

https://docs.microsoft.com/en-us/powershell/windows-virtual-desktop/overview
https://docs.microsoft.com/en-us/powershell/windows-virtual-desktop/overview


Run these commands.  Open PowerShell ISE as Administrator 

Set-executionpolicy -executionpolicy unrestricted 
Install-Module -Name Microsoft.RDInfra.RDPowerShell -Force 
Import-Module -Name Microsoft.RDInfra.RDPowerShell 
Install-Module -Name Az -AllowClobber -Force 
Import-Module -Name Az -AllowClobber 

 

 

 

 



Now we will connect to Azure through PowerShell 

Add-RdsAccount -DeploymentUrl https://rdbroker.wvd.microsoft.com 

Enter your TenantCreator account and password to login to Azure 

 

PART 5: 

Setup Windows Virtual Desktop Tenant and RDS Owner 

 

Run this command 

New-RdsTenant -Name ramlan -AadTenantId 5e11113d-da15-40e6-b616-07c2f4956166 -

AzureSubscriptionId 8b2c57f4-d9a0-4b57-9c94-84d505df2f42 

 

Run this command 

New-RdsRoleAssignment -RoleDefinitionName "RDS Owner" -UserPrincipalName ram@ramlan.ca -

TenantGroupName "Default Tenant Group" -TenantName ramlan 

 

PART 6: 

Creating Host Pools 

 

 

New-RdsHostPool -TenantName ramlan -name “WVD-Host-Pool01" 
New-RdsHostPool -TenantName ramlan -name “WVD-Host-Pool02" 

https://rdbroker.wvd.microsoft.com/


 

Part 7: 

Create Desktop and Remote Groups 

New-RdsAppGroup -TenantName ramlan -HostPoolName WVD-Host-Pool01 -AppGroupName "Desktop 
Group" 
New-RdsAppGroup -TenantName ramlan -HostPoolName WVD-Host-Pool02 -AppGroupName "Remote 

Group" 

 

PART 8: 

Create Virtual Machine – For Domain Controller in Azure 

 



 

 



 

 



 

 



 

 

 



 

 



 

 

 

 

 



 

 

 

 

 



The address 10.0.0.4 will be our DCAZURE, 8.8.8.8 is Google DNS & 192.168.0.2 is On Premise DNS 

 

   

 

 

This will be out network configuration in Cloud Azure 

 



PART 9: 

VPN Configuration – P2S - First, we need to set up a Point to Site VPN connection so we can manage the 

VM(s) without having to enable RDP over the public internet. To do this, first, use the “Search” in the 

Azure portal to search for “virtual network gateway,” then click on “Virtual network gateways” found in 

the results. Next, click on “Add” or “Create a virtual network gateway” to continue. 

 

 

 

 



 

 

 



Once the deployment is successful, click on the “Go to resource” button if available, if not then select 

“All resources” from the left column in the portal and then click on the network gateway name you 

created in the previous step. If you have many resources, it may help to use the filter. 

 

 

For the “Address Pool” enter any private internet range (i.e., 172.16.0.0/24) that is not present in your 

Azure Virtual Network range (if you followed my steps correctly, then do not use anything within 

10.0.0.0/16 (10.0.0.0 – 10.0.255.255), then click “Save.” Regardless of which network address, 

remember to go back to your Virtual Network and add it in as an additional address space. You may 

want to draw out your IP configuration on paper to get a mental picture of how it is all connected. 

 

 



Below is our P2S network diagram.  I downloaded this from Azure Portal after the configuration. 

 

 

 

 

 



Root and Child Certificates – You can get the script from here - https://docs.microsoft.com/en-

us/azure/vpn-gateway/vpn-gateway-certificates-point-to-site  

Open PowerShell ISE as Administrator and run these commands 

$cert = New-SelfSignedCertificate -Type Custom -KeySpec Signature ` 
-Subject "CN=P2SRootCert" -KeyExportPolicy Exportable ` 
-HashAlgorithm sha256 -KeyLength 2048 ` 
-CertStoreLocation "Cert:\CurrentUser\My" -KeyUsageProperty Sign -KeyUsage CertSign 
 
New-SelfSignedCertificate -Type Custom -DnsName P2SChildCert -KeySpec Signature ` 
-Subject "CN=P2SChildCert" -KeyExportPolicy Exportable ` 
-HashAlgorithm sha256 -KeyLength 2048 ` 
-CertStoreLocation "Cert:\CurrentUser\My" ` 
-Signer $cert -TextExtension @("2.5.29.37={text}1.3.6.1.5.5.7.3.2") 

 

 

Now we will export P2SRootCert and use the CSR into Azure VPN Address Pool 172.16.0.0/24 

 

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-certificates-point-to-site
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-certificates-point-to-site


 

 

 

Export Point to Site Client Certificate 

 



 

 

Do the same for P2SRoot Certificate as well.  When all export done you should have this 

 

Open AzureP2SRootCert.cer in notepad – Select highlighted range - Copy 

 



Go to Azure Portal at below location and paste under Public Certificate Data & Click Save 

 

Download VPN Client 

 

After download – extract and install vpn client x64 on workstation 

 

 

 



 

  

Add VPN connection to Start button 

 

 



 

 

 

 

 
This concludes Part 1.  In Part 2, I will connect to DCAZURE and install ADDS role and setup Domain 

Controller.  After that we will complete Windows Virtual Desktop Pool and test WVD. 

Thanks 

Ram Lan 
17th Sep 2020 


