
Dangling DNS – Azure 

Yesterday, I received alert email from Microsoft on above subject.  I was worried.  I want to make sure 

cloud domain and account were not compromised.  Download the script provided by Microsoft and 

tested.  No issue with cloud domain or account.  Here is what you can do, if you get same alert email 

from Microsoft. 

 

Install PowerShell 7 and install Azure PowerShell Cmdlet 

Do the following: 

1. Open PS and check PowerShell version - $PSVersionTable.PSVersion 

2. Set Execution Policy Unrestricted 

3. If you have PS7 then you can run below command. If you have PS5 then upgrade to PS7   

4. You will be asked  

 

Say (A)  

5. Wait for the module to install 

6. Connect to Azure with this command Connect-AzAccount 

7. After that change directory to where you have Azure script downloaded so you can run the 

command 



8. .\Get-DanglingDnsRecordsPsCore.ps1 -FetchDnsRecordsFromAzureSubscription 

 
9. Once the command completes you should see 0s – if there is anything with Dangling then you 

need to get in touch with MS to fix the issue asap. 

 

Script Link - https://aka.ms/DanglingDNSDomains 

Az Module Install 

 

if ($PSVersionTable.PSEdition -eq 'Desktop' -and (Get-Module -Name AzureRM -ListAvailable)) { 

    Write-Warning -Message ('Az module not installed. Having both the AzureRM and ' + 

      'Az modules installed at the same time is not supported.') 

} else { 

    Install-Module -Name Az -AllowClobber -Scope CurrentUser 

} 

Thanks 
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