VMWare Horizon View 8 2006 — Part 2

In this post, we will carryout the following installs and configurations.

1. Horizon Client link

2. Console Timeout

3. vCenter Role and Permission for VMWare Horizon Users

4. Disallow Non-Empty Pool Deletion

5. Help Desk Tool Timing Profiler

6. Installing Horizon Client

7. Virtual Machine Creation, SQL 2019, CU4 & SSMS Installation
8. Database Connection & EventLog Configuration

9. Install VMWare Horizon View Composer

10. Create Service Account & Add vCenter Server + Composer
11. Branding — Check https://www.definetomorrow.co.uk/blog/2019/1/15/horizon-view-7x-

branding-the-logon-pge

HORIZON CLIENT LINK:

When you point your browser to the Horizon Connection Server (without /admin in the path), the Install
VMware Horizon Client link redirects to the VMware.com site for downloading Horizon Clients. You can
change it so it can be downloaded directly from Horizon Connection Server.
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On the connection server (conn1), go to this path and create a folder called Downloads

CONM1 » Local Disk (C} » Program Files » VMware » VMware View » Server » broker *+ webapps

Marne Date modified Type

l admin 25-Aug-2020 2:58 ...  File folder
l portal 25-Aug-2020 2:58 ...  File folder
l rest 25-Aug-2020 2:58 ...  File folder
l ROOT 25-Aug-2020 3:00... File folder
l 55 25-Aug-2020 3:01 ...  File folder
l view-client 25-Aug-2020 3:01 ...  File folder
l view-vlsi 25-Aug-2020 3:07 ...  File folder
. admin.war 17-Jul-2020 7:07 AM  WAR File
. open source licenses View Feature Pack., 22-Jun-20008:46..  Text Document
. portal.war 22-Jun-2020 8:43 ..  WAR File
. rest.war 17-Jul-2020 7:07 AM  WAR File
l ROOT.war 17-Jul-2020 7:07 AM  WAR File
l SSE.WAT 17-Jul-2020 7:07 AM  WAR File
. view-client.war 22-Jun-2020 8:43 ... WAR File
l view-vlsi.war 17-Jul-2020 7:07 AM  WAR File

If you haven’t downloaded the client yet — you can get it from here — Copy the exe to download folder.
Please note there is ONE version only (both for x86 and x64)

: .vmware.com/web/vmware/downloads/details?downloadGroup=CART21FQ1 WIN 543&
ductld=863&rPId=47870

CONN1 » Local Disk (C:) » Program Files > YMware > VMwareView » Server » broker » webapps » downloads

Mame Date modified Type Size

™ yMware-Horizon-Client-5.4.3-16346110.exe 28-Aug-2020913 ... Application 224 252 KB

Go to this location and open the file in Notepad as Administrator

CONN1 » Local Disk (C:) » ProgramData » VMware » VDM » portal

MName Date modified Type

l portal-links-html-access.properties 22-Jun-2020 8:46 ..  PROPERTIES File



https://my.vmware.com/web/vmware/downloads/details?downloadGroup=CART21FQ1_WIN_543&productId=863&rPId=47870
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Now copy Horizon Client file name and replace. Check Before and After screen shot.

j portal-links-html-access.properties - Notepad

File Edit Format View Help

H Configure whether download page is accessible

enable.download=true

# Configure whether web client page is accessible

enable.webclient=true

# Configure the download page's URL address
link.download=https://www.vmware.com/go/viewclients

# Configure the help page's URL address
link.help=https://www.vmware.com/support/viewclients/doc/viewclients_pubs.html
# Links of view clients installers on different platforms
link.win32=https://www.vmware.com/go/viewclients#win32
link.winéd=https://www.vmware. com/go/viewclients#wingd BEFORE
link.linux32=https://www.vmware.com/go/viewclients#linux3
link.linux64d=https://www.vmware.com/go/viewclients#linuxed

link.mac=https://wmw.vmware.com/go/viewclients#mac
link.ios=https://itunes.apple.com/us/app/vmware-view-for-ipad/id417993697
link.android=https://play.google.com/store/apps/details?id=com.vmware.view.client.android
link.chromeos=https://chrome.google.com/webstore/detail/vmware-horizon-client/pckbpdplfajmgaipljfamclkinbjdnma
link.winmobile=https://www.microsoft.com/en-us/store/p/vmware-horizon-client/9nblggh51p19

In Notepad modify link.win32 and link.win64 by specifying the relative path to the Horizon Client
executable under /downloads. Don’t forget to save the file.

Nj portal-links-html-access.properties - Notepad

File Edit Format View Help

# Configure whether download page is accessible

enable.download=true

# Configure whether web client page is accessible

enable.webclient=true

# Configure the download page’'s URL address
link.download=https://www.vmware.com/go/viewclients

# Configure the help page’'s URL address

link.help=https://vww.vmware. com/support/viewclients/doc/viewclients_pubs.html
# Links of view clients installers on different platforms
link.win32k/d0wnloads/VMware-Horizon-[lient-S.4.3-16346118.exe
link.win64=/downloads /VMuare-Horizon-Client-5.4.3-16346118. exe AFTER
link.linux32=https://vwww.vmware.com/go/viewclients#linux32
link.linuxb4d=https://www.vmwvare.com/go/viewclients#linuxb4
link.mac=https://www.vmware.com/go/viewclients#mac
link.ios=https://itunes.apple.com/us/app/vmware-view-for-ipad/id417993697
link.android=https://play.google.com/store/apps/details?id=com.vmware.view.client.android
link.chromeos=https://chrome.google.com/webstore/detail/vmware-horizon-client/pckbpdplfajmgaipljfamclkinbjdnma
link.winmobile=https://www.microsoft. com/en-us/store/p/vmvare-horizon-client/9nblggh51p19

Restart the VMware Horizon View Web Component service or restart the entire Connection Server

S Services
File Action View Help

@ | T E 0= HE »eoump

A

£, Services (Local) Mame Description Status Startup Type Log On As

\‘;};Virtual Disk Provides m... Manual Local Syste..
-&};VMware Herizon Leg Collector Provides su..  Running  Manual Local Syste..
-&};VMware Herizon View Blast Secure Gateway Provides V...  Running  Manual Local Syste..
-&};VMware Herizon View Connection Server Provides Ho.. Running  Autematic Local Syste..
\‘;};VMware Herizon View Framework Component Provides V...  Running  Manual Local Syste..
\‘;};VMware Herizon View Message Bus Component Provides Ho... Running  Manual Local Syste..
\‘;};VMware Herizon View PColP Secure Gateway Provides V...  Running  Manual Local Syste..
ﬁéVMwmeHnMonWamSuthnﬂ Provides V... Disabled Local Syste..
\‘;}-VMware Horizon View Security Gateway Component Provides Ho... Running  Manual Local Syste...

Mware Horizon View Web Component Provides Ho... Running Manual Local Syste...




Open browser and type the link but replace it with your connection server.

(<, connl.ramlan.ca

‘4

You can connect to your desktop and applications by
using the VMware Horizon Client or through the
browser.

The VMware Horizon Client offers better performance
and features.

Install VMware VMware Horizon
Horizon Client HTML Access

. Check here to skip this screen
and always use HTML Access

Now you can see it will download from connl.ramlan.ca server instead of going to VMWare site. Not a
big deal but convenience.

‘a

You can connect to your desktop and applications by
using the VMware Horizon Client or through the
browser.

The VMware Horizon Client offers better performance
and features.

Install VMware VMware Horizon
Horizon Clienf wiwserrnciex ] HTML Access

@ Check here to skip this screen
and always use HTML Access.

> = g <
https://conn1.ramlan.ca/downloads/VMware-Horizon-Client-5.4.3-16346110.exe




CONSOLE TIMEOUT:

The HTML5 Horizon Console (https://MyConnectionServer/newadmin) has a default timeout of 10
minutes. Changing the Horizon Administrator timeout will not affect the Horizon Console timeout. You
can use adsiedit.msc to increase the Horizon Console timeout or use Global Settings as well. | will show
both.

Open ADSIEdit and change the connectipn pojnt

Connection Settings =

MName: | Default naming context / / |

FPath: | LDAP:Mamlhastfd:::vdi,&::umyére,dc:int |

Connection Point
(@) Select or type a Distingliished Kame or Naming Context:

| dc=vdi,dc=vmware,dc =iy{ o |

() select a well known Mamin Context:

Default naming contaxt e

Computer
(@) Select or type a/domain or server: (Server | Domain [:port])

| localhost| > v|

() Default (Domain or server that you logged in to)
[Juse s5L-based Encryption

Advanced... Cancel

Z ADSI Edit
File Action View Help

o nE XEE HE

Z APSI Edit Mame Class Distinguished Name
v & Default naming contert llocalhost] | OU=Event organizationalUnit OU=Event,0U=Global, OU=Properties,DC=vdi,DC=vmware,DC=int
V= [?C:C;‘SEdA;:pTiT::::i;I:t | OU=Task organizationalUnit QU=Task,0U=Global, OU=Properties, DC=vdi,DC=vmware, DC=int

- QU=Applications ﬂcN:AdmmEventMomtor pae-PropertyObject CM=AdminEventMonitor, OU=Global, OU=Properties, DC=vdi,DC=vmware, DC=int
o OU=Data Disks £ CN=AdminPerfMenitor pae-PropertyObject CM=AdminPerfMonitor, 0U=Global OU=Properties, DC=vdi,DC=vmware DC=int
z Ch=ForeignSecurityPrincipals E| CN=AMT pae-AmtUser CN=AMT,0U=Global, 0U=Properties,DC=vdi,DC =vmware, DC=int
~| OU=Groups L C = Move
| OU=Hosts ﬂc =Counters 3 obal, OU=Properties, DC=vdi, DC=vmware, DC=int
| CN=LostAndFound ] CN=ExternalGatewayAccess... group Delete AccessUsers, OU=Global, OU=Properties, DC=vdi, DC=vmwar...
: CN=NTDS Quotas 5 CN=Gateway pae-PropertyObject Rename sbal,0U=Properties, DC=vdi,DC=vmware, DC=int
“| OU=Packages H CN=Keys pae-VDMProperties . OU=Properties, IC=vdi, DC=vmware DC=int
~| OU=People ﬂcN:Li(ense pae-PropertyObject L T 1al,0U=Properties, DC=vdi,DC=vmware, DC=int
| OU=Policies Help

~ [] OU=Properties
| OU=AnonymousLogon
OU=Authenticator
OU=CertSsoConnector
OU=CenfigurationManagementService
QU=Database
OU=FSP
OU=Global
OU=ImageManagement
OU=LMV
QU=LogCollector
OU=MessageClient
QU=MsRdsLicense
QU=NgvcAdDomain
OU=Package Source
QU=RCXClient
OU=5erver
QU=Transfer Server
QU=URLRedirection
OU=VirtualCenter
| CM=Roles
0OU=5chemalpdatelock
QU=5erver Groups
QU=5ervers




Click Edit — Change to required minutes. | entered 1000 minutes

CN=Common Properties ? x CM=Commen Properties ? *
Attribute Editor Attribute Editar
Attributes: Atributes:
Atribute Vs A Attribute Walue 2
pae-AllowISBAccess 1
pas-NowUSBAccess 1 pae-AnonymousLogon Default UserSID <not set
pae-AnonymouslLogonDefaultUserSID <not set> pas-AnonymousLogonEnabled ot set>
pae-AnonymousLogonEnabled <not set> pae-AP|Session Timeout
pae-AP|Session Timeout 10 pae-ApplicationParameters Whitelist <not set>
pae-ApplicationParametersWhitelist <not set> pas-Application550CredentialCacheTi... -1
pae-ApplicationSSOCredentialCache Timeout -1 pae-Auth Domain Exclude List <not set>
pae-AuthDomainExcludeList <not set> pae-Auth Domaininclude List <not sets
pae-AuthDomaininclude List <not set> pae-ALthDomainSearch <not set>
pae-AuthDomainSearch <not set> pae-Auth DomainSearchExcludeList <not set>
pae-AuthDomain SearchExcludeList <not set> pae-AutoResalve LDAPCollisions <not set
pae-AutoResolve LDAPCollisions <not set> pae-BackupProtection MIIBigKCAYEABxManQyFe
pae-BackupProtection MIIBigKCAYE/ pae-BaseURL <ot set>
pae-BvpassfppBlastSecureGateway <not set> R
pae-BaseURL <not set> < 3
pae-BypassAppBlast SecureGateway <not set> ¥
< > Edit Fitter
Fiter
k Cancel Apply Help

You can do the same after login to Connection Server — Click Global Settings

Global Settings

General settings Se Client Restriction Settings
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Edit

View Administrator Session Timeout
1,000 minutes

ROLE / PERMISSION FOR HORIZON USERS:

Now we will create a role and assign proper permission for Horizon Users.

From vSphere Client, go to Menu > Administration > Access Control > Roles area, select the Read-only
role and click on the Clone role action icon.

T wSphere Client PSS

Administration
- MAccess Control Roles




These are the permission, | assign to above group.
Privileges Required for the View Manager Role
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Now go to Global Permissions — Add User or Group and assign Horizon role we created before.

Add Permission

Domain

Global Permission Root

Now this user or group will have access to vCenter with the permission we granted before.

DISALLOW NON-EMPTY POOL DELETION:

Configure View to Disallow the Deletion of a Desktop Pool That Contains Desktop Machines at VMware

Docs.

On the Horizon Connection Server, run ADSI Edit.

Right-click ADSI Edit and click Connect to...
Change the first selection to Select or type a Distinguished Name and enter dc=vdi,dc=vmware,dc=int.
Change the second selection to Select or type a domain or server and enter localhost. Click OK.
Navigate to Properties > Global. On the right, double-click CN=Common.

& ADS| Edit
File Action View Help

e HEIXER HE

Z ADs| Edit

| OU=Application Icons

| OU=Applications

| OU=Dsata Disks

| CM=ForeignSecurityPrincipals
“ QU=Groups
~| OU=Heosts
| CN=LostAndFound
| CN=NTDS Quotas
| OU=Packages
| OU=People
| QU=Policies
~ [ | OU=Properties
_| OU=AnonymousLogon
| OU=Authenticator
| OU=CertSsoConnector

OU=Database
OU=FsP

OU=Global
0OU=ImageManagement
QuU=LMY
OU=LogCollector
OU=MessageClient
~ OU=MsRdsLicense
| OU=MNgvcAdDomain
OU=Package Source
OU=RCXClient
OU=5erver
OU=Transfer Server
~| OU=URLRedirection
| OU=VirtualCenter
CM=Roles
OU=5chemallpdatelock
QU=Server Groups
OU=5ervers

0OU=ConfigurationManagementService

£ CN=AdminEventMenitor
£ CN=AdminPerfMoniter
& CN=aMT

|| CN=Common
] CN=Counters

] CN=ExternalGatewayAccess...

E| CN=Gateway
E] CN=Keys
| CN=License

pae-PropertyObject
pae-PropertyObject
pae-AmtUser

pae-VDMProperties
pae-VDMProperties
group

pae-PropertyObject
pae-VDMProperties
pae-PropertyObject

N Name Class Distinguished Mame
~ & Default naming context [localhost] | OU=Event organizationalUnit OU=Event,OU=Global, OU=Properties, DC=vdi,DC =vmware,DC=int
v [0 DCevdide=vmuware de=int | OU=Task organizationalUnit OU=Task,0U=Global,0U= Properties, DC=vdi, DC=vrmware, DC=int

CN=AdminEventMonitor, OU=Global, OU=Properties, DC=vdi,DC=vmware, DC=int
CN=AdminPerfMeniter, OU=Global, OU=Properties,DC=vdi,DC=vmware, DC=int

CN=AMT,OU=Global, OU=Properties, DC=vdi, DC=vmware, DC=int
B il 2. OU=Properties, DC=vdi,DC=vmware, DC=int

RRuE al,0U=Properties, DC=vdi, DC=vrmware, DC=int

Delete cessUsers, OU=Global, OU=Properties, DC=vdi, DC=vmwar...

TS 1l,0U=Properties, DC=vdi DC=vmware, DC=int
J=Properties, DC=vdi,DC=vmware,DC=int

Properties ,OU=Properties,DC=vdi,DC=vmware, DC=int

Help



PAulti-walued Strimng Editor >
Axtribute pas-fMameVWalus Pair

Walue to add:
cs-disable NonEmpty Pool Delete =1] [ A |

Values:

cs-enableAdmin Ul UsemameCaching =1 e
cs-enablerdslicensing=trues

OK Cancel

Click Add — OK

HELP DESK TOOL TIMING PROFILER:

https://docs.vmware.com/en/VMware-Horizon-7/7.9/horizon-administration/GUID-256CFA52-E742-
4AA3F-8F3E-6DE9CEDES272.html

Horizon Help Desk Tool is a Web application that you can use to get the status of Horizon 7 user sessions and to perform troubleshooting and
maintenance operations.

In Horizon Help Desk Tool, you can look up user sessions to troubleshoot problems and perform desktop maintenance operations such as restart
or reset desktops.

To configure Horizon Help Desk Tool, you must meet the following requirements:

Horizon Enterprise edition license or Horizon Apps Advanced edition license for Horizon 7. To verify that you have the correct license, see
Verify Horizon Help Desk Tool License.

An event database to store information about Horizon 7 components. For more information about configuring an event database, see the
Horizon 7 Installation document.

The Help Desk Administrator role or the Help Desk Administrator (Read Only) role to log in to Horizon Help Desk Tool. For more information
on these roles see, Configure Role-Based Access for Horizon Help Desk Tool

Enable the timing profiler on each Connection Server instance to view logon segments.

Use the following vdmadmin command to enable the timing profiler on each Connection Server instance:

vdmadmin -I -timingProfiler -enable

Run this command on both connection server (standard and replica)

EX Administrator: Command Prompt

INSTALLING HORIZON CLIENT:

We will install Horizon Client on workstation for regular use. This can be automated through SCCM as
well. If you have few clients it is worth manual install.

Click the Exe and follow required input


https://docs.vmware.com/en/VMware-Horizon-7/7.9/horizon-administration/GUID-256CFA52-E742-4A3F-8F3E-6DE9CEDE5272.html
https://docs.vmware.com/en/VMware-Horizon-7/7.9/horizon-administration/GUID-256CFA52-E742-4A3F-8F3E-6DE9CEDE5272.html
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Wersion Z006

Wouw must agres to the Privacy Agresement and License Terms before you can install the product
Agree 8 Install

‘Custom ize Installation

VMware Horizon®

Version 2006

Where to install @

Ch\Program Files (x86)\VMware\Whware Horizon View Client -

Internet Protocol @
(®) IPva
) 1PvG

) Automatic Selection

Additional features

USE Redirection (!}

Log in as current user @
Show "Log in as current user” menu option (1)
Set default to “Log in as current user” @

Default connection server @

COMMNT.RAMLAN.CA

Virtualization Pack for Skype for Business
Virtualization Pack for Skype for Business :1-)

32-bit Core Remote Experience
[] Install 32-bit Core Remote Experience on this 64-hit machine @

Support for HTMLS Multimedia Redirection and Browser Redirection
Install Support for HTMLS Multimedia Redirection and Browser Redirection @

Enable Media Optimization for Microsoft Teams
Media Ontimization for Microsoft Teams 1)

You must agree to the Privacy Agreement and License Terms before you can install the product

Agree & Install
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Installing “hlware Horizon HTRMLS MMultimedia Redirection Client

Cancel Installation

Success!

Youw must restart your system for the
configuraticon changes mades to Whilwars
Horizon Client to take effect.

Restart Now

Restart Later

g YWhlware Horizon Client

Mew Server

‘ L % L %

COMNMNA . RARMLAM. CA COMNMN2. FARLAM. CA

2 pisclaimer — >
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welcome to Horizon View 8 Lab hosted by RAMLAM TMNC.

Cancel | I Accept I
3 Login _ e
Server: T2 hittps: ACOMNM L RAMLAN . CA
User name: | administrator |
Password: | snsssesss]| |




VMWARE COMPOSER VIRTUAL MACHINE:

We will create a virtual machine running Windows Server 2019 —install all the updates —install SQL 2019
and have it ready for Composer install. The server will have 8GB memory and 250GB Hard Disk. We will
use this server for Creating Database for Composer and EventLog as well. Will be using ODBC connection
for Composer Database and EventLog Database.

Here, | am cloning a virtual machine for Composer.

2019Template - Clone Existing Virtual Machine

1Select a name and folder Select a name and folder

2 Select a compute reso Specify a unique name and target location

Virtual machine name: COMP

Select a location for the virtual machine.

v H VC.RAMLAN.CA
> [EA Toronto

2019Template - Clone Existing Virtual Machine

1 Select a name and folder Select a compute resource

2 Select a compute resource  Select the destination compute resource for this operation

clone options v [ Toronto
> B Nested
> [ Others
v [ Standalone
El esx2.ramlan.ca
> [E vsaN

Compatibility

v/ Compatibility checks succeeded.




2019Template - Clone Existing Virtual Machine

1 Select a name and folder Select storage

2 Select a compute resourceé  Seclect the storage for the configuration and disk files

3 Select storage

4 Select clone option Configure per disk ()
Select virtual disk format: Same format as source

5 Ready to complete

VM Storage Policy
Name Capaclty Provisioned Free Cluster
8 datastore 10475 GB 44753 GB 66.59 GB
;3 DatastoreS 99975 GB 2439 GB 97536 GB

‘ @ SATAHD 4655 GB 101TB 34531GB

Compatibility

v/ Compatibility checks succeeded.

2019Template - Clone Existing Virtual Machine

1 Select a name and folder Select clone options

2 Select a compute resource  Select further clone options

3 Select storage

4 Select clone options \:I Customize the operating system
Customize this virtual machine's hardware

|| Power on virtual machine after creation




2019Template - Clone Existing Virtual Machine

1 Select a name and folder Customize hardware

2 Select a compute resource Configure the virtual machine hardware
3 Select storage

4 Select clone options Virtual Hardware VM Options

5 Customize hardware

LSI Logic SAS
VM Network ¥ Connect..

Client Device M Connect..

USB 3.1

Specify custom settings

Not Configured

AHC

Additional Hardware

2019Template - Clone Existing Virtual Machine

1 Select a name and folder Ready to complete

2 Select a compute resource  Click Finish to start creation

3 Select storage

4 Select clone options

5 Customize hardware Source virtual machine 2019Template
iz ey A Virtual machine name COMP

Folder Toronto

Host esx2 ramlan.ca
Datastore SATAHD

Disk storage Same format as source

Hard disk 1(250 GB) SATAHD (Same format as source)

Recent Tasks Alarms
Task Name Target Status Detalls Initiator Queued For Start Time Completion Time
Scan entity ﬁ v/ Completed comymwarevsan health 15 ms 08/28/2020, 314:51 PM 08/28/2020, 315:11 PM
Validate the cluster
& v/ Completed comymwarevsan health 7 ms 08/28/2020, 31015 PM 08/28/2020, 31015 PM
specification
Copying Virtual Machine

Clone virtual machine v/ Completed VSPHERE LOCAL\Admi 08/28/2020, 3:06:18 PM 08/28/2020, 3:16:46 PM
configuration




Power on the VM.

& COMP | =

Summary Monitor Configure Permissions Datastores Networks Snapshots Updates

Guest OS

Power Status E"‘ Powered On

Guest OS m Microsoft Windows Server 2019 (64-bit) - VBS true
Encryption Not encrypted

VMware Tools Not running, not installed @

DNS Name

IP Addresses

H WEB CONSOLE

Administrator
-




Server Manager * Local Server

. PROPERTIES

Find a setting

Update & Security

Windows Update
Delivery Optimization
Windows Security
Troubleshoot
Recovery

Activation

For developers

< Settings

i Home

Find a setting

Update & Security

Windows Update

Delivery Optimization

Windows Security

Troubleshoot

Recovery

Activation

For developers

v@l F Manage Tools  View  Help

Windows Update

*Some settings are managed by your organization

Locking for info on the latest updates?

Updates available
Last checked: Today, 3:43 PM
Related links
Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version
1.323.56.0)
Status: Downloading - 13%

2020-08 Cumulative Update Preview for .NET Framework 3.5, 4.7.2 and 4.8 for
Windows Server 2019 for x64 (KB4571462)
Status: Pending download

*We'll automatically download updates, except on metered connections {(where charges
may apply). In that case, we'll automatically download only those updates required to
keep Windows running smoothly. We'll ask you to install updates after they've been
downloaded.

Windows Update

*Some settings are managed by your organization

~ | You're up to date
B Last checked: Today, 5:35 PM

Check for updates

“We'll autoratically download updates, except on metered
connections (where charges may apply). In that case, we'll
automatically download only those updates required to keep
Windows running smoothly. We'll ask you to install updates after
they've been downloaded.




Once the updates are installed, | will perform SQL 2019 installation and SSMS.

Micros

Hardware Component Required Recommended
Pr sor 1.4 GHz or fa el 64 or AN D Z as and 4 CPUs
Networking
8GB RAM or higher fo ployments of 50 or more rem

60GB

Mame ” Drate modified

@i

D EMNU LP 24-Sep-2019 11:51...
redist

FESOUrCcCes

autorun.inf

alnfo.aoml 1-5 019 10:32... AML Docurmnent
Application
COMFIG File

SglSetupBootstrapper.dll 1-5 ypplication extens...

5 50L Server Installation Center — O >
Ll
Planning h Mew 5CL Server stand-alone installation or add features to an existing installation
Installation Launch a wizard to install SOL Server 2019 in a non-clustered environment or to add
features to an existing 5CL Server 2019 instance.
Maintenance
- - ==4 Install SOL Server Reporting Services
ools ==
2881 Launch a download page that provides a link to install 5QL Server Reporting Services.
Resocurces An internet connection is required to install 55R5.
Fihe 7% Install SOL Server Management Tools
Options ;;\;} Launch a download page that provides a link to install S0L Server Management
Studic, SOL Server command-line utilities (SQOLCMD and BCP), 50L Server PowerShell
provider, SOL Server Profiler and Database Tuning Advisor. An internet connection is
required to install these tools.
,l/ Install SQL Server Data Tools
I\—l\a Launch a download page that provides a link to install 0L Server Data Tools (550T).
SSDT provides Visual Studio integration including project system support for
Microsoft Azure SCOL Database, the SOL Server Database Engine, Reporting Services,
Analysis Services and Integration Services. An internet connection is required to install
S5D0T.
h MNew SCL Server failover cluster installation
Launch a wizard to install a single-node SOL Server 2019 failover cluster,
This action is only availabe in the clustered environment.
. {.fﬁ“ Add node to a SOL Server failover cluster
b ‘-r Launch a wizard to add a node to an existing SQL Server 2019 failover cluster,
This action is only availabe in the clustered envirenment.
Microsoft SQL Server 2019 ﬁ’ Upgrade from a previous version of SOL Server
Launch a wizard to upgrade a previcus version of 50L Server to SOL Server 2019,
Click here to first view Upgrade Documentation v



|

Product Key

Specify the edition of SQL Server 2019 to install.

Product Key
License Terms
Global Rules
Microsoft Update
Product Updates
Install Setup Files
Install Rules

Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

Validate this instance of SOL Server 2019 by entering the 25-character key from the Microsoft certificate
of authenticity or product packaging. You can also specify a free edition of SQL Server: Developer,
Evaluation, or Express. Evaluation has the largest set of SQL Server features, as documented in SOL Server
Books Online, and is activated with a 180-day expiration. Developer edition does not have an expiration,
has the same set of features found in Evaluation, but is licensed for non-production database application
development only. To upgrade from one installed edition to another, run the Edition Upgrade Wizard.

() Specify a free edition:

Ewvaluation

(®) Enter the product key:

T S0L Server 2019 Setup - O *

License Terms
To install SOL Server 2019, you must accept the Microsoft Software License Terms,

Product Key ~
. MICROSOFT SOFTWARE LICENSE TERMS

License Terms

Glabal Rules MICROSOFT SQL SERVER 2019 ENTERPRISE

Microsoft Update These license terms are an agreement between you and Microsoft Corporation (or one of

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Feature Configuration Rules
Ready to Install

Installation Progress

Complete

its affiliates). They apply to the software named above, which includes the media on which
you received it, if any. The terms also apply to any Microsoft services or software updates
(except to the extent such services or updates are accompanied by new or additional
terms, in which case those different terms apply prospectively and do not alter your or
Microsoft's rights relating to pre-updated software or services). IF YOU COMPLY WITH

THFSE 1 IFFMSE TERMS VNIl HAVE THE RIGHTS RFI MW FNR FACH SERVER VNI h
=2 g
Copy  Print

| accept the license terms and  Privacy Statement

MNotice: A paid SQL Server edition product key has been provided for the current action - Enterprise.
Please ensure you are entitled to this SQL Server edition with proper licensing in place for the product
key (edition) supplied.

SQOL Server transmits information about your installation experience, as well as other usage and
performance data, to Microsoft to help improve the product. To learn more about data processing and
privacy controls, and to turn off the collection of this information after installation, see the
documentation.

< Back Mext » Cancel




5 SOL Server 2019 Setup

Microsoft Update

Use Microsoft Update to check for important updates

Product Key

License Terms
Global Rules
Microsoft Update
Product Updates
Install Setup Files
Install Rules

Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

A5 SOL Server 2019 Setup

Install Rules

Microsoft Update offers security and other important updates for Windows and other Microsoft
software, including SQL Server 2019. Updates are delivered using Automatic Updates, or you can visit
the Microsoft Update website.

Use Microsoft Update to check for updates (recommended)

Microsoft Update FAG

Microscft Update Privacy Statement

< Back

Next >

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup

can continue,

Product Key

License Terms
Global Rules
Microsoft Update
Product Updates
Install Setup Files
Install Rules
Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

COperation completed. Passed: 3. Failed 0. Warning 1. Skipped 0.

Cancel

Hide details << Re-run
View detailed report
Result Rule Status
@ Consistency validation for SOL Server registry keys Passed
@ Computer doemain controller Passed
Ay | Windows Firewall Warning
@ 5QL 2019 minimum CTP for Upgrade and Side by Side Support | Passed
< Back MNext > Cancel



T4 SOL Server 2019 Setup

Feature Selection

Select the Enterprise features to install,

Product Key

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

0 Looking for Reporting Services?

Download it from the web

Features:

Instance Features

Database Engine Services

[] 5QL Server Replication

[[] Machine Learning Services and Language
Or
[ Python
[ lava

] Full-Text and Serantic Extractions for Sez

I:‘ Data Quality Services

[ PolyBase Query Service for External Data

Tt mmemm e e B D APV o e e

£ >

Feature descripticn:

The configuration and operation of each
instance feature of a SOL Server instance is
isolated from other SOL Server instances, SOL

Prerequisites for selected features:

Already installed:
‘. Windows PowerShell 3.0 or higher
To be installed from media:

Disk Space Requirements

Drive C: 1003 MB required, 232544 MB
available

Select All Unselect All

Instance root directony:

|C:\Program Files\Microsoft SOL Server\, |

Shared feature directory:

|C:\F'ru:|gram Files\Microsoft SOL Server\ |

Shared feature directory (x80):

|C:\F‘rogram Files (x86)\Microsoft SOL Server', |

< Back Mext > Cancel

T4 SOL Server 2019 Setup

Instance Configuration

Specify the name and instance ID for the instance of SOL Server. Instance ID becomes part of the installation path.

Product Key

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

(®) Default instance

(O Mamed instance: | MSSOLSERVER

Instance ID: MSSCLSERVER

SQL Server directory:

Installed instances:

Instance Name Instance 1D

Features

C\Program Files\Microsoft SQL Server\MS5QL13.MSSQLSERVER

Edition Yersion

< Back Mext = Cancel




T SOL Server 2019 Setup

Server Configuration

Specify the service accounts and collation cenfiguration.

Product Key Service Accounts  Collation

License Terms

Global Rules Microsoft recommends that you use a separate account for each SQL Server service.

Microseft Update Service Account Mame Password Startup Type
Product Updates S0L Server Agent MT AUTHORITYYSYSTEM . Automatic e
Install Setup Files 50L Server Database Engine NT AUTHORITY\SYSTEM Automatic |~
Install Rules SQL Server Browser NT AUTHORITY\LOCAL ... Automatic ~
Feature Selection

Feature Rules [] Grant Perform Wolume Maintenance Task privilege to SOL Server Database Engine Service
Instance Configuraticn This privilege enakles instant file initialization by avoiding zeroing of data pages. This may lead

Server Configuration to infermation disclosure by allowing deleted content to be accessed.

Database Engine Configuration Click here for details
Feature Configuration Rules

Ready to Install

Installation Progress

Complete

< Back

T4 50L Server 2019 Setup

Server Configuration

Specify the service accounts and cellation configuration.

Mext >

Praduct Key Service Accounts  Collation

License Terms

Global Rules Database Engine:

Microsoft Update Latin1_General_CI_AS

Product Updates Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
Install Setup Files insensitive

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

< Back

Mext =

Cancel

Customize...

Cancel



T SOL Server 2019 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memery limits, and Filestream settings.

Product Key

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

T SOL Server 2019 Setup

Ready to Install

Server Configuration

Data Directories  TempDE  MaxDOP  Memory FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mode

(® Windows authentication mode

() Mixed Mode (SOL Server authentication and Windows authentication)

Specify the password for the SQL Server system administrater (sa) account,

Enter password:

Confirm password:

Specify SQOL Server administrators

COMP\Administrator (Administrator)
RAMLAMY rarm (Ram)

RAMLAMNWADMIN (VADMIM)

RAMLAMN \Horizon&dmins (HorizonfAdmins)

S0L Server administrators have
unrestricted access to the Database
Engine.

Add Current User Remowve

< Back

Verify the SQL Server 2019 features to be installed.

Product Key

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Ready to install SQL Server 2019:

Mext » Cancel

[=- Summary
.. Edition: Enterprise
- Action: Install (Product Update)
= Prerequisites
é--.ﬂ\lready installed:
. L. Windows PowerShell 3.0 or higher
E| To be installed from media:
‘... Microsoft Visual C++ 2017 Redistributable
= General Configuration
El Features

\. Database Engine Services

El Instance configuration

| Instance Name: MSSQLSERVER

Instance 10: MSSOLSERVER

Instance IDs

.. S0L Database Engine: M55CL15.MSSCLSERVER

L o U SR S |- P

<

Instance Directory: C:\Program Files\Microsoft 5QL Server,

Cenfiguration file path:

C:\Program Files\Microsoft SOL Server\1300\5etup Bootstrap'\Logh20200828 174110 CenfigurationFile.ini

< Back

Install Cancel




T SOL Server 2019 Setup — O X

Complete

Your SQL Server 2019 installation completed successfully with product updates.

RIoOUcERSY Information about the Setup operaticn or possible next steps:

License Terms

~
Global Rules Feature Status
Wi £t Undat & Database Engine Services Succeeded
icroso ate -

P () SOL Browser Succeeded
Product Updates () SOL Writer Succeeded
Install Setup Files @SQL Client Connectivity SDK Succeeded
Install Rules @SQL Client Connectivity Succeeded

i (P Setim Sumnnrt Filar Surreadad h

Feature Selection
Feature Rules
Instance Configuration Details:
Server Configuration Install successful.

Database Engine Configuration
Feature Configuration Rules
Ready to Install
Installation Progress
Complete
Summary log file has been saved to the following location:

CAProgram Files\Micresoft SCL Serveri1504Setup Bootstrapt Legh 20200828 174110
\Summary COMP 20200828 174110tk

Close

Now will install KB4548597 CU4.

MName

= 01 50L Server 2019 xb4.is0

04-Apr-20201:17 ...  Application
15-Mas A pp lication

&7 Install a SOL Server 2013 update — O >

License Terms

To install the update, you must accept the Microsoft Software License Terms.

SOL Server 2019 update

UPDATE FOR MICROSOFT SQL SERVER 2019
License Terms
Select Features PLEASE NOTE: Refer to your license terms for Microsoft SQL Server 2019 software (the

. “software™) to identify the entity licensing this supplement to you and for support information. You

Check Files In Use K " d .

may use a copy of this supplement with each validly licensed copy of the software. You may not use
Ready to update the supplement if you do not have a license for the software. The license terms for the software
Update Progress apply to your use of this supplement.
Complete

3

Copy Print
| accept the license terms and  Privacy Statement
Motice: A paid SQL Server edition product key has been provided for the current action - . Please ensure

you are entitled to this SQL Server edition with proper licensing in place for the product key (edition)
supplied.

SAL Server transmits information about your installation experience, as well as other usage and
performance data, to Microsoft to help improve the product. To learn more about data processing and
privacy contrels, and to turn off the collection of this informaticn after installation, see the
documentation.

=< Back Mext = Cancel



%] Install a SOL Server 2019 update - d *
Select Features
Specify the features to update.
SOL Server 2019 update Instances: Description:
License Terms MSSQLSERVER
Select Features ... Database Engine Services
Check Files In Use | Shared Features
Ready to update - 50L Client Connectivity SDK
Update Progress
Complete
Language: | |
Edition: | |
Patch Level: | |
Architecture: | |
Service Pack: | |
Upgrade Status: | |
Select All Unselect All
< Back Next > Cancel
@ Install a SQL Server 2019 update - O *
Check Files In Use
The following services and applications are using files that Setup needs to complete the installation. To aveid a computer
restart, stop the applications and services,
5QL Server 2019 update Files in use check completed. Stop check Refresh check

License Terms
Select Features
Check Files In Use
Ready to update
Update Progress
Complete

< Back Mext = Cancel




%] Install a SOL Server 2019 update — O *

Ready to update

Verify the list of features to be updated.

SQL Server 2019 update Ready to update:
License Terms - Summary ~
Select Features .. Action: Patch
Check Files In Use E| General Configuration
Ready to update =5 MSSQLSER\-’ER
[=)- Features
Update Progress . i.Database Engine Services
Complete - Attributes
... Language: English - United States
Edition: Enterprise
Patch Level: 13.0.2000.3
Processor Type: x64
Service Pack:
‘.- Upgrade Status: Mot installed.
(=) Shared Features
(- Features
¢ i.50L Client Connectivity SDK
- Attributes
II:allj_guage: v
Configuration file path:
< Back Update Cancel
[ Install a SOL Server 2019 update — O *
Complete
Your SQL Server 2019 update operation is complete.,
SOLEIO B T T Information about the Setup operation or possible next steps:
License Terms
Feature Status

Select Features

Check Files In Use & Database Engine Services (M55QLSERVER) Succeeded

@ SOL Browser (MSSCOLSERVER) Succeeded
Ready to update (2 QL Writer (MSSQLSERVER) Succeeded
Update Progress () Setup Support Files (MSSOLSERVER) Succeeded
Complete

Summary log file has been saved to the following location:

CAProgram Files\Microsoft SOL Server\]1 500 Setup Bootetraphlogh 20200528 175327
“Summarny COMP 20200828 175327 txt

Close



Now we will install SSMS
Name v Date modified Type

iE 01 SOL Server 2019 x64.iso 01-Oct-2019 2:25... WinRAR archive
{e 02 SQL Server 2019 CU4 KB4548597.exe 04-Apr-2020 1:17 ...  Application
. 03 SSMS v18.5.exe 15-May-2020 3:47 ... Application

nee RELEASE 18.5

1..28 Microsoft SQL Server Management Studio

Welcome. Click “Install” to begin.

Location:

ogram Files (; \Microsoft SOL Server Management Studio 18 Cha nge

By clicking the “Install” button, | acknowledge that | accept the License Terms and
Privacy Statement.

SQL Server Management Studio transmits information about your installation experience, as well as other
usage and performance data, to Microsoft to help improve the product. To learn more about data processing
and privacy controls, and to turn off the collection of this information after installation, see the
documentation.

Install Close

RELEASE 18.5

.. 28 Microsoft SQL Server Management Studio

Restart required in order to complete setup.

All specified components have been installed successfully.

The computer needs to be restarted before setup can continue.




DATABASE & EVENTLOG CONFIGURATION:

Now we will create SA account which will be local and then complete EventLog Configuration.
Create a local user
In View Composer only SQL local accounts are supported thus domain accounts can't be used.

Expand Security item and right click Logins. Select New login to create a new local user.

Object Explorer ~ I
Connect = W *if v O A
= & COMP (SOL Server 15.0.4033.1 - RAMLY
Databases
= Security
Server Roles
Credentials
Cryptographic Providers
Audits
Server Audit Specifications

Server Objects

FReplication

PolyBase

Abhways On High Awvailability

MManagement

Integration Services Catalogs
== S0OL Server Agent
HEwent Profiler

HEREEEEE

B Login - Mew — O
—— T st - @ i
F Server Roles
& User Mapping Login name: |HDrizonC0mposer | Search...
F Securables
& Status () Windows authentication
(®) SCOL Server authentication
Password: |......... |
Confirm password: |o........ |
[1iEnforce password policy?
() Mapped to cerificate
() Mapped to asymmetric key
T . ] Map to Credential ~ Add
Serer Mapped Credentials Credential Provider
COMP
Connection:
RAMLAN administrator
ﬁ View connection properties
Progress Remowve
Ready Default database: master -

Default language: <default = >

Cancel

= @ COMP (SCL Server 15.0.4033.1 - RA
Databases
= Security
=
e EEMS_PolicyEventProce
e FEMS_PolicyTsqlExecuti
a COMPAdministrator

pa HorizenComposer



Create the database
Right click Databases and select New Database.

Object Explorer > 1 x
Y G

= @ COMP (SQL Server 15.0.4033.1 - RAMLY

i Mew Database

Connect = * x*

Select a page

Script - Hel
& General I Serpt @ Hep
J Options
# Flegroups Database name:
Owner:
Database files:
Logical Name
HorizonComposerDB
HorizonComposerDB _log
Connechon
Server:
COMP
Connection:
RAMLAN administrator

lﬁ Wiew connection properties

Ready g

Object Explorer * 1 x

Connect~ ¥ *¥ T & .
= E COMP (50L Server 13.0.4033.7 - RAMLY

=
System Databases
Database Snapshots
g HorizonComposerDB

| HorizonComposerDB

|HnriznnCnmpaser |
Fle Type  Filegroup Inttial Size (MB)  Autogrowth / Maxsize
ROWS... PRIMARY By &4 ME, Unlimited
LOG Mot Applicable 8 By 64 MB, Unlimited

Add Remove

Cancel



Right click the SQL Server name and select Properties.

B server Properties - COMP — ] =

Selecta page IT Script ~ &) Help
General
Memory
Processors
Securty
Connections () Windows Authentication mode
Database Settings
Advanced
Pemmissions

Server authentication

(®) SQL Server and Windows Authentication mode

e

Login auditing

) MNone

(®) Failed logins only

() Successful logins only

() Bath failed and successful logins

Server proxy accourt
[] Enable server proxy account

Connechon L e

Server:

COMP Options
[] Enable Commen Criteria compliance

[] Enable C2 audit tracing

Connection:
RAMLAM administrator

ﬁ View connection properties

[] Cross database ownership chaining

Progress
Ready
Cancel
Microsoft SCL Server Management Studic x

Some of your configuration changes will not take effect until SQL Server is restarted.

2 Copy message

Restart the server.
Create SQL DB ODBC Connection

Access the Windows Server where the View Composer will be installed, open the Administrative Tools
folder and double click ODBC Data Sources (64-bit) item.

=5 ODBC Data Source Administrator (64-bit) >
User DSM  System DSM  Fle DSM  Driwvers  Tracing Connection Pooling About

System Data Sources:

Mame  Platform  Driver Add...

Remove

Corfigure. ..

_ An ODBC System data source stores imMformation about how to connect to the indicated data provider.
D; A System data source is visible to all users on this machine, including NT services.

Cancal Pocty Heip



Create Mew Data Scurce .

Select a driver for which you want to set up a data source.

Mame “ersion

ODBC Driver 17 for SQL Server 2017175.01.01
10.00.17763.01

S5QL Server MNative Client 11.0 2011.110.7462 06

SQL Server Native Client RDA 11.0 2011.110.5065.66

Create a Mew Data Source to SC0L Server e

This wizard will help you create an ODBC data source that you can use to
connect to SGL Server.

What name do you want to use to refer to the data source?

A Mame: | HorzonComposerDB |

How do you want to describe the data source?

Description: |Hnriznr1 Composer DB |

Which SQL Server do you want to connect to?

Server: | v|

Create a Mew Data Source to S0OL Server =

How should SQL Server verify the authenticity of the login ID7

() With Windaws NT authentication using the netwark login 1D

I! ® With SQL Server authentication using a login 1D and password
entered by the user.

To change the netwark library used to communicate with SGQL Server,
click Client Configuration.

Client Corfiguration...

Connect to SGL Serverto obtain default settings for the
additional configuration options.

Login 10: | HorizonComposer |

Password: |""“"'| |

< Back Mext = Cancel Help




Create a Mew Data Source to S50L Server

Change the default database to:

| Horizon

[ Attach database filename:

available.

Use AMSI quoted identifiers.
Use AMSI nulls, paddings and wamings.

Use the failover SQL Server if the primary SAL Serveris not

< Back Mext =

Lreate a Mew Lata Source to UL Server

English

times.

[[] Use strong encryption for data

omm translation for character data
Perform translation for character dat
] Use regional settings when outputting currency, numbers, dates and

CAlUsers*"ADMINITT RAMApp DatatLocal* Temp™G

Cancel Help

[C]Change the language of SGAL Server system messages to:

[[] 5ave long running queries to the log file:

Browse...

Long query time {miliseconds): 2p000

U

[[] Log ODBC driver statistics to the log fils:
CaUsershADMINIT1 RAMMApp Data*Local \Temp*S

Browse...

< Back Cancel Help

ODBC Microsoft SCL Server Setup

Anew ODBC data source will be created with the following
configuration:

SOL Server ODBC Data Source Test

Test Results

Microsoft SQL Server ODBC Driver Version 10.00.17763

Data Source Name: HorizonComposerDB

Data Source Description: Horizon Composer DB
Server: COMP

Database: HorizonComposerDB

Language: (Defautt)

Translate Character Data: Yes

Log Long Running GQueries: No

Log Driver Statistics: No

lJse Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
dizconnect

Use Failover Server: No

Use ANSI Quoted Identifiers: Yes

Use ANSI Mull, Paddings and Wamings: Yes
Data Encryption: Mo

Test Data Source... I 0K Cancel

Microsoft SQL Server ODBC Driver Version 10.00.17763
Running connectivity tests...

Attempting connection

Connection established

Verifying option settings

Disconnecting from server

TESTS COMFLETED SUCCESSFULLY!




The new System DSN has been created. Click OK.

a3y ODBC Data Source Administrator (61-bit)
User DSM  Systern DSM File DSM = Driwvers Tracing Connection Pooling Sbout

System Data Sources:

Mame Platform Drriver I Add I

HorizonComposerD B ESEE T3 SQlL Server
Remowve

Corfigurs. ..

_ A ODBC System data source stores information about how to connect to the indicated data prowvider.
D; A System data source is wvisible to all users of this computer, including NT services.

Ok Cancel Apphy Help

Install View Composer

Mame

Installation cannot proceed as Secure Boot is enabled.
I b Please disable Secure Boot.

To fix above error - Shutdown the composer server VM and select Firmware as EFl and secure boot to

disable as shown below.

Edit Settings |

Warning, VBS must be disabled in Guest OS.




Now power on the VM and continue with the install.
ﬁ VM ware Horizon View Composer >

vmware Welcome to !:he Installation Wizard for
VYMware Horizon View Composer

The installation wizard will install vMware Horizon View
Composer on your computer. To continue, dide Mext.

VMware

I_I - . Copyright © 1998-2020 VMware, Inc. All rights reserved. This
O rl Z O ﬂ product is protected by U.5. and international copyright and
intellectual property laws. WVMware products are covered by
one or more patents listed at

hittp: ffwwew. vmware..comfgofpatents.

< Back [Next= ] cancel

ﬂ VMware Horizon View Composer b

License Agreement

Flease read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT ~

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWMNLOADING. INSTALLING, OR
USIMNG THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL EMNTITY?)

AGREE TO BE BOUMD BY THE TEREMS OF THIS EMD USER LICEMSE
AGREEMENT ("EULA™. IF YOU DO NOT AGEEE TO THE TERMS OF THIS ¥

(®) I accept the terms in the license agreement

() I do not accept the terms in the license agreement

InstallShield

<Back [ Next= || cancel

ﬂ Vihware Horizon View Composer

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different

G Install WMware Horizon View Composer to:

C:\Program Files (x88)\WMware\WMware View Composer)

Installshield

<Back |[  mMext>= || cancel



ﬂ VMware Horizon Wiew Composer
Database Information

Enter additional database configuration information.

Enter the Data Source Mame {DSM) for the YMware Horizon View Composer database. To set
up the DSM dick the ODBC Setup button.

IHorizonCamposerDEi CDBC DSM Setup...

Enter the usermame that you entered in the ODBEC Data Source Administrator.

IHorizunComposer

Enter the password for this database connection.

InstallShield

< Back [ [ mext> ]| cancel |

ﬁ VMware Horizon View Composer

VHMware Horizon View Composer Port Settings

Enter the connection information for the WMware Horizon View Composerd

Specify the web access port and security settings for VMware Horizon View Composer.

SOAP Port: I 3

S5L Certificate: (®) Create default S5L certificate
() Use an existing 55L certificate

Installshield

<Back [ Next> || cancel |

i VMware Horizon View Composer

Ready to Install the Program
The wizard is ready to begin installation.

WMware Harizon View Composer will be installed in:
C:\Program Files (x8&)WMware\WMware View Composer’,

If you want to review or change any of your installation settings, dick Back. Click Install to
begin the installation or Cancel to exit the wizard.

Installshield

<Back [ Instal || cancel




ﬂ VMware Heorizon View Composer

VMware

Horizon®

Installer Completed

The installer has successfully installed WMware Horizon Wiew
Composer. Click Finish to exit the wizard.

later.

=

Create the Event Database

< Back

ﬂ Vhware Horizon View Composer Installer Information

changes made to VMware Horizon View Composer to take

@ You must restart your system for the configuration
effect. Click Yes to restart now ar Mo if you plan to restart

Cancel

From Microsoft SQL Server Management Studio, right click Databases and select New Database.

E Mew Database

O =
F Gen:ral LT Senpt ~ @ Help
& Options
& Filegroups Database name: [viewEverts| |
Owner: |<defau|t> | I:I
Use fulltext indexing
Database files:
Logical Mame File Type Filegroup Initial Size (MB) Autogrowth 4 Maxsize Pa
WiewEvents ROWS... PRIMARY { By 64 MB, Unlimited =] c:
ViewEvents... LOG Mot Applicable 8 By 64 MB, Unlimited =] c:
Connection
Server:
COMP
Connection:
RAMLAMNadministrator
wif Miew connection properties
Progress
Ready = =
Add | Remowve
| oK | | cancel




CObject Explorer ]

Connect — & > w O A
= & CTOPMP (SCOL Server 15.0.4033.1 -
=
Systern Databases
Database Snapshots
W HorizonComposerDB
W ViewEwents

HEEE

Create New User (Local)

=] Login - Mew — [}
S;I Genaeral LT Script ~ @ Help
K Server Roles
& User Mapping Login name: |viewadmin | Search...
#~ Securables
S Status () Windows authentication
(@) SOl Server authentication
Password: |......... |
Confimrn passwaord: |-........ |
[CiEntorce password policy:
() Mapped to cerdificate
() Mapped to asymmetric key
- - [1 Map te Credential o Add
Server: Mapped Credertials Credential Prowvider
COMP
Connection:
RAMLAMadministrator
wif  Miew connection properties
Progress Remowe
Ready Default database: master -~
Default language: <default=> il

Cancel

Access the User Mapping field, map the database and assign the db_owner role to the new user.

=] Login - Mew — [ |

LT Script - g Help

K General
& Server Roles
F User Mapping Users mapped to this login:
S Securables Map Database User Default Schema
& Status [ HorzonComposerDB
[ master
(| madel
(| msdb
(| tempdb
Wiew Events wiewadmin
Connechion
Server:
COMP

Diatabase role membership for: WViewEvents

Connection: [] db_accessadmin
RAMLAMadministrator ] db_backupoperator
¥ Miew connection properties [] db_datareader
[] db_datawriter
[] db_ddiadmin
[] db_denydatareader
[] db_denydatawriter
FProgress db_owner

[1 db_securityadmin
Ready public

Cancel



In Status field make sure the user is enabled to login. Click OK.

EH Login - Mew — —_ =
5':"(’3':”2::9" LT Script ~ &G Help
# Server Roles
S User Mapping Settings
& Securables
= Permission to connect to database engine:
=) Gramt
2 Derny
Login
=) Enabled
2 Disabled
Status
SAL Server authentication:
Connecton
Server:
cComMP
Connection:
RAMLAMN administrator
piF Miew connection properties
Progress
Ready
Cancel

The new user has been created successfully.

= = COMP (5CL Server 153.0.4023.1 - RAMLY

Cratabases
= Security
= Logins
-

H#EMS_PolicyEventProcessin
ZEME_PolicyTsqglExecutionlL
COMPY ADmMinistrator
HorizonComposer

T AUTHORITY WSYSTER
MNT SERVICEMNMSSCLSERVER
T SERVICENSCL SERVERAGE
MT SERVICENSCOL TELEMETRY
T SERVICEWNSCL Writer

T SERVICENWinmgmt
FAMLAM Administrator
FAMLAMY HorizoenAdmins
FAMLAMY ram

FARM AN ADRAIN

sa

wiewwadmin

AN 3333003334

In Server Properties under Security, double check that SQL Server and Windows Authentication mode is
enable. Click OK.

B Server Properties - COMP — — =4

— T ot - @
& Memony

&~ Processors
=

&~ Connections
=

=

=

Server authentication

) Windows Authentication mode
Database Settings

Advanced
Pemissions

) SOl Server and Windows Authertication mode

Login auditing

) MNone

(@) Failed logins onhy

) Successful logins onby

) Both failed and successful logins

Server proxy account
[] Enable server proxy account

Conmnecbon e

Server:

COMP

Connection:
RAMLAMNadministrator

wip Mew connection properties

Ready

Options
[] Enable Common Criteria compliance
[] Enable C2 audit tracing

[] Cross database ownership chaining

Cancel



Configure TCP Port

To configure the Event Database, you need to know the port to connect to. Start the SQL Server
Configuration Manager and under SQL Server Network Configuration select Protocols for MSSQLSERVER.
Right click in the right pane the TCP/IP protocol and select Properties.

ﬁ Sgl Server Configuration Manager

File Action View Help

= %= H

‘@ SCL Server Configuration Manager (Local)
B SOL Server Services
_E_ 50L Server Metwork Configuration (32bit)
b % SCL Mative Client 11.0 Configuration (32bit)
W _E_ S0L Server Metwork Configuration
&= Protocols for MSSOLSERVER
5 % 50L Mative Client 11.0 Configuration

Protocol | IP Addresses

Protocol Marmne

% Shared Memory
W~ Mamed Pipes
W TCRAP

Status

Enabled
Enabled
Enabled

B2 1py

IP Address
TCP Dyn;mic Ports 0

Active Yes
Enabled No
192.168,10.111

o p2
B 1p3
B 1pe

IP Address
TCP Dynamic Ports
|ﬁ TCP Port

LTcP Port 1433

Active Yes
Enabled No
feB80::5efe:192,168.10.111%13

0
1433 ] -—

(=NTTV
TCP Dynamic Ports
[T'CP Port

—

50680
1233] -




Select SQL Server Services in the left side then right click SQL Server. Select Restart to restart the service.

B Sql Server Configuration Manage — O e
File Action View Help

|| B2HI®O®®

B SOL Server Configuration Manager (Local) Mame State Start Mode Log On As
[/ 'SaL SenverSenices . . . [ SQL Server (MSSQLSERVER) Running Automatic LocalSystem
% :gt :‘IE":E' ':;EI t“"z"ﬁ %E'é'ﬁgf“ 'at'c': 82(:;;1) #9501 Server Browser Running Automatic NT AUTHORITY\LO...
= ative Clien f onfiguration ¥ R
« B SQL Server Metwork Configuration ¥ 50L Server Agent (MSSQLSERVER) Running Automatic LocalSystem
B Protocols for MSSQLSERVER
25 SOL Native Client 11.0 Configuration
SOL Server Configuration Manager =

Stopping service. ..

Close

Configure Event Database in Horizon

From the Horizon console, access the Event Configuration field and click Edit in the Event Database area.

Event Configuration

Event Database

Edit

Edit Event Database x
* Database Server =
COMP.RAMLAM.CA
Database Type
Microsoft SQL Server ~
* Port
1433
* Database Name
ViewEvents
* User Name
wviewadmin
+ Password

* Confirm Password

Table Prefix

event_



Event Configuration

Event Database

Clear Edit
Database Server Type
Microsoft SQL Server

Database Server
COMP.RAMLAM.CA

Port
1433

Database Name
ViewEvents

User Name
viewadmin

Table Prefix
event_

Event Settings

Edit
Show events in View Administrator for:
2 Months

Classify events as new for:
2 Days



Create a shared folder on Connection Server (connl.ramlan.ca) so we can save the logs.

Events to File System

Log to File

Always
© LogtoFileon Error @

Mever

Copy to Location

Edit Delete

UMC Path
User Name

Domain

Service Account

wcomphlogs

administrator

RAMLAM.CA

1. Create an account in Active Directory that Horizon View will use to login to vCenter. This account
can also be used by Composer and Instant Clones to create computer accounts in Active Directory.

2. Make sure the password does not expire.

3. Domain User is sufficient. Permissions will be delegated where needed.

Mew Object - User

; Create in:  RAMLAN CA/HORIZON
il

First name: |Hl::riz|::n

Last name: |\|"|ew

Full name: |Hl::riz|::n Wiew

Uszer logon name:

User logon name (pre-Windows 2000):

|hl::rizomriew| | ERAMLAN.CA

| RAMLAMN | |h|::riz|::mriew

< Back

ot

Cancel



Mew Object - User >

; Create in: RAMLAMN.CAHORIZOMN

il
Password: |..-...... |
Confirm password: |......... |

[] User must change password at next logon

[1 User cannot change password

[] Account is disabled

< Back Mext = Cancel

MNew Object - User >

2_3 Createin: RAMLAN.CA/HORIZOM

When you click Finish, the following object will be created:

Full name: Horizon View
User logon name: horizonview @RAMLAN CA

The password newver expires.

Assign role to service account:
Create an account in Active Directory that Horizon View will use to login to vCenter.

In vSphere Web Client, in Hosts and Clusters view, browse to the vCenter object. Permissions must be
assigned at the vCenter level. It won’t work at any lower level.

Summary

Actions - VC.RAMLAMN.CA




Add Permission VC.RAMLAN.CA

Domain RAMLAMN.CA

User/Group Q HorizonUsers

Horizon Admin

Propagate to children

Active Directory Delegation for Instant Clones and Composer

Horizon Composer and Instant Clones create computer objects in Active Directory. Horizon is configured
with an Active Directory service account that must be granted permission to create computer objects.

Active Directory Provisioning Account

The Active Directory Provisioning Service account is used by Horizon to manage the

computer accounts that are created for Instant Clone desktops.

This account can be created as a standard domain user, and it should not have domain
administrator or account operator rights — it only needs a select group of permissions

on the OU (or OUSs) where the virtual desktop computer accounts will be placed.

After this account has been created., you need to delegate permissions to it on the OU
(or OUs) where yvour VDI desktops will be placed. If yvou use the structure like the one |
outlined in Part <1, you only need to delegate permissions on the top-lewvel OU and
permission inheritance, if turned on, will apply them to any child or grandchild objects
beneath it.

MNote: If inheritance is not turned on, you will need to check the Apply to All Child Objects

checkbox before applying the permissions.
The permissions that need to be delegated on the OU are:

List Contents

Read All Properties
wWirite All Properties
Create Computer Objects
Delete Computer Objects
Read Permissions

Reset Password

MNote: Although granting this account Domain Administrator or Account Operator
permissions may seem like an easy way to grant it the permissions it needs, it will grant a
number of other permissions that are not needed and could pose a security risk if that
account is compromised. Only the required permissions should be granted in a production

environmeni.




» &) HORIZA™

v [ Keys Delegate Contral...

Delegation of Control Wizard

Welcome to the Delegation of
Control Wizard

-
'{50 This wizard helps you delegate control of Active Directory

objects. You can grant users permission to manage users,
groups, computers, ornganizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Mext.

< Back Mext = Cancel Help

Delegation of Control Wizard

Users or Groups

Select one or more users or groups to whom you want to delegate contral.

Selected users and groups:
F_, Horizon View (horzonview @RAMLAN CA)

Add... Remowe
< Back Next = Cancel Help
Delegation of Control Wizard
Tasks to Delegate [
You can select common tasks or customize your own.
() Delegate the following common tasks:
[1 Create. delete. and manage user accounts -~

[] Reset user passwords and force password change at next logon
[] Read all user information

[] Create, delete and manage groups

[1 Madify the membership of a group

[1 Manage Group Policy links

[] Generate Resultant Set of Policy (Planning) s
+£ >

(®) Create a custom task to delegate

< Back Mext = Cancel Help




Delegation of Control Wizard

Active Directory Object Type
Indicate the scope of the task you want to delegate.

Delegate contral of:

(") This folder, existing objects in this folder, and creation of new objects in this folder

(@) Only the following objects in the folder:

[] applicationVersion ohjects
[] bootableDevice objects

[] certificationfuthority objects
Computer objects

[] Connection ohjects

[] Contact objects

Create selected objects in this folder
Delete selected objects in this folder

< Back Mext =

Delegation of Control Wizard

Permissions
Select the permissions you want to delegate.

Help

Show these pemissions:

General
Property-specific
[]Creation/deletion of specific child objects

Pemissions:

Read All Properties
Write All Properties
[] change password
Reset password
[] 5end as

[] Receive as

< Back Mext =

Delegation of Control Wizard

Completing the Delegation of

Control Wizard

B

Help

in the following Active Directony folder:
RAMLAM CA/HORIZON

The groups. users. or computers to which you
hawve given control are:

Horizon Wiew (horzonwview @ RAMLAN CA)

They hawve the following permissions:

'gp Tou hawve successfully completed the Delegation of Cortrol
wizard.
Tou chose to delegate control of objects ~

— P e
To close this wizard, click Finish.
< Bacie = et




If you are viewing Advanced Features in Active Directory Users & Computers, if you view the properties
of the OU, on the Security tab, click Advanced, find your service account, you should see permissions
similar to the following.

Adwvanced Security Settings for HORIZOMN O >
Chwner: Domain Admins (RAMLAMADomain Admins) Change
Permissions Awuditing Effective Access

For additional information, double-click a permission entry. Te modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to =
SR Allow Exchange Trusted Subsysterm... Full control DC=RAMLAN, DC=CA Descendant publicFelder okj...
SR Allow Exchange Trusted Subsysterm... Special DC=RAMLAMN,DC=CA This cbject and all descendan...
SR Allow Exchange Servers (RAMLAN... Special DC=RAMLAN, DC=CA This object and all descendan...
SR Allow Organization Management (... Special DC=RAMLAMN DC=CA This cbject and all descendan...
SR Allow Exchange Trusted Subsysterm... Special DC=RAMLAN DC=CA This cbject and all descendan...
SR Allow Exchange Windows Permissi... Delete DC=RAMLAN,DC=CA Descendant Computer objects
SR Allow Exchange Windows Permissi... Delete DC=RAMLAMN.DC=CA Descendant Group cbjects
SR Allow Exchange Windows Permissi... Celete DC=RAMLAMNDC=CA Descendant Organizational U...
SR Allow Exchange Windows Permissi... Delete DC=RAMLAMN,DC=CA Descendant Contact objects
‘ Allow Horizon View (horizonview N elete Comput... MNone This object and all descendan...

Add Remowve Edit Restore defaults

Disable inheritance

Adding vCenter Server

Servers

vCenter Servers Gateways Connection Servers

Add E

vCenter Server View Composer Type WM Disk Space Reclamation

Mo records available.

Add vCenter Server

~ # Server address (D
o vCenter Information

VC.RAMLAN.CA

@& view Composer * User Name

ADMINISTRATOR@VSPHERE.LOCAL

@) sworage * Password

@ Ready to Complete Description

Primary V¢

* Port

443
Advanced Settings

Specify the concurrent operation limits. @
* Max concurrent v€enter provisioning operations

20

cancel m




Invalid Certificate Detected >

08r29/2020, 6:06 AM

The identity of the specified vCenter Server cannot be verified for the following reasons:

Server's certificate is not trusted.

Server's certificate cannot be checked.

Vihware recommends the use of certificates signed by a trusted Certificate Authority.

Certificate Information

Issued to
Issued by
Valid from

Subject

Issuer

Serial Number
Version

Signature Algorithm
Public Key Algorithm

Public Key

Add vCenter Server
° vCenter Information

o View Composer

o View Composer Domains

o Storage

e Ready to Complete

VC . RAMLAN .CA

CA

08/27/2020, 10:56 AM to 08/27/2022, 10:56 PM
C=us

CN=VC.RAMLAN.CA

OuU=VMware Engineering
O=VC RAMLAN.CA
ST=California

C=uUs

DC=local

DC=vsphere

CN=CA

00 cO 98 66 48 aa 9d 72 b7
3

SHA256withRSA

RSA

308201 22 30 0d 06 09 2a 86 48 86 f7 0d 01 01 01 0500 03 82 01 Of 00 30 8201 0a 02 8201 0100 c7 cc 7a 4a 93
18 bf032 7ae54a2ef6 9564 7d b9 1972 7b e7 17 5fdb b2 cb fd 29 7a 08 bf 72 e8 4d da 9¢ bf Oc 70 b1 f7 a5 b0
06 9d 38 dd c8 bc 1e b7 9b 5d 8b 31 71 eb de S5e el 1b bf c9 33 cd 56 4b 62 f5 9e d6 e2 be ac e9 d1 4c 8c 2578 a5
fe bf ecf0 a3 b6 4b 11 8b ab3efe dc 7b 3ae7 28 35c9 78 64 b8 c57b 9c 30 10 9 43 12 b8 79 69 55 fc 84 d5 Ob

@ View Composer linked clones are being deprecated in Horizon 8.0 and will not be available in Horizon 8.1 and later

versions. If you currently use this feature, select instant clones instead.

View Composer Settings @

() Do not use View Composer

O View Composer co-installed with vCenter Server

Choose this if View Composer is installed on the same server as vCenter.
 Port 18443

© standalone View Composer Server

Choose this if View Composer is installed on a separate server from vCenter.
* Server address COMP.RAMLAN .CA

* User Name administrator

* Password

* Port 18443

Cancel Previous Next



Inwvalid Certificate Detected >

08/29/2020, 6:07 AM

The identity of the specified Wiew Composer Server cannot be verified for the following

reasons:
Server's certificate subject name does not match the server's External URL.
Server's certificate is not trusted.

ViMware recommends the use of certificates signed by a trusted Certificate Authority.

View Certifica Cancel

Certificate Information X

Issued to COomMP
Issued by ComMP
Valid from 08/28/2020, 7:08 PM to 08/28/2022, 7:08 PM
Subject C=Us
ST=CA
L=CA

O=VMware Inc.

U=VMware Inc
CN=COMP
EMAILADDRESS=support@vmware com

Issuer C=Us
ST=CA
L=CA
O=VMware Inc.
OU=VMware Inc.
CN=COMP
EMAILADDRESS=support@vmware.com

Serial Number 19 e1 26 af 03 f2 63 85 47 99 19 68 90 4b af dc
Version 3

Signature Algorithm SHAZ256withRSA

Pibalin Wmes Almmimiesnn nea

ept Reject

Add vCenter Server

@ vcenter Information Add Edit Remove

O v Domains User Desktops & Farms
View Composer

No records available.

® Vview Composer Domains

© sworage

© Ready to Complete

Cancel Previous Next



Edit Domain

* Full domain name
RAMLAN.CA

* User name
administrator@ramlan.ca

* Password

Add Domain

* Full domain name

RAMLAN.CA

* User name

adminitrator

* Password

Cancel

Add vCenter Server

° vCenter Information

° View Composer

° View Composer Domains

e Storage

e Ready to Complete

Storage Settings ®

Reclaim VM disk space

Enable View Storage Accelerator
Default Host Cache Size 1024 MB
Cache must be between 100 MB and 32,768 MB

Hosts

[C] Show All Hosts

Edit Cache Size

Host Cache Size (MB)
/Moronto/host/Standalone/esx2.ramlan.ca/esx2.ramlan.c Default

a

/Moronto/host/vSAN/esx1.ramlan.ca Default
/Moronto/host/vSAN/esx3.ramlan.ca Default

Cancel Previous Next



Add vCenter Server

° vCenter Information

@ view Composer

° View Composer Demains

@ sioroge

o Ready to Complete

Servers

vCenter Servers Gateways

Add Edit

vCenter Server

VC RAMLAN CA(administrator)
Server

Servers

vCenter Servers Gateways Connection Servers

Edit

Enable Backup

Connection Server Version

CONN1 8.0.0-16592062

CONN2 8.0.0-16592062

View Composer Type

vCenter Server

User Name

Password

Description

Server Port

Max Provision

Max Power

Max View Composer Operations

Max View Composer Provision

Max Instant Clone Engine Provision

View Composer State

View Composer Address

Connection Servers

VM Disk Space Reclamation

Standalone View Composer v

PColP Secure Gateway

Installed

Installed

VC RAMLAN.CA

administrator

ke

Primary VC

443

20

50

20

Standalone View Composer Server

COMP.RAMLAN.CA

Cancel

v

Filter
View Storage Accelerator Provisioning Deployment Type
v v General
T Filter (¢}
State Settings Last Backup
Enabled Secure tunnel connection, Smart " 08/29/2020, 12:00 AM
card authentication: Optional,
Automatic backup
Enabled Secure tunnel connection, Smart " 08/29/2020, 12:00 AM

card authentication: Optional,
Automatic backup

With this we have completed Composer Install and added vCenter. In Part 3, | will cover instant clone and

linked clone setup.
Thanks

Ram Lan
29" Aug 2020



