
How to install Let’s Encrypt for Exchange Server 2019 

In this post, I will show you how to complete Let’s Encrypt SSL Certificate for Exchange Server 2019.  As 

of now, I have a valid SSL Certificate from SSL2BUY 3rd Party.  This certificate is going to expire on 3rd 

May 2020.  So, I am going to try Let’s Encrypt SSL Certificate which is FREE and is valid for 90 days with 

auto renewal through Windows Scheduler. 

 

I will be requesting Let’s Encrypt certificate for these domains. 

• Mail.ramlan.ca 

• Ramlan.ca 

• Autodiscover.ramlan.ca 

This certificate will be assigned for these services 

• IIS 

• SMTP 

• POP 

• IMAP 

I have already configured Exchange Server 2019 with Virtual directories.  If you need help check this link 

https://practical365.com/exchange-server/powershell-script-configure-exchange-urls/ 

 

The virtual directory is pointing to MAIL.RAMLAN.CA 

 

https://practical365.com/exchange-server/powershell-script-configure-exchange-urls/


Other Requirements for Let’s Encrypt:  

1. Download ACME v2 from below link 

I was able to download Let’s Encrypt ACME file from here.  The version, I am using is v2.1.6.773 

https://www.win-acme.com/ 

 

Extract files and copy to Exchange Server to the root (C:\) and keep extra copy of the files in Downloads 
folder as well. After that run wacs.exe as Admin so it will create necessary folder in ProgramData. 

  

 

 
 

2. DNS Entry – External / Internal 

 

 

https://www.win-acme.com/


3. Port Forwarding 

 

 

 

4. Firewall 

 
 

 

 



Now let us start the process. Run wacs.exe as Admin 

 

 

 
Type mail.ramlan.ca,ramlan.ca,autodiscover.ramlan.ca and press enter 

 



 

 

 

 



 

Below is the log you can open and check the status. 

 

 

Here is the scheduled task that will run frequently. 

 

 



Now we can see the certificate issued with expiry date. 

 

Use this link you can check SSL certificate status - https://www.digicert.com/help/ 

 

https://www.digicert.com/help/


Remote Connectivity Analyzer status for Outlook connectivity. 

 

I have exported html and xml file for above 

 

Certificate Status. 

 

This concludes the entire process for Let’s Encrypt.   

Thanks 

Ram Lan 
27th April 2020 


