What is Parallels Mac Management for SCCM?

For companies that already use Microsoft- SCCM for managing PCs, Parallels: Mac Management
for Microsoft SCCM allows IT to maximize investments. It enables administrators to leverage

existing processes by using SCCM as the single pane of glass to manage both PCs and Mac:
computers.

« Unified endpoint management for PCs and Mac® computers
o Effortlessly plugs in to existing SCCM infrastructure

e Full Mac lifecycle management

e Maximize your Microsofte SCCM investment
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Extend your Microsoft SCCM to
manage Mac computers like you
manage Windows PCs.

Mac Discovery and Enroliment Installing the Client Software
e Scan and discover Mac computers on your network. You can hide this dialog. and SCCM will continue installing the client software

on the selected Macs. Or you can Cancel this operation.
e Enroll Mac computers via SCCM Active Directory System Discovery.

« Enroll Mac computers into SCCM via unique integration of Apple® Device
Enrollment Program (DEP) and Parallels Mac Management.

Macs processed: 1 of 1. Succeeded on 1, failed on 0.

macOs® Image Deployment and Patch
Management

« Use familiar SCCM Task Sequence steps to deploy your corporate
macOS base image, applications, and settings to Mac computers.

« Support for macOS updates is seamlessly integrated with SCCM
software update features.

Learn More »
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Software Deployment via SCCM

« Deploy a wide range of packages: .dmg, .pkg, .iso, .app, scripts, and
stand-alone files.

= Support for SCCM package and application deployment models.

= Flexible deployment options allow you to customize all aspects of the
software deployment experience.
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Parallels Applications Portal s A o NN
« Create a self-service library of approved applications for your end users. PuBLISHERS
« Allow end users to browse and install applications approved by IT. :,_._ tnstan
« The end users can install approved applications even if they don't have Googe Published on: /10/16 4:58 PM
Moz

administrative privileges on their Mac.

Prisher: Bare Bonos Published on: 3/10/16 4:59 PM.

Enforce Compliance via SCCM Baselines

- Enforce compliance on the Mac via SCCM configuration items and
baselines.

« Configuration items tailored for Mac: macOS configuration profiles,
FileVault® 2 disk encryption settings, and shell scripts.

- Monitor compliance status via SCCM reporting.

New! Remote Lock and = e Spod s Mot oot e T e e
Wipe
- Initiate a remote wipe of a Mac that was lost,

stolen, or for any other reason needs data to
be erased.
- Lock Mac devices remotely.

i The wipe operation is ireversibiel The Mac wil be iocked and =il the
i tion on its hard drive will be erased.

[ wipe ][ Cancet ]
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« Gather hardware and software inventory of your Mac computers. T 5 e 720
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= Leverage native Microsoft SCCM reports for details on Mac computers. <=
- myncud ‘<om apcie syncsenices synaud (726)
Vorceove o acpie VorceOverOusckstart (47740 6
2 poses
basaagram ey com sopie rbagert (1)
Fre e com aopie derttyservicesd (1000)
=

https://www.parallels.com/ca/products/mac-management/
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PARALLEL MAC MANAGEMENT 8.1 FOR SCCM INSTALLATION NOTES

In this demo, | will walk you through the process of installing Parallel Mac Management 8.1 on CB1910
and Member Server PAR. This product will help manage Mac inventory through CB1910.

My lab setup is as follows:

Configuration Manager CB1910 (CB) - Primary Site

Parallel Mac Management Member Server (PAR)
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PAR is a member server running Windows Server 2019. | will be installing all the roles that are required

to manage Parallel Mac Management.

CB is Primary Site Server running Windows Server 2019. On this server, | will install Parallel Mac
Management Console extension only. Here is the screen shot.

Click Parallels Mac Management for SCCM.exe

Mame Date modified Type

Parallels Mac Management for SCCM.ex 2-Feb . Application
& PMM Prerequisites Checker.exe 2 o Application




Welcome to the Setup Wizard for Parallels
Mac Management for Microsoft SCCM

The Setup Wizard will install Parallels Mac Management for
Microsoft System Center Configuration Manager aon your
computer. To continue, dick Mext.

| Parallels

j_% Parallels Mac Management for Microsoft SCCM Setup >

License Agreement 4
Parallels
Please read the following license agreement carefully. "

Parallels End-User License Agreement ~

Thiz End-User License Agreement (this “Agreement™) iz a legal contract between you, as
either an individual or an Entity (as defined below), and Parallels IP Holdings GmbH and its
subsidiaries (“Parallels™).

READ THE TERMS AND CONDITIONS OF THIS AGREEMENT CAREFULLY BEFORE
DOWNLOADING, INSTALLING, OBTAINING A LICENSE KEY, OR OTHERWISE ACCESSING OR
USING PARALLELS' PROPRIETARY SOFTWARE, INCLUDING SOFTWARE AS A SERVICE,
ACCOMPANIED BY THIS AGREEMENT (the *Software™).

THE SOFTWARE IS COPYRIGHTED AMD T IS LICENSED TO YOU UNDER THIS AGREEMENT, o
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Print

(@) I accept the terms in the license agreement

()1 do not accept the terms in the license agreement

InstallShield
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Parallels Mac Management for Microseft SCCM Setup >

Select Components

) @
Check the components you want to install and uncheck the || Parallels
components you don't want to install.

CanfigMgr Consale Extension Configuration Manager Consale Extension
extends the Configuration Manager console to

[ Configuration Manager Proxy provide a graphical user interface enabling you to
] IBCM Proxy manage Mac computers

] MM Server
[ ] MetBoot Server
[ ] 0% X Software Update Point

Back | | Mext | | Cancel
Parallels Mac Management for Microseft SCCM Setup )4
Ready to Install the Program 4
The wizard is ready to begin installation. || Parallels

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel
to exit the wizard.

Back || Install || Cancel




Parallels Mac Management for Microsoft SCC

|| Parallels

Setup Completed

The Setup Wizard has successfully installed Parallels Mac
Management for Microsoft SCCM. Click Finish to exit the
wizard.

Back i1sh Cancel
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Administration

,5 Users

& Devices

g}. User Collections

&1 Device Collections

& User State Migration

] Asset Intelligence

E Software Metering

[ Compliance Settings

1 Endpaint Protection

] All Corporate-owned Devices

" Parallels Mac Management

7 ||| % » Administration
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@ Updates and Servicing
"] Hierarchy Configuration
[ Cloud Services

[ Site Configuration

K Client Settings

[ Security

_;jjj Distribution Points

3]:_,‘ Distribution Point Groups
] Migration

[P Manasement Insights
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Assets and Compliance

« Navigation Index

Users: Manage users and user groups for the hierarchy.

User Collections: Manage user collections for the hierarchy.

User State Migration: Manage user state migration for when you deploy operating systems.
Software Metering: Configure rules to menitor software application usage.

Endpoint Protection: Manage Antimalware and Firewall policies.

Parallels Mac Management: Manage Mac computers and Parallels Desktop.

-

Recent Alerts (0) - Last updated: 22-Feb-2020 2:52:05 AM

Owverview »  Parallels Mac Management »

Parallels Mac Management

< Navigation Index

Discovery Methods: Configure the methods to discover resources. Client push installation requires that resources must first
be discovered.

Mobile Device Management: Mobile Device Management

Volume Purchase Program: Volume Purchase Program

llels Mac Management;

iscovery Methods
& Mac Client Enrollment
» [ Mobile Device Management

» [l Device Enrollment Program

L1 Volume Purchase Program
#: Licenses

» [ IBCM




Now we move on to the Member server (PAR) and install remaining roles. Before we do, we need to
take care of these pre req:

e Local Admin rights on this server (PAR) for Administrator user

o DCOM remote activation permission

e Administrator rights on Configuration Manager Console

e Permission in ADSI for ParallelServices / Program Data container
e  Permission to SCCM Network share

e C(Certificates (Web Server & Workstation Authentication)

e DP Roles & Features, WSUS Roles & Features, WSUS Certificate
e DPInstallation

Local Admin Rights — PAR & CB
Open Server Manager — Tools — Computer Management

= Administrators Properties

CB.RAMLAN.CA

Administrators Properties ?

General

% Administrators
o

Administrators have complete and unrestricted access
to the computer/domain

General
B

Description:

PAR.RAMLAN.CA

Administrators

Administrators have complete and unrestricted access Description:

to the computer/domain

Members:

&l Administrator

Members:
A pdministrator

& RAMLAN Administrator
1 RAMLANNCE

2, RAMLAN Domain Admins
e RAMLANSWPAR

é_; RAMLAMNparadmin

3_3_', RAMLAMDomain Admins
& RAMLAN \exadmin

18 RAMLANPAR

é_’ RAMLAM paradmin

&5 RAMLAN \ram

Changes to a user’s group membership

Changes to a user’s group membership

Add. Remowve are not effective until the next time the Add Remove are not effective until the next time the
user logs on user logs on.
Cancel ApEly Help Cancel Apply Help

DCOM Permission:

This we have to do it on the Configuration Manager Server (CB).

Click Start > Administrative Tools > Component Services.

Navigate to Console Root / Component Services / Computers / My Computer / DCOM Config. Scroll
down to Windows Management and Instrumentation

Windows Management and Instrumentatior
Windows Media Player

Windows Media Player Burn Audio CD Hanc
Windows Media Player Launch

Windows Media Player Rich Preview Handle

(LRI

Windows PManagerment and Instrurmentation Properties

General Location  Securty Endpoints | ldertity
Launch and Activation Pemissions
3 Use Default

- Customize

Aocess Pemissions

) Use Defaul

O Customize

Configuration Permissions
3 Use Default

- Customize

Learm more about setting these properties

Cancel

11
Wiew

Mew Window from Here

Properties
L4 =
Edit ..
O
Edit...
Edit
Ay




Launch and &Activation Permission ? >
Security

GI‘OIJD ar user names:

SR sthenticated Users

SR Administrators (CB\Administrators)
& ParAdmin (paradmin@RAMLAN CA)
2 Ram fram@RAMLAN CA)

Add... Remove
Pemnissions for Administrator Allow Deny
Local Launch [l
Remote Launch [
Local Activation [l
Remote Activation ]

Cancel

Launch and Activation Permission ? >

Security

I:‘jl‘()LID ar user names:

2 Administrator {Administrator@RAMLAN CA)
SR Avthenticated Users
SR Administrators (C B \Administrators)
a ParAdmin (paradmin @RAMLAM CA)
Ram {ram@RBAMLAM CA)

Add. Remove
Pemissions for Ram Allow Deny
Local Launch [
Remate Launch [l
Local Activation [l
Remaote Activation [l

Cancel

Administrator rights Configuration Manager Console:

Navigate to Administration / Overview / Security

a2 | =

Add User Saved
or Group Searches -
Treate Search | Adn
< ~ [2= N~ » Acmi

Administration
-  FFi Overview
» £ Updates and Servicing
Hierarchy Configuration
| Cloud Services

| Site Configuration

By Client Settings

Launch and Activation Permission

Security

GI‘OIJD ar user names:

SR Authenticated Users
SR Administrators (CB\Administratars)

2 Ram ram@RAMLAN CA)

2, Administrator (Administrator@RAMLAN CA)

‘ ParAdmin (paradmin @RAMLAMN.CA)

Add Remove
Permissions for ParAdmin Allow Deny
Local Launch 1
Remate Launch 1
Local Activation 1
Remote Activation (|

Cancel

Launch and Activation Permissicn

Security

GI‘OIJD ar User names:

2 Administrator (Administrator@RAMLAN CA)
Autherticated Users

SR Administrators (CB \Administrators)
a ParAdmin (paradmin @RAMLAN CA)
2 Ram fram@RAMLAN.CA)
Add... Remove
Pemnissions for Authenticated
Users Allow Deny
Local Launch ]
Remote Launch O O
Local Activation [
Remote Activation O
Cancel



Add User or Group

Specify a user or group to add as a Configuration Manager administrative user

To control the type of objects that administrative users can manage. assign one or more security roles to the administrative user, and
then assign securty scopes to limit the instances of objects that the administrative user can manage.

Lser or group name: RAMLAMNparadmin _ |

Assigned securty roles:

Browse...

Name
Full Administrator

Description

Grants all permissions in Configuration Manager. T...

Assigned security scopes and collections:

(®) All instances of the objects that are related to the assigned security roles

() Only the instances of objects that are assigned to the specified securty scopes or collections

Securty scopes and collections:

Name

Type

Permission in AD for ParallelsServices container:

oK

Add

Cancel

This we have to do it on the Domain Controller using ADSI Edit. | am going to give System Container
(CN=System) full permission, so that when we install the roles. Required container for Parallels Mac
Management will be created accordingly during the install.

~ || CM=System

| CH=AdminsDHolder
CM=ComPartitions
Ch=ComPartitionSets
CM=Default Domain Policy
CM=Dfs-Configuration
CM=DF5R-GlobalSettings
CM=DomainUpdates
CM=File Replication Service
CM=FileLinks

CM=IP Security
CM=Meetings
Ch=MicrosoftDMS
CM=Password Settings Container
CM=Policies

CM=P5Ps

CMN=RAS and IAS Servers Access Check

CM=RpcServices
CM=5ysterm Management
CM=WinsockServices

| CHN=WMIPolicy

| CTM=TPM Dewvices

| Ch=Users

AS YOU CAN SEE THE CN=SYSTEM
CONTAINER DOES NOT HAVE

PARALLELSSERVICES CONTAINER YET.




Right click CN=System — Properties — Security - Add — Administrator — Full Control — Click Advanced — Allow — This
object and all descendant objects.

Repeat the same for Ram, ParAdmin & PAR - Full Control - Click Advanced
CM=System Properties ? x

Stribute Editor  Security

GI’DIJD or User names:

& Administrator (Administrator@RAMLAN CA)

SR CREATOR OWNER

ER SELF

SR Authenticated Users

SR 5YSTEM

SR NETWORK SERVICE v

Add... Remove
Pemissions for Administrator Allow Dy

Full contral 0o o~
Read L]

Write ]
Create all child objects ]
Delete all child objects ] o

For special permissions or advanced settings, click

Advanced. b T EE

Cancel Apply Help

Permission Entry for System O >

Principal: Administrator (Administrator@RAMLAN.CA)  Select a principal

Type: Allow ~

Applies to: | This object and all descendant objects ~

Permissions:

Full control Delete msExchProtocolCfgHTTPFilters objects

List contents Create msExchProtocolCfgHTTRVirtual Directory objects

Read all properties Delete msExchProtocolCfgHT TPVirtualDirectory chjects

[ Write all properties Create msExchProtocelCfglh objects

[~] Delete [] Delete msExchProtocolCfglh objects

Delete subtree Create msExchProtocolCfgIMAP Container objects

Fead permissions Delete msExchProtocolCfglMAPContainer chjects

Modify permissions Create msExchProtocolCfgIMAPPolicy objects

Modify owner Delete msExchProtocolCfgIMAPPolicy objects

[+ &Nl validated writes [+~] Create msExchProtocelCfgIMContainer objects hd




Permission in AD for Program Data container:

This we have to do it on the Domain Controller using ADSI Edit. | am going to give Program Data
Container (CN=Program Data) full permission so that when we install the roles. Required container for

Parallels Mac Management will be created accordingly during the install.

w | CM=Program Data

YOU CAN SEE THE CN=PROGRAM DATA CONTAINER DOES NOT HAVE PARALLELS CONTAINER

| CM=Microsoft

Right click CN=Program Data — Properties — Security - Add — Administrator — Full Control — Click Advanced — Allow —

This object and all descendant objects.

Repeat the same for Ram, ParAdmin & PAR - Full Control - Click Advanced

CM=Program Data Properties

Attribute Editor Security

GFDLID ar user names:

? >

& Administrator {Administrator@RAMLAMN CA)
S8 CREATOR OWNER

EBR SELF

SR Authenticated Users

ER sv¥sSTEM

£R NETWORK SERVICE

Pemissions for Administrator Allow

Remowve

Dery

Full contral

Read

Wilrite

Create all child objects
Delete all child objects

Joooo

For special pemmissions or adwanced settings. click
Adwvanced.

Cancel Aoy

Advanced Security Settings for Program Data

Advanced

Help

Owner Domain Admins (RAMLANYDomain Admins) Change

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permissicn entries:

Type Principal Access
SR Allow  Domain Admins (RAMLANY...  Full control
a Allow  Ram (ram@RAMLAMN.CA) Full contral
a Allow  ParAdmin (paradmin@RAML... Full control
2 Allow  PARS Full control
x Administrator (Administrater..  Full control
EB Allow  Authenticated Users Special
ER Allow  SYSTEM Full control
HE Deny  Exchange Trusted Subsystem...
HR Allow  Exchange Windows Permissi..  Change password
EB Allow  Exchange Windows Permissi...  Reset password

Inherited from
MNone
MNone
Mone

Mone

Mone

Mone

DC=RAMLAN,DC=CA
DC=RAMLAN,DC=CA
DC=RAMLAN,DC=CA

Applies to ]
This chbject only

This object and all descendan...
This object and all descendan...
This object and all descendan...
This object and all descendan...
This object only

This object only

This object and all descendan...
Descendant User objects
Descendant User objects W

Add Remove Edit

Diszable inheritance

Restore defaults

Cancel Apply




Permission to SCCM Network Share:

We have to do it on the Configuration Manager Server (CB). We have to give Administrator- Full Control to

SMS_CAN folder within Advanced Sharing. Repeat the same for ParAdmin & Ram

!' AdminUIContentPayload !' EasySetupPayload !' REMINST
- - - -

* !' SMS SUlAgent ! Sources
* -~ -

. hdvanced Sharin X Fermissions tor sMs_[UR A
. SMS_TOR [\cb) Propertes X !
Share Pemmissions
W i .
Previous Versions Customize R AL Gri“p Or User names:
Sharin . Sattings Administrator (Administrator@RAMLAN CA)
Generd Ntk : Secuy : 2 Parfcmin (paracmin@RAMLAN.CA)
Share name: 2 Rem fam@RAMLAN.CA)
Network File and Folder Sharing f— » 42 5YSTEM
A & i ) .
Microscft Ca nﬂgur Aion Manager :? SMS SiteSystem ToSteServerConnection SMSProv TO}R
Shared Add | Remave
Add... Remove

Netwark Path: Limit the number of simuitaneous users to: 6777
\Chlsms lDrl Permissions for Administrator Alow Deny
: § Comments: Full Control O

Shate... 5MS Site TOR 02/18/20 Change O

Read O

Advanced Sharing
Set custom pemissions, create mutiple shares, and set other P Caching
advanced sharing options.
-
_ Cancel Apply Cancel Aoply

Do for SMS_CAN\inboxes — Right Click ddm.box folder — Security - Repeat the same for ParAdmin & Ram
SMS_TOR

. dataldr.box

. ddm.b

ddm.box Properties =

Permissions for ddm.box s

Security
General Sharng Securty  Previous Versions Customize
Object name:  “Vweb'SMS_TORNnboxeswddm box
Object name: b SMS_TORVinboxes ddm box
Group or user names:

GI'DLID or User names:

_4S5YSTEM

SR Administrators (CB\Administrators)

& ParAdmin (paradmin@RAMLAN CA)
& Ram (ram@RAMLAN CA)}

8% SYSTEM

SR Administrators (C B\ Administrators)

To change pemmissions, click Edi. Edit Add =
__ emove
Pemissions for SYSTEM Allow Deny Pemissions for Administrator Allow Deny
Full control vy G Full control O ~
Modify [V Modify ™
Read & execute v Read & execute [}
List folder contents v List folder contents (|
Read V4 Read [} o
Write v v
For special permissions or advanced settings, Avenced

click Advanced. Cancel Apply



Web Server Certificate Template:

We have to create a web server certificate template for Parallels Proxy Configuration.
Open Certification Authority — Right Click Certificate Template — Right Click Web Server — Click Duplicate

Properties of Mew Template x

Subject Name Server Issuance Reguirements

Superseded Templates Extensions Security
Compatibility  General Request Handling Cryptography  Key Attestation

The template options available are based on the eardiest operating system
wersions set in Compatibility Settings.

Show resulting changes

Compatibility Settings

Certification Authority
Windows Server 2008 e

Certificate recipient

Windows 7/ Server 2008 R2 ~

These settings may not prevent eadier operating systems from using this
template.

Cancel Aoply Heip

. Properties of Mew Template *
Properties of Mew Template X
Sublect N s . Reau ot Subject Name Server Issuance Requirements
ubject Name arver zsuance Reguirements
| : & : Superseded Templates Extensions Security
Superseded Templates BExtensions Security Compatibil G | R o Handi Coyptoaraphy  Key Attestati
Compatibility General  Request Handliing Cryptography  Key Attestation LR |EEEE T ] sstation
Template display name: Provider Category: Legacy Cryptographic Service Provider ~
Parallels Proxy | Detemined by CSP —
Minimum key size: 2048
Template name:
Choose which cryptographic providers can be used for requests
|F‘E||E|II|3IsPrmq.r |

(") Requests can use any provider available on the subject’s computer
(®) Requests must use one of the following providers:

Validity period: Renewal period: Tl
e
[W]Microsoft RSA SChannel Cryptographic Provider ~
[w]Microsoft DH SChannel Cryptographic Provider
[] Publish certificate in Active Directory [IMicrosoft Base Smart Card Crypto Frovider
Do not automaticalh I = duplicate certficate exists in Acti [IMicrosoft Enhanced Cryptographic Provider v1.0
D;?-;l{ora.- SRS PR UL BB EA LI SR [ IMicrosoft Enhanced D55 and Diffie-Hellman Cryptoaraphic Pr ¥

Determined by CSFP

Use altemate signature format

ox | [ e

ox | o




Properties of New Template >

Subject Name Server Izsuance Reguirements
Superseded Templates Edensions Security
Compatibility General Feguest Handling Cryptography  Key Attestation

Purpose: Signature and encryption e
Delete revolked or expired cerificates (do not archive)
[ Include symmetric algorthms allowed by the subject
[] Archive subject’s encryption private key

=1

Authorize additional service accounts to access the private key (

!

Key Pemissions. ..

Allow private key to be exported
Renew with the same key (%)

O For automatic remewal of smart card cerificates, use the existing key if a
new key cannot be created

Do the following when the subject is enmlled and when the private key
associagted with this cerfficate is used:

Enroll subject without reqguiring anmy user input

Prompt the user during enrollment
Prompt the user during enrollment and require user input when the
private key is used

= Control is disabled due to compatibility settings.

o sy | | riob

Properties of Mew Template >
Superseded Templates Exdensions Security
Compatibility General Request Handling Cryptography Key Attestation
Subject Name Server Issuance Requirements

(@) Supphy in the request

Use subject information from existing certificates for autoenmllment
renewal requests

{3 Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cenificate administration.

Subject name format:

Mone

Include e-mail name in subject name

Include this information in altemate subject name:
E-mail name
ODMNS name
User principal name {UP M)
Service principal name {SP M)

ox =




Double click Application Policies and Add Client Authentication

Properties of Mew Template =
Compatibility  General Request Handling Cryptography Key Attestation
Subject Mame Server Issuance Requirements
Superseded Templates Exdensions Security

To modify an extension, select it. and then click Edit.
Exdensions included in this template:
D Basic Constraints
DC—erti‘ficate Template Information
D Issuance Policies
Key Usage
Edit.
Description of Application Policies:
Client Authentication
Server Authentication
ox = oo
Make sure to Administrator & PAR has Read, Write, Enroll and Autoenroll permission.
Properties of New Template >

Compatibilty General Request Handling Cryptography Key Attestation
Subject Mame Server lzssuance Reguirements
Superseded Templates Extensions Security

GI’OIJD ar uUser names:

SR suothenticated Users

& Administrator {Administrator@RAMLAN CA)

SR Domain Admins (RAMLANDomain Admins)

ER Enterprise Admins (RAMLANEnterprise Admins)

Add... Remowe

Pemigsions for PAR Allow Derny

Full Cortrol (I (|

Read (I

Wite ]

Enroll 1

Autoennoll ]
For special permizsions or advanced settings, click e
Advanced.

ox rosty

Right-click Certificate Templates again and choose New > Certificate Template to Issue
Select Parallels Proxy and Click OK




Workstation Authentication Certificate Template:

Open Certification Authority — Right Click Certificate Template — Right Click Workstation Authentication
— Click Duplicate

Properties of Mew Template >
Subject Mame Server Izssuance Requirements
Superseded Templates Extensions Security

Compatibility General Request Handling Cryptography — Key Attestation

The template options available are based on the eadiest operating system
wversions set in Compatibility Settings.

Show resulting changes

Compatibility Settings

Certification Authority
Windows Server 2008 b

Cerificate recipient

Windows 7/ Server 2008 R2 ~

These settings may not prevent earlier operating systems from using this
template.

Cancel Aeply H

1]
5]




Properties of New Template d

Subject Mame Server lssuance Requirements
Superseded Templates Edensions Securty

Compatibility General Request Handling Cryptography  Key Attestation
Template display name:
Parallel Proogr Client

Template name:
| Parallel ProsgyClient

Walidity period: Renewal period:

Ijl yeEars - EI weeks R

[] Publish certificate in Active Directory

Do not automatically reenrcll if a duplicate cerdificate exists in Active
Diirectony

oK =

Properties of Mew Template =

Subject Hame Server lzsuance Requirements
Superseded Templates Exdensions Security

Compatibilty  General Request Handling Cryptography  Key Attestation

Provider Categony:

Legacy Cryptographic Service Prowvider e
Alaarithrn narne: Dietermined by CSP r
Minimum key size: 2048

Choose which cryptographic providers can be used for requests
() Requests can use any provider available on the subject’s computer
(®) Requests must use one of the following providers:

Prowviders:

[w]Microsoft RS5A SChannel Cryptographic Provider -~ #5
[IMicrosoft Base Smart Card Crypto Provider =
[IMicrosoft DH SChannel Cryptographic Provider
[IMicrosoft Enhanced Cryptographic Provider 1.0 A
[ 1Microscoft Enhanced DSS and Diffie-Hellman Cryptographic Pr ™

Request haszh: Determined by CSP

Lze altemate signature format

ox sopy




Properties of New Template >

Server lssuance Reguirements
Superseded Templates Extensions Security
Compatibility ~ General Reguest Handling  Cryptography  Key Attestation
Purpose: Signature and encryption -
Delete revoked or expired certificates (do not archive)
[ Include symmetric algorthms allowed by the subject
[ Archive subject’s encryption private key

Authorize additional service accounts to access the private key (%)

Key Pemissions._.

Allow private key to be exported

Renew with the same key (7)
] For automatic renewal of smart card certificates, use the existing key if a
new key cannot be created
Do the following when the subject is enmolled and when the private kkey
associated with this cerificate is used:
Ernmoll subject without requiring amy user input
Prompt the user during enmoliment

Prompt the user during enrollment and require user input when the
private key is used

= Control is disabled due te compatibility settings.

oK oty

Properties of New Template >
Superseded Templates Extensions Security
Compatibility  General Request Handling Cryptography  Key Attestation
Subject Mame Server lssuance Requirements

(@) Supply in the request

Usze subject information from existing cerificates for autoenrollment
renewal requests

() Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:

Mone

Include e-mail name in subject name

Include this information in atemiate subject name:
E-mail name
DMNS name
User principal name (LUF M)

Service principal name (SPM)

ox =




Properties of Mew Template >

Compatibility General Reguest Handling Cryptographny Key Attestation
Subject Mame Server Issuance Requirements
Superseded Templates Extensions Security

To medify an extension, select it, and then click Edit.

Extensions included in this template:
D Basic Constraints
DCerti‘Ficate Template Information
D Issuance Policies

E ey Usage

Edit.
Description of Application Policies:
Cliert Authentication
oK peply Heip
Make sure to Administrator & PAR has Read, Write, Enroll and Autoenroll permission
Properties of Mew Template s

Compatibility General Reguest Handling Cryptography Key Attestation
Subject Mame Server Izsuance Requirements
Superseded Templates Extensions Security

GI‘OIJD ar user names:

£R A thenticated Users

& Administrator (Administrator@RAMLAN CA)

SR Domain Admins (FAMLANDomain Admins)

SR Domain Computers {(RAMLANDomain Computers)
SR Erterprise Admins (RAMLANEnterprse Admins)

Add. .. Remove
Pemissions for PAR Allowe Demy
Full Control (| 1
Read 1
Wite O
Enrall 1
Autoenrol (|

For special permissions or advanced settings. click e
Advanced.

ox ooy ] [

Right-click Certificate Templates again and choose New > Certificate Template to Issue
Select Parallels Proxy Client and Click OK




Distribution Point:

| am using Configmgr Prerequisities tool 3.0.1 to install DP on PAR. Pretty easy — Just select the role and

click install. Wait for success message.
‘< CONFIGMGR PREREQUISITES TOOL 3.0.1

SITE SYSTEM ROLE SELECTION

Prepare this system for selected Site System role:

[ us

Local system

Remote system:

INSTALLATION ACTIVITY

SERVER
PAR
PAR
PAR
PAR
PAR
PAR

FEATURE NAME
Web-Mgmt-Tools
Web-Mgmt-Console
Web-Mgmt-Compat
Web-Metabase
Web-WMI

Web-Scripting-Tools

PROGRESS

INSTALLATION RESUL
Success
NoChangeNaeded
Success
NoChangeNeeded
Success

Installing...

[ T

COMPLETED

Windows Feature installation has completed for site system

role Distribution Point.

Also add these roles and features manually (URL Authorization & BITS) from Server Manager

Open IIS Manager and complete the following:

Click Default Site — Double Click Authentication — Windows Authentication - Enable
File View Help

L @ Authentication
W e
5 Start Page Group by: NoGrouping
Q..ﬁﬂ PAR (RAMLANWADMINISTRAT  Mame ) Status Response Type
t} Application Pools Anonymous Authentication Enabled Actions
v '?— Sites ASP.NET Impersonation Disabled Enable —
- Defoult Web e {Windows Authentication Bisabled HTTP 401 Challenge @



WSUS Install:
Open Server Manager — Add Roles and Features — Select WSUS

= Add Roles and Features Wizard — O s

DESTINATIOM SERVER

Select installation type PARRAMLAN.CA

Select the installation type. You can install roles and features on a running physical computer or wirtual

Before You Begin - ; i N
= machine, or on an offline virtual hard disk (WVHD).

Installation Type

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Serwver Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (WD) to create a wirtual machine-based
or session-based desktop deployment.

< Previous | | MNext > Install

& Add Roles and Features Wizard — O x
Select destination server A RN A A

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool

—

server Selection (_) Select a wirtual hard disk

Server Reles Server Pool
Features
Filter: |
Mame IP Address Operating System

PAR.RAMLAN.CA 192.168.0.16 Microsoft Windows Server 2016 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | MNext > Install




-h Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Sslection

Select one or more roles to install on the selected server.

Roles

O

DESTINATIOM SERVER
PAR RAMLAN.CA

Description

|| Active Directory Lightweight Directory Services
[1 Active Directory Rights Management Services

Windows Server Update Services
allows network administrators to

[ Device Health Attestation specify the Microsoft updates that
Features [] DHCP Server should be installed, create separate
WSUS [ DMS Server groups of computers for different
. [] Fax Server sets of updates, and get reports on
Bolelseniicas I [W] File and Storage Services (2 of 12 installed) the compliance levels of the
Content [] Host Guardian Service computers and the updates that
[] Hyper-¥ must be installed.
] MultiPoint Services
[ Metwork Cantroller
[1 Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[ valume Activation Services
1 [m] Web Server (I15) (18 of 43 installed)
[1 Windows Deployment Services
[] Windows Server Essentials Experience
indows Server Update Serviced] -
< Previous | | Mext > | | Install | | Cancel |
2 Add Roles and Features Wizard — O x

Select role services

Before You Begin
Installation Type
Server Selection

Server Roles

Featuras

W5US

DESTIMATION SERVER
PAR RAMLAN.CA

Select the role services to install for Windows Server Update Services

Role services

Description

] WID Connectivity
WSUS Services

SOL Server Connechivity

Installs the feature that enables
WSUS to connect to a Microsoft SQL
Server database.

<Previous|| Next = |

| Install || Cancel




= Add Roles and Features Wizard — | >

DESTINATION SERVER

Content location selection PARRAMLAN.CA
Before You Begin If you have a drive formatted with NTF5 and at least 6 GB of free disk space, you can use it to store
Installation Type updates for client computers to download quickly.

Server Selection If you need to save disk space, clear the check box to store updates on Microsoft Update;

Server Boles downloads will be slower.

Feztures If you choose to store updates locally, updates are not downloaded to your WSUS server until you
WSUS approve them, By default, when updates are approved, they are downloaded for all languages.

Fole services [#Istare updates in the following location (choose a valid local path on PAR.RAMLAN.CA, or a

remote path):

|'\\c b\Sources\Updates\Parall e||

DB Instance
< Previous | | Next > Install
&= Add Roles and Features Wizard — O x
. DESTIMATION SERVER
Database Instance Selection AR RALLAN.CA
Before You Begin Specify an existing database server (Machine name\Instance name) to install the WSUS database:

Installation Type CBRAMLAN.CA

Server Selection
Successfully connected to server
Server Roles
Features
WSS
Role Sarvicas
Content

DB Instance

Confirmation

< Previous | | Mext = Install




[ Add Roles and Features Wizard — O >

DESTINATIOMN SERVER
PAR RAMLAN.CA

Confirm installation selections

Before You Begin To install the following roles, role services, or features on selected server, click Install.
[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

Installation Type

Server selection
) los been selected automatically. If you do not want to install these optional features, click Previous to clear
Segregtioles their check boxes.
Features
WSS .MET Framework 4.7 Features -
G - WCF Services
wale Services
HTTP Activation
Content

Remote Server Administration Tools
DB Instance L. -
Raole Administration Tools
Windows Server Update Services Tools
APl and PowerShell cmdlets

nfirmation

User Interface Management Console

Windows Internal Database

Windows Process Activation Service

Export configuration settings
Specify an alternate source path

< Prewvious MNext = Install | | Cancel

i Add Roles and Features Wizard

DESTINATION SERVER
PAR RAMLAN.CA

Installation progress

View installation progress

o Feature installation

Configuration required. Installation succeeded on PAR.RAMLAN.CA

Windows Server Update Services
Additional configuration must be performed before continuing

Launch Post-installation tasks
SQL Server Connectivity
WSUS Services

.NET Framework 4.6 Features
ASP.NET 4.6

Wer services
HTTP Activation

Remote Server Administration Tools
Role Administration Tools

You can close this wizard without interrupting running tasks. View task progress or open this
ja) page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Previous Next > Close Cancel

o Feature installation
_

Configuration required. Installation succeeded on
PAR.RAMLAN.CA.

il Add Roles and Features

|, Post-deployment Configuration

Configuration required for Windows Server Update
Services at PAR

Launch Post-Installation tasks




WSUS Certificate:

One of the pre-req required for the OS X Software Update service is to install a WSUS code signing
certificate. This can be obtained from the certificate authority in your environment.
Open Certification Authority from Administrative Tools

Tal certsrv - [Certification Authority (Locall]

— — >
File Action Wiews Help
= = | = | > =
il Certification Authority (Local) Mame Descri ption
~ el z““;::k’:jcééiﬁicates e RANMLAN-DCT - Ca Certification Authority
] Issued Certificates
1 Pending Requests
| Failed Requests
1 Certificate Templates
Right click Certificate Templates — Manage — Code Signing — Right Click — Duplicate Template
Properties of New Template .
Properties of New Template X
Subject Name Server lssuance Requirements
<y ]m aded Tamplates Edensions Req Secur Subject Name Server Issuance Requirements
P a Ly Superseded Templates Extensions Security

Compatibili i i
ompatioty ' General | Request Handing  Coyptography | Key Atestation Compatibility General Request Handling Cryptography ~ Key Attestation

The template options avaiable are based on the earfiest operating system

versions set in Compatibilty Settings. 'I";r;pulzt:!:::‘-:l:?‘g::-ln;ze " |
[ Show resulting changes
oo S Template name:
mpatibiity Seftings |WSUSCode SigningCert

Cedification Authority

Windows Server 2003 v Validity period: Renewal period:

Certficate recipient [ dlyeas  ~ [ 6|lweeks

Windows XP / Server 2003 v

[[] Publish certificate in Active Directory

Do not automatically reenroll if a duplicate certificate exists in Active
Directory

These settings may not prevent earier operating systems from using this
template.

oK Cancel Hel
[0k | cancel Aoply Help [ Concd || Aoy -



Praperties of New Template A

Subject Name Server lssuance Requirments
Superseded Templates Bitensions Securty
Compathity Generl Request Handing  Coptography ey Atestation

Pumose:  Signature v
('] Delete revokced or expired ceficates (da not arcive)
Includ symmetric algorthms allowed by the subject

Archive subject’s encryption private key

Alow private key to be exported

Renew with the same key [)

For automatic renewal of smart card certficates, use the edsting key f 2
new key cannot be created ()

Do the following when the subject i enroled and when the prvate key
asociated wih this certficate is used:

(") Errol subject without equiing any user input

(#) Prompt the user duing envllment

0 Prompt the user during enrolment and requie user input when the
private key s Used

* Control i disabled due to compatibilty seftings.

0K Cance Aoty e

Properties of New Template bt

Superseded Templates Extensions Securty

Compatibity Genersl RequestHanding Cryptography  Key Attestation

Subject Name

Server lesuance Requiements

(") Supply i the request

\Use subject information from existing certficates for autoenrolment
renewal requests [

(®) Buld fom this Active Directory information

Select this option to enforce consistency among subject names and to
simpify cerficate administration.

Subject name fomat:

Comman name v

[ ]Include e-mail name n subject name

Includ this information in altemate subject name:
[ |Emal name

[ ] DNS rame

User prncipal name (LIPN)

[ Seniice principal name (SPN)

* Cantrol is disabled dug to compatibilty settings.

0K Cancel Aoply Help




Compatibility General Request Handling Cryptography Key Attestation

Subject Name Server
Superseded Templates

Issuance Requirements
Extensions Security

To modify an extension, select it, and then click Edit.

Extensions included in this template:

l___:]AppIicaticn Policies

[ Basic Constraints

DCerti‘ficate Template Information
D Issuance Policies

Key Usage

Description of Key Usage:

Signature requirements:
Digital signature
Critical extension.

0K I Cancel Apply Help

Properties of Mew Template

Compatibility  General
Subject Mame Server

Superseded Templates

IVIVIS ALLiUns

Edit Key Usage Extension

Specify the required signature and security options for a key usage
extension.

Signature

Digital signature

[ Signature is proof of origin {nonrepudiation)
Certificate signing

CRL signing

Encryption
Allow key exchange without key encryption (key agreement)
Allow key exchange only with key encryption (key enciphemment)

Allow encryption of user data

[ Make this extension critical

Cancel

>

Reguest Handling Cryptography Key Attestation
Issuance Reguirements

Extensions Security
Group or user names:
SR Authenticated Users
& Administratar {Administrator@RAMLAN CA)
SR Domain Admins (RAMLAMNDomain Admins)
SR Enterprise Admins (RAMLANEnterprise Admins)
Add Remowve
Pemissions for Authenticated Users Allow Dermy
Full Control [1 [
Read [
Wilrite [ (I
Enrall 1
Avutoenroll L1 (I
For special pemissions or advanced settings, click e
Advanced.
ox rorty

In Certificate Authority Console right click Certificate Templates>New>Certificate Template to Issue -

Select WSUS Code Signing Cert - OK



Request WSUS Code Signing Cert on PAR Server:

Click - Run — Type MMC - Add/Remove Snap-in - Certificates — Add - My User Account — Finish
Right click Personnel — All Tasks — Request New Certificate

[Z] Certificate Enrollment

Request Certificates

O >

You can request the following types of certificates. Select the certificates you want to request, and then

click Enroll.

Active Directory Enrollment Policy
] administrater A STATUS: Available Details
[ Basic EFs A STATUS: Available Details +
[C] EFS Recovery Agent A STATUS: Available Details
[JUser jrj STATUS: Available Details
[&] wslUs Code Signing Cert ._%)STATUS: Available Details «
[15how all templates
Cancel
: — O s
=] Certificate Enrollment
Certificate Installation Results
The foellowing certificates have been enrolled and installed on this computer.
Active Directory Enrollment Policy
WSS Code Signing Cert o STATUS: Succeeded Details ~




Export the certificate
% Consolel - [Consele Root\Certificates - Current User\Personal\ Certificates]

ﬁ File Action View Favorites Window Help
e | 2@ 4B XE = HIE

] Console Root
v EET}‘ Certificates - Current User
w [ | Personal

lssued To Issued By Expiration Date  Intended Purposes Frig
L RAMLAN-DC1-CA 04-Jan-2020 Code Signing

Open

| Certificates
> [ ] Trusted Root Certification Authorities All Tasks » Open
’ j Enterprise Trust Cut Request Certificate with New Key...
» [ Intermediate Certification Authorities . .
5 [ Active Directory User Object Copy Renew Certificate with New Key...
» J Trusted Publishers Delete Advanced Operations R
> % Un.trusted Certn‘lcates. o N Brpiis
» || Third-Party Root Certification Authorities Export...
» [ Trusted People Help
> [] Client Authentication Issuers
> [] Local NonRemovable Certificates
> [] Smart Card Trusted Roots

€ ¢ Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to expaort the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
(@) Yez, export the private key

i_J Mo, do not export the private key




€~ =# Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
DER. encoded binary X. 509 {.CER)
Base-64 encoded X.509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates ((P7B)

Indude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (LPFX)
Indude all certificates in the certification path if possible

[]Delete the private key if the export is successful
Export all extended properties
[]Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Cancel

€= =& Certificate Export Wizard

Seourity
To maintain security, you must protect the private key to a security principal or by
using a password.

[ Group or user names {recommended)

Add

Remove

Password:

Confirm password:

Cancel



& b# Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
C:'n,Users'n,ADMINISTRATOR.RAMLAN'n,DownIoads'n,\"a'SUSCerﬁ:‘ar.pfx|E Browse. .. i

Certificate Export Wizard -

The export was successful.

Next Cancel

Open PowerShell as administrator and run these commands one at a time

[Reflection.Assembly]::LoadWithPartialIName("Microsoft.UpdateServices.Administration")
SupdateServer = [Microsoft.UpdateServices.Administration.AdminProxy]::GetUpdateServer()
Sconfig = SupdateServer.GetConfiguration()
Sconfig.SetSigningCertificate("C:\Users\ADMINISTRATOR.RAMLAN\Downloads\WSUSCertPar.pfx",
"),”01Jan2009")

Sconfig.Save()

EX Administrator: Windows PowerShell = O X

opyright (C) 2016 Microsoft Corporation. A1l rights reserved.
PS C:\Users\ADMINISTRATOR. RAMLAN> [Reflection.Assembly]::LoadWithPartialName(

AC Version Location

rue v4.0. 30319 :\Windows\Microsoft. Net\assemb1y\GAC_MSIL\Microsoft.UpdateServices.Administration\v4.0_4.0.0.0__31bf3856ad36...

DMINISTRATOR. RAMLAN: rosoft. UpdateServices. Administration. AdminProxy] : :GetUpdateServer ()
Fig "ver.GetConfiguration()
g.Set gmngCer‘hﬁcate(

Sy
S C:\
=08 G

(o
nM

g.Save()

We need to export the certificate added via PowerShell from PAR server.
Click - Run — Type MMC - Add/Remove Snap-in - Certificates — Add — Computer Account — Finish




ﬁ Consolel - [Console Root\Certificates (Local Computer)\WSUS\Certificates]
E File Action View Favorites Window Help
e 2H 4= IXE | HE

| Console Root Issued To & Issued By Expiration Date  Intended Purposes Friendly Name
v r_ﬁ] Certificates (Local Computer) 04-Jan-2020 Code Signing

dministrator

3 e s . .|| EIRAMLAN-DC1-CA Open 26-0ct-2022  <All> <None>
> | Trusted Root Certification Authoriti
> | Enterprise Trust All Tasks > Open
> 4 IntermedlateACertlflcatlon Authoriti Cit )
> | Trusted Publishers P
Copy

> |1 Untrusted Certificates
Third-Party Root Certification Auth Delete
| Trusted People
> [ Client Authentication Issuers
> ] Preview Build Roots Help
> [ AAD Token Issuer
> || Local NonRemovable Certificates
> || Remote Desktop
> [ Certificate Enroliment Requests
> || Smart Card Trusted Roots
> [ SMS
> [ ] Trusted Devices
> ] Web Hosting
> ] Windows Live ID Token Issuer
v [ wsus

| Certificates

Properties

€ ¢ Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected, If yvou want to export the private key with the
certificate, you must type a password on a later page.

Do you want to expaort the private key with the certificate?
i ¥es, export the private key

(®) Mo, do not export the private key

et I | Cancel




€ & Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format wou want to use:

(®) DER. encoded binary ¥. 509 {.CER)

() Base-54 encoded X.509 {.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Include all certificates in the certification path if possible

Personal Information Exchange - PKCS 12 (LPFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store { S5T)

I Mexct I | Cancel

€~ & Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
C:‘l,leers‘lADMINIS'I'RATOR.RAMLAN\Downloads‘l,WSUSCerﬂjar.cer| E Browse. .. i

Mexct | | Cancel




& ¢ Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specfied the following settings:

File Mame C:\U=zers ADMIMNISTRATOR. RAMLAMC

Export Keys Mo

Indude all certificates in the certification path Mo

File Format DER Encoded Binary X.509 (*.cer)
Certificate Export Wizard 4

€ >

The export was successful,

Finish Cancel

Import Certificate To: (Trusted Root Certification & Trusted Publishers Folders)

Navigate to the Trusted Root Certification>Certificates folder, right click and select All Tasks>Import

L Certificate lmport Wizard

wvrelcome to the Certificate Import VWizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is & confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Locaton
Current User

Local Machine

To comtinue, dick Mext.

Cancer

><




- L= Certificate lmport Wizard

File to Import
Specify the file yvou want to import.

File name:

CidsersWADMIMISTRATOR . RAMLAM Downloads WWSLISCertFar . cer | I Browse. . . I

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PECS 12 {.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates {.P7B)
Microsoft Serialized Certificate Store LS5T)

Plexct Cancel

- e Certificate lmport Wizard

Certificate Store

Certficate stores are system areas where certificates are kept.

windows can automatcally select a certificate store, or you can specify a location for
the certificate.

) Automatically select the certificate store based on the type of certificats
™) Place all certificates in the following store
Certificate store:
| Trusted Root Certification Aauthorities ﬁ

Browse. ..

=
Certificate Import Wizard >

o The import was successful,

0K

dministrator RAMLAM-DC1-CA 04-Jan-2020

Code Signing

Repeat above steps (Import Certificate) to the Trusted Publishers folder as well.

WSUS Code Si...

If your SMS Provider is remote, and in my case, it resides on my site server (CB), then repeat the
process of importing the wsuscertpar.cer into the Trusted Root Certification and Trusted Publishers

folders on that server (CB) as well.



DP Installation:

We have to carry out the DP install from Config Manager Site Server (CB). Before you start make sure
to add CB to Administrators Group on PAR member server.

Administrators P ack ? pd Administrators Properties 7 =

General PAR.RAMLAN.CA General CB.RAMLAN.CA

%: Administrators @ Administrators

Description: Administrators have complete and unrestricted access
Description: Administrators have complete and unrestricted access to the computer/domain
ta the computer/domain
Members:
Members
A pdministrator

A Administrator 1 RAMLAN cb

@ RAMLAN" Administrator #2, RAMLAN"Domain Admins

1% RAMLANNCB & RAMLAN =xadmin

52, RAMLAN \Domain Admins 1 RAMLANWPAR

1 RAMLANNPAR & RAMLAN paradmin

& RAMLAN paradmin &5 RAMLAN ram

Go to Administration — Site Configuration — Right click Server and Site System Roles — Create Site System
Server

Select Computer =

Select this object type:
|Ccmp|_rter |

Object Types...

From this location:
| RAMLAMN.CA |

Locations...

Enter the object name to select {(examples):

EAR Check Mames
Advanced. .. Cancel
5 Create Site System Server Wizard X

g:g General

Select a server to use as a site system

Proxy
System Role Selection

Summary " Name (example: serverl.corp.contoso.com):
EEogress [PAR RAMLAN CA Browse...
Completion

Site code: CAN - HQ - Canada - Toronto Rl

[C] Specify an FQDN for this site system for use on the Intemet

[[] Require the site server to initiste connections to this site system

After the installation of the site system roles, the site server initiates all connections to the site system server by using the Site System
Installation Account.

Site System Installation Account
(® Use the site server's computer account to install this site system

(O Use ancther account for installing this site system

v
O
4

Next > ymma Cancel




‘5 Create Site System Server Wizard

SJ Systermn Role Selection

General Specify roles for this server
Proxy
Systerm Ro

Distribution point Available roles:

Drive Settings [[] Application Catalog web service point

Application Catalog website point
Certificate registration point
[] Cloud management gateway connection point

Pull Distribution Point
PXE Settings

Multicast [[] Data Warehouse service poirt

- = Distributionpoint |
Content Validation [] Ervoliment point

Enroliment proxy point
Fallback status point
Management point
Reporting services point
[ ] Software update point
[] State migration point

Boundary Groups
Summary

Progress

Completion

Description:

A, distribution point contains source files for clients to download. You can control content distribution by using bandwidth,
throttling. and scheduling options.

< Previous MNext > Summary Cancel
'*'ﬂ Create Site System Server Wizard
Distribution point

=peal Specify distribution point settings
Promwy
Systern Role Selection

Communication Description: Parallel Mac Management OF

Drive Settings

Pull Distribution Point Install and configure |15 f required by Corfiguration Manager

PXE Settings Enable and configure BranchCache for this distibution point

Multicast Adjust the download speed to use the unused network bandwidth (Windows LEDBAT)

Content Validation Enable this distribution point for prestaged content

[z ey s Enable thig distibution point to be used as Microsoft Connected Cache server
Summary Leam more
Progress
Completion View Microsoft Connected Cache server License Tems

By checking this box. | acknowledge that | accept the License Tems.

Select the drive and disk space to be used for cache location. f you select Automatic, Corfiguration Manager selects the
drive that has the most free space.

Local drive to be used: Automatic b

Disk space: GB ~ 100 =

[] Retain cache when disabling the Connected Cache server

< Previous Summary Cancel



f] Create Site System Server Wizard

Communication

General

Proxy Specify how client computers or mobile devices communicate with this distribution point.

Systermn Role Selection Does not support mobile devices ar Mac computers.
Distribution point Allow clients to connect anonymoush

(@) HTTPS Reqguires computers to have a valid PKI client certificate.
Drive Settings
Pull Distribution Point

PHE Settings If wou manage Mac computers or have mobile devices that are enrolled by Corfiguration Manager. select an option that allows
Intemet client connections.

Allow intranet-only connections o

Multicast
Allow mobile devices to connect to this distibution point
Content Validation

Boundary Groups Create a seff-signed cenificate orimport a PKI client certificate.

Summary () Create seff-signed certificate
p
e ation date 03-Mar-2113 IEBERD :
Completion
(®) Import certificate
Certificate: |C:\Temp'\DPCertForF‘arallel.p‘fx Browse...
Password: |.........l
< Previcus Mext > Summa Cancel

"5 Create Site System Server Wizard

Drive Settings

E=nsia Specify drive settings for this distribution point
Prosoy
Systern Role Selection

Distribution point Specify the space to reserve on each drive that is used by this distribution point. You can use drive space reserve to determine the
space that remains free on the drive after content is stored on it.

Drive space reserve (MB):

PXE Settings The contert library contains content that is distributed to this distribution point. To optimize hard disk space. the content library stores
only one instance of each content files. The package share is used when you configure a package to allow clients to nun a program
from the distribution point.

Communication

Pull Distribution Point

Pulticast
Content Validation

Boundary Groups Specify the locations for the content library and package share on this distribution point. F you select Automatic, Corfiguration
Sumrmarny Manager selects the drve that has the most free space when the distibution peint is installed. Configuration Manager uses the
secondary content library location only when insufficient space remains on the primary location.

Progress

Completion Primary content library location: Automatic ~
Secondary content librany location: Automatic
Primary package share location: Automatic e
Secondary package share location: Automatic

<= Previous Summa Cancel




'::E] Create Site System Server Wizard

Pull Distribution Point

ozt Specify settings to configure a pull distribution point
Promxy
Systern Role Selection

Distribution point
The site server notifies pull distribution points when there is content forthem to download from a source distribution point.
Communication

Drive Settings
— - " Enable this distribution point to pull cortent from other distibution points
Pull Distribution Point
PXE Settings Select source distribution points for this pull distibution point. Each entry is tied in tum, until the content is found. Source distribution
Multicast points with the same prionty will be randomly selected.

Content Validation

Boundary Groups Source distribution points:
Summa
. Mame Priority
Progress

Completion

Ao

< Previous Mext = Summary Cancel

“H Create Site System Server Wizard

\gj PXE Settings

Eamarsl Specify settings to install operating systems by using PXE boot
Proxy

Systermn Rele Selection
Distribution point Enable PXE support for clients
Communication Windows Deployment Services will be installed if required
Drive Settings
Pull Distribution Point

Allow this distribution point te respond to incoming PXE requests

Enable unknown computer support

[1 Enable a PXE responder without Windows Deployment Service

Multicast
Content Validation Require a password when computers use PXE
Boundary Groups Password: |......... |
Surmmary
Confirm password: |---""" |
Progress
Completion User device affinity: Do not use user device affinity i

Metwork interfaces
(®) Respond to PXE requests on all network intefaces
() Respond to PXE requests on specific network intefaces

Specify the PXE server response delay (seconds): |1|] =

= Previous

Surnmary Cancel



E] Create Site Systermn Server Wizard

g:g Multicast

General

Proxy

Systemn Role Selection
Distribution point
Communication
Drive Settings
Pull Distribution Point
PXE Settings
Content Validation
Boundary Groups

Summary

Progress

Completion

Specify multicast settings for operating system deployment

[] Enable multicast to simuttaneously send data to multiple clients
Windows Deployment Services will be installed f required

Set... -
64001 End 65000
- 100 =
Cession start dela 15 =
< Previous Mext = Summar Cancel

E] Create Site System Server Wizard

gﬂ Content Validation

General

Prosgy

Systermn Role Selection
Distribution point
Communication
Drive Settings
Pull Distribution Paoint
PXE Settings
Multicast
Boundary Groups

Summary

Progress

Completion

Specify the content validation settings

Content walidation verifies the integrity of packages on this distribution point. To review the walidation states for packages, check the

Content Status node in the Monitoring workspace .

Validate contert on a schedule

Occurs every 1 weeks on Saturday effective 03-Mar-2020 12:00 AM Schedule...

Content validation priority

Select the priority that you want to use for content validation. A high priority value might increase the CPU usage and disk activity

an the distribution peoint during content walidation.

Highest -

L

= PrEVious _

Cancel



. EI Create Site System Server Wizard

g:E Boundary Groups

EzmarEl Specify the boundary groups to associate with this site system
Prosoy
Systermn Role Selection
Distribution point You can associate a site system role to a boundary group
Communication
Drive Settings Dwuring content deployment. clients in a boundary group that is associated with this site system will use it as a source location for
Pull Distribution Point sentent
PXE Settings Boundary groups:
Multicast Filter ...

Content WValidation Mame Dieseription
oot
Summary Default-Site-Boundarny-Group<TOR>
Progress

Completion

Crote.

< Previous Mext = Summary Cancel

EI Create Site Systern Server Wizard

Summary

EzmaEt The wizard will create a new site system server with the following settings
Prosoy
Systerm Role Selection

Distribution point Details:

Communicaticn Cn a site ith the . -

Drive Settings Site System Name

= PAR BAMLAN.CA
Pull Distribution Point Site Code
- = TOR - Toronto Headguarters Site
PXE Settings Setting:

s
- = Public FQDN: Not specified
Lillireest = Installation Account: Computer Account
Content Validation = BranchCache - enabled: Yes
= LEDBAT - enabled: Yes
= Prestaged content - enabled: Yes

Delivery Optimization cache - enabled: Yes

Boundary Groups

Roles
p = Distribution point
rogress - gescripﬁonli_F'alalleLlh-'ldac\!_v'lanagement oF
= - ontent pulling enabled: Yes
Eomaichon = PXE-enabled: Yes
= Multicast-enabled: No
Proxy Settings
= Proxy will not be enabled
Source distribution points:
= CB.RAMLANCALT)
Boundary Settings
Boundary Groups
= Toronto
= Default-Site-Boundany-Group=TOR>

To change these settings. click Previous. To apply the settings. click Mext.

< Previous Mest = Summary Cancel



___=] Create Site System Server Wizard

Completion
General
p e : )
T "O" The Create Site System Server Wizard completed successfully

Systemn Role Selection e

Distribution point Details:

Communication

Drive Settings Create a site server with the i i

L . . & Suceess: Site System Name
Pull Distribution Point . PAR.RAMLAN CA
PXE Settings & success: Site Code
i « TOR - Toronto Headguarters Site
Multicast

& Suceess: Settings

Public FQDM: Mot epecified

Installation Account: Computer Account
BranchCache - enabled: Yes

LEDBAT - enabled: Yes

Prestaged content - enabled: Yes

Delivery Optimization cache - enabled: Yes

Content Validation
Boundary Groups

Summary

Progress
n e 0 Success: Roles
= Distribution point

+ Description: Parallel Mac Management DP
« Content pulling enabled: Yesz

= PXE-enabled: Yes

= Multicast-enabled: Mo

0 Success: Proxy Sethings

+ Progy will not be enabled
Source distribution points:

= CE.RAMLAM.CA(T)

(J' Success: Boundary Settings

0 Success: Boundary Groups
= Toronto
+ Default-Site-Boundary-Group<TOR:=

To exit the wizard, click Close.

Close

Wait for some time to get all the packages distributed to PAR (Out new DP). When you check Monitoring tab for

Content Status — You should see this.

Overview » Distribution Status  »  Distribution Point Configuration Status

< Distribution Point Configuration Status 2 items

—_ || Search
lcon Distribution Point Name Pull Distribution Point PXE Content Validation Multicast
l:a' CB.RAMLAN.CA No Yes Yes No
I'.al PAR.RAMLAMN.CA I Yes Yes Yes Mo
PAR.RAMLAN.CA

Distribution Point Properties Completion Statistics

Status Type: Success
Content Validation: Yes
Mulficast No
PXE: Yes
Pull Distribution Point Vs

Messages  Last Status Date
384 02-Mar-2020 2:23 AM
] 03-Mar-2020 1:30 PM

M Success: 2
In Progress: 0

M Failed: 0
Unknow: 0

2 Targeted (Last Update: 03-Mar-2020 1:30 PM)



Parallel Mac Management Role Install:

Now we are ready to install the roles on the member server PAR. If you haven’t installed Microsoft
Visual C++ 2010 Redistributable Package (x86), please do. Also make sure you have .NET 3.5, 4.0 are
also installed.

. Microsoft Visual C++ 2010 x86 Redistributable Setup — P
Welcome to Microsoft Visual C++ 2010 »x86 Redistributable Setup
Please, accept the license terms to continue. w

MICROSOFT SOFTWARE LICENSE TERMS -
MICROSOFT VISUAL C++ 2010 RUNTIME LTIBRARIES f
I have read and accept the license terms. = =l

Yves, send informaton about my setup experiences to Microsoft Corporation.

For more informaton, read the Data Collection Policy.

Install Cancel

f Microsoft Visual C++ 2010 x86 Redistributable Setup —_ >

Installation Is Complete

M;cww Micro"sc:jft Visual C++ 2010 x86 Redistributable has been
~ 2 7~ installed.
Visual Studio

You can check for more recent versions of this package on

the Microsoft Visual Studic website.

| checked within Server Manager for .NET 3.5 & 4.x installation. Both are installed.
4 [m] MET Framework 3.5 Features (1 of 3 installed)
« | MET Framewaork 3.5 (includes .NET 2.0 and 3.0) (Installed)

[] HTTP Activation
[] Mon-HTTP Activation

FRIIR.MET Framework 4.6 Features (2 of 7 installed

« | MET Framework 4.6 (Installed)




Before we start Parallel install, | want to run Pre Reg-checker to make sure our install will go without any
issue. You can run it from here

= PMM Prerequisites Checker

Parallels Mac Management - Prerequisites Check 7 >

The Prerequisites Check Wizard allows you to verify that yvour infrastructure meets
Parallels Mac Management system reguirements

Select components to verify:

Parallels Configuration Manager Proxy
[] parallels IBCM Proxy

[] Parallels MDM Server

Parallels Metboot Server

Parallels macOs Software Update Point

Parallels Mac Management - Prerequisites Check ? =

Parallels Configuration Manager Proxy Settings

SMS Provider location:

al server - the SMS Prowider is not installed on the local computer

(®) Remote server {enter the hostname or IP address)

[cB.RAMLAN. CA

Service account:

Local System accoun
(®) This account: |RAMLAN'-,-5\dministratDr | Browse...
Password: |......... |




@ Parallels Mac Management - Prerequisites Check 7 X

Parallels Configuration Manager Proxy Prerequisites Check

Passed: 12 Failed: 0 Warnings: 0 Rerun

L]

The minimum suppaorted version of MS Windows must be installed.

I@I

Microsoft \MET Framework 4 must be installed.

I@I

Current user "RAMLAN\Administrator™ must have local administrator rights,

I@I

Current user "RAMLAM\Administrator” must have Access, Launch, and Activation
permissions for SM5 WMI Pravider on host "CB.RAMLAM.CA”,

I@I

Current user "RAMLAM\Administrator™ must have full administrative rights in the
Configuration Manager (domain: “ramlan.ca™).

I@I

"ParallelsServices” Active Directory container must exist, or current user "RAMLAN
‘Administrator™ must have Read and Create All Child Objects permissions on the "System™
Active Directory container {domain: ramlan.ca").

I@I

.ﬁ. "Parallels” Active Directory container must exist, or current user "RAMLAMAdministrator™
~  must have Read and Create All Child Objects permissions on the "Program Data® Active
Directory container (domain: “ramlan.ca”).

.ﬁ. Current user "RAMLAN Administrator” must have the permissions to Read and Write the
"ServicePrincdpalMame " property on the “Administrator”™ Active Directory object (domain:
“ramlan.ca”).

.ﬁ. Current user "RAMLAM\Administrator™ must have the permissions to configure the
- "PMM_TOR" database on the "CB.RAMLAN.CA" SQL Server. Or, in case the database
hawven't been created yet, the permissions to create databases on the server.

.ﬁ. Current user "RAMLAMNYAdministrator” must have the permissions to configure the
~ "CM_TOR" database on the "CB.RAMLAM.CA™ SOL Server.

.ﬁ. Proxy service account "RAMLAN‘\Administrator™ must have the permissions to List,
~  Read(&Execute), and Write the content of the "\\CB.RAMLAN, CA\SMS_TORMMBOXES
\DDM,BOX™ SCCM site server folder (domain: “ramlan.ca”).

.ﬁ. The proxy service must not be installed on the other hosts within "TOR" site,




Parallels Mac Management - Prerequisites Check ? ot

Parallels Netboot Server Prerequisites Check

Passed: 8 Failed: 0 Warnings: 0

The minimum supported version of M5 Windows must be installed.

I@I

Microsoft .MET Framework 4 must be installed.

I@I

The server must be configured as PXE enabled distribution point.

I@I

WebServer (II5) role must be installed and started.

I@I

Windows Deployment Services role must be installed and started.

I@I

Windows Deployment Services UDP ports must be set up.

I@I

If DHCP is running on this computer, then Windows Deployment Services must not listen on
port 67, otherwise it must listen on port 67.

I@I

Windows Deployment Services TFTP root directory path must exist (REMIMNST share).

I@I

<omc conce

Parallels Mac Management - Prerequisites Check ? et

Parallels mac05 Software Update Point Service Account

Account name: |RAMLAN\,ﬁ.dministrator | Browse. ..

Password: |-|||-|||- |

'ﬁ' The account you choose must be able to publish local updates to WSLIS,




@ Parallels Mac Management - Prerequisites Check ? >

Parallels mac05 Software Update Point Prerequisites Check

Passed: 8 Failed: 0 Warnings: 0 Rerun

Microsoft .MET Framework 4 must be installed.

IEI IHI

Windows Server Update Service 3.0 or above must be installed.

The current user (RAMLAM\Administrator™) must have local administrator rights.

@

The specified "RAMLANVAdministrator™ account must be a member of the “WSLIS
Administrators™ group.

@

The WSUS signing certificate must be deployed and accessible by "RAMLAN \Administrator™,

@

The WsUS signing certificate must not be expired.

@

The public key for the WS5US signing certificate must be installed in the Root store.

@

The public key for the WSUS signing certificate must be installed in the Trusted Publishers

@

store.
<oac Conce
@ Parallels Mac Management - Prerequisites Check ? =
Summary

Parallels Mac Management prerequisites check is complete.
You can review the results below.

! Component Mame { Warnings | Errors i Status

arallels Configuration Manager Proxy

arallels IBCM Proxy

arallels MDM Sercer

arallels Metboot Server

: Parallels macOS5 Software Update Point: 0

Close



PAR » Downloads » Parallel Mac Management for SCCM Version 8

D 5-4 B 0%X-

Marne Date modified Type

Parallels Mac Management for SCCM 12-Feb-20203:20... Application

Parallels Mac Management for Microsoft SCCM Setup X

Welcome to the Parallels Mac
Management for Microsoft SCCM
Setup Wizard

The Setup Wizard will install Parallels Mac Management
for Microsoft System Center Configuration Manager on
this computer. To continue, click Mext.

|| Parallels

Back | Mext || Cancel |

Parallels Mac Management for Microsoft SCCM Setup >

License Agreement 4
Please read the following license agreement carefully. || Parallels

Parallels End-User License Agreement

THIS END-USER LICENSE AGREEMENT (THIS "AGREEMENT™) 15 A
LEGAL CONTRACT BETWEEN YOU, AS EITHER AN INDIVIDUAL OR
AN ENTITY (AS DEFINED BELOW), AND PARALLELS INTERNATIONAL
GMBH ("PARALLELS™) AND ITS AFFILIATES AND SUBSIDIARIES.

READ THE TERMS AND CONDITIONS OF THIS AGREEMENT
CAREFULLY BEFORE COPYING, INSTALLING, OR OTHERWISE
ACCESSING OR USING PARALLELS' PROPRIETARY SOFTWARE,
INCLUDING PARALLEL'S SOFTWARE AS A SERVICE OFFERINGS,
ACCOMPANIED BY THIS AGREEMENT (THE “SOFTWARE™).

THE SOFTWARE IS LICENSED, NOT SOLD. BY COPYING,
| accept the terms in the license agreement

| Back || Mext || Cancel




Parallels Mac Management for Microsoft SCCM Setup X

Select Components 4
Check the components you want to install and uncheck the I I Parallels
components you don't want to install.

The 05 X Software Update Point service

publishes Apple software updates to

Configuration Manager Prosxy Configuration Manager. It must be installed on
a server where Windows Server Update

[ 1BCM Proxy Services (WSUS) is installed.

] MDOM Server

MetBoot Server
05 X Software Update Point

ConfigMgr Consaole Extension /2

Back | | Mext | | Cancel |
Parallels Mac Management for Microsoft SCCM Setup X
Ready to Install the Program £
The wizard is ready to begin installation. || Parallels

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel
to exit the wizard.

Back || Install || Cancel




Parallels Mac Management for Microsoft SCCM Setup >

Setup Completed

The Setup Wizard has successfully installed Parallels Mac
Management for Microsoft SCCM. Click Finish to exit the

wizard.

|| Parallels

Back Cancel

Parallels Configuration Manager Proxy Configuration Wizard
SHMS Provider location
Spedfy the server where the 5M3 Provider is installed,
Local server - the SM3 Provider is not installed on the local computer

(®) Remote server (enter the hostname or IP address)

|cB.RAMLAN.CA|

__ The SMS Pravider is a WML provider that allows read and write access to the Configuration
'ﬁ' Manager site database. The SMS Provider can be installed on a dedicated server or on a local

computer,

|| Parallels ® Cancel



@ Parallels Configuration Manager Proxy Configuration Wizard ? *

Configuration Manager Proxy service account
Spedify the service account for the Configuration Manager Proxy. The account you choose must
have read/write access to the SMS Provider,

Local System account

(®) Thiz account: |RAMLAN\Administ’ab::r | Browse. ..

Password: |uuu-" |

The Configuration Manager Proxy service enables Mac Clients to communicate with the

@ Configuration Manager, The LocalSystem account is normally used when the SMS Provider is
located on the same server as the Proxy service. A spedfic account may also be used if you
want to manage the Configuration Manager Proxy service access rights,

|| Parallels ™ < Back T

@ Parallels Configuration Manager Proxy Configuration Wizard ? >
Prerequisites Check
Passed: 10 Failed: 0 Warnings: 0 Rerun
~ ~
.ﬁ. Current user "RAMLAM‘Administrator® must have Access, Launch, and Activation
~  permissions for SMS WMI Provider on host "CB.RAMLAM.CA",
.ﬁ. Current user "RAMLAMYAdministrator™ must have full administrative rights in the
~  Configuration Manager {domain: “ramlan.ca”).
.ﬁ. "Parallelsservices” Active Directory container must exist, or current user "RAMLAN
~  \Administrator” must have Read and Create All Child Objects permissions on the "System”
Active Directory container (domain: “ramlan.ca”).
.ﬁ. "Parallels™ Active Directory container must exist, or current user "RAMLAM\Administrator™
~  must have Read and Create All Child Objects permissions on the "Program Data™ Active
Directory container (domain: “ramlan.ca”).
.ﬁ. Current user "RAMLAMYAdministrator™ must have the permissions to Read and Write the
~ "ServicePrindpalMame” property on the “Administrator™ Active Directory object {domain:
“ramlan.ca”). b

|| Parallels™ < Back Cancel



@ Parallels Configuration Manager Proxy Configuration Wizard ? >

Prerequisites Check

Passed: 13 Failed: 0 Warnings: 0 Rerun

Current user "RAMLANADMINISTRATOR " must have local administrator rights.

e

Current user "RAMLANADMINISTRATOR " must have Access, Launch, and Activation
permissions for SMS WMI Provider on host "CM.FLAMLAM, CA™,

e

Current user "RAMLANVADMINISTRATOR ™ must have full administrative rights in the
Configuration Manager.

e

"ParallelsServices” Active Directary container must exist, or current user
"RAMLAMADMIMISTRATOR." must have Read and Create All Child Objects permissions on the
"System” Active Directory container,

e

Current user "RAMLAMVADMINISTRATOR " must have Read, Write, and Create All Child
Objects permissions on the "ParallelsServices™ Active Directory container.

@

"Parallels™ Active Directory container must exist, or current user "RAMLAMNVADMIMISTRATOR™
must have Read and Create All Child Objects permissions on the "Program Data”™ Active
Directory container,

@

"Parallels Management Suite™ Active Directory container must exist, or current user
- "RAMLAMADMINISTRATOR™ must have Read and Create All Child Objects permissions on the
"Parallels™ Active Directory container,

&

Current user "RAMLANVADMINISTRATOR "™ must have Read, Write, and Create All Child
Objects permissions on the "Parallels Management Suite™ Active Directory container,

e

Current user "RAMLANVADMINISTRATOR " must have policy administrative rights within the
“Authorization Store™ AzMan store Active Directory container.

@

Current user "RAMLANVADMINISTRATOR ™ must have the permissions to Read and Write the
“ServicePrindpalName” property on the “Administrator™ Active Directory object.

e

Current user "RAMLANVADMINISTRATOR " must have the permissions to configure the
"PMM_CAN" database on the "CM.RAMLAM,.CA" SQL Server, Or, in case the database haven't
been created yet, the permissions to create databases on the server

@

The proxy service must not be installed on the other hosts within "CAN™ site,

e

| Proxy service account "RAMLANAdministrator™ must have the permissions to List,
~  Read(&Execute), and Write the content of the
"\\CM.RAMLAN, CA\SMS_CAN\INBOXES\DDM.BOX" SCOM site server falder.

|| Parallels™ < Back Cancel



@ Parallels Configuration Manager Proxy Configuration Wizard ? et

Parallels Client certificate management settings
Specify which connection Parallels Proxy and Mac dients use to communicate with distribution

points and management points

HTTP
% There are no management points and no distribution peints on this site that allow HTTP

== connection.

(®) HTTPS
Certificate Autharity:
[DC.RAMLAN.CA\RAMLAN-DC-CA || Browse...

Parallels Proxy certificate template:

|Parallels Proxy | Browse...

Mac Client certificate template:

|F‘araIIEI Proxy Client | | Browse...

|| Parallels™ < Back Mext = Cancel

Add required accounts to each of the roles below as per your requirement.
@ Parallels Configuration Manager Proxy Configuration Wizard ? x

Role-based security
Review and modify, if necessary, the Configuration Manager Proxy role-based security settings,

Roles Users/Groups

Problem Monitor Users 82 BUILTIMN\Administrators
Administrator % RAMLAM\Administrator
Enrcllers

FileWault Key Administrators

|| Parallels ™ < Back Cancel




@ Parallels Configuration Manager Proxy Configuration Wizard ? et

Role-based security
Review and modify, if necessary, the Configuration Manager Proxy role-based security settings.

Roles Users/Groups

Problem Monitor Users 852 BUILTINNAdministrators
Administrator 2 RAMLAN‘\Administrator
Enrcllers

FileVault Key Administrators

|| Paraliels* < Back Cancel

@ Parallels Configuration Manager Proxy Configuration Wizard ? >

Role-based security
Review and modify, if necessary, the Configuration Manager Proxy role-based security settings.

Roles Users/Groups

Problem Monitor Users 82 BUILTIMN\Users
Administrator 82, RAMLAN\Domain Admins
Enrollers 851, RAMLAN\Domain Users

FileVault Key Administrators % RAMLAN\Adrministrator

|| Parallels ™ < Back Cancel



@ Parallels Configuration Manager Proxy Configuration Wizard ? >

Role-based security
Review and modify, if necessary, the Configuration Manager Proxy role-based security settings.

Roles Users/Groups

Problemn Monitor Users 81 RAMLAMN\Domain Admins
Administrator % RAMLAN\Administrator
Enrollers

FileVault Key Administrators

|| Parallels ™ < Back Cancel

@ Parallels Configuration Manager Proxy Coenfiguration Wizard ? x

Configuration Manager Proxy communication ports
Specify TCP ports that the Configuration Manager Proxy will use to communicate with the
Configuration Manager console and Mac Clients,

[] use custom portz
Port for incoming connections to SCCM Proxy: a7a0

Port for downloading Mac Client installation package: 2751

Configuration Manager Proxy uses these ports to serve requests from the Configuration
Manager console and Mac Clients. It also publishes its current port configuration in Active
Directory and the DMS in order to be discoverable by its dients if the port configuration changes.

|| Paraliels™ < Back T



@ Parallels Configuration Manager Proxy Configuration Wizard ? et

Customer Experience Program

Parallels Customer Experience Program helps us to improve the quality and reliability of
Parallels Mac Management.

'ﬁi' If you accept, we will collect information about the way you use Parallels Mac Management.
We will not collect any persanal data, like your name, address, phone number, or keyboard
input.

Click here for mare information.

® Yes, I am wiling to partidpate in the Customer Experience Improvement Program.

(Recommended)

() Mo, I don't wish to partidpate.

|| Parallels™ < Back Cancel

Parallels Configuration Manager Proxy Configuration Wizard ? >

Configuration settings summary
Review the Configuration Manager Proxy settings below. Click the Finish button to apply the
new settings.

|| Parallels ® < Back Cancel



Parallels Configuration Manager Proxy Configuration Wizard =

Configuration Manager Proxy settings have been updated successfully.

Te recenfigure Configuration Manager Proxy, run this Wizard again. The Wizard
can be accessed from the Windows Start menu,

-

Parallels MetBoot Server Configuration Wizarc

SMS Provider location
Specify the server where the SMS Provider is installed.

Local server - the SMS Provider is not installed on the local computer

(@) Remote server {enter the hostname or IF address)

|cB.RAMLAN.CA

. The SMS Provider is @ WMI provider that allows read and write access to the Configuration
¥ Manager site database. The 5MS Provider can be installed on a dedicated server or on a
local computer.

|| Parallels ™ Cancel

Parallels MetBoot Server Configuration Wizard ? Pt

Parallels NetBoot Server service account
Specify the service account for the MetBoot Server. The account you choose must have
readwrite access to the SMS Provider,

Local System account

(@) This account: |R.-5.MLAN'|,-5.dminish'a1J:ur | Browse. ..

Password: |uuu-u| |

MetBoot server enables Macs to boot from the network. The LocalSystem account is
.ﬁ. normally used when the SMS Provider is located on the same server as the MetBoot server.
=" A specific account may also be used if you want to manage the MetBoot service access
rights.

|| Parallels ™ < Back Cancel



Parallels NetBoot Server Configuration Wizard ? >

MetBoot image path
Specify a location for NetBoot images

Path:

|C: 'npmmimages| Browse...

.ﬁ. The MetBoot server will store disk image files (.dmg) in the folder you specify here. The disk
=" should have enough space to accommodate large image files,

|| Parallels™ < Back Cancel

Parallels MetBoot Server Configuration Wizard T Pt

Configuration settings summary
Review the MetBoot Server settings below. Click the Mext button to apply the new settings.

|| Parallels™ = Back Cancel



Parallels MetBoot Server Configuration Wizard 7 x

Configuration progress
Applying configuration,

Applying configuration changes ...

Set MetBoot Server service account to RAMLAN\Administrator
Set MetBoot Server service options

Write MetBoot Server settings

Configuring WDS options

Configuring IIS options

Reagistering WDS Provider Dl

Restarting WDS Server

Starting Parallels NetBoot Service. ..

Configuration was applied successfully.

|| Parallels™ < Back Cancel

Parallels O5 X Software Update Service Configuration Wizard ? x

Parallels 05 X Software Update Point service account
Specify the service account for the Parallels 05 ¥ Software Update Point. The account you
choose must be able to publish local updates to WsLS,

Account Mame: |F‘.AMLAN‘Iﬁ.dministrator | Browse...

Password: |nuuu-| |

lﬁl The Parallels 05 ¥ Software Update Point service publishes Apple software updates to Windows
Server Update Services so they can be distributed to Macs using Configuration Manager.

ol



Parallels 05 X Software Update Service Configuration Wizard ? pd
Prerequisites Check
Passed: 6 Failed: 0 Warnings: 0 Rerun

The current user ("RAMLAM\Administrator™) must have local administrator rights.,

Iﬁl IEI

The specified "RAMLAMYAdmInistrator” account must be a member of the “WsUS
Administrators™ group.

The W5U5 signing certificate must be deployed and accessible by "RAMLAM\Administratar™,

The W5US signing certificate must not be expired.

XXX

The public key for the WSUS signing certificate must be installed in the Root store.

The public key for the WSUS signing certificate must be installed in the Trusted Publishers
store.

|| Parallels ™ < Back Cancel

Parallels O5 X Software Update Service Configuration Wizard ? =

Configuration settings summary
Review the Parallels OS X Software Update Point settings below. Click the Finish button to apply
the new settings.

Parallels O5 X Software Update Point service account namej RAMLAMAdministrator

|l Parallels ™ < Back Cancel
Parallels 05 X Software Update Service Configuration Wizard >

Parallels Software Update Point service configuration settings have been applied
successfully.

To reconfigure, run this Wizard again.
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. Parallels Mac Management for Microsoft SCCM  »

Now we have to re-run PowerShell commands

Open PowerShell as administrator and run these commands one at a time

E? Administrator's Guide

ror Administrator's Guide (PDF)

7or Deployment Guide

vor Licensing Guide

NetBoot Server Configuration Utility
0S X Software Update Point Configuration Utility
Problem Monitor

@ SCCM Proxy Configuration Utility

Send Problem Report

RAM LAN TECHNOCRAT

[Reflection.Assembly]::LoadWithPartialName("Microsoft.UpdateServices.Administration")

SupdateServer = [Microsoft.UpdateServices.Administration.AdminProxy]::GetUpdateServer()
Sconfig = SupdateServer.GetConfiguration()
Sconfig.SetSigningCertificate("C:\Users\ADMINISTRATOR.RAMLAN\Downloads\WSUSCertPar.pfx","01Jan
2009")
Sconfig.Save()

EN Administrator: Windows PowerShell

vadministrator.RAMLAN>

ft Corporation.
[Reflectio

Location

All rights reserved.

LoadWithPartialMame(




When you open ADSI Edit and look at the containers — we can see CN=Parallels within CN=Program Data
and CN=ParallelsServices within CN=System.

w [ | CM=Program Data
| CM=Microsoft
“1 CM=Parallels €

w [ 7] CN Systern
CM=Admin5DHeclder
CM=ComPartitions
CM=ComPartitionSets
CM=Default Domain Policy
CM=Dfs-Configuration
CM=DF5R-Global5ettings
CM=DomainUpdates
CM=File Replication Service
CM=FileLinks

CM=IP Security
CM=Meetings
CM=MicroscftDMNS
CM=ParallelsServices

CM=Password Settings Container
CM=Pealicies

CM=P5Ps

CM=FRAS and IAS Servers Access Check
CM=RpcServices

CM=5ystem Management
CH=WinsockServices

CM=WMIPolicy

] CN=TPM Devices

Database is created for Parallels (PMM_CAN) on CB Server.

rine CLIL WIEwW L= L= ey DLFLR S V¥ IO mne
e -0 |y -2 | BNewauey B &
| | Execute Debug
S |
Object Explorer * 0 x
Connect~ ¥ ¢ o~

= a CB (50L Server 14.0.3281.6 - RAMLANY Administrator)
= Databazes

N S I_r

Systerm Databases
Database Snapshots
@ CM_TOR
W CM_TOR_DW
W PMM_TOR
@ ReportServer
W ReportServerTempDB
W SUSDE
Security
Server Objects
Replication
PolyBase
Always On High Availability
Management
Integration Services Catalogs
=2 SOL Server Agent

XEwent Profiler




Activation Process:

We will complete the activation process. If you have trial edition — you can skip this step.

Open Configuration Manager Console —
Go to Administration — Parallels Mac Management — License

Click Activate License
Enter License Key
Click Activate

@ Parallels Mac Management - Activate License

Please check the information below before activating the license.

License details:

Property Value

Issue date 08-Mar-2020
End date 16-May-2020

Max number of managed Macs 5

L. Click the Activate button to complete the activation

| Back || Activate || Cancel |

You should see this message — There is no problem reports which means the entire configuration is working and
both CB and PAR are communicating properly.

There are no problem reports. 7:07 AM
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Discover the Mac devices:

Parallels can leverage two methods to discover Mac devices in your environment. It can use the built-in
ConfigMgr AD System Discovery, if the devices are domain joined or Parallels have their own Parallels
Network Discovery. This can discover both AD join Macs and those that are not connected to a domain.

| will be using Parallels Network Discovery in this post since my Mac device is not joined to domain.

http://kb.parallels.com/ca/122595
Go to Administration — Parallels Mac Management — Discovery Methods (Make sure it is Enabled)

Discovery Methods 1 items

lcon Name Status Site Description

A Parallels Network Discovery Enabled CAN Configures settings that Parallels Network Discovery uses to find networked Mac computers


http://kb.parallels.com/ca/122595

Lliscovery viethods 1 ItTems

| Search
lcon Name Status Site
T Parallels Network Discovery

D |

Refresh FS

e
[l Properties -

Parallels Network Discovery properties for site CAN

General Accounts Boundaries Subnets Schedule

']i&, Parallels Networikk Discoverny

Conrfigure settings to discover Mac computers on the networic
=1 Enable network discovery

Nmap scan settings

Specify the TCP ports to scan: [22.548.5900

Use =2 comma. space, or semacolon to separate muluple ponts

Nmap timing policy: ‘ f’dll!e (T2’)

Go to Administration — Site Configuration - Sites

E ‘g} Q i 5 Retry Secondary Site (@ Show Install Status “4 &, [ Site Maintenance
4 i Lﬁ /

S Recover Secondary Site (j Refresh ! @ Status Summarizers
Saved Add Site Create Site Create Manage Configure Site Client -~ Set Security Properties Mac Client Push
| Searches~ | System Roles System Server SecondarySite = Upgrade 7< Delete Content Library | Components ~ Installation Settings = 5 Status Filter Rules | Scopes | Installation
Search Site Settings Classify Properties [[Parallels Mac b
+ Overview » Site Configuration »  Sites
< Sites 1items
* || search X Sear
lcon Name Type Server Name State Site Code  Parent Site Code
| @ TOR - Toronto Headqua...  Primary site CB.RAMLAN.CA Site Active TOR
Parallels Mac Client Push Installation Properties x Lk Parallels Mac Client Push Installation Properties
General  Accounts General Accounts
Enable automatic ste-wide client push instaltion Specify one or more user accounts for the Parallels Mac Client push installation. The accounts
Selecting this option will push install Parallels Mac Client on all Mac resources that dont must have pemmissions to connect to Macs over S5H and perform administrative tasks on them.
have it installed. This includes newly discovered Macs and the Macs that are already
assigned to Configuration Manager.
= g g Client Push installation accounts: %‘J E.E
(®) Install client to all Mac resources Name
(O Install client to all Mac resources in the following collections: X administratar
i ram
Name Member Count Collection 1D
paradmin
admin
macuser

[ ok ]| cancel Apply
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Cliernt Push installation accounts:

Mame

Mac OS5 X User Account

Specify an account with Mac OS inistrative privieges

User name: |IEII'I'I \ |

Password: |......... |

i

Confimm password: |......... |

Concel | [ rie

| have added 5 accounts

. that, | have used on the

Mac Machines. | have 1
Physical Mac and 2 Virtual
Mac machines.

User Accounts —ram,
admin, macuser,
paradmin, administrator

B Parallels Mac Client Push Installation Properties

General  Accounts

Enable automatic site-wide client push instaltion

Selecting this option will push install Parallels Mac Client on all Mac resources that dont
have it installed. This includes newly discovered Macs and the Macs that are already
assigned to Corfiguration Manager.

>

(@) Install client to all Mac resources

() Install client to all Mac resources in the following collections:

Mame Member Cournt Collection 1D

|___| Parallels Metweork Discovery properties for site TOR

General Accounts Boundares  Subnets  Schedule

Select boundary groups or individual boundaries to be scanned by Parallels Metwork Discovery

for Macs.

Boundary Groups:

Mame  Boundares Total/Selected

Boundary Groups
Tororto 170

Boundaries: )

Boundary Type Description




Parallels Metwork Discovery properties for site TOR o

General Accounts Boundaries Subnets  Schedule

ConfigMar can search specific subnets to discover resources. Specify the subnets for
ConrfigMar to search.

Subnets to search: ‘::: B > '}~_J:.'
Subnet Mask Name Search
192.168.0.0 255.255.255.0 152.168.0.0 Enabled

[] Search local subnets

Cancel Apply

Parallels Metwork Discovery properties for site TOR =

General Accounts Boundares Subnets Schedule

Specify when you want Parallels Network Discoveny to run.

Schedule: e |[E= | >

Occurs on 08-Mar-2020 7:18 AM, with a duration of 1 days

Cancel Apply

When discovery runs pma_discovery.log will be created in C:\Windows\Logs folder on PAR Server



If devices are discovered they will appear in the ConfigMgr console. After some time, you will see
Parallel Mac Management ICON under System Preferences on the Mac machine. Below is the screen

shot.

»  Overview » Devices

Devices 19 items

Search
lcon MName h Client Primary User(s)

s 192.168.0.1 Ne

L] CB Yes

L] DC Yes

1 DEM Ne

% EX2019 Yes

6 MEP Yes

Currently Logged on User

RAMLAN\Administrator
RAMLAM\Administrator
RAMLAN\Administrator
RAMLAN\Administrator

Site Code

TOR
TOR

TOR
TOR

You can also install Parallel Mac Client manually as detailed below:

Client Activity

Active
Active

Active
Active

Client Type
MNane
Computer
Computer
MNane
Computer
Computer

Client Version

5.00.2913.1032
5.00.8913.1032
5.00.8913.1008
5.00.8913.1032
3.8.1.2-1-PMA

Go to Assets and Compliance — Device — Select Mac Device — Click Parallels Management Tools — Install

Parallels Mac Client

LAPS Parallels

RE Connect via VMNC

= » Overvie Bl Connectwvia S5H

—

< Dewices 19

Request Inventory Update

=i~

Add
Password | Management Tools - Selected ltems -

[ Machine Policy Retrieval and Evaluation Cycle

Search Execute Script
lean M2 Install Parallels Mac Client-
(i 1 ﬁ' Wipe Mac

*y c |‘;“| Lock Mac

'b o Send Problem Report

il P Mo

Lo EX2012 Yes

L el MEP =

B3 Push Install Parallels Mac Clients

5 =p
Install
Client

Run
Script A

PEEE

Specify an account for establishing an SSH connection with Mac computers

(®) Use accounts from Parallels Mac Client push installation properties

[ram
ramlan

|macuser

{admin

() Specify a user account
User name

Password

m

Cancel

m



22 Push Install Parallels Mac Clients >

Specify the conditions and options for pushing Parallels Mac Clients to the remote Mac computers

Install Parallels Mac Client ewven if it is already installed

[1 Uninstall the existing Parallels Mac Client before installation

Mext > | Install || Cancel
| Parallels Mac Management for Microsoft SCCM >

Installing the Client Software

You can hide this dialog, and SCCM will continue installing the client software
on the selected Macs. Or you can Cancel this ocperation.

Macs processed: 1 of 1. Succeeded on 1, failed on 0.

) Detals Cancel

@ System Preferences Edit View Window Help 2 SunMar8 113544

( ] System Preferences

. Sign in to your Apple ID
Set up iCloud, the App Store, and more.

® @

Spotlight




Now we have completed all the steps required in implementing Parallels Mac Management version 8.1
for SCCM.

Next series, | will cover the following:
Creating boot & system image

2. Creating build and capture image

3. Create and deploy task sequence

4. Create mac application and deploy to mac collection
5. Deploy mac updates

Thanks

Ram Lan

8™ Jan 2020



