Compliance Settings for ESU Windows 7

Last month, | wrote a short blog on how to install the pre req on Windows 7 machine to prep them for
Extended Security Updates install starting from second Tuesday of Feb 2020. Here is link to that
document.

http://www.infotechram.com/index.php/2020/01/15/extended-security-updates-win-7-pre-req/

This post will cover deploying compliance baseline and settings, so you can be rest assured all Windows
7 machines are in compliance with company policy.

| was able to download the settings baseline from here. Copied the files to the server.

https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/preparing-to-deploy-
extended-security-updates/ba-p/1139851

CB » Downloads » ESU Compliance Settings »

Mame Date modified Type Size

[-| ESU BASELIME 14.cab 16-Jan-2020 8:24 P... Cabinet File 7EE

[-| ESU BASELIME 1E.cab 16-Jan-2020 8:25 P... Cabinet File & KB

J ESU BASELIME 2.cab 16-Jan-2020 2:38 P... Cabinet File B KB
ESU CustFacing Baselines.zip 31-Jan-2020 11:46... Compressed (zipp... 30 KB

|=| ESU KEY DETECTIOM SCRIPT Baseline? v3.psl.bd 16-Jan-2020 &:37 P... Text Document S KB

|=| ESU KEY REMEDIATIOMN SCRIPT Baseline2 v3.psl.bd 16-Jan-2020 8:37 P... Text Document 3 KB

Open Console - Asset and Compliance — Configuration Baselines — Create a folder ESU for Win 7. Click
Import Configuration Data
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» Import Configuration Data Wizard

Select Files

Select Files
Summary

Progress

Confirmation

Configuration Manager

| The publisher of ESU_BASELIME_1E.cab file could not be
! verified, Are you sure that you want to import this file?

Specify the files from which to import configuration items and
configuration baselines

Import configuration tems and corfiguration baselines from best-practices Configuration Packs and
from other configuration data sources.

Files that contain configuration items or configuration baselines:

Fitter... P
MName Date Modified Size

There are no items to show in this view,

- Add... Remove

] Create a new copy of the imported corfiguration baselines and corfiguration items

< Previous Mext = Summary Cancel

- Yes No




} Import Configuration Data Wizard

Select Files

Select Files
Summary
Progress

Cenfirmation

Specify the files from which to import configuration items and

configuration baselines

Import configuration items and configuration baselines from best-practices Configuration Packs and

from other configuration data sources.

Files that contain configuration tems or configuration baselines:

Filter ... >
Name Date Modified Size

ESU_BASELINE_1B.cab 16-Jan-2020 8:25:16 PM 510 KB

ESU_BASELINE_2 cab 16-Jan-2020 8:38:52 PM 558 KB

ESU_BASELIMNE_1A.cab 16-Jan-2020 8:24:44 PM 633 KB

[[] Create a new copy of the imported configuration baselines and corfiguration items

< Previous Mext =

W Impert Configuration Data Wizard

g! Summary

Select Files

Summary

Progress

Confirmation

Add...

Confirm the configuration data to be imported:

The wizard will import the following configuration data.

Details:

Summary

Cancel

=+ Configuration Baselines (3)

EI Conrfiguration kems {12}

- ESU - Win7 - KB check - KB44744193 (SHA-2)

£

- 1B: CustomerBeady_ESLU - Windows 7 - KB Check - Pre+eq KBs
- 2 CustomerReady_ESU - Windows 7/Windows Server 2008/R2 - Detect and Install ES
- 1A: CustomerReady_ESLU - Windows Server 2008/2008 R2 - KB Check - Pre-Req KBs

~- ESU - Win7 - KB check - Mulkiple Servicing Stack Updates (SS5L)
- ESU - Win7 - KB check - KB4450628 (SSU-SHAZ)
- ESU - Win7 - KB check - Multiple Cumulative Updates

- CustomerReady_ESU - Windows 7/ Windows Server 2008/2008R 2 -Detect and Install K
- ESU - WinServer 2008 RZ2 SP1 - KB check - Mukiple Cumulative Updates

-~ ESU - WinServer 2008 SP2 - KB check - Multiple Servicing Stack Updates (S51)

- ESU - WinServer2008 R2Z SP1 - KB check - Multiple Servicing Stack Updates (S5}
-~ ESU - WinServer 2008 SP2 - KB check - KB4453730 (SSU-5HAZ)

- ESU - WinServer 2008 SP2 - KB check - Mukiple Cumulative Updates

To change these settings. click Previous. To apply the settings. click MNext.

< Previous Mext >

Summary

Cancel




» Import Configuration Data Wizard >

g:g Summary

Select Files

Summany

Progress

Confirm the configuration data to be imported:

CEmTT e The wizard will import the following configuration data.

Details:

- 2: CustomerReady_ESU - Windows 7 Windows Server 2008/R2 - Detect and Install ES ~
- 1A: CustomerBeady_ ESLU - Windows Server 20082008 R2 - KB Check - Pre-Req KBs
EI Cor‘rflguratlon hems {12}

- ESU - Win7 - KB check - Muliple Servicing Stack Updates (SSL)

- ESU - Win7 - KB check - KB4450628 (SS1U-SHAZ)

- ESU - Win7 - KB check - Mukiple Cumulative Updates

- ESU -Win7 - KB check - KB4474419 (SHA-2)

- CustomerReady_ESU - Windows 7/ Windows Server 2008/-2008R2 -Detect and Install Ki

- ESU - WinServer 2008 R2 SP1 - KB check - Multiple Cumulative Updates

- ESU - WinServer 2008 SP2 - KB check - Multiple Servicing Stack Updates (SSL)

- ESU - WinServer2008 R2 SP1 - KB check - Multiple Servicing Stack Updates {(SS5L1)

- ESU - WinServer 2008 SP2 - KB check - KB4433730 (S5U-5HAZ)

- ESU - WinServer 2008 SP2Z - KB check - Multiple Cumulative Updates

- ESU - WinServer 2008/2008 RZ 5P1 - KB check - KB4474415 (SHAZ)

- ESU - WinServer2008 R2 SP1 - KB check - KB4450628 (S5U-5HAZ) -

-«

To change these settings, click Previous. To apply the settings., click Mext.

= Previous Mext = Summany Cancel

}t Impert Configuration Data Wizard >

g:g Confirmation

SHE=Al= Completing the Import Configuration Data Wizard

Summarny

Progress
You have successfully completed the Impot Configuration Data Wizard with the following details.

Details:

EI E} Corlflguratlon Baselines (3)

H 1B: CustomerReady_ESU - Windows 7 - KB Check - Pre+eg KBs [Success]

2: CustomerReady_ESL - Windows 7/ Windows Server 2008/R2 - Detect and Instal
1A:; CustomerReady_ESLU - Windows Server 20082008 R2 - KB Check - Pre-Req K
Corfiguration kems (12)
¥l ESU - Win7 - KB check - Multiple Servicing Stack Updates (S5U) [Success]

ESLU - Win7 - KB check - KB4430628 (S51U-5HAZ) [Success]

ESU - Win7 - KB check - Multiple Cumulative Updates [Success]

ESU - Win7 - KB check - KB4474415 (SHA-2) [Success]

CustomerReady_ESU - Windows 7/ Windows Server 2008/-2008R2 -Detect and Inst:
ESU - WinServer 2008 R2 SP1 - KB check - Multiple Cumulative Updates [Success]
ESU - WinServer 2008 SP2 - KB check - Multiple Servicing Stack Updates {S5SU) [Su
ESU - WinServer2008 R2 SP1 - KB check - Multiple Servicing Stack Updates {(S5U)
ESU - WinServer 2008 SP2 - KB check - KB4453730 (S5U-5HAZ) [Success]

ESU - WinServer 2008 SP2 - KB check - Multiple Cumulative Updates [Success] L™

>

<

To close this wizard, click Close.

e}
]
0

re us lexct = Summany Close
ESU for Win 7 3 items
Search
lcon Marne Status Deployed | User Setting | Date Modified Ce
E'J 1A: CustomerReady_ESU - Windows Server 2008/2008 R2 - KB Check - Pre-Req KBs Enabled MNo Ne 04-Feb-2020 3:36...
ﬁJ 1B CustomerReady_ESU - Windaws 7 - KB Check - Pre-raq KBz Enabled Mo MNe 04-Feb-2020 32:26...

E'J 2: CustomerReady_ESU - Windows 7/Windows Server 2008/R2 - Detect and Install ESU Key Enabled No MNo 04-Feb-2020 3:36...



When you look at Configuration items — we have all the things ready for use. We just have to update

ESU key that we obtained from VLSC center.

Overview » Compliance Settings » Configuration ltems

Cenfiguration ltems 13 items

;l |Search
lcon Name - Type Device Type Revision
|. i) CustomnerReady_ESU - Windows 7/Windows Server 2008/2008R2 -Detect and Install Key Operating System Windows &
| i) ESU - WinT - KB check - KB4474419 {SHA-2) Cperating System Windows ]
| i) ESU - WinT - KB check - KB4490628 (S5U-5HA2) Cperating System Windows 3
| i) ESU - WinT - KB check - Multiple Cumulative Updates Cperating System Windows 4
| i) ESU - WinT - KB check - Multiple Servicing Stack Updates (S5U) Cperating System Windows 8
| i) ESU - WinServer 2008 R2 5P1 - KB check - Multiple Cumulative Updates Cperating System Windows 7
| i) ESU - WinServer 2008 5P2 - KB check - Multiple Cumulative Updates Operating System Windows &
| i ESU - WinServer 2008 5P2 - KB check - KB4493730 [55U-5HA2) Operating System Windows 4
| i) ESU - WinServer 2008 5P2 - KB check - Multiple Servicing Stack Updates (S5U) Cperating System Windows 7
| i ESU - WinServer 2008/2008 R2 5P1 - KB check - KB4474419 (SHAZ) Cperating System Windows T
| i) ESU - WinServer2008 R2 SP1 - KB check - KB4490628 (SSU-5HAZ) Cperating System Windows 5
| i) ESU - WinServer2008 R2 SP1 - KB check - Multiple Servicing Stack Updates (SSU) Cperating System Windows 10
To update ESU key — Select CustomerReady ESU — right click — properties
CustomerReady_ESU - Windows 7/Windows Server 2008/2008R2 -Detect and Install Key Properties =

General Supported Platforms = Settings  Compliance Bules  Relationships

Security

Use settings to represent business or technical conditions to assess for compliance on client devices. The

following settings are associated with this configuration tem.

Filter. ..

MName Setting Type

SU - Detect an...

Script

Inherted

User Setting

Delete

| Apply




[E=] wWin7/2008/2008R2 ESU - Detect and Remediate Properties

General Compliance Rules

Specify details about this setting that represents a business or technical condition to assess for compliance on client
devices.

Mame: Win7/2008/-2008R2 ESU - Detect and Remediate

Before deploying, iin detectionremedation scripts, replace <INSERT-ESU-KEY-HERE=> with

Description:
the proper ESU key for your org.

Setting type: Script

Data type: String

Discowvery script
Specify the script to find and retum the value to be assessed for compliance on client devices. Use the echo command
retum the script value to Configuration Manager.

Edit Script ... — Script status: Windows PowerShell is created

Remediation script {optional)
Specify the script to remediate noncompliant setting values found on client devices. Configuration Manager passes the
noncompliant value to the script as a parameter.

Edit Script... Script status: Windows PowerShell iz created

[] Run scripts by using the logged on user credentials

Run scripts by using the 32-bit scripting host on 64-bit devices

Cancel

Update ESU Key for Windows 7

Edit Discowvery Script

Specify the script to find and retum fhe value to be assessed for compliance on client devices. Use the echo command
to retum the script value to Corfigugation Manager.

Script language: Windows PowerShell ~ Open... Clear

Script:

to

=

H1Get OS & role information, then et activationid based on the detected OS5

S05 = Get-Wmilbject Win32_Ogerating System
foreach (SObjkem in $OSK
SS5ystemBRole = $SystemBRold = S0bjltem Product Type

Switch ($System Role )
1{8Type = "Desktop™}
2{5Type = "UNSUPPORTED"}

35 Type = "Server”}
} #End Switch Statement

} #End foreach loop

K ({$05 version dike 6.0 -and $flvpe -eq "Server”H
H2OSVersion = "Windows2008"
SESUActivation|D ="553673ed-6ddf-419¢c-a153-b 76028347 2fd™

SESUKEY = "<INSERT-ESU-KEY-HERE=>"}

K ({305 version dike 6.1 -and §Type -=q "Desktop" )}

H2D SVersion = "Windows 7"
SESUActivation|D ="77db 03 Yo-95c 3-48d7-a 3ab-aScbd 4109320
SESUKEY=" "+

K ({$05 version dike 6.1 -and $Type eq "Server"H
H2OSVersion = "Windows2008R2"
SESUActivation|D ="553673ed-6ddf-419c-a153-b 7602834724
SESUKEY="<INSERT-ESU-KEY-HERE="}

H1) Werify the ESU Product key Installation

Szparg_ial !:'rol.f.Iu"ct I{ey = E_ES LI F.{EY.S.ul::!gt’ring{SES UKEY Length - 5) -

Cancel




Do the same for remediation script

Discovery script

Specify the script to find and retu
retum the script value to Config

the value to be assessed for compliance on client devices. Use the echo command to
ion Manager.

Edit Script... Script status: Windows PowerShell is created

Remediation script (optignal)
Specify the script to rmediate noncompliant setting values found on client devices. Configuration Manager passes the

noncompliant value /o the script as a parameter.

Edit Script... Script status: Windows PowerShell is created

Update ESU key for Windows 7
oy

Edit Remediation Script
Specify the script to remediate nonfompliant setting values found on client devices. Configuration Manager can pass
the compliant value to the script ad a parameter.

Open... Clear

Script language: Windopvs PowerShell ~

Secript:
205 = Get-WmiObject Win32_JperatingSystem
foreach (S0bjtem in SOSH
Z5ystemPole = §5ystemPoe = 30bjttem . Product Type
Switch (SSystem Role){
1{5Type = "Deskiop"}
2{8Type = "UNSUPPORTED"}
HeType = "Server"}
} #End Switch Statement
} #End foreach loop

If ({305 version dike '6.0" -and $Type eq "Server )}
08"

#8505 ersion = "Windows 2
SESUActivation|D ="55367Ped-6ddf-419¢c-a 1530 7R02834 7 2d"
SESUKEY = "<INSERT-ESJ-KEY-HERE="}

I ({305 version dike '6.1%" -anf $Type eq "Desktop"){
H20 5 ersion =" .".-'indaw;L"
SESUActivation|D ="77dbg3 7h-95c 3-48d 7-a3ab-a5c6d410530"
SESUKEY=" I

I ({305 version dike '6.17" -and $Type <q "Server )}

H505Version = "Windows 2008R2"
SESUActivation|D ="553673ed-6ddf-41%¢c-a153b7R02834 72d"

SESUKEY="<INSERT-ESL-KEY-HERE="}

SpartialProductKey = SESUKEY Substing(SESUKEY. Length - 5)

Cancel

Now we have the compliance settings ready for use and it can be deployed to Windows 7 collection for

compliance check.



E E ) Schedule Summarization 4" Enable Copy * :3.;‘;3. !f] 6
g [» Run Summarization 4 Disable (i Refresh - oL
Saved Show i N Deploy Move Categorize Set Security Properties
Searches v | Members || View Xml Definition » Export X Delete ‘ - Scopes
Search | Baseline Deployment] Move Classify Properties |
ice » Overview » Compliance Settings » Configuration Baselines » ESU for Win 7
< ESU for Win 7 3 items
= lSearch a
-
lcon Name Status Deployed  User Setting
.’J 1A: CustomerReady ESU - Windows Server 2008/2008 R2 - KB Check - Pre-Req KBs Enabled No No
\ d 1B: CustomerReady_ESU - Windows 7 - KB Check - Pre-req KBs Enabled No No
-’4 2: CustomerReady_ESU - Windows 7/Windows Server 2008/R2 - Detect and Install ESU Key Enabled No No
Deploy Configuration Baselines ot

Select the configuration baselines that you want to deploy to a collection

Available configuration baselines: Selected configuration baselines:
Filter. .. / . Filter. .. / .
CB - Office Activation Add > 1B: CustomerReady_ESL - Windows 7 - K...
2. CustomerReady_ESU - Windows 7AW
< Remove 1A: CustomerReady_ESL - Windows Serv...

[] Remediate nencompliant rules when supported
Allow remediation outside the maintenance window
[] Generate an alert:

When compliance is below: 50 | 4

-

Date and time: [04-Feb-2020 || 414 PM

ik

Generate System Center Operations Manager alert

Select the collection for this configuration baseline deployment.

Collection: |Wir1 7 — | I Browse. . I
Schedule

Specify the compliance evaluation schedule for this configuration baseline:

(®) Simple schedule

Run every: |? If" | Days o
() Custom schedule

Mo custom schedule defined. Customize...

oK | Canes

Now we are set for ESU.
Thanks

Ram Lan
4* Feb 2020



