
How to implement SSL for SQL Server Reporting Service (SSRS) 

In this post, I will show you the steps involved in configuring SSL for SSRS.  Within the lab, I am running 

Local Certificate Authority on the Domain Controller.  This is required in order to generate infernal SSL 

certificate for SSRS.  If you don’t have Local CA check this link - https://www.azure365pro.com/how-to-

install-certificate-authority-on-windows-server-2012/ 

Import the Server Certificate from Your Domain Certificate Authority: 

I will be performing this on Configuration Manager Server (CB.RAMLAN.CA).  Open IIS Manager from  
Programs list. 

 

Double click Server Certificates and click Create Domain Certificate 

 

 

https://www.azure365pro.com/how-to-install-certificate-authority-on-windows-server-2012/
https://www.azure365pro.com/how-to-install-certificate-authority-on-windows-server-2012/


 

 

Prepare SSRS for the Server Certificate: 

Open SSRS from Program List 

 



On the Report Server Configuration Connection window, click on the Connect button. 

 

Back on the Report Server Configuration Manager window, select Service Account. 

 

Set the account to Network Service and click Apply. 

 



Click on the “…” button. 

 

Give encryption key a name and save the file to your documents. Click ok. 

 
Click ok. 

 



Below you will see the list of steps that are completed.   

 

 

 

 

 

 

 

 

 



Setup SSRS to Use the Server Certificate: 

Open Report Server Configuration Manager and select Web Service URL node. In the HTTPS Certificate 
drop-down, select the friendly name of the certificate that you created earlier and click ok. 

 

 

 



Click on the Web Portal URL node. Next, click Advanced 

 

Under Multiple HTTPS Identities for the currently Reporting Services feature, click the Add button. 

 

When, I clicked OK – was prompted with below error.  Had to research Google for solution which is 
outlined below. 

 



Open PowerShell as Admin and run below commands 
netsh http show sslcert 
netsh http delete sslcert ipport=[::]:443 
netsh http delete sslcert ipport=0.0.0.0:443 

 

 



After that click advanced and add HTTPS certificate binding.  SSL binding will work. 

 

Test the SSRS Website 

Back on Web Service URL node, click on the HTTPS URL listed in the Report Server Web Service URLs 
section. 

 



 

Back on Web Portal URL node, click on the HTTPS URL listed in the Reports Web Portal URLs section. 
 

 

 

 



As you can see below all my reports are present and the same reports are in Configuration Manager – 

Monitoring section. 

 

This concludes SSL binding to SSRS 2017. 

Thanks 

Ram Lan 
22nd Dec 2019 

 

 

 

 

 

 


