How to implement SSL for SQL Server Reporting Service (SSRS)

In this post, | will show you the steps involved in configuring SSL for SSRS. Within the lab, | am running
Local Certificate Authority on the Domain Controller. This is required in order to generate infernal SSL
certificate for SSRS. If you don’t have Local CA check this link - https://www.azure365pro.com/how-to-

install-certificate-authority-on-windows-server-2012/

Import the Server Certificate from Your Domain Certificate Authority:

| will be performing this on Configuration Manager Server (CB.RAMLAN.CA). Open IIS Manager from

Programs list.
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Double click Server Certificates and click Create Domain Certificate
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Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.
Commaon name: |CB.RAMI_AN.C;5.I |
Crganization: |RA|'-.,.-1|_AN IMNC |
Organizational unit: |5CCM |
City/locality [ToroNTO |
State/province: | QOMNTARIO |
Country/region: |CA e
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Specify the certification authority within your domain that will sign the certificate. A friendly name is required
and should be easy to rermember.

Specify Online Certification Authority:

|RAMLAN—DC—CA\DC.RAMLAN.CA

Friendly narme:

[HTTPS SRS
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Use this feature to request and manage certificates that the Web server can use with websites configured for SSL.
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Prepare SSRS for the Server Certificate:
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On the Report Server Configuration Connection window, click on the Connect button.

Reporting Services Configuration Connecticon

>
SQL Server 2017
Reporting Services
Flease specify a servar name, click the Find button, and select a report servear
instance to configure.
Server Name: CB Find
Report Server Instance: S55RS -
Cance
Back on the Report Server Configuration Manager window, select Service Account.
5% Reporting Services Configuration Manager: CB\SSRS
SQL Server 2017
Reporting Services Configuration Manager
%COHHEC‘: Service Account
5 CB\SsRS
ﬂ Specify a built-in account or Windows domain user account to runthe report server service.

=3, Service Account

% Web Service URL
| Database

@ web Portal URL

=4 E-mail Settings

[ Execution Account

Encryption Keys

L, Subscription Settings
474 Scale-out Deployment

i1 Paweer BI Integration

e

Report Server Service Account
Choose an option to setthe service account and then click Apply.

(@) Use built-in account: virtual Service Account
) Use another account:
Account (Domainuser):

Password:

Results

Set the account to Network Service and click Apply.

SQL Server 2017

a4 Connect

5 CB\SSRS

=2, service Account

B web Service URL
| Database

@ web Portal URL

=4 E-mail Settings

™ Execution Account
. Encryption Keys

[Z, subscription Settings
4% 4 Scale-out Deployment

Lil1 Power BI Integration
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Reporting Services Configuration Manager: CE\SSRS

Reporting Services Configuration Manager

Service Account

ﬂ Specify a built-in account or Windows domain user account to runthe report server service.
=2

Report Server Service Account
Choose an option to setthe service account and then click Apply.
(@) Use built-in account: Metwork Service
() Use another account:

Account (Domainiuser):

Password:

Results

Apply

Copy




Click on the “...” button.

Specify the name and location of a file that will contain the copy of the key. You

must spadfy a password that is used to lodk and unlodk the file, \

File Location: || |

Password:

Confirm Passward:

7] oK Cancel

Give encryption key a name and save the file to your documents. Click ok.

Backup Encryption Key >

Specify the name and location of a file that will contain the copy of the key. You
must specify a password that is used to lock and unlodk the file,

File Location: |C:HJsers‘lﬁ.dministrator.RAMLAN\Dumments\SSRS Encr'|

Fassword: |||-|||-|| |

Confirm Passward: |u-uuu |

(7] QK Cancel

Backup Encryption Key >

Click ok.

50L Server Connection Dialog

>

Specify administrator login credentials for applyving grant rights script forthe new windows service

account.

Specify a SQL Server instance:
Server Mame: CB

Specify an account with administrator privileges:

Credentials Type: Current User - Integrated Security

Username:

Password:




Below you will see the list of steps that are completed.

Eﬁf Reporting Services Configuration Manager: CB\SSRS — O

SQL Server 2017 :
Reporting Services Configuration Manager

Connect .
e Service Account
= CE\SSRS
‘% Specify a built-in account or Windows domain user account to runthe report server service.
=3, Service Account o
& web Service URL Report Server Service Account
Choose anoption to setthe service account and then click Apply.
| Database (®) Use built-in account: MNetwork Service ~

(0) Use another account:

© web portal URL Account (Domainuser):

ﬁ E-mail Settings Passwiord:

H Execution Account
(wi Encryption Keys

Subscription Settings

171 Scale-out Deployment
Results

'r']n Power BI Integration @ Creating Encryption Key Backup

Q Stopping report server "SSRS" on CB.

@ Setting Windows Service Identity to Built-In Account

@ Creating a Grant Rights script for NT Authority\NetworkService
@ Assigning Reporting Services Rightsto User
@ Starting report server "SSRS" on CB.

@ Remowving url http:/f+:80

@ Reserving url http://+:80

@ Remowving url http:/f+:80

@ Reserving url http://+:80

@ Restoring Encryption Key

7] Apply Exit




Setup SSRS to Use the Server Certificate:

Open Report Server Configuration Manager and select Web Service URL node. In the HTTPS Certificate
drop-down, select the friendly name of the certificate that you created earlier and click ok.

Reparting Services Configuration Manager: CEASSRS — [m] >

SQL Server 2017
Reporting Services Configuration Manager

c ot

Sz Web Service URL

= CB\SSRS

-g Configure a URL used to access the Report Server. Click Adwanced to define multiple URLs for a single Report Server
L.

=3, Service Account instance, or to specify additional parameters on the URL.

Report Server Web Service Virtual Directory

% Web Service URL

virtual Directory: ReportServer
{ Database
Report Server Web Service Site identification

IP Address: i ~
@ web Portal URL &l Assigned (Recommended)

TCP Port: [so |
=1 E-mail Settings HTTPS Certificate: TTPS SSRS _ -

HTTRS Port: [33 | Advanced...
[ Execution Account

N )

A Encryption Keys Report Server Web Service URLs

URLs: http://CB:80/ReportServer

https:/fCB.RAMLAN.CA: 443 /ReportServer

=% Subscription Settings
.7, Scale-out Deployment

Jaf] Power BI Integration

Add a Report Server H PSS Binding

ldemtfication

IP Sddress LA 1Py —
HTTFS Port [aaz

Certificate HTTPS SSRS =
URL https G B RAMLAN C.A 443 Reports

O Carcel]

.7 Reporting Services Configuration Manager: CB\SSRS — ] by

SQL Server 2017
Reporting Services Configuration Manager

< ct
—_{) E=rTE Web Service URL
= CB\SSRS
Jg Configure a URL used to access the Report Server. Click Advanced to define multiple URLs for a single Report Server

=3 Service Account instance, or to specify additional parameters on the URL.

Report Server Web Service Virtual Directory
% Web Service URL

Virtual Directory: ReportSarver
1 Database
Report Server Web Service Site identification
1P Address: Al A 4 ded =
@ web Portal URL eaonedliiscommended)
TCP Port: [ |
=i E-mail Settings HTTPS Certificate: P -
HTTPS Port: [42 | Advanced...

ii Execution Account

G, Encryption Keys Report Server Web Service URLs

URLs: htt Cl 0/ReportServer
https://CB.RAMLAN.CA:443/ReportServer

Subscription Settings

474 Scale-out Deployment
L] Power BI Integration
Results

& Removing url http://+:80

Reserving url http:/f+:80

Reserving url https:/fCB.RAMLAN.CA:443
Create certificate binding.

Removwing url https:/fCB.RAMLAN.CA:443
Reserving url https:/fCB.RAMLAN.CA: 443
Create certificate binding.

Stopping report server "SQLServerReportingServices” on CB.

Starting report server "SQLServerReportingServices” on CB.

Thetask completed successfully.
Copy




Click on the Web Portal URL node. Next, click Advanced

G?f Reporting Services Configuration Manager: CB\S5RS

SQL Server 2017
Reporting Services Configuration Manager
C ct
e Web Portal URL
5 CB\SSRS
g Configure a URL to access Web Portal. Click Advanced to define multiple URLs, or to specify additional parameters on
=4, Service Account the URL.

2 Web Service URL Web Portal Site Identification

Wirtual Directory: Reports

|| Database

URLs: http://CB:80/Reports

& Web Portal URL

Advanced

Under Multiple HTTPS Identities for the currently Reporting Services feature, click the Add button.

Advanced Multiple Web Site Configuration s

_]9 Configure various identities for the currently selected feature.

Multiple HT TP Identities for the curmently selected Reporting Services feature

| IF Address TCP Port Host Header
All Assigned a0
Add Remowe Edit

Multiple HTTPS Identities for the currently Reporting Services feature

| IF Address HTTPS Fort HTTPS Certificate Izzued To
(all IPv) b ] HTTPS SSRES CB.RAMLAM.CA
I Add /I Remowe Edit

7] Ok Cancel

When, | clicked OK — was prompted with below error. Had to research Google for solution which is

outlined below.
Report Server Configuration Exception — ca

Exception details:

Microsoft. ReportingServices. WmiProvider . WMIProviderException:
exists for the specdified IP address and port combination. The existing binding uses a different
ertificate from the current request. Only one certificate can be used for each IP address and
wt combination. To correct the problem, either use the same certificate as the existing
inding, or remove the existing S5L binding and create a new binding using the certificate of the
= System.Runtme. InteropServices. COMExcepton: TabletPC inking error
code. Queue is full (Exception from HRESULT: OxS80030238)

— End of inner exception stack trace —

at Microsoft. ReportngServices. WmiProvider . RSWmiadmin. ThrowOnError
(ManagementBaseObject mo)

at Microsoft. ReportngServices. WmiProvider . RSWmiAdmin. CreateSSsLCer tificateBinding{(String
application, String certificateHash, String ipAddress, Int32 port)

at ReportServicesConfiglUl WMIProvider . RSReportServer Admin. CreatesSsLCer tificateBinding
{Urlapplication app, String certificateHash, String ipAddress, Int32 port)

HTTPS binding already

@



Open PowerShell as Admin and run below commands
netsh http show sslcert

netsh http delete sslcert ipport=[::]:443

netsh http delete sslcert ipport=0.0.0.0:443

EN Administrato
PS C:\Users\Administrator.RAMLAN> netsh http show sslcert

S5L Certificate bindings:

: 8.8.8.8:443
Certificate Hash : 751a3888dcl3caald?74743bd7F328cc81F7bB4T70
Application ID 1 {4dc3el8l-eldb-4a21-bB22-59FcE669b8914 7}
Certificate Store Name My
Verify Client Certificate Revocatlon : Enabled
Verify Revocation Using Cached Client Certificate Only : Disabled
Usage Check Enabled
Revocation Freshness Time H -
URL Retrieval Timeout ;@
Ctl Identifier : (null)
Ctl Store Name : (null)
DS Mapper Usage : Disabled
Negotiate Client Certificate : Disabled
Reject Connections : Disabled
Disable HTTP2 : Mot Set
Disable QUIC : Mot Set
Disable TLS51.2 : Mot Set
Disable TLS51.3 : Mot Set
Disable OCSP Stapling : Mot Set
Disable Legacy TLS WVersions : Mot Set

IP:port 1 8.8.8.08:8172

Certificate Hash ¢ 965537ablllc394222dTa@59cbBebeadd 7782279
Application ID : {eeepoeoe- aooe-oboe- BE28- 020202000008
Certificate Store Name : MYy

Verify Client Certificate Revocatlon : Enabled

Verify Revocation Using Cached Client Certificate Only : Disabled
Usage Check : Enabled

Revocation Freshness Time -

URL Retrieval Timeout : e

Ctl Identifier : (mull)

Ctl Store Name : (mull)

DS Mapper Usage : Disabled

Negotiate Client Certificate : Disabled

Reject Connections : Disabled

Disable HTTP2 : Mot Set

Disable QUIC : Mot Set

Disable TLS1.2 : Mot Set

Disable TLS1.3 : Mot Set

Disable OCSP Stapling : Mot Set

Disable Legacy TLS Versions : Mot Set

IP:port : [z:]:443

Certificate Hash : B856a48398aal1545981538517cdT1d92914224F86
Application ID : {ld4eebcy-1983-4ac5-82aa-1lel7a7aefade}
Certificate Store Name (null)

Verify Client Certificate Revncatlnn : Enabled

Verify Revocation Using Cached Client Certificate Only : Disabled
Usage Check Enabled

Revocation Freshness Time : 8

URL Retrieval Timeout : e

Ctl Identifier : (null)

Ctl Store Mame : (null)

DS Mapper Usage : Disabled

Negotiate Client Certificate : Disabled

Reject Connections : Disabled

Disable HTTPZ : Mot Set

Disable QUIC : Mot Set

Disable - : Mot Set

Disable - : Mot Set

Disable Legacy TLS Versions : Not Set

PS C:\Users‘\Administrator.RAMLAN> netsh http delete sslcert ipport=[::]:443
SSL Certificate successfully deleted

PS C:\UsersiAdministrator.RAMLAN> netsh http delete sslcert ipport=0.8.8.8:443
SSL Certificate successfully deleted

PS C:\Usersi\Administrator.RAMLAN> netsh http show sslcert

SSL Certificate bindings:

8.8.8.8:8172
Certificate Hash 965537abl11c394222dFfad@59%chbBebeadd7 782279
Application ID : {eecoeees- 2866 -ea00- 6686 - 2002608808008
Certificate Store Mame : MY
Verify Client Certificate Rewocation : Enabled
Verify Rewvocation Using Cached Client Certificate Only : Disabled
Usage Check B Enabled
Revocation Freshness Time
URL Retriewval Timeout B
Ctl Identifier {Aull)
Ctl Store Name {null)
DS Mapper Usage Disabled
Megotiate Client Certificate Disabled
Reject Cennecticons Disabled
Disable HTTP2 Not Set
Disable QUIC Mot Set
Disable TLS1.2 Not Set
Disable TLS1.3 Not Set
Di=sable OCSP Stapling Mot Set
Disable Legacy TLS Versions * Not Set




After that click advanced and add HTTPS certificate binding. SSL binding will work.

|Z} Reporting Services Configuration Manager: CBASSRS
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5QL server 2017
Reporting Services Configuration Manager
Connect
- Web Portal URL
- CB\SSRS
Configure a URL to access Web Portal. Click Advanced to define multiple URLs, or to specify additional parameters on
- ; the URL.
=%, Service Account
2 Web Service URL web Portal Site Identification
Virtual Directory: |Repuris
|| Database
URLs: http://CB:80/Reports I Advanced I
https://CB.RAMLAN.CA:443/Reports
€ Web Portal URL
_—3 E-mail Settings
ﬁ Execution Account
(Q Encryption Keys
E_.?_’; Subscription Settings
.!.l‘ld. Scale-out Deployment
[ | ;
ul[] Power BI Integration
Results
@ Reserving url https://CB.RAMLAN.CA:443
@ Create certificate binding.
The certificate binding was created successfully.
Copy

Test the SSRS Website

Back on Web Service URL node, click on the HTTPS URL listed in the Report Server Web Service URLs
section.

|2} Reporting Services Configuration Manager: CB\SSRS - O *

SQL Server 2017
Reporting Services Configuration Manager

C ct
{Fiiionne Web Service URL
= CB\SSRS

Configure a URL used to access the Report Server. Click Advanced to define multiple URLs for a single Report Server
g . _g instance, or to specify additional parameters on the URL.
=% Service Account

Report Server Web Service Virtual Directory

8 Web LHL Virtual Directory:

ReportServer
| Database
Report Server Web Service Site identification
IP Address: All Assigned ded
@ web Portal URL ssigned (Recommended) -
TCP Port: |30 |
=i E-mail Settings HTTPS Certificate: e o
HTTPS Port: |443 | Advanced...
ﬁ Execution Account
(:’v Encryption Keys Report Server Web Service URLs
URLs: http:/fCB:80/ReportServer
Subscription Settings https://CB.RAMLAN.CA:443 /ReportServer -

.LI'I.L Scale-out Deployment

or;ﬁ'] Power BI Integration
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Back on Web Portal URL node, click on the HTTPS URL listed in the Reports Web Portal URLs section.

&y Reporting Services Configuration Manager: CB\SSRS - O
SQL Server 2017 ; )
Reporting Services Configuration Manager
=l ct
3 Conne Web Portal URL
= CB\SSRS
@ Configure 2 URL to access Web Portal. Click Advancad to define multiple URLs, or to specify additional parameters on
the URL.

=2, Service Account

% Web Service URL

|| Database

& Web Portal URL
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Virtual Directory:

URLs:

Reports |

http://CB:80/Reports Advanced
https://CB.RAMLAN.CA:443/Reports (‘_I

(= Home - 50U Server 2017 Heporting Services - Internet kExplorer
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As you can see below all my reports are present and the same reports are in Configuration Manager —
Monitoring section.

g @& hitps://cb.ramlan.ca/Reports/browse/Confighlgr_TOR - @ ¢ || Search..
& chrzmlzn.ca/ReportServer- /| (& ConfigMgr_TOR - SOL Serv..
File Edit View Favorites Tools Help

Ll SQL Server Reporting Services

¥ Favorites | [] Browse —+ New v T Upload [ Manage folder 3 Tiles v

[T ConfigMgr TOR

Home - ConfigMgr_TOR
FOLDERS (62)

D Administrative Security Alerts Asset Intelligence Assets - Office Products BitLocker Management Client Push

Company Resource Compliance and Settings

Data Warehouse
Management

D Client Status Device Management Driver Management
Access

Endpoint Protection Hardware - CD-ROM Hardware - Disk Hardware - General Hardware - Memory Hardware - Modem

Hardware - Network

Hardware - Processor
Adapter

Hardware - SCSI Hardware - Security Hardware - Sound Card Hardware - Video Card

Network Operating System Patch My PC Reports Power Management Replication Traffic

Site - D d Software - C
Site - Client Informatior e - Discovery an Site - General Site - Server Informatior oftware - Lompanies Software - Files
Inventory Information and Products

Software Distribution -
Package and Program
Deployment

Software Distribution -
Package and Program
Deployment Status

Software Distribution - Software Distribution -

Collections

Software Distribution -

0 o o o o o o
0O 0o 0o o o o o

B
B
[ wiarson
B
B

Software Metering

Application Menitaring Content

Software Updates - B
[ _Software Updates - A oottware Updates

[ https/cb.ramlan.ca/Reperts/browse/ ConfigMgr_TOR/] %20
iarEgEE

Software Updates - D
Scan

Software Updates - E

I I A
O o o o o o o o
o o o o oo oo o o

D Software Updates - C

State M ti
Deployment States ate Migration

sCsl |

Troubleshooting

This concludes SSL binding to SSRS 2017.
Thanks
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