Fully Automate Software Update Maintenance in Configuration Manager

In this post, | will show you how to create Status Filter Rule and execute PowerShell script to perform

WSUS cleanup fully automated.

To start with we have to create a Status filter rule as detailed below.
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Specifty the settings for Configuration Manager Site Status Filter

Rules.

Mame Status Pricirity
:.;,J' Detect when the status of the ste database changes to Crtic... Enabled 1

\}1 Detect when the status of the ste database changesto War... Enabled 2

{1} Detect when the status of the site database changes to Critic... Enabled 3

{1l Detect when the status of the transaction log for the site data... Enabled 4

{1l Detect when the status of the transaction log for the site data... Enabled 5

{il Detect when the status of the transaction log for the site data... Enabled &

{il Detect when the status of a site system’s storage object cha... Enabled 7

{il Detect when the status of a site system’s storage object cha... Enabled g8

{1l Detect when the status of a site system’s storage object cha... Enabled ]

{1l Detect when the status of a server component changes to ... Enabled 10

{1l Detect when the status of a server component changes to Cr... Enabled 11

il wiite audit messages to the site database and specify the pe... Enabled 12

il Wite all other messages to the site database and specify the... Enabled 13

Cancel



»-| Create Status Filter Rule Wizard

%g General

Actions
Surmmary
Progress

Completion

Create a new status filter rule

=

Mame: Run Software Update Maintenance

[ Source:

[ site code:

1 System:
Component: SMS_WSUS_SYMNC_MANAGER e

[1 Message type:
[ Sewverty:
Message ID: |E:"D21

Summany Cancel

[57] Create Status Filter Rule Wizard

gg Actions

General
Summary
Progress

Completion

Specify the actions

You can specify the actions perfformed when Status Manager receives a status message that matches the
specified criteria.

[] wWrite to the Configuration Manager database

g Od

un

Allow the user to delete messages after how many days: 1 5
Report to the event log
Replicate to the parent site
Replication priority:
Run a program
Program: scutionpolicy bypass -noninteractive -File "C:\Sources*Scrptsh.Software Update v
Do not forward to status summarizers
Do not process lower-prionty status fiter rules
= Previous Summary Cancel

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -executionpolicy bypass -
noninteractive -File "C:\Sources\Scripts\SoftwareUpdateMaintenance\Invoke-
DGASoftwareUpdateMaintenance.ps1"



[7] Create Status Filter Rule Wizard

Summary
E=usal To create the new status filter rule, click Next.
Actions
Progress Details:

CemrElEia Filter Properties:
= Source: not specified
Site code: not specified
System: not specified
Component: SMS_WSUS5_SYNC_MANAGER
Message type: not specified
Severity: not specified
Message |D: 6702
Property: not specified
Property value: not specified
er Actions:
Write to database: No
Report to event log: No
Replicate to parent site: No
Run a program: Yes
Program command line: "C\wWindows i System32MWindowsPowerShellw 1 .0powershell exe” -
executionpolicy bypass -noninteracinve -File "C:\Sources'\Scripts\SoftwareUpdateMaintenance
Unvoke-DGEASoftwarelpdateMaintenance.ps1”
= Do not forward to summarizers: Mo
= Do not process lower priority status filter rules: No

e oem e onoae

Fi

To change these settings, click Previous. To apply the settings, click Mext.

<= Previous Mext = SuMmma Cancel

Create Status Filter Rule Wizard

gg Completion

Zavam A new status filter rule with the following properties has been created:
Actions
Summary

Progress

lﬁi@ﬁl The Create Status Filter Rule Wizard completed successfully

Details:

¥ Success: Filter Properties:
= Spurce: not specified
Site code: mot specified
System: not specified
Component: SMS_WSUS_SYNC_MAMNAGER
Message type: not specified
Severity: not specified
Message 1D 6702
Property: not specified
= Property value: not specified
'9‘ Success: Filter Actions:
wirite to database: No
Report to event log: Mo | 5
Replicate to parent site: No
Fun a program: es
Program command line: "C:\windowsiSystem 32WWindowsPowerShellv 1. 0powershell exe"” -
executionpolicy bypass -noninteractive -File "C:\Sources\Scripts\Software UpdateMaintenance

To exit the wizard. click Close.

n

evious ext = Close



Status Filter Rules >

Specify the settings for Configuration Manager Site Status Filter
Rules.

Name Status F'ril::ri?y

}\9 Detect when the status of the site database changes to Critic... Enabled 1
}\9 Detect when the status of the site database changesto War... Enabled 2
}\9 Detect when the status of the site database changes to Crtic... Enabled 3
}\9 Detect when the status of the transaction log for the site data... Enabled 4
}\9 Detect when the status of the transaction log for the site data... Enabled 5
}\9 Detect when the status of the transaction log for the site data... Enabled 6
}\9 Detect when the status of a site system’s storage object cha... Enabled 7
}\9 Detect when the status of a site system’s storage object cha... Enabled &
}\9 Detect when the status of a site system’s storage object cha... Enabled 5
}\9 Detect when the status of a server component changes to . Enabled 10
}\9 Detect when the status of a server component changes to Cr...  Enabled 11
}\9 Wiite audit messages to the site database and specify the pe... Enabled 12

S5 ywrite all ather messages to the site database and spec'rh' the... Enabled 13
i Run Software Update Maintenance Enabled 14 I

OK Cancel

The script was obtained from this link - https://damgoodadmin.com/2017/11/05/fully-automate-
software-update-maintenance-in-cm/

| always credit the person who shared the script to the community. | have copied the script to Primary
Site Server.

CB » 0OS5(C) » Sources » Scripts » SoftwarelUpdateMaintenance

Name Date modified Type Size
- Plugins 29-Aug-20199:58 ... File folder

{_:_'I config.ini 10-Dec-2018 3: Configuration sett... 2 KB
o {EI config wsus standalone.ini 20-Dec-2018 2:06 ... Configuration sett... 1KE
- &y Invoke-DGASoftwarelpdateMaintenance.ps 19-Feb-2019 8:32 ... Windows Powers... 110 KB
- |:] License.bxt 10-Dec-2018 8:08 ... Text Document 35 KB

Below is the test result of the script. Pretty amazing. Saved a lot of space on the server reducing # of
active updates.

Thanks

Ram Lan
29" Aug 2019


https://damgoodadmin.com/2017/11/05/fully-automate-software-update-maintenance-in-cm/
https://damgoodadmin.com/2017/11/05/fully-automate-software-update-maintenance-in-cm/

TEST RESULT:

Iindows PowerShell

Copyright (C) Microsoft Corporation. All rights reserwved.

Processing Updates
Processing update 5792715842 - 98642236-17c5-44c@-Scca-dcI@d23c5edd
[C0O0OC0O0000000000000000000000000000000000

39% complete
Directory: C:\Sources\Scripts

LastWriteTime Length MName

29-Aug-2819 1 SoftwareUpdateMaintenance

PS C:\Sources\Scripts> cd .‘\SoftwareUpdateMaintenance
PS C:\Sources\Scripts\SoftwareUpdateMaintenance> dir

Directory: C:i\Sources\Scripts\SoftwareUpdateMaintenance

LastWriteTime Name

29-Aug-2819 Plugins

18-Dec- 2818 config.ini

28-Dec-2818 config_wsus_standalone.ini

19-Feb-2819 Invoke-DGASoftwarelpdateMaintenance.psl
18-Dec-2818 H 1 License.txt

PS C:\Sources\Scripts\SoftwareUpdateMaintenance> .‘Inwvoke-DGASoftwareUpdateMaintenance.psl

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserwved.

\Users\Administrator.RAMLAN: cd..
\Users> cd..
:A> cd .\Sourcesh

:\Sources> cd .\Scripts\
\Sources\Scripts> dir

Directory: C:\Sources\Scripts

LastWriteTime Length Name
29-Aug-2019 9:58 AM SoftwareUpdateMaintenance

PS C:\Sources\Scripts> cd .\SoftwareUpdateMaintenance\
PS C:\Sources\Scripts\SoftwareUpdateMaintenance> dir

Directory: C:\Sources\Scripts\SoftwareUpdateMaintenance

LastWriteTime Length MName

29-Aug-20819 = Plugins

18-Dec-2018 = config.ini

2@-Dec-20818 = 769 config_wsus_standalone.ini

19-Feb-20819 = 112361 Invoke-DGASoftwareUpdateMaintenance.psl
1@-Dec-2818 : 35821 License.txt

PS C:\Sources\Scripts\SoftwareUpdateMaintenance> .\Invoke-DGASoftwareUpdateMaintenance.psl

What if: Performing the operation "Remowve"™ on target "SoftwareUpdateGroup: LocalizedDisplayName="Defender for Servers an

d Win 18 2819-88-15 28:15:88"".

What if: Performing the operation "Remowve”™ on target "SoftwareUpdateGroup: LocalizedDisplayvName="EndPoint for Win 7 and

Win 8 2819-88-16 18:53:89"".
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CB » OS5(C) » Sources » Scripts » SoftwareUpdateMaintenance »

-~
Name Date modified Type Size
Plugins File folder
2| config.ini Configuration sett.., 2KB
#| config wsus standalone.ini Configuration sett.., 1 KB

& Invoke-DGASoftwareUpdateMaintenance.psi Windows Powers..,

=| License.bd
=] UpdatelistOutputFile.csv
=] updatemaint.log

When you run the script, it creates 2 files for detailed analysis.

Microsoft Excel C...

LOG File




=] Contiguration Manager Irace Log lool - [L\bources\benptstSottwarelpdateMaintenancelupdatemaint.log|
Z5 File Tools Window Help

=S BN

Log Text
MOTE: The Whatlf flag was given so the below summary shows what would have happened. Mo changes were made.
Summary:

All Updates = 15042

Il Declined Updates = 10137 I
All Updates Except Declined = 4305
All Superseded Updates = 0
Superseded Updates Declined = 0
Updates Declined by Title for *Version Next™ = 12
Updates Declined by Title for *Security Only* = 180
Updates Declined by Title for *Preview of* = 8
Updates Declined by Title for *ltanium™ = 0
Updates Declined by Title for *iabd™ = 0
Updates Declined by Title for *Beta™ = 2
Updates Declined by Title for (Preview)™ =0
Updates Declined by Title (Total) = 202
Updates Declined by Plugin (Total Unique) = 0
Total Newly Declined Updates = 202
Total Newly Deleted Updates = 0
Total Active Updates = 4703 |
Total Updates = 15042

Saved 10339 declined updates to the data file filesystern::C\Sources\Scripts\SoftwareUpdateMaintenance\updaternaint.dat.
Software update point synchronization states cenfirmed.

Starting the W5US cleanup wizard.

Finished the WSUS cleanup wizard.

Software update peint synchronization states confirmed.

Initiated a full software update sync and waiting one minute for it to start,

Software update point synchronization states cenfirmed.

Cleaning the Software Update Groups.

Cleaning the Defender for Servers and Win 10 2019-08-15 20:15:08 software update group.

Removing the 'Defender for Servers and Win 10 2019-08-15 20:15:08' software update greup because it is empty.
Cleaning the EndPoint for Win 7 and Win 8 2019-08-16 18:33:00 software update group.

Remaoving the 'EndPeint for Win 7 and Win 8 2019-08-16 18:53:0%' software update group because it is empty.
Cleaning the Windows 7 Updates x64 2019-08-18 05:46:31 software update group.

Date/Time: 29-Aug-2012 10:59:21 AM Component:  Invoke-DGASoftwareUpdateMaintenan

Thread: 3348 (0xD14) Source:
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