How to deploy SandBox as an application through Current Branch 1902

In this exercise, | will show you how to create and deploy application as a package for installing SandBox
through Current Branch 1902. SandBox is a feature that is helpful for developers who want to test a
new application, update, or any other activity before going live. Itis also neat to have this feature
enabled to use as and when needed because SandBox does not keep the machine details when created.
As soon you exit SandBox the machine details are wiped.

What is Windows Sandbox?

Windows Sandbox is a new feature that allows you to run a virtualized environment from your Windows
host computer.

You will be able for instance to execute a specific application on an isolated environment.

Windows Sandbox uses hardware virtualization to create this isolated environment.

You won't need to install a VM to use it.

Indeed, it will use OS from your host computer.

You will be able to run it from the Start menu or create a WSB shortcut to run a sandbox with a specific
configuration.

First, we have to add standard user to Hyper-Administrators group on the workstation. So open
Computer Management — Users and Groups — Add the user

A Computer Management
File Action View Help
= | an@m XE =2

7l

A (;nmputer Management (Local) MName Description

v i Syst_lv._emk'I;JﬂSd \ %:Access Control Assistance Operators  Members of this group can remeot...
% Eas t;" Eauer e Administrators Adrministrators have complete an..
- Ve TIEWEr % Backup Operators Backup Operators can override se...

@ Shared Folders et . )
« ¥ Local Users and Groups %:Cr}rptugraphlc Operators Members are authorized to perfor...
= Users % Device Owners Members of this group can chang...
= Groups M Distributed COM Users Members are allowed to launch, a...
=) F'_erformance e Event Log Readers Members of this group can read e...
i Device Manager M Guests Guests have the same access as m...
v 23 Storage Hyper-V Administrators Members of this group have com...

If you want to do it through PS — use this one

$script:my_user = (gwmi win32_computersystem).username
Add-LocalGroupMember -group "Hyper-V administrators" -member $my_user

You can use the script to do the following. The script is at the end of the post.
- Check if Windows Sandbox is already installed or not

- Enable the Sandbox feature is needed

- Add the current user in the Hyper-V admin group

Now we are ready to create an application for deploying SandBox



Open Console — Software Library — Applications — Create Application

—J Home || Folder
oy B &

Create Import Sawed banage A

Application Application Searches = Accour
Create Search

* = | 1 ™% » Softwars Library » Ower

woftware Library <

< ﬁ[ Chwverview
4 [T Application Management

4 [&] Applications

|&7 Create Application Wizard

General

| General Specify settings for this application

General Information

Application Catalog

Deployment Types Applications contain software that you can deploy to users and devices in your Configuration Manager environment .

Summary
Progress

Completion

Applications can contain multiple deployment types that customize the installation behavior of the application.

() Automatically detect information about this application from installation files:

pe Windows Installer (" msi file)

(®) Manually specify the application information

< Previcus Mext » Summary

Cancel



1] Create Application Wizard

g’ General Information

General Specify information about this application

eral Information

Application Catalog

Deployment Types Mame: |Sandbax For Win 10

Summany

Administrator comments: Sandbox Feature deployed to Win 10 WS|

Progress

Completian e [Ms | Sofwars version: [1o

Optional reference [

Administrative categores: ‘"Tools" Select...

[] Date published: [18-Jun 2018 |

Specify the administrative users who are responsible for this application.

Owners [Administratar | Browse ..

Support contacts: |Mministrator | Browse

a0 Toes

&7 Create Application Wizard

Application Catalog

el Specify the Configuration Manager Application Catalog entry

General Information

Application Catalog

Deployment Types Specify information about how you want to display this application to users when they browse the Application Catalog.
To provide information in a specific language, select the language before you enter a description.

Summary

Progress

Completion Selected language: English {Canada) default ~ Add/Remove...
Localized application name: |Sar1dbax For Win 10
User categories: "Tools™ | Edit...
User documentation: | | Browse...
Limk: tesd: | |
Privacy LIRL: | |

Localized description:

Keywords: |

lcon: E

[] Display this as a featured app and highlight it in the company portal

= Previous Mext > Surmmary Cancel




[&7] Create Application Wizard

Deployment Types

EEEl Configure deployment types and the priority in which they will be applied for this
General Information application
Application Catalog
Deployment types include information about the installation method and the source files for this application.
Summary
Progress Deployment types: Increase Pricrity Decrease Priority
Completion Fiter IS

Priority Mame Type Languages

There are noitems o show in this wview.

| = Previous || Mext = || Surmnmary || Cancel

@ Create Deployment Type Wizard >

@ General

Specify settings for this deployment type

General Information

Content

Detection Method Deployment types include information about the installation method and source files for this application.

User Experience

Requirements Type: Seript Installer I

Dependencies
Summany

FimzE=s Browse...

Completion

(®) Manually specify the deployment type information

< Previous Mext = Summary Cancel




&3 Create Deployment Type Wizard

g’ General Information

General

General Information

Content
Detectio
User Exp

n Method

erience

Requirements

Dependencies

Summary

Progress

Completion

Specify general information for this deployment type

Applications can have any number of deployment types. Deployment types include links to content and settings that
specify how the content is delivered.

Name:

Administrator comments:

Languages:

| saved the PS script in Sources folder.

Sandbox Win 10

English {United States)

CB » O5(C) » Sources » Windows Application »

Mame

Zip
AdobeFiles
Core FTP
0365

Office 2019
Sandbox
SCCM Console
VLC

< Previous Next >
Date modified Type

13-J1an-20199:25..  File folder
23-Feb-2019 1:46 ...  File folder
13-Jan-2019 8:43 ... File folder
19-lan-2019 3:42 P...  File folder
20-Jan-2019 6:29 ...  File folder
18-Jun-201911:11... File folder
23-Feb-2019%:53 ...  File folder
13-Jan-2019 8:51 ...  File folder

Surnmary

Select...

Cancel



@ Create Deployment Type Wizard

Content

General
General Information
Detection Method
User Experience
Requirements
Dependencies

Surmmary

Progress

Completion

Specify information about the content to be delivered to target devices

Specify the location of the deployment type's content and other settings that comtrol how content is delivered to tanget

devices. All the contents in the path specified will be delivered.

Content location: “webhSounces Windows Application.Sandbox Browse...
[] Persist content in the client cache
Specify the command used to install this content.
Installation program: |"Sandb:‘.\x Feature P51" | I Browse...
Installation start in: | |
Configuration Manager can remowve installations of this content if an uninstall program is specified below.
Uninstall program: | | Browse. ..
Uninstall start in:
[] Run installation and uninstall program as 32-bit process on 64-bit clients.

= Previous Mesxt = Surmmary Cancel

@ Create Deployment Type Wizard

gg Detection Method

General
General Information
Content
User Experience
Requirements
Dependencies
Summary
Progress

Completion

Specify how this deployment type is detected

Specify how Configuration Manager determines whether this deployment type is already present on a device. This

detection occurs before the content is installed or when software inventory data is collected.

(@) Corfigure rules to detect the presence of this deployment type:

L]
) Use a custom script to detect the presence of this deployment type:
Script type: | |
Seript length: [ |
= Previous Mext = Summan

Connector Clause ] Add Clause

Cancel




Detection Rule e

Create a rnule that indicates the presence of this application.

Setting Type: File System -

Specify the file or folder to detect this application.

Type: File
Path: |C SAindows System 325, | Browse. ..
File or folder name: |Window55andbux.exe |

This file or folder is associated with a 32-bit application on 64-bit systems.

(@) The file system setting must exist on the target system to indicate presence of this application

() The file system setting must satisfy the following rule to indicate the presence of this application

Property: Date Modified
Operator: Equals
Walue:
Cancel
OR
Detection Rule =

Create a rule that indicates the presence of this application.

Setting Type: File System “"

Specify the file or folder to detect this application.

Type: File
Path: [ wWindows Win5 %54 | Browse...
Filz or felder name: |Window55andbm¢.exe |

This file or folder is associated with a 32-bit application on 64-bit systems.

(®) The file system setting must exist on the target system to indicate presence of this application

() The file system setting must satisfy the following rule to indicate the presence of this application

Property: Date Modified
Operator: Equals
Walue:

Cancel




@ Create Deployment Type Wizard

Detection Method

General
General Information
Content
User Experience
Requirements
Dependencies
Summary
Progress

Completion

Specify how this deployment type is detected

Specify how Configuration Manager determines whether this deployment type is already present on a device. This
detection occurs before the content is installed or when software inventory data is collected.

(®) Configure rules to detect the presence of this deployment type:

Connector |

Clause

Add Clause...

> |

|WindowsSandbox.exe exists

() Use a custom script to detect the presence of this deployment type:

Script type: |

Script length: [

< Previous Mewxt = Summany Cancel
@ Create Deployment Type Wizard
gg User Experience
EEErE Specify user experience settings for the application
General Information
Content
Detection Method
User erience Installation behawior: Install for system s
Requirements .
® o Logon requiremenit : Whether or not & user is logged on ~
ependencies
Summary Installation program wisibility: Marmmal e
Progress [] Allow users to view and interact with the program installation

Completion

Specify the maximum run time and estimated installation time of the deployment program for this application. The
estimated installation time displays to the user when the application installs.

Maximum allowed run time {minutes):

Estimated installation time {minutes):

120 =

o -

= Previous Mext =

Summary

Cancel



@ Create Deployment Type Wizard

Requirements

General
General Information
Content
Detection Method

User Experience

Requirements

Dependencies
Summary
Progress

Completion

Specify installation requirements for this deployment type

Specify any requirements, such as hardware features or the operating system version, that devices must have before they
can install this deployment type. Configuration Manager verifies that these requirements are met before content is
deployed to the device.

Requirements:

Filter. .. —

Requirement Type Operator Values

There are noikems to show in this views,

= Previous Surmmary Cancel

@ Create Deployment Type Wizard

% Dependencies

General
General Information
Content
Detection Method
User Experience
Requirements
Summary
Progress

Completion

Specify software dependencies for this deployment type

Software dependencies are deployment types that must be installed before this deployment type can be installed.

Software dependencies

MName Application Deployment Type Automatically Install

= Previous Mext = Summary Cancel




@ Create Deployment Type Wizard >

gg Summarny

Emar Confirm the settings for this deployment type

General Information

Content
Detection Methad Details:
User Experience General Inf ation
Requirements = Mame: Sandbox \Win 10
= Technology: Scnpt Installer
Dependencies = Administrator comments:
- = Languages: English {United States)
Content:
BUENESS =« Content location: VYeb\Sourceswindows Application'Sandbox
Completion = Persist in client cache: No
= Installation program: "Sandbox Feature PS17
= Installation start in:
Detection Method:
User Experience:
= Installation behavior: Install for system
= Login reguirement: Wwhether or not & user is logged on
= Installation priority: Mommal
= Allow users to interact with this program: Mo
= Maximum sllowed run time (minutes): 120
=« Estimated install time (minutes): 0
Requirements:
Dependencies:
To change these settings, click Previous. To apply the settings, click Mext.
< revious | [ e ] | S Cancel
&8 Create Deployment Type Wizard st
Completion
General

I:@I The Create Deployment Type Wizard completed successfully

General Infermation

Content =
Detection Method Details:
User Experience "
Requirements & Success: General Information: B
. = MName: Sandbox \Win 10
Dependencies = Techneology: Script Installer
= Administrator comment
Summary « Languages: English {Unlted States)
Progress

: = @ Success: Content:
Completion = Content location: VwebiSources\WwWindows Application'Sandbax

= Persist in client cache: No
= Installation proegram: "Sandbox Feature PS1”
= Installation start in:

9 Success: Detection Method:

a Success: User Experience:

Installation behavior: Install for system

Login requirement: Whether or not a user is logged on
Installation priority: Mormal

Allow users to interact with this program: Mo
Maximum allowed run time (minutes): 120

Estimated install time (minutes): 0

3 Success: Reguirements:

| & n — =
To exit the wizard, click Close.

L




&7 Create Application Wizard

g! Deployment Types

General
General Information

Application Catalog

Deployment

Surmmary
Progress

Completion

&7 Create Application Wizard

g:! Summary

General
General Informaticn
Application Catalog
Deployment Types
Progress

Completion

Deployment types include information about the installation method and the source files for this application.

Deployment types n

Configure deployment types and the priority in which they will be applied for this
application

Fitter... 2
Priority ~ Mame Type Languages
1 Sandbox WWin 10 Script  English {(United States)

= Previous Mext =

Confirm the settings far this application

Dietails:

Summary

Cancel

General Information:
= Application name: Sandbox For \Win 10
= Administrator comments: Sandbox Feature deployed to Win 10 WS
= Publisher: MS
= Software version: 1.0
= Optional reference:

Categones:-
= Tools

Crwners:
= Administrator

Support contacts:
= Administrator

Application Catalog entries specified for the following languages:
= en-CA

Deployment type names:
= Sandboo: Wwin 10

To change these ssttings, click Previous. To apply the settings, click Mext.

= Previous Mext =

Summan

Cancel




&7 Create Application Wizard

g:l Completion
General
G I Inf ti ) N ;
snerslintermatien '0' The Create Application Wizard completed successfully
Application Catalog e
Deployment Types Details:
Summary
Progress 0 Sucecess: General Information:
= Application name: Sandbax For \Win 10
Completion = Administrator comments: Sandbox Feature deployed to Win 10'wWS
= Publisher: MS
= Software version: 1.0
= Optional reference:
o Success: Categories:
= Tools
9 Success: Owners:
= Administrator
a Success: Support contacts:
= Administrator
ﬁ Sucecess: Application Catalog entries specified for the following languages:
= en-CA
0 Success: Deployment type names:
= Sandbox 'Win 10
To exit the wizard, click Close.
< Previous Mext = Summary
Now it is ready. Deploy to Win 10 collection. In the lab, | have a Win 10 collection.
-J Home | Folder
: _Q &P) ‘&| Create Prestaged Content File @ Convert to MSIX # Export X Delete Elj Eb
#5 Revision History Reinstate 2| Copy h
Create Import Saved Manage Access o Create ; ~ Simulate  Deploy (
Application Application Searches ~ Accounts iy Update Statistics Deployment Type ®RE“"E (d Refresh Deployment
Create Search Application Depl
(— & |3 %+ Software Library » Owverview » Application Management »  Applications »  Windows
Software Library < Windows & items
4 & Overview Search
4 [ Application Management lcon MNarme Deployment Types Deployments Status
4 [£5] Applications &1 7-Zip 18.06 (x64 edition) 1 1 Active
[ Apple &1 Adobe Acrobat Reader DC 1 2 Active
= Windows 7 CoreFTPLEx64 1 1 Active
E‘i License Information for Store Apps &1 Office 2019 Professional 1 1 Active
Packages |: 1 Office 365 ProPlus 1 1 Active
| i Sandbox For Win 10 1 0 Active
& Annroval Reauests




=} Deploy Software Wizard >

General

Specify general information for this deployment

Content
Deployment Settings

Scheduling
- Software: |Sandbm: For Win 10 | | Browse... |

User Experience

Alerts Collection: |Win 10 | | Browse... |
Summary

Use default distribution point groups associated to this collection

Progress
Completion Automatically distribute content for dependencies

Comments (optional):

< Previous Mext = Summary Cancel

T mrFmed e



=l Deploy Software Wizard

@ Content

Sl Specify the content destination

Deployment Settings

Scheduling Distribution poirts or distribution point groups that the content has been distributed to:
User Experience
Alerts Mame Type
Summary There are noitems to show in this view.
Progress

Completion

Additional distribution points. distribution point groups. and the distribution peoint groups that are cumenthy
associated with collections to distribute content ta:

Filter... o Add =
MName Description Associations Remowe
CB.RAMLAMN.CA Distribution paint
Toronto Distribution point group o

< Previous | | Med = | | summary || Cance

e Deploy Software Wizard

Deployment Settings

Eamare Specify settings to control how this software is deployed
Content

ment

Depl

Scheduli
— Action: |In5ta|| V|

User Experience

Alerts

Pumpose: |.Pnrailable i |

Summary

Progress
E [ Allew end users to attempt ta repair this application

Completion




=le Deploy Software Wizard

g! Scheduling

General

Specify the schedule for this deployment
Content

Deployment Settings

This application will be available as soon as possible by default. I this application should be made available at a
) different time. change the availability time to the desired UTC time.
User Experience

Alerts
Summany
Pragress Time based an: uTC

Completion [] Schedule the application to be available at:

[18-dun-2018 [ 221 Pm s

< Previous Mext = Summany Cancel

= Deploy Software Wizard

User Experience

Eamarel Specify the user experience for the installation of this software on the selected

Content devices

Deployment Settings

Scheduling
Specify user experience setting for this deployment
User notifications: Display in Software Center, and only show notifications for computer restarts -
Summary
Progress S e e ’
Completion When the installation deadline is reached, allow the following activities to be peformed outside the maintenance

window:

White fiter handling for Windows Embedded devices

Commit changes at deadline or during a maintenance window {requires restarts)

If this option is not selected, content will be applied on the oveday and committed later.

= Previous

Summary Cancel




=l Deploy Software Wizard

Alerts

General
Content
Deployment Settings
Scheduling

User Experience

Surmmary
Progress

Completion

Specify Configuration Manager and Operations Manager alert options

Corfiguration Manager generates alerts when this application is deployed

25-Jun -2015 11:21 AM =

Thresheld for failed deployment
[] Create a deployment alert when the threshold is higher than the following:

Enable System Center Operations Manager maintenance mode if you want Operations Manager to generate
oyed.

alerts when this application is depl

Enable System Center Operations Manager maintenance mode

Generate System Center Operations Manager alert when a software installation fails

<prevous | [tz ] | summary

Cancel

= Deploy Software Wizard

Summary

General
Content
Deployment Settings
Scheduling
User Experience
Alerts

Progress

Completion

Confirm the settings for this new deployment

Details:

General
= Software: 5 ndbnx For Wwin 10
Collection: Win 10 (Member Count: 2)
Use default distribution point groups associated to this collection: Disabled
Awtomatically distribute content for dependencies: Enabled

Deployment Settings
= Action: Install
= Purpose: fovailable
= Allow end users to attemipt to repair this application: Disabled
= Allow clients to use a metered Internet connection to download content: Disabled

JLpplication Settings (retnieved from application in software library)
« Application Mame: Sandbox For Win 10
= Application Wersion: 1.0
= Application Deployment Types: Script Installer

Scheduling
= Time based on: UTC
= Available Time: As scon as possible
= Deadline Time: Disabled
= Delayed enforcement on deployment: Disabled

User Experience

Ignore Maintenance Windows: Disabl
System restart (f required to complete the installation): Disabled
Commit changes at deadline or during a maintenance window (requires restarts): Enabled

Alerts

User notifications: Display in Software Center. and only show notifications for computer restarts

To change these settings. click Previous. To apply the settings, click Mext.

= Previous

Cancel




=l» Deploy Software Wizard

gg Completion

General

Content

Deployment Settings
Scheduling

User Experience

Alerts
Summary

Progress

Completion

IZ/- -\Il The Deploy Software Wizard completed successfull
W ploy P Y

Details:

&P Success: General
= Software: Sandbox For Wwin 10
= Collection: win 10 (Member Count: 2)
= Use default distnbution point groups associated to this collection: Disabled
= Automatically distribute content for dependencies: Enabled
9 Success: Deployment Settings
= Action: Install
= Purpose: Available
= Allow end users to attempt to repair this application: Disabled
= Allow clients to use a metered Internet connection to download content: Disabled
v Success: Application Settings (retnewved from application in software library)
= Application Mame: Sandbox For Win 10
= Application Version: 1.0
= Application Deployment Types: Script Installer

_0 Success: Scheduling

Time based on: UTC

Available Time: As soon as possible

Deadline Time: Disabled

Delayed enforcement on deployment: Disabled

9 Swuccess: User Experience

= User nofifications: Display in Software Center. and only show notifications for computer restarts

To exit the wizard, click Close.

Close

As you can see below sandbox is not enabled in features. Please note you cannot deploy sandbox to a

virtual machine because the processor does not support. It has to be a physical machine.

Windows Features - O =
Turn Windows features on or off [ 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box, A filled box means that only part of the feature is turned on,

" ®
ROUd00rO0gn

Virtual Machine Platform ~
Windows Defender Application Guard

Windows Hypervisor Platform

Windows |dentity Foundation 3.5

Windows PowerShell 2.0

Windows Process Activation Service

Windows Projected File System

Windows Sandbox

Windows Subsystem for Linux

Windows TIFF IFilter

Work Folders Client



After some time, Sandbox will show up in Software Center. Install and enjoy!
E_}' Software Center

[ER Applications
All Required

g |
L] '--'lpd*":'ltes Filter: | All - Sart by: | Most recent -

1 Operating Systems
I* Installation status

C& Device compliance ; Y
£k Options v
@ Personal

Sandbox Foar Win
10

E_} Software Center

E_“- Applications n Applications » Application details

< Updates

Sandbox For Win 10

Published by M5

™1 Operating Systems
™ Installation status

E& Device compliance

# Clptlons Status: Awailable
Version: 1.0
@ Personal Date published: Mot specified

Restart required: Might be required
Download size: Less than 1 MB
Estimated time: Mot specified

Total components: 1

To monitor the log — look for this — C:\Windows\Debug - Install_Sandbox_Feature.log
Please note, | did not test this deployment because, | don’t have a spare physical machine with Win 10.
Thanks

Ram Lan
18 Jun 2019



function Get-LogDate {
return "[{0:MM/dd/yy} {O:HH:mm:ss}]" -f (Get-Date)
}

$Script:my_user = (gwmi win32_computersystem).username
$§SystemRoot = $env:SystemRoot

$Log_File = "$SystemRoot\Debug\Add_windows_Sandbox_Feature.log"
IE((test—path $Log_File))

remove-item $Log_File -force
new-item $Log_File -type file -force

Add-Content $Log_File "Script for adding the windows Sandbox feature"
Add-Content $Log_File M—=--mmmmmmmmmm

Add-Content $Log_File "$(Get-LogDate) - Add_windows_Sandbox_Feature_v1.0 is starting"
Add-content $Log_File ""

Add-Content $Log_File "$(Get-LogDate) - Checking the current windows Sandbox status"
$sandbox_status = $False ] _

$windowsFeature "Containers-DisposableClientvMm"

try

“$windowsFeatureState = (Get-WindowsOptionalFeature -FeatureName $windowsFeature -
online).State
If($windowsFeatureState -eq "Enabled™)

$sandbox_Status = $True
Add-Content $Log_File "$(Get-LogDate) - The Sandbox feature is already enabled”

Else

Add-Content $Log_File "$(Get-LogbDate) - The Sandbox feature is not enabled"
$sandbox_Status = $False
Try

Add-Content $Log_File "$(Get-LogDate) - The Sandbox feature is being enabled”

Enable-windowsOptionalFeature -FeatureName $windowsFeature -Online -NoRestart -
ErrorAction Stop

Add-Content $Log_File "$(Get-LogDate) - The Sandbox feature has been
successfully enabled”

$sandbox_Status = $True

catch

Add-Content $Log_File "$(Get-Logbate) - Failed to enable the Sandbox feature"
}

catch

Add-Content $Log_File "$(Get-Logbate) - Failed to enable the Sandbox feature"

IE($Sandbox_Status -eq $True)

Add-Content $Log_File ""

Add-Content $Log_File "$(Get-LogDate) - Checking if the current user is member of
the Hyper-v administrators group"

$Get_HyperV_Users = get-LocalGroupMember -group "Hyper-V administrators" | where
{$_.Name -Tike "*$my_user*"}

If($Get_Hyperv_users -eq $null)

Add-Content $Log_File "$(Get-LogDate) - Current user name is $my_user"



Add-Content $Log_File "$(Get-LogDate) - The user $my_user is not member of the
group Hyper-V administrators"
Try

Add-LocalGroupMember -group "Hyper-v administrators" -member $my_user
Add-Content $Log_File "$(Get-LogDate) - The user $my_user has been successfully
added in the group Hyper-V administrators"

Catch

Add-Content $Log_File "$(Get-LogDate) - An issue occured while adding the user
$my_user in the group Hyper-v administrators"”

}
}

Add-Content $Log_File "$(Get-LogDate) - Add_windows_Sandbox_Feature_v1.0 finished"



