How to update the certificate on Exchange Server 2019

In this post, | will show you the steps involved to renew the certificate that is about to expire or expired

on Exchange Server 2019.

This is my home lab that is running Exchange Server 2019. The SSL certificate is Comodo and is about to
expire on 5" May 2019. So, | need to renew the certificate and will take screen shot of the whole
process for anybody that needs to carryout at home lab or in production.

Open Exchange Administrative Center (ECP) web link and login to the server.

Exchange Admin Center

Domain\user name:

ramlan\administrator ‘

Password:

(3 signin

See below message that pops up giving us a notification error that certificate is about to expire.

The certificate 'Exchange 2019 Certificate’ on
server EX2019 is about to expire on 2019-05-06.
View details

1] Enterprise | Office 365
Exchange admin center
servers databases database availability groups virtual directories  certificates

recipients

permissions

compliance management Select server: | EX2019.RAMLAN.CA v

organization +7saoe -

FY  Administator 2 -

protection NAME sTATUS BXPIRES ON N
CN=MS-O tion-P2P-Access [2018 Invalid 2019-04-17 §
. ganietion PP Acces: 12010] il Exchange 2019 Certificate
mallfiow Exchange 2019 Certificate. Valid 2019-05-06
Microsoft Exchange Server Auth Certificate Valid 2023-12-04 Certification authority-signed certificate B
mobile Issuer: CN=COMODO RSA Domain Validation Secure Server CA, 0=COMODO CA Limited, L=Salford, S=Gre
Microsoft Exchange Valid 2023-12-30 ater Manchester, C=GB
WMSVC-SHAZ Valid 2028-12-27
public folders
Veeam Agent Certificate Invalid 2029-02-03 Status
servers Valid
Expires on: 2019-05-06
hybrid ___a Renew
v
Assigned to services
IMAP, POP, IS, SMTP




| am going to save the certificate request here

ExX2079 » O5(C:) » Temp » 2019 Certificate for Exchange 2019

Mame Date modified Type Size

This felder is empty.

LR

Give certificate a name. | will call it as ex2019.txt

g https://mail.ramlan.ca/ecp/CertMgmt/RenewCertificate.aspx?pwmecid=18ReturnObjectType=18dtm=0&id=EX2 =
Renew Exchange certificate

To renew the "BExchange 2019 Certificate” certificate, you need to submit the
certificate request to the same certification authority that issued it onginalky.
Learn more

*Save the certificate request to the following file:

“he2019emph2019 Certificate for Exchange 201 g'\e:a:ZD‘Ig.txtl x

You need to submit the contents of the certificate request file to a certification
authority.

After you get the certificate file from the certification authority, click Complete in
the certificate request to install the certificate. Learn more

| OK | | Cancel |

) CEnteprise Office 265 [ soministator v 2 +

Exchange admin center

recipients servers databases database availability groups  virtual directories  certificates
PErMmissions
compliance management Selectserver: [EX2019RAMLAN.CA v
organization L -
NAME STATUS EXPIRES ON -
protection

2019-02-17

Exchange 2019 Certificate

mail flow Exchange 2019 Certificate
Exchange 2019 Certificate Pending request 2020-05-04 Certification authority-signed certificate
mobile Issuer: CN=COMODO RSA Domain Validation Secure Server CA, 0=COMODO CA Limited, L=Salford, S=Gre
Microsoft Exchange Server Auth Certificate Valid 2023-12-04 ater Manchester, C=GB
Microsoft Exchange Valid 2023-12-20
public folders &
WMSVC-SHA2 Valid 2028-12-27 Status
servers Veeam Agent Certificate Invalid 2029-02-03 Valid
Expires on: 2018-05-06
hybrid Renew

Assigned to services
IMAP, POP, I3, SMTP



Now we have to take ex2019.txt file to SSL2BUY site to submit certificate request.

COMODO ssl configuration wizard

Creating Trust Online*

Product Name: Comodo UCC/SAN/Multi-Domain SSL Validity: 1 Year

ALL SSL CERTIFICATES SUPPORT SHA-2 ALGORITHM

(1] 2 3 4 5

Submit CSR Key CSR Info Organization Info Summary Thanks

Enter CSR

After generating your server's Certificate Signing Request as described in Generate CSR, paste the CSR in the form below. Please make
sure that it contains the complete header and footer "BEGIN" and "END" lines exactly as in the example below. CA/Browser Forum
requirements state key sizes for all ssl certificates must be a minimum 2048 bits. Please ensure your CSR meets these requirements.

Certificate Signing Request*

RVWTDDAOUNWULAIFRIVIOTCAYCEVVEDINAJRATWDYAJCALWDVAUO TAUAREANTAUVDDALAA "
UwBDAGEAYOBUAGAAZQBSACAAQWBYAHKACABOAGSAZWBYAGEACABOAGKAYWASAFAA
cgBvAHYAaQBKAGUACeMBADCBIgY|KoZ hveNAQKOMX0wezAOBgNVHQSEBATSEBAMC
BaAwWPAYDYRORBDUWMAIObWFphCoVYW1sYWAUY2GCFMF1dG9kaXNib3ZIcisyYW1s
YWAUY2GCCK hbWxhhbiS|YTAMBENVHRMBASEAJAAMBOGAT1UdDgQWBBTIPKWpzeu
*ZDgNAEiSsV1+hbtyTANBgkghkiGIWOBAQUFAAOCAQEASIFZOVZ6rgiQesByirPi
bOryspegxMSaZzz/fXrRNQ2GQ/hGYkdETpSFe2dQAULYPNO0QTme2Ke2uN8ssBuR4
9tA/zu7EyRg+izMkgpmCNEEwgnFbgRVIN3i| DmF+YEa6LU1 pOoeS7LPpVMefzndC
i8cgemTi+DoCwVUOME4m|M)+KOyT+32wfeacl0BhSxlydeN]s|itLWCdIbY1kWhL
m1/0DaxGKW/plz0g/|R7ZWw] TKdOifirfUbQObFi7vgPYmaeQEThZdUKFErR74ro
kAYAfGYFdpzivIEYiZ/sVAZrORUbiePWIgHSE/fyMOUTWGoq+sp/wgbOgdr+5Leo

ig==




cCOMODO ssl configuration wizard

Creating Trust Online*

Product Name: Comodo UCC/SAN/Multi-Domain SSL

ALL SSL CERTIFICATES SUPPORT SHA-2 ALGORITHM

1 o i 4 5

Submit CSR Key CSR Info Organization Info Summary Thanks

CSR Information

The CSR you generated is designed to work with the following information. If this is not the correct domain name (computed from the
Commeon name in the CSR), or if any of the CSR Information below is incorrect, then please generate a new CSR and click the Replace

CSR button.

Domain Name: mail.ramlan.ca
Country:
Locality :
Organization :
Organization Unit: DOMAIN CONTROL VALIDATED

State:

Server Type

Please select the type of web server from the list below.

Note:Server type selection is for information purpose only and does not make any change for ssl certificate. If you do not find

relevant server name in list, please select OTHERS as best option.

Select Web Server: | Microsoft IS 7.x and later v

Admin Email : | administrator@ramlan.ca

Subject Alternative Names (SANS)

When a browser comes across a Certificate with SANs, it knows that the Certificate can be used to secure not just the primary
domain to which it's been issued, but also whatever it finds in the SANs section. By adding SANs your Certificate can secure
other server “names” such as other domain names, subdomains, IP addresses and internal server names.

Maximum SAN allowed 3

SAN # Domain Name Approval Email
1 mail.ramlan.ca administrater@ramlan.ca A |
2 autodiscover.ramlan.ca administrater@ramlan.ca A |
3 ramlan.ca administrator@ramlan.ca v |




COMODO

Creating Trust Online*

Product Name: Como

UCC/SAN/MuU

ssl configuration wizard

Domain S5L

validity: 1 Year

1

Submit CSR Key

CSR Information
Approval Email :
Web Server :
Domain Name :
Country :
Locality :
Organization :
Organization Unit :

State :

ALL SSL CERTIFICATES SUPPORT SHA-2Z ALGORITHM

Summary

2

CSR Info

3 =

Organization Info Thanks

administrator@ramlan.ca
Microsoft 11S 7.x and later

mail.ramlan.ca

DOMAIN CONTROL VALIDATED

Organization
First Name :

Last Name :

Emai

Address 1:

Organization
First Name :
Last Name :

Email :

Address 1:
Address 2 :
City :

State :
Country :

Postal Code :
Phone Number :

Fax :

Information
Ram
Lan
administrator@ramlan.ca

275 Shuter 5t

INnformation

Subject Alternative Names (S5ANSs)

" Demain Name Appraval Email
SAN 1 mail.ramlan.ca administrator@ramlan.ca
SAN 2 autadiscover.ramlan.ca ad trator@ramlan.ca
SAN 3 ramlan.ca administratar@ramlan.ca

cCoOMODO

< Previous

Place Order >

ssl configuration wizard

Creating Trust Online*

Product Name: Comodo UCC/SAN/Mult

omain SSL

1

Submit CSR Key

ALL SSL CERTIFICATES SUPPORT SHA-2Z ALGORITHM

2 3 4

CSR Info Organization Info Summary Thanks

Congratulations!

Your order has been placed successfully.
Your order number is : 230317028




As soon as you press Place Order — You will get email from Comodo to validate the request.

[=] Demonstrate domain control and approve 3 domains for SSL/TLS certificate order 2230317028 - Message (HTM

File Message Help. @ Tell me what you want to do.

e DX | O @ @ TN Mecor S g B g g i R ® &
i M - BH Team Email Done NE OneNote B Related -
Move Mark Categorize Follow | Translate Read | Zoom  Reply with
-~ BYActions~ | nread E4 Up~ = K Select~ Aloud Meeting Poll

Delete Respond Quick Steps Move Tags &~ Editing Speech | Zoom FindTime

Junk -

Delete Archive | Reply Reply Forward
Al

EfMore~ | ™ Reply 8 Delete  “f Create New

bannerUR!

Domain Control Validation for mail.ramlan.ca
autodiscover.ramlan.ca
ramlan.ca

Dear administrator@ramlan.ca.

We have received a request to issue an SSL certificate for
mail.ramlan.ca
autodiscover.raml;
ramlan.ca

ca

Subject:
Ram Lan
275 Shuter St
Apt 1218
Toronto
Ontario
MAS1W4
Canada

and whose email address is administrator@ramlan.ca
To permit the issuance of the certificate please browse here

and enter the following "validation code™:
qspJBis*6vef2fc7D5S5CmNgébOxbSiyhd

ssmsmssssaPLEASE NOTE CHOO SING THE OPTION BELOW WILL REJECT THE CERTIFICATE=stssesss
If nefther you nor a trusted colleagus made this request for a certificate then you can
rejectit by browsing to Reisct
The link below should be used to access your reseller portal account. Here you will be able to deposit additional funds, purchase
products. review account information and more! You must use your login credentials that you created during the signup process.
Please allow a few minutes for your order to process in our system before logging in. If you receive an error notice when
trying to log in, please give the system a few more minutes to process.

Comodo Contact Details:
Technical Support Telephone: +1.888.266.6361 / +1.703.581.6361
Support ite: hiy o com

Comodo Security Solutions, Inc.

After validation you will get email with certificate attachment.

[=] ORDER 2230317028 - Your PositiveSSL Multi-Domain Certificate - Message (HTML)

File Message Help 2 Tell me what you want to do

Z - 5 - - -
orore < N ™ @ @ B Mecing (Mvovero # To Manager ll =re= & = Find
T IM - B Team Email Done NE OneMote [ Related

Categorize Follow | Translate Reply with
= - + Move Mark g - ply
EQ More - Reply & Delete  '# Create New TS WM Actions- | Unread 2 Up - - K Select~ Meeting Poll

Delete Respond Quick Steps Move Tags = Editing Speech FindTime

Junk~- Delete Archive = Reply Reply Forward
Al

cations.sectigo.com>

Your PositiveSSL Mul

Domain Certificate is attached!

Dear administrator@ramlan.ca.

Thank you for placing your order. We are pleased to announce that your PositiveSSL Multi-Domain Certificate has been issued

We strongly rec 1d that you click here for i ions to ensure that your certificate is installed and your webserver is
configured correctly.

Attached to this email you should find a _zip file containing:

= Root CA Certificate - AddTrustExternalCARoot.crt

te GA Certificate - USERTrustRSAAddTrustGA crt
te CA Certificate - i
Domain Ce

mainVali
cate - 230317028 .crt

You can also find your PasitiveSSL Mult-Domain Certificate in text format at the bottom of this email.
Should you have any questions or issues you would like to discuss, please do not hesitate to contact us.

The link below should be used to access your reseller portal account. Here you will be able to deposit additional funds, purchase
products. review account information and more! You must use your login credentials that you created during the signup process.
Please allow a few minutes for your order to process in our system before logging in. If you receive an error notice when
trying to log in, please give the system a few more minutes to process.

Comodo Contact Details:
Technical Support Telephone: +1.888 266.6361 / +1.703.581 6361
Support ite: htt; com

Comodo Security Solutions, Inc.
1

Sincerely,

Comodo Security Solutions




Save the file and extract the certificate. Copy the file to exchange server.

» EX2019 » OS5(C:) » Temp @ 2019 Certificate for Exchange 2019

Mame Date mnd\i?ied Type Size
- ex2019 bt 0d-May-2019 5:18 ... Text Document 2EB
53] 230317028.crt 04-May-2019 12:0... Security Certificate 3 KB
o @ SectigoRSADomainValidationSecureServe.,.  02-Mow-2012 12:0... Security Certificate I EB
ol 53] AddTrustExternalCARoot.crt 30-May-2000 10:4... Security Certificate 2 KB
- @ USERTrustRSAADd TrustCA crt 30-May-2000 10:4... Security Certificate 2EB

Now click to complete pending certificate

4 certiicates - Microsoft bxcha, ||
File Edit View Favorites Tools Help

1] Enterprise  Office 365 &l Administrator v

Exchange admin center

recipients servers databases database availability groups virtual directories  certificates
permissions
compliance management Select server:  [EX2019RAMLANCA ~
organization +sme -
NAME sTATUS EXPIRES ON N
protection
CN=MS-O tion-P2P-Access [2018] Invalid 2019-04-17
o rganization-P2P-Access [2018] el Exchange 2019 Certificate
mailfiow Exchange 2019 Certificate Valid 2019-05-06
Exchange 2019 Certificate P — 20000504 Certification authority-signed certificate
mobile Issuer: 2, OU=PositiveSSL Multi-Domain, OU=Domain Control Validated
Microsoft Exchange Server Auth Certificate Valid 2023-12-04
public folders Microsoft Exchange Valid 2023-12-30 Stas
WMSVC-SHAZ Valid 2028-12-27
Pending request
servers Veeam Agent Certificate Invalid 2029-02-03 Expires on: 2020-05-04

Complete
hybrid
Assigned to services
NONE

https://mail.ramlan.ca/ecp/CertMgmt/CompleteCertificate.aspx?pwmcid=2&ReturnObject Type=18dtm=08d=| &
P P g P pxip jectTyp
Complete pending request

This action imports the certificate file that you received from the certification
authority. After you impoert the certificate on the server, you need to assign the
certificate to one or more Exchange services. Learn more

*File to import from:

‘Wex2019temph2019 Certificate for Exchange 20194,230317028.crt

Cancel




I A v A (L

File Edit View Favorites Tools Help

aJ

Enterprise ~ Office 365

Exchange admin center

recipients servers databases database availability groups virtual directories  certificates
permissions
compliance management Selectserver: | EX2019.RAMLAN.CA v
organization +/sa8a -
NAME sTaTUS EXPIRES ON .
protection
CN=MS-Organization-P2P-Access [2018] Invalid 2019-04-17
I flow o ol Exchange 2019 Certificate
mail flow Exchange 2019 Certificate Valid 2019-05-06
[T Valid 2020-05-03 Certification authority-signed certificate
mobile Issuer: CN=Sectigo RSA Domain Validation Secure Server CA, O=Sectigo Limited, L=Salford, S=Greater Man
Microsoft Exchange Server Auth Certificate Valid 2023-12-04 chester, C=GB
public folders Microsoft Exchange Valid 2023-12-30
‘WMSVC-SHAZ Valid 2028-12-27 Status
servers Veeam Agent Certificate Invalid 2029-02-03 jalid
Expires on: 2020-05-03
hybrid Renew

Assigned to services
IMAP, POP

Now we have to assign the services. Click the Pencil button

& https://mail.ramlan.ca’ecp/CerthAgmt/EditCertificate.aspx?pwmcid=18&Return Object Type=18id=EX2019. RAMLARMN. CAF5C080AC0518E

Exchange 2019 Certificate

general
Specify the Exchange services that you want to assign this certificate

k services to. Learn more

1 spaTP
7 IMAP
1 POP
s

| save ||

Cancel

Now we can delete the expiring certificate. Select the certificate and press delete button

Warning

Deleting the Exchange 2019 Certificate certificate from server
EX2019.RAMLAMN.CA may affect various Exchange services. Are
you sure you want to delete this certificate?

Cancel




Now we have one certificate that is valid till May 2020.

@ certficates - Microsoft Exchange - Interet Explorer

e S https://mail.ramlan.ca/cp - @0 search. o~
I4p certificates - Microsoft Exch... X |

File Edit View Favorites Tools Help

1 Enterprise | Office 365 A Administr

Exchange admin center

recipients servers databases database availability groups  virtual directories  certificates
permissions
CCVT\DMEV‘EE management Select server: EX2019.RAMLAN.CA hd
organization +same -
NAME STATUS EXPIRES ON -
protection
CN=Ms-Or tion-P2P-Access [2018 Invalid 2019-04-17
o rgenzeton p2b Aeces: 0V — Exchange 2019 Certificate
mal flow Exchange 2019 Certificate Valid 2020-05-03
Microsoft Exchange Server Auth Certificate Valid 2023-12-04 Certification authority-signed certificate
mobile Issuer: C=Sectigo RSA Domain Validation Secure Server CA, O=Sectigo Limited, L=Salford,
Microsoft Exchange Valid 2023-12-30 chester, C=GB
DUD‘IC folders WMSVC-SHA2 Valid 2028-12-27
Veeam Agent Cerfificate Invalid 2029-02-03 Status
servers Valid
Expires on: 2020-05-03
hybrid Renew

Assigned to services
IMAP, POP, IS, SMTP

Now login to ECP and check Padlock button — Check certificate details.

n | Certificate >

General pDetails Certification Path

L= ﬁ Certificate Information

This certificate is intended for the following purpose(s):
= Ensures the identity of a remote computer

*= Refer to the certification authority's statement for details.

Issued toc mail.ramlan.ca

Isswed by: Sectigo RS5A Domain Validation Secure Server CA

Valid from 03-May-2019 to 03-May-2020

Install Certificate. .. I Issuer Statement I

OK

Now open Outlook 2019 to make sure users don’t get any error message. So far so good for me. No
errors and the renewal went without any issue.

Thanks

Ram Lan
04*" May 2019



