PKI (Public Key Infrastructure) Implementation for CB1810

In this post, | will show you how to deploy PKI for Current Branch 1810. PKl is being deployed in large
organization to keep communication secured between clients and server.

An individual who intends to communicate securely with others can distribute the public key but must
keep the private key secret. Content encrypted by using one of the keys can be decrypted by using the
other. PKI can be used to secure e-mail, secure web communications, secure web sites, digital signing of
software files etc.

When you use Active Directory Certificate Services and certificate templates, the Microsoft PKI solution
can ease the management of the certificates. One thing to note here is template-based certificates can
be issued only by an enterprise certification authority running on the Enterprise Edition or Datacenter
Edition of the server operating system.

The HTTPS protocol provides client-to-server communications that are mutually authenticated, signed,
and encrypted. Internet clients must use HTTPS, and all clients are more secure if configured to use
HTTPS. You must deploy the required certificate to each client and site system that will use HTTPS.

DOMAIN - RAMLAN.CA

CURRENT BRANCH 1810
WINDOWS SERVER 2019
192.168.0.3
CB.RAMLAN.CA

B ok ,|:

DOMAIN CONTROLLER WORKSTATION
WINDOWS SERVER 2019 WINDOWS 7 ENTERPRISE

4
Y
192.168.0.2 WIN7.RAMLAN.CA
DC.RAMLAN.CA
P i = =)

WORKSTATION
WINDOWS 8.1 ENTERPRISE
WIN8.RAMLAN.CA



PKI Requirements:

Certificate . L.
~ Certificate Description
Requirement
Web server
certificate for site  This certificate is used to encrypt data and authenticate the server to clients. It must be installed externally from Configuration Manager on site systems
systems that run servers that run 1S and that are configured in Configuration Manager to use HTTPS.

s

Client certificate This certificate is used to authenticate Configuration Manager client computers to site systems that are configured to use HTTPS. It can also be used for
for Windows management points and state migration points to monitor their operational status when they are configured to use HTTPS. It must be installed externally
computers from Configuration Manager on computers.

Client certificate The certificate is used to authenticate the distribution point to an HTTPS-enabled management point before the distribution point sends status messages
for distribution When the Enable PXE support for clients distribution point option is selected, the certificate is sent to computers that PXE boot so that they can connect
points to a HTTPS-enabled management point during the deployment of the operating system.

Client certificate This certificate is used to authenticate Configuration Manager Mac computers to management points and distribution points that are configured to

for Mac support HTTPS. You can request and install this certificate from a Mac computer when you use Configuration Manager enrollment and select the
computers configured certificate template as a mobile device client setting.

A typical PKI consists of the following elements.

Element Description

Certification Acts as the root of trust in a public key infrastructure and provides services that authenticate the identity of individuals, computers, and other entities
Authority in a network.

Registration Is certified by a root CA to issue certificates for specific uses permitted by the root. In a Microsoft PKI, a registration authority (RA) is usually called a
Authority subordinate CA.

Certificate Database  Saves certificate requests and issued and revoked certificates and certificate requests on the CA or RA.
Certificate Store Saves issued certificates and pending or rejected certificate requests on the local computer.

Key Archival Server Saves encrypted private keys in the certificate database for recovery after loss.

Deploying Web Server Certificate for Site Systems That Run IIS:

1) Creating and Issuing the Web Server Certificate Template on the Certification Authority
2) Requesting the Web Server Certificate
2) Configuring IS to Use the Web Server Certificate

This certificate is used to encrypt data and authenticate the server to clients. It must be installed externally from
Configuration Manager on site systems servers that run 1S and that are configured in Configuration Manager to
use HTTPS.

Security Group

Before we start certificate configuration, | did create a security group called ISSERVERS and added CB to
that group so we can target the certificate for this group later.
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Open Certification Authority from Domain Controller to start Web Server Certificate.

Ll certsrv - [Cerbhication Authonty (Local A\RAMLAN-DL-UA\Certificate lemplates|

File Action View Help

& r|d:zH

3] Certification Authority (Local)
v ﬂ';] RAMLAN-DC-CA
| Revoked Certificates
| Issued Certificates
" Pending Requests
" Failed Requests
| Certifirata Tamnlatar

Mew

View
Refresh
Export List...

Help

4| Certificate Templates Console
File Action View Help
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5 Directory Email Replication

5] Domain Controller Authentication
E Kerberos Authentication

il Recovery Agent

9] Basic EFS

5] Domain Controller

EWeh Server

] Computer

] User

] Subordinate Certification Authority
9] Administrator

Intended Purpose

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic..,
Encrypting File System, Secure Email, CL...
<All»

Microsoft Trust List Signing, Encrypting...

E Certificate Templates (DC.RAMLAN.CA)

Template Display Name
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&
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Properties of New Template

Subject Name Server lssuance Requirements
Superseded Templates Extensions Securty

Compatibilty Gemeral Request Handing Cryptography  Key Attestation

The template options available are based on the earliest operating system
versions set in Compatibility Settings.

Show resulting changes

Compatibility Settings

Certification Autharity
Windows Server 2003 v

Certificate recipient

Windows XP / Server 2003 W

These settings may not prevent earlier operating systems from using this
template.

Cancel Apply Help

#  Properties of New Template

Subject Name Server ssuance Requirements
Superseded Templates Extensions Security

Compatbiity General Request Handing  Cryptography  Key Attestation

Template display name:
SCCM Web Server Certficate |

Template name:
SCCMWebServerCerificate

Validity period:

I

Renewal period:

Ijl weeks v

[] Publish certficate in Active Directory

Do nat automatically reenroll f a duplicate certficate exists in Active
Directory
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Properties of New Template + Properties of New Template X

Subject Name Server lssuance Requirements Subject Name Server Issuance Requirements
Superseded Templates Extensions Securty Superseded Templates Bdensions Security
Compatibiity Genersl Request Handing  Cryptography ~ Key Attestatior Compatibiity Genersl Request Handing Cryptoaraphy  Key Attestation

Pumose: Signature and encryption w| | Frovider Category, Legacy Cryptographic Service Provider
Delete revoked or expired certfficates (do not archive) Algarithm name: Detemined by CSP v
[ ]include symmetric algorithme allowed by the subject Mirimum key size:
[ ] Archive subject’s encryption private key

Choose which cryptographic providers can be used for requests
() Requests can use any provider available on the subject’s computer

Authorize addtional service accourts to access the private key () (®) Requests must use ane of the following providers:

Key Pemissions. ..

Providers:
(] Alow prvate keyto be exported [w|Microsoft RSA SChannel Cryptographic Provider ' {
Renew with the same key [ [w|Microsoft DH SChannel Cryptographic Provider

For automai | of smart card certficat the exising kev i [IMicrosoft Base Smart Card Crypto Provider
nzszeoymcalfnﬁnheeﬁfreat:g?'] card cerficates, usethe exsing key @ [[IMicrogcft Enhanced Cryptographic Provider 1.0

[IMicrosoft Enhanced DSS and Diffie-Hellman Cryptographic Pr ¥

=

Do the following when the subject is enrolled and when the private key .
associated with this certficate is used: Riequest hash: Determined by CSP

Enrall subject without requiring any user input Use altemate signature format

Prompt the wser during enrollment
Prompt the user during enrollment and require user input when the
private key is used

* Control is disabled due to compatibility settings.

oK oply Help oK Apply Hep



Properties of New Template

Subject Name Server
Superseded Templates

lssuance Requirements
Extensions Security

Compatibilty General Reguest Handing  Cryptography  Key Attestation

Key Attestation
Mone
Required, ff client is capable
Required

Perform attestation based on:
User credentials
Hardware cerificate
Hardware key

Issuance policies for key attested cerficates
Include issuance policies for enforced attestation types

Perfom attestation only (do not include issuance policies)

0K Aoy Help

Compatibility ~ General

% Properties of New Template

Subject Name Server lssuance Requirements

Superseded Templates Extensions Securty

Certificates issued by this template supersede cenfficates issusd by al
templates added to this list. Add only those templates whose certfficates
allow tasks pemitted by certfficates issued by this template.

Certficate templates:

Request Handling  Cryptography ~ Key Attestation

Template Display Mame Minimum Suppaorted CAs

Add... Remove

0K Posly Hel



Properties of New Template

Subject Name Server lssuance Requirements
Compatibility General Request Handing Cryptography  Key Attestation Compatibility General
Superseded Templates Extensions Securty
T modify an extension, select t, and then click Edt.
Extensions included in this template:
5| Application Policies
D Basic Constraints
DCertiﬁcate Template: Information
D lssuance Policies
Key Usage
Edt...
Description of Application Policies:
Server Authentication

OK Aoy || Heb

+ Properties of New Template

Subject Name Server

Superseded Templates Extensions

GI’OIJD Qr User names:

lssuance Requirements
Request Handling  Cryptography = Key Attestation

Security

S2 Authenticated Users

& Adnministrator (Administrator@RAMLAN CA)
Domain Admins (RAMLAN'Domain Admins)

S2 Erterprise Admins (RAMLANEntemprise Admins)

Remaove

Add...
Pemissions for Domain Admins Allow
Full Contral ]
Read
Write
Enrol
Futoenmol ]

OoOodoOod g’

For special permissions or advanced settings, click
Advanced.
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Help



Properties of Mew Template X

Subject Name Server |ssuance Requirements
Compatibiity General Request Handling Cryptography ~ Key Attestation

Superseded Templates Extensions Securty

GFOIJD Or User names:

SR Athenticated Users
2 Administrator (Administrator@RAMLAN.CA)
SR Domain Adming (RAMLAN\Domain Admins)

Erterprize Admins (RAMLAN \Enterprise Admins)

Add... Remove
Pemmissions for Enterprise Adming Alow Deny
Full Control ] ]
Read [l
Wite [l
Enral 0
Autoenral U O
For special pemmissions or advanced seftings, click Advanced
Advanced.
OK oply Hel

Properties of New Template x

Subject Name Server Issuance Requirements
Compatibility General Request Handiing Cryptography = Key Attestation
Superseded Templates Extensions Security

GI’OLID ar User names:

SR Autherticated Users

& Administrator (Administrator@RAMLAN CA)

52 Domain Admins (RAMLAN\Domain Admins)

5B Erterprise Admins (RAMLAN\Enterprise Admins)
S8 IISSERVERS (RAMLANMISSERVERS)

Add...

Pemissions for IS5ERVERS

Full Control
Read
Whrite
Enroll
Autoenrol

For special permissions or advanced settings, click

Advanced. T
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Properties of New Template » Properties of New Template ?

Lm EeEn fels i LLATT memsd Compatibiity General Request Handing Cryptography ~ Key Attestation

;5;:’:‘;:?”2 =T Server Extensju?:suance Hequ;sr:mcuerritﬂ); ~wperiafed Tanpites Ftendes ey
Subject Name Server lssuance Requirements
(®) Supply in the request
|Jse subject information from existing cerfficates for autoenrolment N
renewal requests (7} Do not store certificates and requests in the CA database (1)

() Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Do not include revocation information in issued certificates (7)

Subject name format;

Mone

Include e-mail name in subject name

Include this information in attemate subject name:
E-mail name
DNS name
|Jser principal name (UPN)

Service principal name (SPN)

* Control is disabled due to compatibility settings.

* Cortrol is disabled due to Eom

oK Foply Help Ok | [ Cancel || Apoly Help



Properties of Mew Template >

Compatibility General Reguest Handling Cryptography  Key Attestation
Superseded Templates Extensions Security
Subject Name Server Issuance Requirements

Require the following for enrollment :
[] CA certificate manager approval
[] This number of authorized signatures: o

If you require more than one signature, autoenrollment is not allowed.

Policy bype required in signature:
Application policy:

lzzuance policies:

Remove

Require the following for reenrollment :
Same criteria as for enrollment
Walid existing cerificate
Allow key based renewal (7)
Requires subject information to be provided within the certificate
request.

* Control is disabled due to compatibility settings.
ox e

Hl Certificate Templates Console
File Action View Help

o= |FHXE= H

5 Certificate Templates (DC.RAMLAN.CA) Template Display Mame Schema Version Version
3 Workstation Authentication 2 101.0
i Web Server 1 4.1
& User Signature Only 1 4.1
i User 1 ER
{5 Trust List Signing 1 3.1
15 Subordinate Certification Authority 1 5.1
JE Smartcard User 1 11.1
i Smartcard Logon 1 6.1
F2] SCCM Web Server Certificate 2

Now we will issue the certificate

! certsrv - |[Lertmication Authority (Local W RAMLAN-LI_-LAN_ertimicate lemplates]

File Action View Help
s ol AN-AREREY

Intended Purposes

Client Authentication

r Authentication

_iﬁ Certification Authority (Local) MName Intended Purpose
v o R'F\MLAN_DC_CA_ . =] Directory Email Replication Directory Service Email Replication
% Revoked C?r.tlﬁcates E Demain Controller Authentication Client Authentication, Server Authentic...
j ::::?HSEF::;E:;: E Kerberos Authentication C.Iient Authentication, Server Authentic...
=] Failed Requests 5 EFs Recowvery Agent File Recovery
P o T e 5 Basic EFS Encrypting File System
Manage ain Controller Client Authentication, Server Authentic...
Eemumacuc Eomeme Agthentication
MNew = Certificate Template to Issue ithentication, Server Authentic...
View 5 Encrypting File System, Secure Email, Cl...
rdinate Certification Authority <All=
Refresh nistrator Microsoft Trust List Signing, Encrypting...
Export List...
Help



B 7 Enable Certificate Temnplates >

Select one Cerificate Template to enable on this Certification Authority.

Mote: f a certfficate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

MName Intended Purpose &
E Key Recovery Agent Key Recovery Agent

E QCSP Response Signing QCSP Signing

E RAS and IAS Server Client Authentication, Server Authentication

E Router (Offline request) Client Authentication

E SCCM Web Server Cerificate Server Authentication

E Smartcard Logon Client Authentication, Smart Card Logaon

E Smartcard User Secure Email, Client Authentication, Smart Card Logan

& Trust List Signing Microsoft Trust List Signing

E User Signature Only Secure Email, Client Authentication

] Workstation Authentication Client Authentication o

Cancs

Request the Certificate:

The steps should be performed on Configuration Manager Server (CB.RAMLAN.CA) to install the web
server certificate that runs IIS. Microsoft recommends you to restart the member server that runs IIS.
This is just to ensure that the computer can access the certificate template that you created.

Run the mmc.exe command. In the empty console, click File, and then click Add/Remove Snap-in. In the
Add or Remove Snap-ins dialog box, select Certificates from the list of Available snap-ins, and then click
Add. In the Certificate snap-in dialog box, select Computer account, and then click Next. In the Select
Computer dialog box, ensure Local computer: (the computer this console is running on) is selected, and
then click Finish. In the Add or Remove Snap-ins dialog box, click OK. In the console, expand Certificates
(Local Computer), and then click Personal. Right-click Certificates, click All Tasks, and then click Request
New Certificate.



E Consolel - [Console Root]

a File Action View Favorites Window Help

é Mew Ctrl+M
= Open... Ctrl+0
] Save Ctrl+5
Save As...
Add/Remove Snap-in... Ctrl+M
Options...

1 CAWindowsh..\services.msc

2 ChProgram Files\..\wsus.msc

3 ChAWindowsh,. \evenbvwr.msc

4 CA\Windowsh..\comprmgmt.msc

Exit
Add or Rernove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-n vendor " [ console Root Edit Extensions. ..
ActiveX Contral Microsoft Cor... Bemove
Authu::rizatiun Manager Microsoft Cor...
Iﬁ Microsoft Cor...
. Component Services  Microsoft Cor... Move Up
%-Cnmput&r Managem... Microsoft Car... B =
.J}- Device Manager Microsoft Cor... Add > B
[ Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Car...
_Ej Group Policy Object ... Microsoft Cor...
ffg Internet Informatio... Microsoft Cor...
.‘;"'Internet Informatio... Microsoft Cor...
g IP Security Monitor Microsoft Cor... o Advanced. ..
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cance




Certificates snap-in

This snap-n will always manage cerificates for:
() My user account
() Service account

(®) Computer account

< Back Mext = Cancel

Select Computer

Select the computer you want this snap-n to manage.
This snap-n will always manage:

(®) Local computer: fthe computer this consele is running on)

() Ancther computer: Browse...

[ ] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back Cancel



Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-n
=" ActiveX Control
Auﬂ'unrizatiun Manager
¥ Certificates

¥ Component Services
[ Computer Managern. ..
.j}- Device Manager
e Disk Management
@ Event Viewer

| Folder
'=/ Group Policy Object ...
ffg Internet Informatio. ..
.';"'Internet Informatio...
{8, 1P security Monitor
= I

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and. ..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

W

Description:

Selected snap-ns:

[“] console Root
Iﬁ] Certificates (Local Computer)

Edit Extensions. ..

Remaove

Mowve Up

Mowe Down

Advanced...

The Certificates snap-n allows you to browse the contents of the certificate stores for vourself, a service, or a computer.

oK Cancel

ﬁ Conselel - [Consele Root\Certificates (Local Computer)\Persenal\Certificates]

@ File Action View Favorites

Window Help
L ARl = RNEHESE 7 |

| Console Root
v If;‘ Certificates (Local Computer)
w || Personal
| Certifirater

Issued To

‘E;l 46daabbb-1061-4670-8075-86b5...
?Q 46daabbb-1061-4670-8075-86b5...

| Trusted All Tasks > Request Mew Certificate...
| Enterpri View 7 Import...

| Interme

= Trusted Mew Window from Here Advanced Operations
‘J: Untruste MNew Taskpad View...

| Third-Pi

| Trusted Refresh

| Client A Export List...

| Preview

| TestRoc Help

| AAD Token Issuer

] ALMm

| Remote Desktop

| Smart Card Trusted Roots

] sms

| Trusted Devices

| Web Hosting

| Windows Live ID Token Issuer

Issued By Expiration Date
MS5-Organization-P2P-Access [20...  20-Jan-2019
MS5-Organization-Access 06-Jan-2029
RAMLAMN.CA 13-Dec-2118
3 Token Signing 13-Dec-2118
Sve-SHA2-CB 03-Jan-2029

Intended Purposes Friendly Mame

Server Authenticati... <Mone>

Client Authentication  <Mone>

Server Authenticati... ConfigMgr SQL Ser...
<All= 5MS Token Signing ..
Server Authenticati.,  WMSVC-5HAZ




Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless

networks, protect content, establish identity, and do other security-related tasks,

Before requesting a certificate, verify the following:

Your computer is connected to the network

You have credentials that can be used to verify your right to cbtain the certificate

Select Certificate Enrollment Policy

Certificate enrcllment policy enables enrollment for certificates based on predefined certificate templates.

Certificate enrcllment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy
Enrollment Policy 1D {344C208C-D713-4B47-A80E-9CESD2179167)

Configured by you

L

Add Mew

Cancel

Cancel




Reqguest Certificates

“ou can request the following types of certificates. Select the certificates you want to request, and then

click Enroll.

Active Directory Enrollment Policy

[1 Computer

[ sccm wWeb Server Certificate

L Mere information is required to enrcll for this certificate. Click here to coenfigure settings.

i) STATUS: Available

jr) STATUS: Available

Details

Details

[] Show all templates

Certificate Properties

/b, Subject Gemeral Extensions Private Key Certification Authority  Signature

Enroll

Pt

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that

can be used in a certificate,

Subject of certificate

The user or computer that is receiving the certificate

Subject name:

Type
Full DM

Value:

Alternative name:

Type:
DNS

Value;

Add =

< Remove

Add »

< Remove

K Cancel

Apply

Cancel




Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then

click Enrall.

Active Directory Enrollment Policy

] Cormputer ij STATUS: Available Details w
SCCM Web Server Certificate i) STATUS: Available Details
[] Show all templates
Cancel
Certificate Installation Results
The fellowing certificates have been enrclled and installed on this computer.
Active Directory Enrollment Policy
SCCM Web Server Certificate of STATUS: Succeeded Details w

gl “onsolel - [Lonsole KOOT\Lertmcates (Local Lomputer)\PersonanLeniricates|
& File Action View

e nE dRIXERH

Favorites  Window  Help

] Console Root

Issued To Issued By Expiration Date  Intended Purposes
v Certficates (Local Computer) {-]46daab6-1061-4670-8075-86b5... MS-Organization-P2P-Access (20..  20-Jan-2019 Server Authentication
v [ Personal #-146daab66-1051-4670-8075-86b5... MS-Organization-Access 06-Jan-2020 Client Authentication
Ll Cortieates LI CBRAMLAN.CA CBRAMLAN.CA 13-Dec-2118  Server Authentication

[ Trusted Root Certification Authorities

(7 Enterprise Trust

[ Intermediate Certification Authorities

(] Trusted Publishers

[ Untrusted Certificates

(7] Third-Party Reot Certification Authorities
[ Trusted People

[ Client Authentication Issuers

[ Preview Build Roots

>
>

N #515MS Token Signing
>

>

>

>

>

>

> [ TestRoots

>

>

>

>

>

>

>

>

FEIWMSve-SHA2-CB

[ AAD Token Issuer

[ ALM

[ Remote Desktop

[ Smart Card Trusted Roots

[ sMms

[ Trusted Devices

[ Web Hosting

[ Windows Live ID Token lssuer

SMS Token Signing
WMSve-SHAZ-CB

uthentication

13-Dec-2118 <All>

03-Jan-2029 Server Authentication

Friendly Name
<Mone>
<Nane>
Confighlgr SOL Ser...

SMS Token Signing .
WMSVC-SHA2

Status  Certificate Template




'@l Lonsolel - [LONsole Koot\LeriTicates (Local Lomputer)\Fersonal Leriricates]
File Action View Favorites Window Help

s | E 4B XE = BE

. Console Root
~ (5 Certificates (Local Computer)
v [ Personal

Issued To
25 46daabG6-1061-4670-8075-86b5...
25146daab66-1061-4670-8075-86b5...

Issued By

MS-Organization-Access

| Certificates
Trusted Root Certification Autherities HlcaramLANCA CORAMLAN.CA

7 CB.RAMLAN.CA RAMLAN-DC-CA
Enterprise Trust &)

bl

SMS Token Signing
T WMSve-SHAZ-CB

SMS Token Signing
WMSvc-SHA2-CB

1 Intermediate Certification Authorities
Trusted Publishers

Untrusted Certificates

| Third-Party Root Certification Authorities
Trusted People

Client Authentication Issuers

[y

[y

| Preview Build Roots
Test Roots
| AAD Token lIssuer

(SR

b3
=
k4

L

p Certificate

General Detale Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

Issued to: CB.RAMLAN.CA
Issued by: RAMLAN-DC-CA

Valid from 19-Jan-2019 to 19-Jan-2021

? You have a private key that corresponds to this certificate,

Issuer Statement

[Cox ]

MS-Organization-P2P-Access [20..

Expiration Date  Intended Purposes Friendly Name Status  Certificate Template

<None>
<None>
ConfigMgr SOL Ser...

20-Jan-2019 Server Authentication
06-Jan-2029

13-Dec-2118

Open G

All Tasks >

Client Authentication
Server Authentication

Server Authentication SCCM Web Server Certificate
<All>

Server Authentication

SMS Token Signing ...
WMSVC-SHAZ

Cut

Copy
Delete

Properties

Help

% Certificate

General Detals  Certification Path

Shows | Al w

Field Value 2
Subject Key Identifier ab00ecc090b1e45232:8db1d. .
Auﬂwority Key Identifier KeylD=72a87d37218e1526¢h. .,
@CRL Distribution Points [1]CRL Distribution Paint: Distr. ..
Auﬁwority Information Acc... [1]Authority Info Access: Acc...
QK&y Usage Digital Signature, Key Encipher...
QSubject Alternative Name DS Mame=CB.RAMLAN.CA
| Thumbprint 75133800dc13caa1d74743bd. .

W

751a3800dc130aa1d74743bd7£3 2002811 7HB470

Edit Properties. ., Copy to File...

Configuring IS to Use the Web Server Certificate

The steps that we perform now will configure IIS to use the web server certificate that we had
configured in the above steps. On the configuration manager server that has IIS installed, launch the
Internet Information Services (11S) Manager. Expand Sites, right-click Default Web Site, and then select

Edit Bindings.



2 Internet Information Services (1IS) Manager
& = @ CB » Sites » DefaultWebSite »

File View Help

Connections
@iz

5 Start Page

0 Default Web Site Home

B Explore

Edit Permissions

65 €3 (RAMLANAdrivistato) Filter - ¥ Go - (FShowAll | Group by: Area - El- Frr=T.
L Application Pools ASP.NET PR
&l Sites = + ) © N , _ §
« ) Default o "i Z 0 P g 5’.} ‘EE) ab| ;‘? 2 ) 3
> ] asp S PR NET NET Error ET  NETProfile .NETRoles .NETTrust NETUsers Application Connection MachineKey Pagesand  Providers Session State SMTP E-mail
. e EitPermissions. Authorizat.. Compilation  Pages  Globalization Settings  Strings Controls
2@ CCN o pgd application iis o =
o _ ~ ~
i o Add Vinual Directory. 3% % @ 3 g é’] o & g‘ ﬁ’F é*ﬂ 5
{ J i49] — ;
> @ ca e ] Authentic.. Authorizat.. Compression Default  Directory  ErorPages  Failed Handler TP HTTP  ISAPIFiters Logging MIMETypes  Modules D
> EE Manage Website R ules Document  Browsing RequestTra.. Mappings  Redirect  Respon.. W stop
>
e Browse Website
Z Em = iwL % & Browse :80 (http)
DB X Remove Output Request St Setinge (8] Browse 43 (https)
> e Rename aching frenng Advanced Settings...
2 iz switchto Content View Management Configure
i Yeyryey D 9) Failed Request Tracing...
> 2P SMSMCS Configurat... IISManager Limits..
5@ sMs.Mp Editor  Permissions HSTS,
5 (3 SMS_MP_WindowsAuth T
i Jeyieiys Other @ Hep
> @ WSUS Administration
BITS Uplosds
Edit Site Binding ? =
Type: IP address: Port:
https All Unassigned v| |443
Heost name:
[] Require Server Mame Indication
[] Disable HTTP/2
[] Disable OCSP Stapling
55L certificate:
T51A38300DC13CAATDTATASBD TF320CCRBIFFBE4TD Select... View...
Cancel

Site Bindings

Type Heost Mame
net.tcp

net.m...

MISM ...

net.pi...

http

https

Port IP Address

Binding Informa...
08

localhost
localhaost

*

-
i

Add...

Edit... |

Remowe

Browse

Close




Deploying the Client Certificate for Windows Computers:

Open Certification Authority from Domain Controller to start Workstation Authentication Certificate.

Lyl certsrv - |Certhication Authorty (Local \RAMLAN-DL-CAV ertificate lemplates

File Action View Help

Ll AEARCIENN

i3 Certification Authority (Local) Name
v ﬂj FEF“:LANI(-[;C[_:CEF E Directory Email Replication
_J. | evndec r;r.tl lEatES 5l Domain Controller Authentication
_J- ssue. erieates EKerhernsAuthenticatinn
_| Pending Requests
I s Recovery Agent
_| Failed Requests .
j cErHFir:h: Ternlatae E EESIC EFS
Manage E Domain Controller
5 Web Server
b= ’ ] Computer
View » ] User
] Subordinate Certification Authority
. 5] Administrator
Export List...
Help

SO

=] Certificate Templates Console
File Action View Help

«=|H E= HE

Intended Purpose

Directory Service Email Replication
Client Authentication, Server Authentic..,
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic..,
Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, Cl..,
<Al

Microsoft Trust List Signing, Encrypting...

| Certificate Templates (DC.RAMLAN.CA) Template Display Namve

| Workstation Authentication
5] Web Server
4] User Signature Only

5] User

45 Smartcard Logon

Schema Version

Duplicate Template

Help

Version Intended Purposes

<

Reenrell All Certificate Holders

All Tasks H
45 Trust List Signing
4 Subordinate Certification Authaority Properties
43 Smartcard User

gt Authentication



Properties of New Template X

Subject Name Server Issuance Requirements
Superseded Templates Extensions Security
Compatibilty ' General Reguest Handing Cryptoraphy ey Attestation

The template options available are based on the earfiest operating system
versions set in Compatibility Settings.

Show resulting changes

Compatibility Seftings

Certification Authority
Windows Server 2003 W

Certificate recipient

Windows XP / Server 2003 w

These settings may not prevent earlier operating systems from using this
template.

Cancel HFpply Help

Properties of New Template *
Subject Name Server lssuance Requirements
Superseded Templates Extensions Security

Compatiiity General  Request Handing  Cryptography  Key Attestation

Template display name:
|SCCM Client Ceticate |

Template name:
SCCMClientCertfficate

Validity period: Renewal period:

ljl years ki EI weeks v

[ ] Publish certficate in Active Directory

Do not automatically reenroll f a duplicate certfficate exists in Active
Directory

oK holy | Hep




Properties of New Template % Properties of New Template X

Subject Name Server lssuance Requirements Subject Mame Server lssuance Requirements
Superseded Templates Extensions Securty Superseded Templates Extensions Security
Compatibiity (General Request Handing  Cryptography ~ Key Attestation Compatibiity General Request Handing Cryptography  Key Attestation

Pumpose: Signature and encryption o Pravider Category: Legacy Cryptographic Senvice Provider
Delete revoked or expired certfficates (do not archive) Algorithrn nare; Detemined by CSP "
[ ] Include symmetric algorthms allowed by the subject Minimum key size:
[ ] Archive subject’s encryption private key
Choose which cryptographic providers can be used for requests
B () Requests can use any provider available on the subject’s computer
Authorize additional service accounts to access the private key () (8) Requests must use:anie o the following providess:
Key Permissions...
Providers:
[ Alow prvate ey to be exported [W|Microsoft RSA SChannel Cryptographic Provider A {\
Renew with the same key (' [IMicrosoft Base Smart Card Crypto Provider
For automatic renewal of smart card certflicates, use the existing key f a DM!cmsoﬂ DF SChanne! Cr)'ptogr..aphm F.rowder
new key cannot be created (') [IMicrosoft Enhanced Cryptographic Provider v1.0 I
[ IMicrosoft Enhanced DSS and Diffie-Hellman Crvptographic Pr ¥ v

Do the following when the subject is enrolled and when the private key
associated with this certfficate is used: Request hash Determined by CSP

Enroll subject without requiring any user input e N e s

Prompt the user during enraliment
Prompt the user during enroliment and require user input when the
private key is used

* Control is disabled due to compatibility ssttings.

0K oy Help 0K ool Hep




Properties of New Template % | Properties of New Template x

Subject Name Server |ssuance Requirements s e is Eoiis Seaurty
e Extensions Securty Compatibility General Request Handling  Cryptography  Key Aftestation
Subject Name Server lssuance Requirements

Compatibifty General Reguest Handing Cryptography  Key Attestation
() Supply in the request

Key Attestation
Nong IJse subject infomation from existing certficates for autoenroliment
renewal requests (7)
Required, if client is capable
Required (®) Build from this Active: Directory infommation
Select this option to enforce consistency among subject names and to
Perfom attestation hased on: simplify certficate administration.
User credentials Subject name fomat:
Hardware cerficate None e
Hardware key Include &-mail name in subject name
Include this information in atemate subject name:
lssuance policies for key attested certficates [ E-mail name
Include issuance policies for enforced attestation types DNS name

[ User principal name (LIPN)
[] Senvice principal name (SPN)

Perform attestation only (do not include issuance policies)

* Control is disabled due to compatibility settings.

Controls are disabled due to Fol

oK hoy || Heb oK ooy || He




Properties of New Template

Properties of New Template X
Su.p?seded Templates IExtensiuns Securty - Superseded Templates Extensions Securty
Compatbifty General Request Handing  Ciyptography - Key Attestation Compatibiity General Request Handling  Cryptography  Key Attestation
Subject Name Server ssuance Requirements Subject Name Server lssuanice Requirements
Require the following for enrallment:
Do not store cerificates and requests in the CA database (7) [ ] CA certficate manager approval

[ This number of authorized signatures: ]

Do net include revocation information in issued certificates () i you require more than ane signature, autoenrolment is not alawed.

Falizy type required in signature;
Application policy:

[szuance policies:

Add...

Remove

Require the following for reenrollment:
Same criteria as for enrollment
Valid existing certficate

Allow key based renewal (*)

Requires subject information to be provided within the cefficate
request.

" Controlis csabled dueto i * Control is disabled due to compatibilty settings.

oK Aerly Felp 0K Poply Help




Properties of New Template et Praperties of New Template %
Compatibiity General Request Handling  Cryptography = Key Attestation
Subject Name Server Issuance Requirements
Superseded Templates Extensions Security

Compatibiity General Request Handing Cryptography  Key Attestation
Subject Name Server Issuance Requirements
Superseded Templates Extensions Securty

Certificates issued by this template supersede certfficates issued by al To modiy an edenson. sded it and then dick Edi
templates added to this list. Add only those templates whose certfficates e anaEn et ’

allow tasks pemitted by certfficates issued by this template.

Exensions included in this template:

= Application Policies
D Basic Constraints
DCert'rficate Template Information
Dlssuance Policies

Certificate templates: E Key Usage

Template Display Name Minimum Supported CAs

Edit...

Description of Application Policies:
Client Authentication

Add... Remove

ox e ok oy Hep




Properties of New Templzte

X Properties of New Template

. Propedies of New Template

Compatbity Generd  Request Handing  Coplography ey Atesteion  Comptbity Genera Recuest Handing  Crptograshy ey Atesaton Compatbity Genersl Request Handing Crplography  Key Atesiation

Subject Name Server lsuance Requiements Subject Name Server lssuance Requiremers
Superseded Templetes bdensons Seeuty Superseded Templates Bitensions Secuty
Group orusernames: (Group or user names:
£ Aubentcated s 12 Ahertcated Lser

2 Adninsaor (s or @RAVLAN A
&2 Diomain Adving (RAMLANDomain Advins)

Domain Computers (RAMLAN\Domain Computers)
£ Enterprise Adnins (RAMLANEntemse Adnins)

2 Adviistetr (drinsteto @RAMLAN CY)
Domain Adrins (RAMLAN'Domin Adning)

12 Domain Computers (RAMLANADomain Computers]
1R Eterorse Adrins (RAMLAN:Enterprise Adnins)

Sibject Name Sever lssuance Requiements
Superseded Templtes Edensiong Seouty
(sroup oruser names:
A Authentcated User

4 tnristetr (st @RANLANCY)

48 Domein Admins (RAMLAN'Demain Adrins)

48 Domein Computers (RAMLAN Domain Camputer)
Entemiise Adming (RAMLAN\Erterprise Admins)

Add... Remave M. Remave dd. Remove
Pemissions for Domain Computers Bow Dy Pemissions for Domain Adrins How  Demy Pemissions for Etepise Adrins Aow  Dery
Ful Contrl 0 0 Ful Contrl 0 0 Full Cantrl U J
Read U Reat i Read [
Wi 0 Wee i Wi 0
Enmel 0 Erol 0 Bl [
Autoerol 0 Mderral 0 0 Auogrrol g 0O
Forspecil pemisons o avanced sefngs. ik g Forsecl pemisin o aarc g k| g ;:’ “’e‘:j' pemsiors o VORI SRS O g
Advanced. Advanced. VaGEd.
o oy ||t X W o || H
5l Certificate Templates Console
File Action View Help
&= |7 XE = 3
] Certificate Templates (DC.RAMLAN.CA) Template Display Name Schema Version Version Intended Purposes
15| Workstation Authentication 2 101.0 Client Authentication
] Web Server 1 41
5] User Signature Only 1 41
13 User 1 1
43 Trust List Signing 1 ER|
JE Subordinate Certification Authority 1 5.1
JE Srartcard User 1 111
J.E Smartcard Logon 1 6.1
J.E SCCM Web Server Certificate 2 100.2 Server Authentication

| SCOM Client Certificate

100.1

Client Authentication



Now we will issue the certificate.

! certsrv - [LLertification Authorty (Local WEAMLAN-D-LAM L ertificate lemplates]

File Action View Help
o=z GE=|

5l Certification Authority (Local)
v @i RAMLAN-DC-CA
| Rewoked Certificates

Mame

i | Directory Email Replication

5l Domain Controller Authentication
5 Kerberos Authentication

5 EFs Recowvery Agent

5] Basic EFS

|

| lssued Certificates

| Pending Requests

| Failed Requests

| Certificate Template=

B ° Enable Certificate Termplates

Select one Certificate Template to enable on this Certification Authority.

Manage ain Controller

Commome
Mew » Certificate Template to |ssue
View >

rdinate Certification Authority
Refresh nistrator
Export List...
Help

Intended Purpose
Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery
Encrypting File System
Client Authentication, Server Authentic...
Comene Agthentication

ithentication, Server Authentic...
Encrypting File Systemn, Secure Email, Cl...
= Al
Microsoft Trust List Signing, Encrypting...

MNote:  a cerificate template that was recently created does not appear on this list, you may need to wait until

information about this template has been replicated to all domain controllers.
All of the cerificate templates in the organization may not be available to your CA.
For more information, see Certificate Template Concepts.

MName Intended Purpose =

E Key Recovery Agent Key Recovery Agent

E QOCSP Response Signing QCSP Signing

E RAS and IAS Server Client Authentication, Server Authentication

E Router {Cffline request) Client Authentication

EHE Client Certificate Client Authentication

E Smartcard Lagon Client Authentication, Smart Card Logon

E Smartcard User Secure Email, Client Authentication, Smart Card Logon

E Trust List Signing Microsoft Trust List Signing

E User Signature Onby Secure Email, Client Authentication

E Workstation Authentication Client Authentication o
Cancel

File  Action

o= x| XE = H

Til Certification Authority (Local)
v g RAMLAN-DC-CA

| Revoked Certificates
lzsued Certificates

Mame

& SCCM Client Certificate

H] SCCM Web Server Certificate

)| Directory Ermnail Replication

5 Domain Controller Authentication
5 Kerberos Authentication

5 EFS Recowvery Agent

] Basic EFS

& Domain Controller

EWeb Server

)| Computer

5 User

Hl subordinate Certification Authority
5 Administrator

i

Pending Requests
Failed Requests

00 O O O

Certificate Templates

Intended Purpose

Client Authentication

Server Authentication

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, Cl...
=All=

Microsoft Trust List Signing, Encrypting...



Configuring Auto enrollment of the Workstation Authentication Template by Using Group Policy:

Open GPMC

-_é Group Policy Managerment
Z File Action View Window Help

&= | 715 8 E 6 H=E

3L Group Pelicy Management RAMLAN.CA
v 4h Forest RAMLAN.CA Status  Linked Group Policy Objer
w | Z2 Domains
v F3 RAMLAN = S . S
! Chror Create a GPO in this domain, and Link it here... &
& Clear Link an Existing GPO...
5/ Contr Block Inheritance
s DateF . . .
! Defau Group Policy Modeling Wizard...
— i
=[ Defau Mew Organizational Unit
oE) Dfsahl s i
s/ Disabl
! Legal Change Domain Controller...,
Ayl IE
=|kf' Mebwe Remowve
i Powe Active Directory Users and Computers...
s Refres _
hr Remo View ¥
= Wallp Mew Window from Here
o AGPM
= APPV Refrezh
2/ CB Properties
2| Doma
31 DPM Help
Mew GPO P

MName:
|f-‘u.rtu:uenn:ul| Certificates|

Source Starter GPO:
{none) e




1ZL Group Policy Management
1L File Action
= |7 FE X4

Wiew Window Help

15, Group Policy Management
v A%, Forest: RAMLAN.CA

Autoenroll Certificates

- Scope  Details Seftings Delegation History
~ |55 Domains .
~ 5 RAMLAN.CA Links
s/ Autoenroll Ce £t : .10 cattion: RAMLAN.CA
) Chrome Defa =z, domains, and OUs are linked to this GPO:
@/ Clear Event Lt Enforced
@z Control Pane ~  Link Enabled Enforced Link Enabled Path
@/ Date Format Save Report... A Mo Yes RAMLAN CA
@/ Default Dome
View >

@/ Default Pictui
@z Disable Firew
@z Disable Micrc

New Window from Here

@ Legal Motice LEkts
] Metwork Driv Rename
@/ PowerShell Ex Refresh
@z Refresh Inten

= Remnte Neck Help

In the Group Policy Management Editor, expand Policies under Computer Configuration, and then
navigate to Windows Settings > Security Settings > Public Key Policies. Right-click the object type named
Certificate Services Client — Auto-enrollment, and then click Properties

=/ Group Policy Management Editor

File Action View Help

L e A1 s HERESN 7 B

=[ Autoenroll Certificates [DC.RAMLAN.CA] Policy
+ & Computer Cenfiguration
v || Policies
| Software Settings
w [ Windows Settings
| Mame Reselution Policy
= Scripts (Startup/Shutdown)
= Deployed Printers
~ T Security Settings
= Account Policies
_=i-| Local Policies
] Eventlog
4 Restricted Groups
7 System Services
‘1 Registry
4 File System
___J Wired Metwork (IEEE 802.3) Policies
| Windows Defender Firewall with Advanced Security
| Metwork List Manager Policies
;‘ﬂ Wireless Metwork (IEEE 802.11) Palicies
| Public Key Policies
| Encrypting File System
| Data Protection
| BitLocker Drive Encryption
| BitLocker Drive Encryption Network Unlock Certificate
| Automatic Certificate Request Settings
| Trusted Root Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers
" Untrusted Certificates
| Trusted People
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Active Directory (RAMLAN,CA)
| Advanced Audit Policy Configuration

Object Type
| Encrypting File System
| Data Protection
"1 BitLocker Drive Encryption
" BitLocker Drive Encryption Network Unlock Certificate
| Automatic Certificate Request Settings
| Trusted Root Certification Autharities
" Enterprise Trust
| Intermediate Certification Autharities
| Trusted Publishers
| Untrusted Certificates
| Trusted People
@ Certificate Services Client - Certificate Enrollment Policy
@ Certificate Path Validation Settings
Auto-Enrollment

ertificate Services Client -




Certificate Services Client - Auto-Enrollment Properties ? s

Enrollment Policy Configuration

Enroll user and computer certificates automatically

Configuration Model: Enabled =

Renew expired certificates, update pending certificates, and remove
revoked certificates

Update certificates that use certificate templates

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

10 = =%

Additional stores. Use ", to separate multiple stores. For example:
Storel, Store2, Store3”

Cancel Apply

Automatically Enrolling the Workstation Authentication Certificate and Verifying Its Installation on
Computers:

In the above steps we have configured auto enrollment of the workstation authentication template by
using group policy. This procedure installs the client certificate on computers and verifies the
installation. Restart the workstation computer, and wait a few minutes before logging on. Using the
mmc command open the Certificate snap-in dialog box, select Computer account, and then click Next. In
the Select Computer dialog box, ensure that Local computer: (the computer this console is running on) is
selected, and then click Finish. In the console, expand Certificates (Local Computer), expand Personal,
and then click Certificates. In the results pane, confirm that a certificate is displayed that has Client
Authentication displayed in the Intended Purpose column, and that SCCM Client Certificate is displayed
in the Certificate Template column. Close the console.

i@ Cansalel - [Console Root\Cerificates fLacal ComputeriPersonal\Certificates]
G File  Action View Favorites  Window Help
= 2FH ol 1E
7 Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Mame Status  Certificate Template
. ? Ce"p‘::::;;(““' Cormputer) FEIVANT RAMLAN.CA RAMLAN-DC-CA 18-0an-2021  Client Authentication  <Mone> SCCM Client Certificate

| Certificates
Trusted Root Certification Authoritie
Enterprise Trust
Intermediate Certification Authoritie:
Trusted Publishers
Untrusted Certificates
Third-Party Root Certification Authol
Trusted People
Haornegroup Machine Certificates
Remote Desktop
Certificate Enrallment Requests
Srnart Card Trusted Raots
SME
Trusted Devices




Deploying the Client Certificate for Distribution Points:

This certificate server two purposes. The certificate is used to authenticate the distribution point to an
HTTPS-enabled management point before the distribution point sends status messages. When the
Enable PXE support for client’s distribution point option is selected, the certificate is sent to computers
that PXE boot so that they can connect to a HTTPS-enabled management point during the deployment
of the operating system.

Open Certification Authority from Domain Controller to start Workstation Authentication Certificate.

Ll certsrv - [Cerbification Authonty (Local ARAMLAN-DL-CA\ ertificate lemplates|

File Action

@

View Help
%@ 5|

o

& Certificate Templates Console

File Action View Help

% D E = HE

i3 Certification Authority (Local) Name Intended Purpose
va F%h;mwk'[;cc{‘a‘lfl ) Directory Email Replication Directory Service Email Replication
. | e‘.rl:udec r;r,tl |:ate5 E Domain Controller Authentication Client Authentication, Server Authentic...
- SSUE, FrHieates E Kerberos Authentication Client Authentication, Server Authentic...
_| Pending Requests .
a il Recovery Agent File Recovery
_ Failed Requests . oY
S 5] Basic EFS Encrypting File System
Manage 5] Domain Controller Client Authentication, Server Authentic..,
] Web Server Server Authentication
=TT ] Computer Client Authentication, Server Authentic..,
View ] User Encrypting File System, Secure Email, Cl...
] Subordinate Certification Authority  <All=
e ] Administrator Microsoft Trust List Signing, Encrypting...
Export List...
Help

E Certificate Templates (DC.RAMLAMN.CA)

Template Display Narne

Workstation Authentication

Schema Version

Duplicate Template

Version

P —

15| Web Server

55 User Signature Only Reenroll All Certificate Holders

B User Al Tasks >
4] Trust List Signing

@ Subordinate Certification Authority Properties

5] Smartcard User

15 Smartcard Loaon

Help

Intended Purposes

gt Authentication



Properties of New Template

Subject Name Server lssuance Requirements

Superseded Templates Extensions Securty
Compatibiity ' General Request Handing Cryptography  Key Atestation

The template options available are based on the earlizst operating system
versions set in Compatibiity Settings.

Show resutting changes

Compatibilty Settings
Certfication Autharity
Windows Server 2003 v
Certfficate recipient

Windows XP / Server 2003 W

These settings may not prevent earlier operating systems from using this
template.

Cancel Apply Help

Properties of New Template

Subject Name Server ssuance Requirements
Superseded Templates Extensions Securty

Compatibility General  Request Handing  Cryptography  Key Attestation

Template display name:
SCCM Ciiert Distbution Point Cerficate |

Template name:
SCCMClient DistributionPointCertfficate

Validity period:

Renewal period:

EI weeks v

[] Publish certificate in Active Directory

Do nat automatically reenroll f a duplicate cerfficate exists in Active
Directory

0K ooy | | Heb



Properties of New Template X Properties of New Template X

Subject Name Server |ssuance Requirements Subject Name Seryer Issuance Requirements
Superseded Templates Bxtensions Securty Superseded Templates Extensions Security
Compatibilty General Request Handing  Cryptography  Key Attestation | Compatiblity General Request Handing  CrvRtodraphy  Key Attestation

fupeee. v Provider Category Legacy Ciyplographic: Serviee Provider
Delete revoked or expired certificates (do not archive) s e Deterrined by CSP y
[] Include symmetric: algorithms allowed by the subject

Minimum key size:
[] Archive subject’s encryption private key

Chonse which cryptographic praviders can be used for requests

Authorize additional service accounts to access the private key (7) O Requests can use any provider avalabl on the subjects computer

- {®) Requests must use one of the following providers:
Key Pemissions...

Providers:
Allow private key to be exported
- [w|Microsaft RSA SChannel Cryptographic Provider A {‘\
Renew with the same key () [IMicrozoft DH SChannel Cryptographic Provider
For automatic renewal of amart card certfficates, use the existing key ff a [[IMicrosaft Enhanced Cryptographic Provider v1.0
new key cannot be created () [IMicrosaft Enhanced D55 and Diffie-Hellman Cryptoaraphic Pr T
[ IMicroscft Enhanced RSA and AES Cryptographic Provider ¥ d

Do the following when the subject is enrolled and when the private key
associated with this certficate is used: Request hash Detemined by CSP

Enrall subject withaut requirng any user input
Use altemate signature fomat
Prompt the user during enrollment

Prompt the user during enrallment and require user input when the
private key is used

* Cantrol is disabled due to compatibility settings.

0K Aaply Help 0K Apoly Help




Properties of New Template X

Subject Name Server |ssuance Requirements

Superseded Templates Extensions Securty
Compatibiity General Request Handing Cryptography ~ Key Altestation

Key Attestation

None
Required, f client is capable
Required

Perfom attestation based on:
User credentials
Hardware certficate
Hardware key

ssuance policies for key attested certficates
Include issuance policies for enforced attestation types

Perform attestation only (do not include issuance policies)

Apply Help

o (o]

Properties of New Template
Superseded Templates Extensions Secunty
Compatibilty General Request Handlng  Cryptography — Key Attestation

Subject Name Server lssuance Requirements

() Supply in the request

|Jse subject information from existing certificates for autoenrollment
renewal requests (*)

(®) Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certfficate administration.

Subject name format:
Mone

Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

DNS name

[ ] User principal name {UPN)

[ Senvice principal name (SFN)

* Control is disabled due to compatibility settings.

ok | oo

Apply Help



Properties of New Template X

Superseded Templates
Compatibilty  General
Subject Name

Extensions Securty

Request Handing  Cryptography  Key Attestation
Server lssuance Requirements

Do not store certificates and requests in the CA database ()

Do not include revocation information in issued certficates (7)

* Control is disabled due to ompatibiity seffings:

o | (o]

Apply Help

Properties of New Template ot
Superseded Templates Extensions Securty
Compatibiity = General  Request Handling  Cryptography ~ Key Attestation

Subject Name Server lssuance Requirements

Require the following for enroliment:
[ ] CA certficate manager approval

[_] This number of authorized signatures;

u

If you require more than one signature, autoenroliment is not allowed.

Falicy type required in sighature;
Bpplication policy:

[zsuance policies:

Add...

Remove

Require the following for reenrollment:
Same criteria as for enrolment
Valid existing certificate

Alow key based renewal (7)

Requires subject information to be provided within the cedificate
request.

* Control is disabled due to compatibility settings.

o [ ]

Apply Help



Properties of New Template

Subject Name Server
Superseded Templates

lssuance Requirements
Extensions Securty

Cerfiicates issued by this template supersede cerflicates issued by all

templates added to this list. Add only those templates whose certficates
allow tasks pemitted by certfficates issued by this template.

Certfficate templates:

Template Display Mame Minimum Supported CAs

Add... Remove

oK hoy | e

Properties of New Template
Compatibiity General Request Handling Cryptography = Key Attestation

Compatibility General Request Handling  Cryptography  Key Attestati
Subject Name Server

Superseded Templates

lssuance Requirements
Extensions Security

To modify an extension, select it, and then click Edi.

Edensions included in this template:

E] Application Policies
D Basic Constraints
DCert'rficate Template Information
Dlssuance Palicies

Key Usage

Edit...

Description of Application Policies:
Client Authentication

(a1 I Mammnl I Armhe Ualm



Properties of New Template X Propeties of New Template K| Properties of New Template X

Conpatbity General  Request Handng  Crypogapfy  Wey Aestaion  Compatbity Gened Request Handing  Crptogeahy  Key Mestaion | Compafbly Generl Request Handing - Cptography  Key Mestaton

Subject Name Sener lssuance Requiements Subject Neme Senver Issuance Requiements Subject Name Senver Issuance Requirements
Superseded Templetes Eiensions Secuty Superseded Templates Eensins Seeury Superseded Templales Eensions Secuty
(xroup or user names: (roup or e names; Group or user names;
A Ahenticated ke £ Ahentcaed Users R dthentcated Users
a Ardminitrator (Administrator @RAMLAN CA) a Aaminisedor (Administrator@RAMLAN CA) a Acmiistrator (Adminigrator@RAMLAN CA)
88 Domain Adrins (RAMLANDomein Adrnine) Domein Adning (RAMLAN' Domain Adning) S8 Domain Advins (RAMLAN Domain Adring)
£ Daman Carmputers (RAMLAN:Daman Computer) &2 Domain Conputers RANLANN Domain Conputes) A2 Domain Compters (RAMLAN'Domain Compters)

Entempise Admins (RAMLAN\Entemise Admins) £ Eterpise Ading (RAMLAN Etemise i) A1 Enterpise Admins (RAMLAN Enteryise Adving)
SRIISSERVERS (RAMLANAISSERVERS)

Ad.. Remove had.. Remove Add.. Remave
Pemissions for Erterprise Adving Mow  Deny Pemizsians for Damain Adrins How  Dey Pemissions for I5SERVERS Bow  Deny
Ful Carkrl 0 [ Ful Cortr o 1 Full Cortro L 0O
Reat i Read 0 Rezd i
Vits [ Wie [ Wite U
Bl 0 Bl 0 Bl 0
Autoerrol 0 [ Aozl o 1 Hutoenol L 0O
For special pemnasions or advanced settings, clck Avanced Forspcial pemissions or advanced setings, clck Mvarced For special pemissions or advanced setfings, click Avanced
Pavanced. Advanced. Advanced.

0 oy | b 0 oy M 0K oy

& Certificate Templates Console
File Action View Help

=% |mXE = HF

& Certificate Templates (DC.RAMLAN.CA) Template Display Name V Schema Version Version Intended Purposes
{5 Workstation Authentication 2 101.0 Client Authentication
& Web Server 1 41
i3] User Signature Only 1 41
& User 1 21
1] Trust List Signing 1 21
13| Subordinate Certification Authority 1 1
1 Smartcard User 1 1.1
i# Smartcard Legon 1 6.1
1 SCCM Web Server Certificate 2 100.2 Server Authentication

SCCM Client Distribution Point Certificate 100.1 Client Authentication




Now we will issue the certificate.

LE! CErtsry - [ertmcation AUThOrDy (Local)\FanLam- Lo - Ay ertricate lemplates]
File  Action WView Help

== | b= H

5] Certification Authority (Local) MNarne
~ @i RAMLAN-DC-CA

Intended Purpose

= Directory Email Replication Directory Service Ermail Replication

i

‘J_ FEVD:ES E;;tnﬁtcates E Domain Controller Authentication Client Authentication, Server Authentic...
j pssu:- ER ' |ca;s 5 Kerberos Authentication Client Authentication, Server Authentic...
endin equests
= Failed F?e u:;ts E EFS Recowvery Agent File Recowery
= cErtiﬁcatqe Ternplates =l Basic EFS Encrypting File System
Manage ain Controller Client Authentication, Server Authentic...
oo Eomeme A ogthentication
Mew > Certificate Template to Issue ithentication, Server Authentic...
Wiews > Encrypting File Systermn, Secure Email, Cl...
rdinate Certification Authority < A=
Refresh nistrator Microsoft Trust List Signing, Encrypting...
Export List...
Help
B ' Enable Certificate Templates s

Select one Certificate Template to enable on this Certification Authority

Mote:  a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the cerificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Mame Intended Purpose £
E Key Recovery Agent Key Recovery Agent

E OCSF Response Signing OCSP Signing

5] RAS and 1AS Server Cliert Authentication, Server Authentication

E Router {Offline request) Client Authentication

5] SCCM Client Distribution Point Certificate Cliert Authentication

E Smartcard Logon Client Authentication, Smart Card Logon

E Smartcard User Secure Email, Client Authentication, Smart Card Logon

E Trust List Signing Microsoft Trust List Signing

E Uszer Signature Only Secure Email, Client Authentication

E Workstation Authentication Client Authentication oo

Cancel

i@ certsry - [Certification Autherity (Local\RAMLAN-DC-CA\Certificate Templates]
File Action View Help

o= z|c=H

i@ Certification Authority (Local) Name
v G:II RAMLAM-DC-CA
" Revoked Certificates
| lssued Certificates
| Pending Requests
| Failed Requests
| Certificate Templates

Intended Purpose

] SCCM Client Distribution Point Certificate
& SCCM Client Certificate

] SCCM Web Server Certificate

]| Directory Email Replication

& Dornain Controller Authentication

5 Kerberos Authentication

Client Authentication

Client Authentication

Server Authentication

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...

H EFs Recovery Agent

5 Basic EFS

5 Domain Controller

5 Web Server

]| Computer

F User

] Subordinate Certification Authority
& Adrninistrator

File Recovery

Encrypting File System

Chent Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, Cl...
<All=

Microsoft Trust List Signing, Encrypting...



Request the Certificate:

The steps should be performed on Configuration Manager Server (CB.RAMLAN.CA) to install the web
server certificate that runs 1IS. Microsoft recommends you to restart the member server that runs IIS.
This is just to ensure that the computer can access the certificate template that you created.

Run the mmc.exe command. In the empty console, click File, and then click Add/Remove Snap-in. In the
Add or Remove Snap-ins dialog box, select Certificates from the list of Available snap-ins, and then click
Add. In the Certificate snap-in dialog box, select Computer account, and then click Next. In the Select
Computer dialog box, ensure Local computer: (the computer this console is running on) is selected, and
then click Finish. In the Add or Remove Snap-ins dialog box, click OK. In the console, expand Certificates
(Local Computer), and then click Personal. Right-click Certificates, click All Tasks, and then click Request
New Certificate.

Consolel - [Console Root]

a File Action View Favorites Window Help
]

= Mew Ctrl+ M
= Open... Ctrl+Q
| Save Ctri+5
Save As...
Add/Remowve Snap-in... Ctrl+M
Options...

1 CAWindowsh.. \services.msc

2 ChProgram Filesh..\wsus.msc

3 CAWindows'...\evenbowr.msc

4 ChWindowsh. \compmgmt.msc

Exit

Add or Remowe Snap-ins X

¥ou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n Vendor ~ [Tl console Root Edit Extensions. ..
=" ActiveX Control Micrasoft Cor... Remove
Authcurizatinn Manager Microsoft Cor...
Iﬁ] Microsoft Cor...
. Component Services Microsoft Cor... Mave Up
i,—,‘ Computer Managem... Micosoft Cor...
:.j}: Device Manager Microsoft Cor... Add > HMawe Bown
e Disk Management Microsoft and. ..
@ Event Viewer Microsoft Cor...
| Folder Microsoft Caor...
=] Group Policy Object ... Microsoft Cor...
f’_’g Internet Informatio... Microsoft Cor...
;" Internet Informatio...  Microsoft Cor...
B seantmoner | macsficor dvanced...
Description:
The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Cancel




Certificates snap-in >
This snap-n will always manage certificates for:
() My user account
() Service account
(@) Computer account
< Back Mext = Cancel
Select Computer >
Select the computer you want this snap-n to manage.
This snap-n will always manage:
(@) Local computer: fthe computer this console is running on)
() Another computer: Browse...

[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

Add or Remowve Snap-ins

< Back

Cancel

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-in
' ActiveX Contral
it Authorization Manager
5 certificates

e Component Services
e Computer Managem...
1 Device Manager
o Disk Management
@ Ewvent Viewer

| Folder
|=[ Group Policy Object ...
ffg Internet Informato...
;" Internet Informato...
8, 1P Security Manitar

-

Wendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

o

Description:

Selected snap-ins:

[7] Conscle Root
Iﬁ Certificates (Local Computer)

Edit Extensions...

Remowve

Mowve Up

Mowe Down

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

Ok, Cancel




Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

File Action View Favorites Window Help
LL] N=IRCREY

| Console Root
w _ﬁﬂ Certificates (Local Computer)

Issued To
?eJ%daabbb—‘\ 061-4670-8075-86b5...

M P_e’sg::"ﬁnm %2]46daabt6-1061-4670-8075-26b5...
= T:usted All Tasks > Request New Certificate...
_ Enterpri View N Import...
| Interme
= Trusted MNew Window from Here Advanced Operations
.—_ Untruste MNew Taskpad View...
| Third-Pi
| Trusted Refresh
| Client A Export List...
| Preview
| Test Roc Help
| AAD Token Issuer
| ALM
_| Remote Desktop
~| Smart Card Trusted Roots
< sMs
| Trusted Devices
| Web Hosting

| Windows Live ID Token Issuer

Before You Begin

Issued By

M5-Organization-P2P-Access [20...

MS&-Organization-Access
AMLAN.CA
i Token Signing
Svc-5HA2-CB

Expiration Date
20-Jan-2019
06-Jan-2029
13-Dec-2118
13-Dec-2118
03-Jan-2029

Intended Purposes Friendly Mame

Server Authenticati..  <Mone>

Client Authentication <Mone>

Server Authenticati..  ConfighMgr SOL Ser...
<All= SMS Token Signing ...
Server Authenticati... WMSVC-SHAZ

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate, wverify the following:

Your computer is connected to the network

You have credentials that can be used to verify your right to cbtain the certificate

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrellment for certificates based on predefined

Certificate enrollment policy may already be configured for you.

Cancel

certificate templates.

Configured by your administrator
Active Directory Enrellment Peolicy

Configured by you

Enrcllment Policy 1D {344C308C-D718-4B47-AB0E-9CESD217I167}

Add Mew

Cancel



=gl ertimicate Enrollment

Request Certificates

You can request the following types of certificates. Select the certificates you want to request, and then
click Enroll.

Active Directory Enrollment Policy

] Computer jr" STATUS: Available Details +
[ scCM Client Certificate jrj STATUS: Available Details
SCCM Client Distribution Point Certificate er STATUS: Available Details v
[ sccm Web Server Certificate j‘J STATUS: Available Details

_# More information is required to enrcll for this certificate. Click here to configure settings.

[] Show all templates
Cancel
Certificate Enrollment
S

Certificate Installation Results

The fellowing certificates have been enrolled and installed on this computer.

Active Directory Enrollment Policy

SCCM Client Distribution Point Certificate J STATUS: Succeeded Details

ﬁ Consolel - [Console Root\Certificates (Local Computer)Personal\ Certificates]
ﬁFila Action  View Favorites  Window  Help

L IENE(RETEEN )=

] Console Root ssued To

lssued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Template
v c\“;"““f““‘ Computer) 1 46dsabt6-1061-4670-B075-86b5... MS-Organization P2P-Access [20..  200an-2019  Server Authenticati..  <None
v \E"C“”:rf_ . %] 46dzab6-1061-4670-2075-86k5... MS-Organization-Access 06-1an-200  Client Authentication <None>
S ZICBRAMLAN.CA CBRAMLANCA 13-Dec-2118  Server Authenticati..  Configgr SQL Ser..
» || Trusted Root Certification Authorities X X
» [ Enterprse Trust @CB‘RAMLAN.CA RAMLAN-DC-CA 19-Jan-2021 Client Authentication <None> SCCM Client Certificate
“ZQCB‘RAMLAN.CA RAMLAN-DC-CA 19-Jan-2021 Server Authenticati,,  <None> SCCM Web Server Certificate

5 [ Intermediate Certification Authorities
s [ Trusted Publishers lEﬂCBRAI\"\LAI\LCA RAMLAN-DC-CA 19-Jan-2021 Client Authentication <None» SCCM Client Distribution Point Certificate



Exporting the Client Certificate for Distribution Points:

In the Certificates (Local Computer) console, right-click the certificate that you have just installed, select
All Tasks, and then click Export.

@l -ONSOIE | - [LONS0IE MODT\LEMITICATES (LOCAI LOMPUTEN \ErsoNan L emTicates]
@ File Action View Favorites Window Help

= #2H 40 XE=HE

~] Console Root Issued To Issued By Expiration Date  Intended Purposes  Friendly Name Status  Certificate Template
~ Gl Certificates (Local Computer) @] 46daab66-1061-4670-8075-86b5... MS-Organization-P2P-Access [20..  20-Jan-2019 Server Authenticati.. <None>
v @ Perscw::lf . 2,146d2abs6-1061-4670-8075-86b5... MS-Organization-Access 05-Jan-2029 Client Authentication <Nones
oo 2] CBRAMLAN.CA CBRAMLAN.CA 13-Dec-2118 Server Authenticati..  Confighgr SQL Ser...
| Trusted Root Certification Authoritie! )
B 2,1CBRAMLAN.CA RAMLAN-DC-CA 19-Jan-2021 Client Authentication <Nones SCCM Client Certificate
e 2,1CBRAMLAN.CA RAMLAN-DC-CA. 19-Jan-2021 Server Authenticati... <Nones SCCM Web Server Certificate
| Intermediate Certification Authorities

| Trusted Publishers 2 dpen SCCM Client Distribution Point Certific:
I Untrusted Certificates £5]5MS To SMS Token Signing 13-Dec-2118 SMS Token Signing ...

| Third-Party Root Certification Autho| Za/WMSve All Tasks > Open Server Authenticati... WMSVC-SHAZ

| Trusted People

| Client Authentication Issuers & Eequeiehieat=tantbliealkear

= Preview Build Roots Copy Renew Certificate with New Key...

| Jest Roots Delete Manage Private Keys..

| AAD Token Issuer

< ALM Properties Advanced Operations >

i Remote Deskiop Help Export..

7 Certificate Enrollment Requests

o= Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to vour disk.

A certficate, which is issued by a certification authority, is a confirmaton of your identty
and contains informaton used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

Cancel

- “x Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Frivate keys are password protected. If vou want to export the private key
certificate, you must type a password on a later page.

Do ywou want to export the private key with the certificate?
(@) Yes, export the private key

() Mo, do not export the private key

Cancel



4= L* Certificate Export Wizard

Export File Format
Certificates can be exported in a wvariety of file formats.

Select the format you want to use:

DER. encoded binary X.509 (. CER)

Base-64 encoded X, 509 (.CER)

Cryptographic Message Syntax Standard - PKCS #7 Certificates {.P7B)
Incdude all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS %12 ((PFX)

Indude all certificates in the certification path if possible

[CJDelete the private key if the export is successful

[C]Export all extended properties

[CJEnable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Cancel

€ =% Certificate Export Wizard

Security
To maintain security, you must protect the private key to a security principal or by
using a password.

[]Group or user names {recommended)

Add

Remowe

Password:

Confirm password:

Cancel



- SR Certticate bExport Whizard

File to Export
Specify the name of the file you want to export

File name:
C:\Temp\DPCert.pfx |E Browse... 1

Mext Cancel

€  &F Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have specified the following settings:

File Mame

Export Keys Yes

Indude all certificates in the certification path Yes

File Format Personal Information Exchange (*.pfix
£ >

Certificate Export Wizard =

The export was successful,



Deploying the Client Certificate for Distribution Points:

Now that we have got the client certificate for distribution points, let’s assign them to the DP’s. Right
click on the DP and under General tab, choose HTTPS and to import the certificate click on Browse.
Import the certificate that you have exported in the above steps, provide the password and click OK.

=] Selected Object | 7> =t v

Honell|  sterote
-— (=]

Remove | Properties
Role

Site Role | Properties

€« ~ [E> \ » Administration » Overview » Site Configuration b Servers and Site System Roles
Administration < Servers and Site System Roles 1 items
4 B] Overview Search
&] Updates and Servicing lcon  Name - Site Code Count of roles | Type
=1 Hierarchy Configuration 7] W\CB.RAMLAN.CA TOR 16 Primar...
71 Cloud Services
4 [ site Configuration
B35 Sites
E& Servers and Site System Roles
K Client Settings
Security
stribution Points
stribution Paint Groups
-1 Migration
=1 Management Insights
Site System Roles
Role Name - Role Description
Application Catalog web service point A site system role that serves as an Application Catalog web service point

Application Catalog website point

Component server
Distribution point
Endpoint Protection point

Ty ey Sy Sy
2 H

Fallback status point

I:] Distribution point Properties

A site system role that serves as an Application Catalog website point

Asset Intelligence synchranization point A site system role that connects to System Center Online to download Asset Intelligence c..
Any server requiring a Configuration Manager service to be installed.

A Configuration Manager server role that stages packages for distribution to clients.

A site system role that serves as an Endpoint Protection point.

A site system role that receives messages from Confighgr clients that cannot communicat...

General PXE Multicast Group Relationshipe Content Content Validation Boundary Groups

A distribution point contains source files for clients to download.
Enable and configure BranchCache for this distribution point

Adjust the download speed to use the unused network bandwidth (Windows LEDBAT)

== Remove Rale
[E] Properties

Description:

Specify how client computers or mobile devices communicate with this distibution point.

() HTTP Does not support mobile devices or Mac computers.

(® HTTPS Requires computers to have a valid PKI client certificate.

Allow intranet-only connections

f wou manage Mac computers or have mobile devices that are enrolled by Corfiguration Manager, select an option that

allows Intemet client connections.

Allow mobile devices to connect to this distribution paint

Create a selff-signed certificate orimport a PKI client certificate.
() Create self-signed certfficate

[06-Jan-2118

|[ 9:47 Pm

(®) Import certificate

Centficate: |C:'—-.Tem|:|'-.D PCert pfx

Browse...

Passwaord: |.........l

[] Enable this distribution point for prestaged content

Use the application or package properties to choose how content is copied to this distibution point.

Apply

>




For other roles, you may not be able to switch from HTTP to HTTPS as the options are greyed out. For
example, on Application catalog web service point, the options are greyed out. You have to uninstall
both App catalog website point and App catalog web service point role and install the roles again.

B Selected Object| SYStem Lenter Lonnguration Manager (Lonnecied 1 IUK - 10ront Heaoquarters Site)
PR o | seren
- [
Remove | Properties
Role
Site Role | Properties
- » iministration verview b ite Configuration » ervers and Site tem es
=\ Ade i O i Site Config i S d Site Sys Rol

Administration
4 Ff} Overview
& Updates and Servicing
~1 Hierarchy Configuration
_1 Cloud Services

4 [ Site Configuration

g Sites

> Servers and Site System Roles
B Client Settings

1 Security

Distribution Points

Distribution Point Groups
=1 Migration

=1 Management Insights

< | Servers and Site System Roles 1 items

lcon Narme Site Code

'] WWCB.RAMLAN.CA TOR

Site System Roles

LR I
v ¥ 3

Role Name
Application Catalog web service point
Application Catalog website point

Asset Intelligence synchronization point

=] application Catalog web service point Properties

Seneral

Countofroles  Type
16 Primar...

Role Deseription
A site system role that serves as an Application Catalog web service point
A site system role that serves as an Application Catalog website point

A site system role that connects to System Center Online to download Asset Intelligence c...

== Remove Role

[Z] Properties

An Application Catalog web service point provides software information from the Software Libranys to the Application Catalog website .

IS website:

WWeb application name: [CMApplicationCatalog Sve

Specify how Application Catalog websites communicate with this Application Catalog web service point.

Port number: a0 =

Poai: rmsnmks e a43 =
S
B Selacted Object| SY¥16m Lenter LONNgUIation Manager [LoNNected 1o 1UK - 16ronto Hesaguarters ite)
|- e Site Role
Remove | Properties
Role
Site Role | Properties

< = [E> v + Administration » Overview » Site Configuration » Servers and Site System Roles

Administration < | Servers and Site System Roles 1 items
4 Gf] Overview Search
#&] Updates and Servicing lcon Name Site Code Count of roles | Type
Hierarchy Configuration ] \CB.RAMLAN.CA TOR 18 Primar...

1 Cloud Services
1 Site Configuration
g Sites
E&- Servers and Site System Roles
B Client Settings
1 Security

3 Distribution Points

57 Distribution Paint Groups
Migration

Management Insights

Site System Roles

leen | Role Name Role Description

[ TR T e e T Tor e e T e e e e

e Application Catalog website point A site system role that serves as an Application Catalog website point

& Asset Intelligence synchronization point A site system role that connects to System Center Online to download Asset Intelligence c...

ey

[] Properties



Configuration hanager

Any Application Catalog website point roles that reference
1 this Application Catalog web service point role will no longer

be able to display the Application Catalog website, Are you

sure that you want to remowve this Application Catalog web

service point?T

After reinstalling the roles, | am able to select HTTPS.
|:| Application Catalog web service point Properties

General
An Application Catalog web service point provides software irformation from the Software Library to the Application Catalog website .

S website:

Web application name: |CMﬁqulicatianatalogSuc |

Specify how Application Catalog websites communicate with this Application Catalog web service paint.

[=:]
[=]

Fort number:

Fort number: 443 =

Cancel

B Application Catalog website point Properties

General  Customization
Select the site system server that is configured for the Application Catalog web service point .

Site system server: CB.RAMLAM.CA et
Specify the settings for the 1S website. The website must already exist on this server.

IS website: [Defaut web Ste |

Web application name: |CMAppIica‘tior1Ca‘talog |

Client connections
Specify the NetBIOS name used in the Application Catalog URL for client computers on the intranet .

NetBIOS name: [cB

Allowed connections:
) HTTP

Port number:

==}

(=)
1

(@) HTTPS (Recommended)

™
™
(")

Port number:
Allow imtranet-only connections

Ensure that the following client settings are configured as Yes to allow clients to connect to this Application Catalog.

Add Application Catalog website to Intemet Explorer trusted sites zone. The cument default client setting for this value: Yes

Allow Sibhwerlight applications to run in elevated trust mode. The current default client setting for this wvalue: Wes.
More information

Cancel




In the Configuration Manger console, navigate to Administration > Overview > Site Configuration > Sites.
Right click on the site server and click Properties. Under site system settings, choose HTTPS only and
click OK

EJ SYRLEN RIS LOMIGUIGUL MISNagEr [CUNTIEUED W 1R~ 100N MEaUGUSTiens i)

| [

s e - i 2y 3 EZ Retry Secondary Site @ Show Install Status =
@ 9 R B W m e b Lf
g lg’ 4= | R econdary Site (3 Refresh -
Add Site Create Site Hierarchy Saved Add Site Create Site Create e Manage Configure Si
System Roles System Server Settings Searches ~ | System Roles System Server Secondary Site Upgrade Delete Content Library Component:
Create Sites Search Site
< ~ [Bg \ » Administration » Overview » Site Configuration » Sites
Administration < Sites 1 items
4 Hj! Overview Search
» 5] Updates and Servicing lcon MName Type Server Mame State Site Code  Parent §
= Hierarchy Configuration 53] TOR - Toronto Headquarters Site  Primary site CB.RAMLAN.CA =
) > Add Site System Roles
1 Cloud Services .
. S Create Site System Server
4 [ site Configuration
Wy Create Secondary Site

B Sites

E& Servers and Site System Roles

Retry Secondary Site
Recover Secondary Site

K| Client Settings
Upgrade

1 Security
Show Install Status
Z5 Distribution Points )
. . T Refresh F5
25 Distribution Point Groups
Delete Delete
=1 Migration
i Manage Content Library
~I Management Insights
L Configure Site Compoenents »
. ‘&l Client Installation Settings 3
Toronto Headquarters Site =
Site Maintenance
General @j status Summarizers
Site Code: ToR 9 Status Filter Rules
Server Name: CBRAMLAN.CA @ Set Security Scopes
Install Directory: Ci\Program FilesiMicrosoft Configuration Manager,
Build Number: 8740 (] Properties  {ummmmmmmm
State: Site Aetive
[:=] Toronto Headquarters Site Properties >

Deployment Verffication Securty Signing and Encryption  Service Windows
General Wake On LAM Ports Sender Publishing Client Computer Communication | Alerts

Site system settings

Select the client computer communication method (HT TP or HTTPS) for the site systems that use 1S, To
use HTTPS, the servers must have a valid PKIl web server certificate (server authentication capability).

@ HTTPS enly
() HTTPS ar HTTP

Client computer settings
Specify settings for client computers when they communicate with site systems that use 1S

Client certificate selection:

Location: -~ Modify ...
Criteria: Client authentication capability
Multivle Certificates: Select anv certificate that matches ~

Clients check the cerificate revocation list (CRL) for site systems

Trusted Root Certification Authorities
|None specified | I Set... I

(ol 4 Cancel Apphy




i Configuration Manager Properties @ e Canfiguration Manager Properties @

Cache | Configurations | Network General ‘ Eompunents] hcliuns] Site | Cache | Hetwark |

General | Companets ] Artions ] Site , , _ _
View and configure the client properties for System Center

Yiew and configure the client properties for System Center ':-:gl_!' Configuration M anager.
'a:gl_!' Configuration Manager,

Clignt properties;

Client properties; = | Vel
F‘m‘perty _ |‘v‘a|ue | tsigned management poi..  CB RAMLAN CA
Assigned management poi..  CB.RAMLAN.CA Client certificate: FK|
Client certificate; Self-signed <:I Co-management capabilties: 1
Cormanagement capabilties: 1 Comanagement Dizabled
En-manggemenl: Disabled . Connection Type: Currently intranet
Connection Type; Currently intranet Site code: SMSTOR
Site code: SMS:TOR e . AT TR
Urnique identfier GLID:BS445DC7-4715-4707-B2D 066, . 32:2;?,‘““““’3" glélﬂnsgggﬁﬁ)g? ATISA7OTBID0ECE..
Wersion: h.00.8740.1012 ' e
BEFORE PKI INSTALL AFTER PKI INSTALL

0k | Cancel ‘ 14 | Cancel |

This concludes the PKI setup for Current Branch 1810.
Thanks

Ram Lan
19* Jan 2019



