HOW TO INSTALL DATA PROTECTION MANAGER (DPM) 1801 ON SERVER 2016

In this exercise, | will show you how to install DPM 1801 on Windows Server 2016 with SQL Server 2016.
My lab setup will be as follows:

Windows Server 2016 with SQL 2016
4GB Memory
250GB Hard Disk

First we have to create these account in ADUC. Make sure to create an OU and dump these account
inside

= Mame Type Description
¥ =l DPM & DPM Administrator User Adrministrator DPM
:" Grnups E}DPM Reporting Account User Reporting Account
- &, DPM SQL Agent User SCL Agent
:'_.‘ Ugers E;SQL Service Account User Service Account

Next we will install SQL 2016 SP1

DPM » Downloads

" Mame Date modified Type
CPi 09-Aug-2018 5:37 ... File folder
|:| 01 501 2016 SP1 x64 9547387 iso 01-Dec-2016 7211 .. Disc Image File

DPM > DVD Drive (D:) 5QL2016 x64 ENU »

~ Mame Date modified Type Size

1033 EMNU LP 30-Oct-2016 5:51 ...  File folder

PCUSOURCE 30-Oct-2016 5:531 ...  File folder

redist I0-0ct-2016 551 ...  File folder

[ESOUFCES 30-Oct-2016 %51 ...  File folder

Tools 30-Oct-2016 351 ...  File folder

xbd 3-0ct-2016 2:05 ...  Filefolder
:{:] autorun.inf 09-Feb-2016 10:38...  Setup Information 1KB
|:| Medialnfo.xml 29-Oct-2016 709 ... XML Docurmnent 1KB
m setup.exe 20-0ct-2016 219 ...  Application 107 KB
'r'__'l setup.exe.config 09-Feb-2016 10:34... XML Configuratio... 1KE
|:| SglSetupBootstrapper.dll 29-Oct-2016 8:20... Application extens... 234 KB
|_'| sgmapi.dil I0-Apr-2006 12:12... Application extens... 147 KB




T SOL Server Installation Center — ] >

Planning 1 Mew SCL Server stand-alone installation or add features to an existing installation

Launch a wizard to install SQL Server 2016 in @ non-clustered enwvironment or to add
features to an existing 5CL Server 2016 instance.

Installation

Maintenance

Install SCL Server Management Teols
Tools

Launch a dewnlead page that provides a link to install SQL Server Management

Resources Studio, SCOL Server command-line utilities (SQLCMD and BCP), SCL Server PowerShell
provider, SCL Server Profiler and Database Tuning Advisor. An internet connection is

Advanced required to install these tools.

Options y Install SQL Server Data Tools

Launch a doewnlocad page that provides a link to install SQL Server Data Tools (550T).
S50T provides Visual Studio integration including project systerm support for Azure
SQL Database, the SCL Server Database Engine, Reporting Services, Analysis Services
and Integration Services. An internet connection is required to install 550T.

Mew SCL Server failover cluster installation

1y

Launch a wizard to install a single-node SCL Server 2016 failover cluster.

I Add nede to a SQL Server failover cluster

V‘?I
¥
g

Launch a wizard to add a nede to an existing SCL Server 2016 failover cluster.

ﬁ" Upgrade frem a previous version of SOL Server
Launch a wizard to upgrade a previous version of SOL Server to SCL Server 2016.
Mew R Server (Standalone) installation

h Launch a wizard to install R Server (Standalone) on a Windows machine. This is
typically used by data scientists as a standalene analysis server or as a SCL Server R
Services client.

hicrosoft” SQL Server 20706

i~}
Product Key
Specify the edition of SOL Server 2016 to install.
Product Key Validate this instance of SQL Server 2016 by entering the 25-character key from the Microsoft certificate

I of authenticity or product packaging. You can also specify a free edition of SQL Server: Developer,
Evaluation, or Express. Evaluation has the largest set of SQL Server features, as documented in SQL Server
Global Rules Books Online, and is activated with a 180-day expiration. Developer edition does not have an expiration,
Product Updates has the same set of features found in Evaluation, but is licensed for non-production database application
Install Setup Files development only. To upgrade from one installed editicn to another, run the Editicn Upgrade Wizard.
Install Rules

Specify a free edition:
Feature Selection © s

Feature Rules Evaluation
Feature Configuration Rules

Ready to Install

Installation Progress

Complete

< Back Cancel




T SOL Server 2016 Setup

License Terms

To install SQL Server 2016, you must accept the Microsoft Software License Terms.,

Product Key
License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules

Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT SQL SERVER 2016 ENTERPRISE

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any
Microsoft

+ updates,

» supplements,

» Internet-based services, and

- sunnart carvicras o

3 =
Copy Print

| accept the license terms.

SQL Server 2016 transmits information about your installation experience, as well as other usage and
performance data, to Microsoft to help improve the product. Te learn more about SQL Server 2016 data
processing and privacy controls, please see the Privacy Statement.

< Back Mext = Cancel

5 50L Server 2016 Setup

Install Rules

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup

can continue.

Product Key
License Terms
Global Rules
Product Updates
Install Setup Files
Install Rules
Feature Selection
Feature Rules
Feature Configuration Rules
Ready to Install
Installation Progress

Complete

Cperation completed. Passed: 4. Failed 0. Warning 1. Skipped 0.
Hide details << Re-run

View detailed report

Rule Status
@ Fusion Active Template Library (ATL) Passed
@ Consistency validation for 5QL Server registry keys Passed
@ Computer domain controller Passed
@ Microsoft NET Application Security Passed
| Windows Firewall Warning

< Back Mext = Cancel




T SOL Server 2016 Setup

Feature Selection

Select the Enterprise features to install.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Features:

Instance Features ~

Database Engine Services
[] s@L Server Replication
[] R Services (In-Database)
[] Full-Text and Semantic Extractions for Sea
[ Data Quality Services
[ PolyBase Query Service for External Data
[ Analysis Services
Reporting Services - Mative
Shared Features
[ R Server (Standalone)
[] Reporting Services - SharePoint
[ Reporting Services Add-in for SharePoint Pro w
< >

Feature description:

The configuration and cperation of each
instance feature of a S0OL Server instance is
isolated from other SQL Server instances. SOL
Server instances can ocperate side-by-side on

Prerequisites for selected features:

Already installed:
- Windows PowerShell 3.0 or higher
i Microsoft NMFT Framewnrk 4.6

Disk Space Requirements

Drive C: 1902 MEB required, 275188 MB
available

Select All Unselect All

Instance root directony:

|C:\Program Files\Microsoft SOL Servery, |

Shared feature directony:

|C:\Prngram Files\Microsoft SOL Servert, |

Shared feature directory (x86):

|C:\Program Files (x26)\Microsoft SCL Server', |

< Back Mext >

T SOL Server 2016 Setup

Instance Configuration

Specify the name and instance ID for the instance of SQOL Server. Instance ID becomes part of the installation path.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

(@) Default instance

(") Mamed instance: MSSQLSERVER

MSSOLSERVER

Instance IO

SQL Server directory:

Reporting Services directony:

Installed instances:

Instance Name Instance 1D Features

C\Program Files\Microsoft SQL Server\M35QL13.MSSQLSERVER
C\Program Files\Microsoft SOL Server\MSR513.MSSOLSERVER

Edition Version

< Back Mext = Cancel




T SOL Server 2016 Setup

Server Configuration

Specify the service accounts and collation configuration.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Reporting Services Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

T SOL Server 2016 Setup

Server Configuration

Service Accounts | Collation

Microsoft recommends that you use a separate account for each SQL Server service.
x

Service Account Mame Password
SCQL Server Agent MT AUTHORITY\SYSTEM
SCGL Server Database Engine MNT AUTHORITY\SYSTEM
SQOL Server Reporting Services NT AUTHORITYYSYSTEM
SCL Server Browser MT AUTHORITY\LOCAL ...

Startup Type

Automatic ~
Automatic ~
Automatic s
Automatic ~

[] Grant Perform Wolume Maintenance Task privilege to SOL Server Database Engine Service

This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead

to information disclosure by allowing deleted content to be accessed.

Click here for details

< Back Mext >

Specify the service accounts and collaticn cenfiguration.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Reporting Services Coenfiguration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Service Accounts  Cellation

Diatabase Engine:

Cancel

SOL_Latin1_General_CP1_CI_AS

| | Customize...

Latin1-General, case-insensitive, accent-sensitive, kanatype-insensitive, width-
insensitive for Unicode Data, 501 Server Sort Order 52 on Code Page 1252 for non-
Unicode Data

< Back Mext >

Cancel




T SOL Server 2016 Setup

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and TempDE settings.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Server Configuration  Data Directories TempDB  FILESTREAM
Specify the authentication mode and administrators for the Database Engine.
Authentication Mode

(® Windows authentication mode

() Mixed Mode [SQL Server authentication and Windows authentication)
Specify the password for the SOL Server system administrator (sa) account.
Enter password:

Confirm password:

Specify SOL Server administrators

SQL Server administrators
DPMYVAdministrator (Administrator)
RAMLAN\dpmadmin (DPM Administrator)
RAMLAMN\dpmsglreport (DPM Reporting Account)
RAMLAM\dpmsglagent (DPM 5CL Agent)
RAMLAMN dpmsglsve (SCL Service Account)
RAMLAMN ram (Ram)

hawve unrestricted access
to the Database Engine.

Add Current User Remove

< Back Mext = Cancel

T S0L Server 2016 Setup

Reporting Services Configuration

Specify the Reporting Services configuration mode.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configura...
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Reporting Services Native Mode

@) Install and configure.

Installs and configures the report server in native mode. The report server is operational after
setup completes,

) Install only.
Installs the report server files. After installation, use Reporting Services Configuration Manager

to configure the report server for native mode.

Reporting Services SharePoint Integrated Mode

Installs the report server files, After installation use SharePoint Central Administration to
complete the configuration. Merify the SQL Server Reporting Services service is started and
create at least one SQL Server Reporting Services service application. For more information,
click Help.

< Back Mext = Cancel




W5 SOL Server 2016 Setup

Ready to Install

Verify the SQL Server 2016 features to be installed.

Product Key

License Terms

Glebal Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Coenfiguration
Reperting Services Configuration
Feature Configuration Rules
Ready to Install

Installation Progress

Complete

Ready to install SQL Server 2016:

=+ Surmmary

- Edition: Enterprise

- Action: Install (Product Update)

= Prerequisites

é--AIread}rinstalled:

i L. Windows PowerShell 3.0 or higher

Microsoft .MET Framework 4.6
El Te be installed frem media:

. Microsoft Visual Studio 2010 Redistributables
Microsoft Visual Studic 2010 Shell

= General Configuraticn

E| Features
Database Engine Services

i Reporting Services - Mative

E| Instance configuration

© . Instance Name: MSSQLSERVER
Instance 1D: M550OLSERVER

- Instance IDs

<

Configuraticn file path:

C:\Program Files\Microsoft SQL Server\130\Setup BootstrapiLogh20180811_085311\ConfigurationFile.ini

< Back

Install

Cancel

e

Complete

Your SQL Server 2016 installation completed successfully with product updates.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Feature Configuration Rules
Ready to Install

Installaticn Progress

Complete

Information about the Setup operation or possible next steps:

Feature Status

L3 Reporting Services - Mative

Succeeded

@ Database Engine Services Succeeded
@ SCL Browser Succeeded
@ SCL Writer Succeeded
@ SQL Client Connectivity Succeeded
@SQL Client Connectivity SDK Succeeded

Details:

Product Update:

Product Update has successfully applied KB 3182545 <http://support.microsoft. com/7id=

Summary leg file has been saved to the following location:

3182545 These updates have set the patch level of the Setup operation to 13.1.4001.0.

CAProgram Files\Microsoft SOl Servert 1304%Setup Bootstraphl ogh20180811 085311

\Summary DPM 20180811 085311 .t

Close




Now we will install Management Studio 16.5

DPM

» Downloads

MName

@""’: RELEASE 16.5

2.. 2% Microsoft SQL Server Management Studio

Welcome. Click "Install” to begin.

By clicking the “Install” button, | acknowledge that | accept the

SQL Server Management Studio transmits information about your installation experience, as well as other
usage and performance data, to Microsoft to help improve the product. Te learn more about SQL Server
Management Studio data processing and privacy controls, see the privacy statement link abowe.

Install Close

@ """ RELEASE 16.5

.. 2% Microsoft SQL Server Management Studio

Setup Completed

All specified components hawve been installed successfully.




Now we will install DPM 1801.

>

DPK > Downloads > DPR > Systern Center Data Protection Manager »

L= Mame Drate modified Type Size
20070 09-Aug-2018 File folder
" 3082 09-Lug-2018 File folder
La 21743 09-Aug-2018 File folder
[ Agents 09-Aug-2018 5 File folder
= DEPrZ0T2 09-Aug-2018 5 File folder
DpmSqglEURInstaller 09-Aug-2018 File folder
Redist 0g9-Aug-2018 5:40 ... File folder
50l Preplnstaller 09-Aug-2018 A0 ... File folder
support 09-Aug-2018 5:40 ... File folder
autorun.inf 20-Jun-2017 2: Setup Information 1 KB
DPMTraceProwvider.dll 18-Dec-2017F 4:44 ... Application extens...
LERhDPE M. dll 18-Dec-2017 4:42 ... Application extens...
Microsoft VC 100 CRT . manifest 20-Jun-2017F 2:38 ... PAMIFEST File 1 KB
Microsoft. VC110.CRT.manifest 20-Jun-2017 2:38 ... PAMIFEST File 1 KB
mswep 100.dil 20-Jun-2017 2:38 ... Application extens...
mswep110.dil 20-Jun-2017 2:38 ... Application extens...
mswer100.dlil 20-Jun-2017 2:38 ... Application extens...
mswerl10.dll 20-Jun-2017F Application extens...
Mativelltils.dll 18-Dec-201 Application extens...
2 | relnotes.htm 20-Jun-20 21 HTrL Docurment
- S Setup.exe 18-Dec-2017 4:42 ... Application
m =
m Microsc
Data Protection Manager
Version 1201
Install Before you begin
I Data Protection Mar‘lager I View Release Motes
DFM Central Console Read Installation Guide
DFM Frotection Agent Run the Prerequisite Checker
DPM Remote Administration Additional Resources
DPM Self Service Recowvery Reviews License Terms
DPM Remote SQL Prep Visit DPM Web Site
Exit
& Microsoft Corporation. All rights reserved.
ricrosoft Softwvware License Terrms >
To install Data Probecton Manager, wou must acoept the Microsofit Softbvware License Terms. These
osnse terms apply for DEM, and each of its Drereguisite sofbvware Droducts.
PLESCSE MOTE: your use of this softvrare is subject to the terms and conditions of =
the license agreerment by wvwhich you (oOr your cormpany ) acquired the mMMicrosoft
serwer softveare or gained access to the online serwvice from Microsoft. For
Imnstance, IF wou Sre:
- a wolunme llcense CusStormer OF Service prowvider, use of this softwrare is subject o
wour volurme license agreerment or serwvice prowvider license agresrment;
- a custormer that received the softvrare separately from a hardeveares
mMmanufacturer or Systerm builder, use of this Ssofbwrare Is subject to the license
agreerment weith that pare;
- an online service custormer, use of this Ssoftwvrare is subject to the online
subscription agresment.
-

To print a copy of the Ioense terms,. select the text., CoPpY It into a document, and then print it. To wisww
the icense terms after the imstallaton is complete, opaen DPRM Aadministrator Console and cick Aot D .

Frivacy Statement Lirk

Acceot 1 Cre=clime 1 Hels




Data Protection Manager Setup

Welcome

h. N Welcome to the Microsoft System Center Data Protection Manager Setup wizard.

Insiallation Stages
Welcome

Prereguisites check
Product registration
Installation settings
Microsoft Update Opt-In
Summary of settings

¢ 6 6 6 6 ¢ 6

Installation

This wizard helps you install Data Protection Manager (DPM) and its prerequisite software on this computer.

To continue, click Next.

|| He

Data Protection Manager Setup

- Prerequisites Check
h- Please wait while the wizard checks for required hardware and software.

Installabion Stages
Welcome

Prerequisites check
Product registration
Installation settings
Microsoft Update Opt-In

Summary of settings

& 6 6 6 6 6 6

Installation

DPM requires a database. You can use a local or remote instance of SAL Server that already exists.

(®) lse stand-alone SQL Server.
SQL Serveris not clustered.

() Use clustered SQL Server
SQAL Serveris clustered

Instance of SQL Server

{Bxample: SQLSERW or SQLSERVMYSQLINSTAMCE):
[DFM| |
User Name: | | Password: |
Diomain: | |

Select the appropriate option and click on the button to perform the prerequisite check
and install the missina Windows compoonents.

Check and Install

[ <Back | [ Weds Gancsi




Data Protection Manager Setup >

[-f"___'_l' Prerequisites Check
k & [ Please wait while the wizard checks for required hardware and software.

Installation Stages DFM requires a database. rou can use a local or remote instance of SQL Server that already exists.
el
- sleems (®) Use stand-alone SGL Server.
& Prerequisites check SQL Serveris not clustered.
@ Product registration () Use clustered SQL Server
. . SQL Serveris clustered
& Installation settings Instance of SQL Server
@ Microsoft Update Opt-In {Example: SQLSERV or SQLSERVWMYSQLINSTAMNCE):
& Summary of settings |DPM |
@ Installation User Name: Password:
Daomain:

Select the appropriate option and click on the button to perform the prerequisite check Chedt and sl
and install the missina Windows components.

Details
i N Setup will use the cument user’s credentials for this SQL instance.

= Back Mext = Cancel Help
Data Protection Manager Setup >
[-f'___'_l' Prerequisites Check
k a4 [ Please wait while the wizard checks for required hardware and software.
Installation Siages DPH requires a database. vou can use a local ar remote instance of SOL Server that already exists.
el
“ Slesms Use stand-alone SGQL Server.
& Prerequisites check SOL Server iz not clustered.
@ Product registration Uze clust.ered SQL Server
. . SOL Server iz clustered
@ Installation setfings Instance of SOL Server
@ Microsoft Update Opt-In [Example: SALSERY or SOLSERY MY SOLINSTAMCE]:
@ Summary of settings DPM
@ Installation Uszer Mame: Pazzword:
Cromain:
Select the appropriate option and click on the button to perform the prerequizite check Fhects ot et ol

and install the mizsing Windows components.
Installing basic components...

= Baclk Meot = Cancel Help




Data Protection Manager Setup >

- Prerequisites Check
h. Please wait while the wizard checks for required hardware and software.

Installabon Siages OPM reguires a database. ou can use a local or remote instance of SAL Server that already exists.
- leome (@) Use stand-alone SQL Server.
w» Prereguisites check SQL Serveris not clustered.
@ Product registration () Use clustered SQIL Server

. SQL Server is clustered
@ Installation sethings Instance of SQI S
@ Microscft Update Opt-In (Example: SQLSERV or SQLSERV\MYSQLINSTANCE):
@ Summary of settings |DPM |
@ Installation User Name: Password:

Domain:

Select the appropriate option and click on the button to peform the prerequisite check and
install the missina Windows components.

The installation cannot proceed because some prereguisites were not met. Resolwve each error condition
in the Details section. and then click Mext to continue the installation.

Details

The missing prerequisite (HyperVPowerShelly has been installed . Restart the computer and run the
application again.

@ For more irfomation, please look at the log file at C:%\Program Files*.Microsoft System
Certer .DPM.DPMLogs*DpmSetup log

| <Back | [ Heas Cancet || hew |

Going to restart the system and run the setup.exe again
Data Protection Manager Setup pe

Welcome
k- 2 Welcome to the Microsoft System Center Data Protection Manager Setup wizard.

Installation Siages
Welcome

Prereguisites check
Product registration
Installation settings
Microsoft Update Opt-In
Summary of settings

¢ 6 6 6 6 6 &

Installation

This wizard helps you install Data Protection Manager (DPM) and its prerequisite software on this computer.

To continue, click Next

<Bock [ Net> ]| Concel [[ Hep |




Data Protection Manager Setup

s
[ — Prerequisites Check
l_:; & Please wait while the wizard checks for required hardware and software.
4|
Installation Sages DPM requires a database. You can use a local or remote instance of SQL Server that already exists.
@ el ¥
sleoms (®) Use stand-alone SGL Server.
& Prereguisites check SQL Server is not clustered.
@ Product registration () Use clustered SQL Server
. . 5QL Serveris clustered
@ Installation settings Instance of SQL Server
@ Microsoft Update Opt-In {Example: SQLSERY or SQLSERVYMYSQLINSTANCE):
@ Summary of settings |DPM| |
@ Installation User Name: | | Password: |
Domain: | |
Select the appropriate option and click on the button to perform the prerequisite check Check and Install
and install the missina Windows components.
= Back Mext = Cancel Help
Data Protection Manager Setup >

e

e o

i

Installabon Stages

¢ & & & &

Welcome

Prereguisites check
Product registration
Installation settings
Microsoft Update Opt-In
Summary of settings

Installation

o Prerequisites Check
Please wait while the wizard checks for required hardware and software.

DPM requires a database. You can use a local or remote instance of SQL Server that already exists.

(®) Use stand-alone SCL Server.

SQL Serveris not clustered.

() Use clustered SGL Server

SQL Serveris clustered

Instance of SGQL Server

{Example: SQLSERV or SQLSERVAMYSCQLINSTAMCE):

[oPM |

User Name: Password:

Domain:

Select the appropriate option and click on the button to perfom the prerequisite check
and install the missina Windows comoonents.

Details
m Setup will use the cument user's credentials for this SGL instance.

< Back Mexd = Cancel

Check and Install

Help



B8] Data Protection Manager Setup

Please wait while the wizard checks for required hardware and software.

l;:'___'*l' Prerequisites Check
0l

Insallabon Stages
‘wielcome

Prerequisites check
Product registration
Installation settings
Microscoft Update Opt-In

Summary of settings

& & & & & & 6

Installation

DPR requires a databaze. v'ou can use a local or remote instance of SCL Server that already exists.

Use stand-alone SGQL Server.
SOL Server is not clustered.

Use clustered SQL Server
SOL Server is clustered

Instance of SOL Server
[Example: SALSERY or SQLSERYMYSGELINS TARNCE]:

OPM
Uszer Marme: Faszsword:
Cramain:
Select the appropriate option and click on the button to perform the prerequisite check Check and Install

and install the missing Windows components.
Checking Processor...

= Back Mead = Cancel

Help

Installabon Stages
‘wielcome

Prerequisites check
Product registration
Installation settings
Microsoft Update Opt-ln
Summary of settings

e & & & & 6 6

Installation

Data Protection Manager Setup

[—4—'___|' Prerequisites Check
Please wait while the wizard checks for required hardware and software .

DFPM requires a database. You can use a local or remote instance of SOL Server that already exists.

(®) Use stand-alone SQL Server.
SAL Serveris not clustered.
() Use clustered SGIL Server
SQL Serveris clustered

Instance of SGL Server

(Example: SQLSERW or SQLSERVWMYSQLINSTAMNCE):

[DPM |

User Mame: Password:

Domain:

Select the appropriate option and click on the button to perform the prerequisite check and Check Again

install the missina Windows components.
This computer mests the software and hardware requirements for DFM.

Click Mext to continue.

= Back Mesd = Cancel

Help




Data Protection Manager Setup
e — Product Registration
k - Enter product registration information.
Ay

Insiallabon Stages User msme-

welcome |DPM Administrator
Frereguisites check Company:
Product registration [RAMLAN INC]

Installation settings
Microsoft Update Opt-In

Summary of settings

e 6 & 66 66

Installation

=< Back Mexd = Cancel
Data Protection Manager Setup

I*——-—j Installation Settings

o4 Specify installation locations for the DFP M program files and settings for SQL Server.
4l
Installation Stages DPM Files
welcome Program files:

Frereguisites check C:"Program Files“Microsoft System CenterDFM

Product registration
Installation settings
Microsoft Update Opt-In

Summary of settings

¢ & & & & & &

Installation

Space requirements

Required Available
System drive: 1000 MB 271742 MB
Program files drive: 3650 MB 271742 MB

For mare details on storage requirement click an the link below.
hittp:/lgo.microsoft.comifedink ?linkid=820515

< Back - MNext > Cancel

Help

Change...

Help



Data Protection hdanager Setup

[ —

‘5 - Microsoft Update Opt—in
-

Ins @Eilaton Stages

FProduct registration

Installation settings

Microsoft Update Opt-ln

EENEEE

Installation

If wou select to use Microsoft Update.
el= on the Start menu, and the Windows Update icon will redirect o
Microsoft Upd

Microsoft Update offers security and important updates for WWindows and

felocone - other Microsoft products, including Data Protection Manager. Updates are
. - delivered using your Automatic Lpdates sctling. or you con visit the
FPrereguisites check — Microsoft Update Web site.

a new shortcut to the servics will be

Summany of scttings @ @ Use Microsoft Lpdate when | check for updates (recommended)

P 1 do not want to use Microsoft Update

See the Microsoft Update FA0

=

ooy Statenvent

< Back Mesct > Cancel Help
=) Data Protection Manager Setup
e Summa ny of Setings
l_; - Click Install to install DPM and its prersquisite software .
!

Installation Stages
- ‘wieloome User name: DPM Administrator
w» Prereguisites check Company: RAMLAMN 1MNC.
@ Product registration SOL Serverinstancs: DPM
@ Installation settings

Reporting instance: DPM
@ Microsoft Update Opt-In
P Program files location CProgram Files Microsoft System CentersDP M
w Installation
< B Garos ot
=l Data Protection Manager Setup
—— Installaton
l_: - Setup is installing DPM and its prerequisite software .
r

Ins@llaton Stages Software
e welcome e Microsoft System Center Data Protection Manager
@  Prereguisites check
@« Product registration
w  Installation settings
@  Microsoft Update Opt-In
@ Summany of settings
@ Installation

Status
Please wait while Data Protection Manager is configured.
oo




Data Protection Manager Setup

P Installation
|_=“ aJ Setup is installing DFPM and its prereguisite software.
r

Installation Stages Software

@ welcome «f Microsoft System Center Data Protection Manager

& Prereguisites check

& Product registration

& Installation settings

@ Microsoft Update Opt-In
@ Summary of settings

@ Installation

Status

Please click on the link to check for the latest DP M updates:
http -./“go microsoft .com fwlink. Hinkid =8205%14

DFPM Setup has created the following firewall exceptions:

Data Protection Manager installation has completed successfully.

Close

Help

About Microsoft Systerm Center Data Protection Manager

System Center

Data Protection Manager
Wersion 1301

=

Microsoft

Server Version: 5.1.363.0 (Evaluation wersion)

Waming: This computer program is protected by ~
copyright law and intemational treaties.
Unauthorized reproduction or distribution of
this program, or any portion of it, may result

in severe civil and criminal oenalties. and =

The evaluation copy of Data Protection Manager will expire in 180 days. 4

license is reguired to continue use of the product after expiration.
Click here for detsils on how to obtsin & license.

OPMs SQL Server: DPMADPMDE_DPM
DPFM’s SCQL Reporting Server: DPM

Prvacy Statement
CHP I Community

= Microsoft Corporation. Al ights reserved.




Now, | will install 1807 Update for Data Protection Manager

» DPM » Downloads » 1807 Updates

v 0

Search 1307 Updates

D5 4E50XV

A Name Date modified Type Size
| [5:] dataprotectionmanager-kb4330050 dfa08dc70f7d42d3dbfead0e30b74alcd0cIbebd exe 1-Aug-2018 11:2.,  Application 640,711 KB
% dpmcentralconsoleserver-kb4339930 a9e663d2c62a%f1ed0bcd 1b91031ac1d20e] dd62 exe N-Aug-201811:2.,  Application 3761 KB
% dpmmanagementshell-kb4333950 89cb7139d1c57bf3bbab38a002a5640bcf2c5057 exe N-Aug-201811:2.,  Application 21,445 KB
@ dpmmanagementshell-kb4333950 b71482d6275d305e43b66d633938aa0046f 7cf10.exe 1-Aug-2018 11:2.,  Application 21,514 KB
(%5 System Center Data Protection Manager Update - KB4330950 - a X
—{
l;- iJ Welcome
%
|
Steps . .
Welcome to the Microsoft System Center Data Protection Manager Update - KB4335350.
@ Welcome
@ Licenseterm
Installation , : : : . .
¢ /i, Any jobs that are in progress or that are scheduled during th installation process wil
@ Finish .
/&, This installation will backup the DFM database (DFMDE).
Next > Cancel




P& System Center Data Protection Manager Update - KB4335950 — O s

ia-.____ r
l,. iJ Microsoft Software License Terms
o
"
Steps Accept the license terms and conditions to use Microsoft System Center Data Protection
oy Manager (P M) and each of its prerequisite software products.
& Welcome
e Microsoft Software License Tems:
& Installation PLEASE NOTE: You may use any number of copies of this update or ~
" supplemental software ("Supplement™) with your company’s validly
» Firich licensed Microsoft server software or online service ("Microsoft
Product™).
Refer to the Microsoft Product’s license terms for additional use terms,
to identify the entity licensing this Supplement to you and for support
infarmatinn Yoo mav nnt nea the Sonnlament if v nr woor comnanw
(= Igu:u:ept " | do not accept
You can copy and paste the license terms and conditions into a text editor such as Microsoft
Ward or Notepad for printing.
< Back | Install | Cancel
{9 System Center Data Protection Manager Update - KB4339950 - (i
\ Installation
A
4
Steps L ' '
Please wait while Setup configures Microsoft System Center DPM.
& Welcome
s License term Computing space requirements
2 Installation
& Finish



S System Center Data Protection Manager Update - KB4333950 — O =

|
l;. iJ Installation Success
-
A
= = Microsoft System Center Data Protection Manager has been corfigured successfully. You

& \welcome must restart your computer to complete the update process.

& License term
& Installation

& Finish

About Microsoft Systermn Center Data Protection Manager =

= Microsoft

System Center

Data Protection Manager

Version 1807 <

@emion: 5.1.378.0 (Evaluation @

Waming:

This computer program is protected by ~
copyright law and intemational treaties.
Unauthorzed reproduction or distribution of

this program, or amy portion of it, may result in

The evaluation copy of Data Protection Manager will expire in 1280 days. A
license is required to continue use of the product after expiration.
Click bere for detasils on how to obtain a license.

DPM’s SQL Server: DPMANDFMDE_DFPM
DPFMs SQL Reporting Server: DPM

Privacy Statement
DP M Community

= Microsoft Corporation. All rights reserved.

This concludes DPM 1801 and Update 1807 install. Next, | will create protection groups, deploy DPM
agent to servers and other configuration.

Thanks

Ram Lan - 11*" Aug 2018



ADDING STORAGE:

| created a iSCSI storage of 500GB on EMC network storage (NAS) and then opened iSCSI initiator from
Administrative Tools and completed the connection. After that formatted the disk. Now, | will add the
storage.

= Disk Storage

Mumber of disks: 0
Mumber of volumesfolders: 0
Total capacity: 0 KB

&) System Center DPM Administrator Console
File Action View Help

T S (i (P
w7 g ftfﬁ : @O @

Add Rescan Check  Options About Help

updates
Disk Storage COptions Help
{ .
ﬂ (e et e ey Search list below
s
Protected: 0 Status MName

Linprotected: ]
Llpgrade available: 0

= Disk Storage

Mumber of disks: 0
Mumber of volumesfolders: 0
Total capacity: D KB
Z% Dnline
Registration status: LInknown

Azure backup agent version: -
llzed space: -
Subscription Id: -




Add Disk Storage

=
Select volumes to add to storage pool. Add disks
DPM will format these volumes and use them to store backed up data.
Awailable volumes: Selected volumes:
Volume Capacity Volume 7 Friendhy Mame Capacity
Add =
= Remove
Microsoft Systern Center Data Protection Manager >
DPM will format the volume before adding it to storage pool. Any data present on the volume
pr IE will be deleted permanently. Do you want to continue?
ID: 33508
Add Disk Storage >
Select volumes to add to storage poaol. Add disks
DPM will format these volumes and use them to store backed up data.
Awzilzble volumes: Selected volumes:
Vaolume Capacity Volume Friendly Name Capacity
D Backufp Storage 435,87 GB
Add =
< Remove
ot | [ et
System Lenter UPM Administrater Console -
File Action View Help
&, = = =N
g &g D@
Add Rescan  Check Opfions  About  Help
updates
Disk Storage Options Help
<
5 Production Servers ‘SEE[CMS{DE‘DW £ v| Llsearchin dete
Pt 0 Status Name 7 Friendly Name Type Preferred Datasource Types Total Capacity % Unused
Unprotected 0 =/ DPM Storage Pool Volumes and Folders (Total: 1)
Uparade available: 0 9 o0 Backup Storage Volume A 499.81G8 98%
» Disk Storage
Nurmber of disks 0
Number of volumesfolders: 1
Tots! capacity: 4398168

f Ms7268
\ Cag3osce




PRODUCTION SERVERS & INSTALLING AGENTS:

For this, | will be using Exchange Server — because, | want to backup Mailboxes for all users.

3 Production Servers

Protected: 0
LInprotected: ]
Upgrade available: 0

System Center DPM Administrator Console
File Action View Help

R & 7 O @
e :— | 1|

C'T'A1 L~ b h ! 4 M 2 o

Manage Check Options About Help

VMware updates

Servers | Credenti... Options Help

- . Search list below
o Production Servers

Protected: o Computer Name Type
Unprotected: ]
Upgrade available: 0
Production Server Addition Wizard
=Ly Select Production Server type
-' ’) Select Production Server type
Steps:
® Windows Servers
@ Select Production Server
type Install agent to protect Windows servers.
& Select agent deployment
method
@ Select computers
@ Enter credentials O VMware Servers
@ (Choose restart method Connect with VMware servers to protect WMware VMs.
@ Summary
@ Installation
= Back

Mest =

Cluster Name

Cancel

There are noc

Help




2l Production Server Addition Wizard =
=iy Select Production Server type
\j Select Production Server type
Sieps:
(@) Install agents
@ Select Production S
t);: recuetion Senver Recommended for computers that are not behind firewalls, or computers that have the required exceptions
created in the firewall. Selecting this option will install protection agent in the computers. Click help for
@ Select agent deployment more information .
method
“# Select computers
« Enter credentials (O Attach agents
# Choose restart method Recommended far
- computers behind firewall.
«* Summary - computers on which agent is already installed.
- computers on which agent will be installed extemally.
@ Installation
Selecting this option will add the protected computers to the DPM server. F you have not already installed
the agent, then you must manually install it on the protected computer by executing the
DFMAgentInstaller. Click help for more information .
Computer on trusted domain
The computer belongs to the same domain as, oris in a domain that has a two-way trust with, the
DPM server domain.
Computer in a workgroup or untrusted domain
The computer is part of a workgroup or on a domain that does not have two-way trust with the DPM
server domain.
< Back Mext = Cancel Help
&) Production Server Addition Wizard P

=

Steps:

ol

&

e & & & &

Select Production Server

type

Select agent deployment
method

Select computers
Enter credentials
Choose restart method
Summary

Installation

Select Computers
Select the computers on which to install the protection agents.

The computers listed are in the same domain as the DPM server. To add a computer from a different
domain, type the fully guslified domain name. For example: machinename.domain.contoso.com

Computer name:

g
3
h=}
5
a

AGPM
APPV
cMm
CcM1
cMm2
DCcA
DC2
MBAM
om
005
PAR
SFB
VMM

[TTITYET.)

gy ST STy STO STy STy STy SOy STy S TSy =iy

i

Domain

RAMLAN.CA
RAMLAN.CA
RAMLAN.CA
RAMLAN.CA
RAMLAN.CA
RAMLAN.CA
RAMLAN.CA
RAMLAN.CA
RAMLAN.CA
RAMLAN.CA
RAMLAN.CA
RAMLAN.CA
RAMLAN.CA

maRs ARl A

L

Add =

< Remowe

Selected computers:

Click Adwvanced to install an earlier version of the protection agent.

< Back

Computer Domain
3 Ex2018 RAMLAN.CA
Advanced. ..
Mexd = Cancel Help




Production Server Addition Wizard

—f Ly Enter Credentials
( ’) Erter the credentials for a domain accourt that has administrator rights on all selected computers.

Steps: Please specify usemame and domain for a domain accourt that has administrator rights on the computers on
" . which you wish to install agents.
b Er?:d Production Server DFM uses the credentials to install the protection agents.
@ Select agent deployment
method User name:

|administ|a‘tor |

@ Select computers

“  Enter credentials Password:

@ Choose restart method
Diomain:

«* Summary
[RAMLAN CA |

@ |Installation

< Back Mext = Cancel Help
Production Server Addition Wizard
<
r !—; Choose Restart Method
Steps: . . . .
You might need to restart the protected computer after installing the protection agent.
@ Select Production Server
type DPM will automatically detect whether a restart is required. f a restart is required, DFM can restart all protected
computers after the protection agent installation is completed. or you can manually restart the computers at a later
@ Select agent deployment time.
method

Do you want DFPM to restart the selected computers?
@  Select computers

@ Enter credentials

@ Choose restart method
@  Summary (®) Yes. Restart the selected computers after installing the protection agents {if required).

@ Installation () Mo. | will restart the selected computers later.

< Back Mext = Cancel Help




Steps:

W Select Production Server
type

¢

Select agent deployment
method

Select computers
Enter credentials
Choose restart method

Summany

[N

Installation

Production Server Addition Wizard

o
|j) Choose Restart Method

Tasks

Task
Install protecticon agent on EXZ016. RANMLAMN.CA

Click Install to begin. The installstion may take several minutes to complete.

< Back 'E Install | Cancsl ] Help
Production Server Addition Wizard
Installation
You have successfully installed the agert on the selected servers.
Tasks
@ Select Production Server Task Results
type
Install protection agent on EX2076. RAMLAMN.CA Success
@ Select agent deployment
method
@  Select computers
@  Enter credentials
@ Choose restart method
W Summany
w  Installation
B System Center DPM Administrator Console
File Action View Help
= e E e 0 Vs T
L = (i) ()
BB X DO
Add Manage Check  Options About Help
VMware | updates
Servers | Credenti... Options Help
5 Production Servers ‘Seamh list below
Protected: o Computer Mame Type Cluster Name Domain Agent Status
Unprotected 1 = Unprotected computers with protection agent: (1 Computer}
Uz =temmziiz O i Ex2016 Windows Server - RAMLAN.CA oK




PROTECTION GROUP:

| am going to create a new protection group to backup EX mailbox within DPM configuration.

i8] Systemn Center DPM Administrator Console

File Action View Help

o 4 o « @ 7 @O @

Mew Selfservice Tape catalog = Recovery point Check  Options About Help
recoverny retention status updates

Protecti... Manage Reports Options Help

4 Diata Source Health Groupby: (@) Protection group ] Computer

€3 Critical (0 Search list below

@ ok (@
A Warning (00

Protection Group Member  #

All Protection Groups

Create New Protection Group

Welcome to the New Protection Group Wizard

E This wizard helps you create a new protection group that DPM will use to protect data.

. A protection group is a collection of data sources that share the same protection configuration. You use this wizard to

@

L J
L4
L4
L4

@ Choose consistency check

Welcome specify your recovery goals that are defined by retention range, synchronization and recovery point schedules.

Select protection group type
Select group members
Specify protection rules

Select data protection
method

Select shortterm goals

options
@ Summay How data protection works:
@ Status 1. DPM creates a replica of the selected data sources on the DPM server.

2. DPM synchronizes the replica with the data sources and creates recovery points on a recuming schedule.
3. Backups are performed as follows:

Disk-based and tape-based protection. DPM stores the replica of the data on disks and periodic full backups are
created on tape from the recovery points on disk.

Tape-based protection. DPM performs periodic incremental and full backups of the protected data on tapes.
Online protection. DPM performs periodic backups of the protected data to Azure Backup.

[[] Do not show this Welcome page again

Back | Net> || Cancel || Hep

A




[

Create Mew Protection Group

Welcome to the New Protection Group Wizard

Steps:

v

2

Steps:

Welcome

Select protection group type
Select group members
Specify protection rules

Select data protection
method

Select shot4em goals

Choose consistency check
options

Summary

Status

This wizard helps you create a new protection group that DF M will use to protect data.

You can create two kinds of protection groups. Select one of them below

(@) Servers

Select this option for backing up file servers and application servers. Before selecting this option, ensure that the DFM
protection agent is already installed on the target server. These computers must be online at the time of configuring
protection. You will need to select the specific resources you want to backup.

() Clients

Select this option for backing up data from laptops and desktops. You can install the DPM protection agent after completing

the configuration on the DPM server.

lﬁj) To configure secondary protection for laptops and desktops, select the Servers option.

Create Mew Protection Group

Select Group Members.

Welcome
Select protection group type
Select group members

Select data protection
method

Select short4erm goals

Choose consistency check
options

Summary

Status

Select the data that you want to protect.

< Back

MNead =

Cancel

Help

To choose the data to protect . select the check boxes in the Available members section. To exclude a folder, expand the directory structure, and

I you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported corfigurations.

Unsupported configurations
HAvailable members

Selected members

Dj{ All Volumes

21 Exchange 2016 Databases

Cliig Hyperv

D_@ System Protection

Update data sources
Refresh to clear the cache and retrieve the latest data

Refresh

Selected Members

Excluded folders:
Excluded file types:

< Back

Mailbox Databkase 097381..

Mext >

Computer

EX2076.RAMLAN.CA

Cancel

1]
o

Remove

View
Exclude Files ..

Help



Create Mew Protection Group

Select Data Protection Method

Steps-

E & & &

L

Welcome
Select protection group type
Select group members

Select data protection
method

Select shortterm goals

Choose consistency checlk
options

Summany

Status

DPM can help provide disk, online and tape based data protection.

Protection group name: P 1Exchange

Protection method
Select your protection method.

| want short4em protection using: Diisk
e | wart online protection
Corfigure online protection from the Management page to enable this option.
m | want longtem protection using tape

Protection using tape options are disabled as no tape libraries were detected or the protection
group cortains data sources that cannot be protected on tape.

< Back

Mexd >

Cancel

Help

Steps:

@ Welcome

@ Select protection group type

@ Select group members

@ Select data protection
method

& Specify exchange protection
options

@ Specify Exchange DAG
protection

@ Select short+em goals

@ Review disk storage
allocation

@ (Choose replica creation
method

@ Choose consistency check
options

@ Summary

@ Status

Create MNew Protection Group

i

Specify Exchange Protection Options

Specify protection options for Exchange members

Eseutil integrity check

For disk based protection, Eseutil uns on the DPM server. For tape-based protection, Eseutil runs on the protected Exchange server.

Fun Eseutil to check data integrity
For Exchange Server 2010 or later:

(®) Run for both database and log files imaybe slow if databases are large)

() Run for log files onty (Recommended for DAG servers)

< Back

Next >

Cancel

Help




Microsoft Systemn Center Data Protection Manager >

.. Eseutil consistency check cannot be performed for this protection group, as eseutil exe is not
]l present on the DFM server.

-

Copy the following files from the Bxchange Server installation folderto “o:\Program
Files"Microsoft System Center\DPM\DOPMbin*" on the DPM server:

Eze dl
Eseutil exs

ou can also choose not to run Eseutil consistency check for this protection group, by not
selecting the "Run Eseutil Consistency check” option. Howewer, this is not recommended
because it will not ensure the recoverability of the protected data.

ID: 182
More infomation

Copy Test Cancel

» EX2016 » Local Disk (C:) » Program Files » Microsoft * Exchange Server » W15 » Bin »

-
-

% % % N

L]

Mame B Date modified Type Size
[=] EdgeTransport.exe 25-May-2018 11:2...  Application 36 KB
D EdgeTransport.exe.config 09-Jul-2018 11:47 ...  COMFIG File 9 KB
D EdgeTransport.exe.config.bak 23-May-2018 602 ... BAKFile 8 KB
D EdgeTransport.exe.config.ternplate 25-May-2018 6:02 ... TEMPLATE File 2KB
:B EDS.settings.ini 25-May-2018 6:02 .., Configuration sett... 1KB
D EnabledIinfemoryTraces.Config 27-Apr-2018 11:21...  COMFIG File 1 KB
|Z| EnterpriseServiceEndpointsConfig.aml 27-Apr-2018 11:21...  AML Document 2 KB
escprint.dil 23-May-2018 11:2...  Application extens... 27 KB
ese.dll 25-May-2018 11:2... Application extens... 3.616 KB
eseback?.dll 23-May-2018 11:2...  Application extens... 325 KB
esebcli2.dil 25-May-2018 11:2...  Application extens... 293 KB
[ eseutil.exe 25-May-2018 11:2...  Application 397 KB
[ aranee Al IE A= IR 11,2 Annliratinn avtanc 51 ¥R
DPM » OS5(C) = Program Files » Microsoft System Center » DPM » DPM » bin
Mame B Date modified Type Size
[5=] E14CmdletsWrapper.exe 04-Jul-2018 1:21 AM  Application 45 KB
'f'__'l El4CmdletsWrapper.exe.config 20-Jun-2017 237 .. XML Configuratio... 1KER
El4CmdletsWrapperP rowy.dil 18-Dec-2017 4:44 ... Application extens.., 22 KB
|4 Enable-ExchangeSCRProtection.ps] 18-Dec-2017 4:42 ...  Windows Power5.., 13 KB
EngineServiceProxyWrapper.dll 18-Dec-2017 4:43 ... Application extens.., 170 KB
EnginellCommen.dll 18-Dec-2017 443 ...  Application extens.., 331 KB
ese.dll 25-May-2018 11:2... Application extens... 3.616 KB
[85] eseutil.exe 25-May-2018 11:2...  Application 397 KB




Create Mew Protection Group
El Specify Exchange DAG Protection

Steps: Full backup can only be perfformed from one copy of the database due to federated log truncation. All other copies must be selected for copy

- Wel backup. f multiple copies of a database are selected for backup, ensure that only one of them are selected for full backup
Welcome

W Select protection group type

# Select group members

@ Select data protection Database copies selected for Full Backup Database copies selected for Copy Backup
method

@ Specify exchange protection Database Node Database MNode
options Mailkrox Database 09... EX2016.RAMLAN.CA

@ Specify Exchange DAG
protection

@@ Select short4erm goals Copy >

@ Review disk storage
allocation

# Choose replica creation < Full
method :

@ Choose consistency check
options

@ Summary
@ Status

< Back Mext > Cancel Help
Create MNew Protection Group
Specify Short-Term Goals
D DPM will create & protection plan using your short+em recovery goals.

Steps: - . ! )

] Specify your short+em recovery goals for disk-based protection.
@ Welcome

Retention range: O |
@ Select protection group type . 5 cal
@ Select group members Synchronization frequency: @ Every |1 hour(s) i
@ Select data protection (O Just before a recovery point

method

& Specify exchange protection
ogtio:: s=p Application recovery points
. For applications the recovery point iz as per synchronization frequency when they support incremental, otherwise the recovery point is as
@ Specify Bxchange DAG per express full backup.
protection
Seloct shorttem goals Recovery poirts: Based on synchronization frequency (Every 60 minutes)

Review disk storage Full Backup: -
allocation EaxssbillEadan 8:00 PM Everyday -
odffy ...

@ Choose replica creation
method

@ Choose consistency check
options

Summary

Status

< Back Mext = Cancel Help



Create Mew Protection Group

Specify Short-Term Goals

E DPM will create a protection plan using your shorttem recovery goals.
Steps: . . .
Review target storage assigned for each data source and change if need be.
1
@ Welcoms Digk storage allocation for new members
@ Select protection group type ot data Sze- 3152GB
@  Select group members Disk storage to be provisoned on DPM: 476 GB
@ Select data protection
method Disk storage allocation details:
- osgt?c?:: exchange protection Data Source Diata Size Space To Be... Target Storage
@ Specfy Exchange DAG Mailbox Database 0973814463 on EXZ016.RAML . 3.52 GB 4.26 GB | Backup Storage - 488,82 € ~
protection

@ Select short4erm goals

« Review disk storage
allocation

@ Choose replica creation

method
@ (Choose consistency check Awailable target disk storage:

optiens MName Friendly Name Allowed Datasourc... Total Space Free Space Underprovis...
@ Summary D Backup Storage Al 43981 GB 488 82 GB 0 KB
@ Status

oaec ][ nea>

Create New Protection Group

Choose Replica Creation Method
tl To protect the data you have selected, you must inttially copy the selected data to the Data Protection Manager computer.

Steps: DPM must create a replica to copy the selected data to the DPM server. How do you want to create the replica?
@ Welcome Replica in DPM Server
@ Select protection group type (®) Automatically over the network
@ Select group members (®) Now () Later
@ Select data protection 11-Aug-2018 13940FM 3
@ Specify exchange protection
options () Marualy
i You must transfer the data using removable media.
L4 SIPDECQ_' Exchange DAG For large amourts of data, this operation may be faster than replica creation across the netwark.
protection

@ Select short4erm goals

@ Review disk storage
allacation

@ Choose replica creation
method

@ (Choose consistency check
options

@ Summary

@ Status

< Back Mext = Cancel Help




Create MNew Protection Group

Choose Rephica Creation Method
D To protect the data you have selected, you must initially copy the selected data to the Data Protection Manager computer.

Steps:

Welcome Running a consistency check on a replica that has become inconsistent allows DPM to continue protecting the data source. You can start a
v

consistency check manually or allow DPM to run it automatically. Use the methods below to customize how DPM can run a consistency check.
Select protection group type
Run a consistency check if a replica becomes inconsistent

Select this method if you want DPM to automatically run a consistency check when it finds a replica in an inconsistent state. This method
may require DPM to use additional CPU and disk resources.

Select group members

¢ & & &

Select data protection
method

@ Specify exchange protection
[] Run a daily consistency check according to the following schedule

options
@ Specify Exchange DAG Select this method if you want DPM to check for inconsistent replicas at a specified time every day and then run a consistency check f it
protection finds one. This method may require additional TP and disk resources during the specified hours.
@ Select shortterm goals
@ Review disk storage Start time: 12:00 AM
llocati 0=
slesstian Maximum duration: 480 7 | hours

@ Choose replica creation

methad Cannat exceed 480 hours {20 days).

@ Choose consistency check
options

@  Summary

@ Status

= Back MNead > Cancel Help
Create MNew Protection Group
Summary
D DPM is ready to create the P1Exchange protection group.
Steps: Review the settings, and then click Create Group to create the P1Exchange protection group.

Protection group members:
Mailbox Database 0973814463

@ Welcome

@ Select protection group type
@ Select group members

& Select data protection
method

& Specify exchange protection

options Protection group settings:

@ Specify Exchange DAG Setting Details
protection Short+emm retention range 5 Dayls)
@ Select short4em goals Synchronization Every 60 minutes
) . Recovery points (applications) Every 60 minutes
& Review disk storage ) .
Replica creation Mow

allocation

& Choose replica creation
method

& Choose consistency check

options G) You can optimize performance of this protection group now or you can do it later from the actions pane. L3
@ Summary
@ Status
v

< Back

Create Group

Help




Welcome
Select protection group type

Select group members

| Create New Protection Group

Tasks

Task Results

Create protection group: P1Exchange Success

Allocate replica for Mailbox Database 0973814463 Success

Select data protection
method

@ Specify exchange protection
options

& Specify BExchange DAG
protection

Select short4emm goals

Review disk storage
sllocation Read “this link” page of DPM 2018 Help for more details on unsupported data.

& Choose replica creation
method

& Choose consistency check
options

Summarny

Status

DPM does not protect reparse points found in file systems, except for deduplication reparse points, which are protected. If you have
selected volumes or folders in this protection group, all data is protected except for the unprotected reparse points.

[ System Center DPM Administrator Consale

File Action View Help
2 ¢ = S = | ()
| ﬁ it d W
New Selfservice Tape catalog | Recoverypoint | Check  Options About Help
recovery retention status updates
Protecti... Manage Reports Options Help
4 Data Sourcs Health Groupby. @ Protection group O Computer
€ Critical (0) [Search list below
@ ok 1)

Protection Group Member Type

AL Wamning (0)
= 43 Protection Group: P1Exchange (Total members: 1)

= 3 Computer EX2016.RAMLAN.CA
(& Mailbox Database 0973214463

4 &l Protection Groups

[ P1Exchange Exchange Mailbox Database

[ System Center DPM Administrator Console

Protection Status

(D) Replica creation in progress

A Warning (03
=] %0 Protection Group: P1Exchange (Total members: 1)

= i Computer: EX2016.RAMLAN.CA
% Mailbox Database 0973814463

4 &Il Protection Groups
[ P1Exchange

Exchange Mailbox Database

File Action View Help
~ - T = - = —
| =9 5 | @ 3G . =z (i) @
- = 24 [€_J L = s N
New Consistency Recovery Remove Move disk Disk Cnline Tape Selfservice Tape catalog | Recovery point Check Options About Help
check point storage recovery retention status updates
Protecti. Data source operations Resume backups Manage Reports Options Help
<
4 Data Sourcs Health Groupby: @ Protection group () Computer
€3 Critical (1) [Search list below
oK (1
9 () Protection Group Member Type Protection Status

@ok




END USER RECOVERY:

Options =

SMTP Server Motifications Alert Publishing
End-user Recoverny Auto Discoveny

f you enable end-user recowvery, users at client computers can recover files
and folders from shares that are protected by Data Protection Manager.

Enable end-user recoveny

To enable end-user recovery, you must configure Active Directory so that
Data Protection Manager can access it. If this is the first Data Protection
Manager computer in your domain on which you are enabling end-user
recovery, the Active Directory schema will also be extended.

Corfigure Active Directory. ..

Leam how ta install the shadow copy client software.

Cancel e

Configure Active Directory

Enter the credentials of a user with
permission to update the Active Directory
Schema.

() Use cument credertials

(®) Erter credentials

User name:
| ADMINISTRATOR |

Password:

Domain:
|RAMLAN CA |

QK Cancel

Active Directony Configuration for Data Protection Manager

This package will cenfigure your Active Directory to support end-user
recowvery for Data Protection Manager., Do you want to continue?

Yes Mo




Active Directory Configuration for Data Protection Manager X

.' 0 . Updating the Active Directory may take a few minutes, You will be
' notified when the process is complete,

0K

Data Protection Manager Active Directory Update Error >

’ 1 Active Directory could not be configured because the Active Directony

' domain could not be found. Make sure that the domain name is
properly constructed. The following example shows a properly
constructed domain name: city.corp.company.com.

QK

https://social.technet.microsoft.com/Forums/en-US/2a38c16e-698b-4856-b071-0959cd4c90d5/data-
protection-manager-active-directory-update?forum=dataprotectionmanager

If you get above error — do the following.

Map DPM Server CS$ on your domain controller
Open Command Prompt and go to this location
Run DPMADSchemaExtension.exe

V:\Program Files\Microsoft System Center\DPM\DPM\End User Recovery>DPMADSchemaExtension.exe

V:\Program Files\Microsoft System Center\DPM\DPM\End User Recovery:

Active Directory Cenfiguration for Data Protection Manager

.' ~ \ This package will configure your Active Directory to support end-user
' recovery for Data Protection Manager, Do you want to continue?

# | Enter Data Protection Manager Server Doma...-

Enter the domain name of the Data Protection
Manager server to be given access to end-user

recovery data in Active Directory. For example, if C |

the full name of the Data Protection Manager ance
server is MyDFM example.com, enter

example .com below.

DPM



https://social.technet.microsoft.com/Forums/en-US/2a38c16e-698b-4856-b071-0959cd4c90d5/data-protection-manager-active-directory-update?forum=dataprotectionmanager
https://social.technet.microsoft.com/Forums/en-US/2a38c16e-698b-4856-b071-0959cd4c90d5/data-protection-manager-active-directory-update?forum=dataprotectionmanager

» | Enter Data Protection Manager Computer N... [

Cancel I

Enter the computer name of the Data Protection
Manager server to be given access to end-user
recovery data in Active Directory. For example, if
the full name of the Data Protection Manager
server is MyDPM . example .com, enter MyDPM
below.

RAMLAN.CA

"]

Enter Protected Computer Domain Name -

Cancel

Enter the domain name of the protected computer
for which to enable end-user recovery. For
example, if the full name of the protected computer
is MyFileServer. example.com, enter example.com
below. If the protected computer and the DPM
server belong to the same domain. click OK
without entering a domain name.

Just click ok. Don’t enter anything in the box

After that you will get below message

Auctive Directory Configuration for Data Protection Manager

notified when the process is complete.

Updating the Active Directorny may take a few minutes. You will be

Lo ]9 I

Now you can see AD Schema is extended

Options

SMTP Server
End-user Recovery

Notifications Alert Publishing
Auto Discovery

If you enable end-user recovery, users at client computers can recover files
and folders from shares that are protected by Data Protection Manager.

Enable end-user recovery

To enable end-user recovery, you must configure Active Directory so that
Data Protection Manager can access it. If this is the first Data Protection
Manager computer in your domain on which you are enabling end-user
recovery, the Active Directory schema will also be extended.

Configure Active Directory...

Leam how to install the shadow copy client software.

BEFORE SCHEMA EXTENSION

Cancel Help

X

Options

SMTP Server
End-user Recovery

Notifications Alert Publishing
Auto Discovery

i you enable end-user recovery, users at client computers can recover files
and folders from shares that are protected by Data Protection Manager.

End-users can not recover previous versions of files from Data Protection
Manager ff shadow copies are being saved locally on the servers that Data
Protection Manager is protecting. To make the Data Protection Manager
copies available to end-users, tum off shadow copies in Windows Server 2003

on the production servers.
The Active Directory schema iz extended for end-user recovery.

[ Enable end-user recovery
Configure Active Directory ..

Leam how to install the shadow copy client software.

AFTER SCHEMA EXTENSION

Cancel Help




ENABLE END USER RECOVERY:

Options

SMTP Server Motifications Alert Publishing
End-user Recowverny Auto Discowerny

i you enable end-user recovery, users at cliemt computers can recover files
and folders from shares that are protected by Data Protection Manager.

End-users can not recover previous versions of files from Data Protection
Manager if shadow copies are being saved locally on the servers that Data
Protection Manager is protecting. To make the Data Protection Manager
copies available to end-users, tum off shadow copies in Windows Server 2003

on the production servers.

The Active Directory schema is extended for end-user recovery.

<

<+
Enable end-user recovery

Configure Active Directony...

Leam how to install the shadow copy client software.

Cancel Helo

Microsoft Systermn Center Data Protection Manager s

Changes to end-user recoveny settings do not fully take effect for each protection group until
the next successful synchronization is complete.

ID: 532

EMAIL SETTING:

Options

End-wuser Recoveny Auto Discoveny
SMTP Server Motifications Alert Publishing
Specify the SMTP server settings to e-mail reports and notifications.

SMTF server name: | 2016 ramlan.ca |
SMTE senverpert
TEEL mRaesE |administmtor@|ﬁrnlan.ca |

{Must be a valid e-mail address on the SMTP
server specified.)

Authenticated SMTP server
The usemame entered should be domain accourt name of person whose
"From" address is mentioned abowve, otherwise notification deliverny will fail.

Usemame: |ram|a|1"-admi|1istra‘tc|r |
Password: [eoneseses |
] Send Test E-mail... |

DK Cancel Help




PRODUCTION CLIENTS & INSTALLING AGENTS ON W/S:

First we will install agents on all client systems and then create protection group for clients.
Production Server Addition Wizard

=T
4’;—: Choose Restart Method

Steps:
(@) Windows Servers
« Select Production Server
type Install agent to protect Windows servers.

@ Select agent deployment
method

@  Select computers

“  Enter credentials (2 VMware Servers

@ Choose restart method Connect with VMware servers to protect WMware VMs.
@ Summary

@ Installation

Production Server Addition Wizard

—f L}
4‘;—: Choose Restart Method

= - (@) Install agents
@ Select Production Server
type Recommended for computers that are not behind firewalls, or computers that have the required exceptions
created in the firewall. Selecting this option will install protection agent in the computers. Click help for
& Select agert deployment more information.
method
@ Select computers
& Enter credentials (O Attach agents
# Choose restart method Recommended for
- computers behind firewall .
@  Summary - computers on which agent is already installed.

- computers on which agent will be installed extemalhy.

@ Installation
Selecting this option will add the protected computers to the DPM server. f you have not already installed
the agent, then you must manually install it on the protected computer by executing the
DFPMAgentInstaller. Click help for more information .

Computer on trusted domain
The computer belongs to the same domain as, oris in a domain that has a two-way trust with, the
DFPM server domain.

Computer in a workgroup or untrusted domain
The computer is part of a workgroup or on a domain that does not have two-way trust with the DPFM
server domain.

<o Cancet | [ 1



&) Production Server Addition Wizard

=r Select Computers
\j Select the computers on which to install the protection agerts.
St - The computers listed are in the same domain as the DPM server. To add a computer from a different
- domain, type the fully gualified domain name. For example: machinename.domain.conteso.com
* t?;l:d Production Server Computer name: Selected computers:
@ Select agent deployment || Computer Demain
method Computer Domain -f-' VMM RAMLAN CA
@ Select computers -?-' SFE RAMLAN.CA
= PAR RAMLAN.CA
@ Enter credentials g oos RAMLAN CA
@ Choose restart method _fj oM RAMLAMN CA
w s Add = & mBaMm RAMLAN.CA
Hmmans 3 pcz RAMLAN CA
@ Installation EFELnE g pc RAMLAN CA
g arpv RAMLAN CA
2 AcPm RAMLAN CA
g win1o RAMLAN CA
ERLK RAMLAN CA
= wine RAMLAN CA
Click Adwvanced to install an earlier version of the protection agent. Advanced. .
= Back Mext Cancel Help
Production Server Addition Wizard >
=y i Select Computers
|ji) Select the computers on which to install the protection agents.
Steps: Please specify usemame and domain for a domain account that has administrator rights on the computers on
@ Select Producti 5 which you wish to install agents.
H’E: rodustion aemver DPM uses the credentials to install the protection agents.
@ Select agent deployment
method User name:
W  Select computers |admini5hator |
«“»  Enter credentials Password:
@ Choose restart method |......... |
@ Summany Dromain:
@  Installation |RAMLAN'CA |
<Back Goront ] [ Fiop




Production Server Addition Wizard >

= Ly Select Computers
E ') Select the computers on which ta install the protection agents.

5 -
= “ou might need to restart the protected computer after installing the protection agent.
@ Select Production Server
type DPM will automatically detect whether a restart is required. f a restart is required, DFM can restart all protected
computers after the protection agent installation is completed, or you can manually restart the computers at a later
@ Select agent deployment time.
method
Do you want DPM to restart the selected computers?
@ Select computers
@ Enter credertials
@ iChoose re
W@ Summary (®) Yes. Restart the selected computers after installing the protection agents (f required).
@ Installation () Mo. | will restart the selected computers later.
= Back Meat Cancel Help

[l Production Server Addition Wizard

=r Select Computers
E ’) Select the computers on which to install the protection agents.

Steps: Tasks
W Select Production Server Task
type

Install protection agent on WINT . RAMLAM.CA

& Select agent deployment

method Install protection agent on WINE . RAMLAMN.CA
@ Select computers Install protection agent on WIN 10 RAMLAM.CA
& FEnter credentials Install protection agent on AGPM.RAMLAM.CA
@ Choose restart method Install protection agent on APPV.RAMLAMN.CA
@  Summany Install protection agent on DC1.RAMLAM.CA
@ Installation Install protecticon agent on DCZ.RAMLAMN.CA

Install protection agent on MBANM. RAMLAM.CA
Install protecticon agent on OMMOEAMLAMN.CA
Install protection agent on PARFRAMLAM.CA
Install protection agent on COS.RAMLAM.CA
Install protection agent on SFB.RAMLANMN.CA
Install protection agent on YAMM.RAMLAMN.CA

Click Install to begin. The installation may take several minutes to complete.

< Back Cancel Help




Production Server Addition Wizard e

— £ o3 Installation
E) One or more agent installations failed
Steps- Tasks &P Emors
@ Select Production Server Task Resuls
e
Install protecticon agent on WIRNT . RAMLAMN.CA Success
@ Select agent deployment
method Install protecticon agent on WIRNS . RAMLAMN.CA Success
# Select computers Imstall protecticn agent om WIR 1O, FLARALA M. A Failed
@ Enter credentials Install protection agent on AGP M. RARLAMN. CA Success
@ Choose restart method Install protection agent on APPW.RARMLAM. CA Success
@ Summane Install protection agent on DCT . RARMLAM. CA Success
@ Inst=llotion Install protecticon agent on DCZ . RANMLARMN. CA Success
Install protection agent on MBARM. RAMLAMN.CA Success
Install protecticon agent on OM. RAMLAMN.CA Success
Install protecticon agent on PAR RAMLAMN. CA Success
Install protecticon agent on OOS. RANMLAMN. CA Success
Install protecticon agent on SFE.RAMLAM. CA Success
Install protecticon agent on VRMMM.RARMLAMN. CA Success

More about agent installstion emors

Now we create protection group for clients to backup user data as detailed below
Create Mew Protection Group d
Select Group Members
ﬁ Select the computers that you want to protect.

Steps:
You can create two kinds of protection groups. Select one of them below

& Welcome

@ Select protection group type ) Servers

@ Select group members Select this option for backing up file servers and application servers. Before selecting this option, ensure that the DPM
protection agent is already installed on the target server. These computers must be onling at the time of configuring

@ Specify protection nules protection. You will need to select the specific resources you want to backup.

@ Select data protection
method (@) Clients

Select this option for backing up data from laptops and desktops. You can install the DPM protection agent after completing

@ Select shorttem goals the configuration on the DPM server.

@ Choose consistency check

options 'j) To configure secondary protection for laptops and desktops, select the Servers option.

@ Summary

@ Status

< Back Next = Cancel Help




Create Mew Protection Group

Select Group Members

Steps:

L]

Welcome

Select protection group type
Select group members
Specify protection rules

Select data protection
method

Select short+erm goals

Choose consistency check
options

Summary

Status

Select the computers that you want to protect .

ou can select computers from the cument domain using the list below, or by typing the fully qualified domain name in
the Computer name text box. To add multiple computers in a single operation, click Add From File.

After you click Mext, the selected computers will appear in the list of agents in the Management task area.

Computer name:

[vmm RAMLAN CA

Computer
= cmz
= AsPM
3 aAPPv
3 Dpc
3 pcz
3 MBAM
3 om

5 oos
g PaR
= sFB
ERLL

Domain

RAMLAN CA
RAMLAN CA
RAMLAN CA
RAMLAN CA
RAMLAN CA
RAMLAN.CA
RAMLAN CA
RAMLAN CA
RAMLAN CA
RAMLAN CA
RAMLAN CA

Add =

« Remowe

< Back

Selected computers:

Computer Domain
ERLERG] RAMLAN.CA
ERILK RAMLAN CA
3 wing RAMLAN.CA
Add From File...
Mext > Cancel Help

I

Create Mew Protection Group

Specify Inclusions and Exclusions

Steps:

@ Welcome

@  Select protection group type

“# Select group members

@ Specify protection rules

# Select data protection
method

@ Select short4erm goals

# Choose consistency check
options

@  Summary

« Status

Specify the folders that you want to include or exclude from protection.

Folder inclusions and exclusions

Specify the folders that you want to include or exclude from protection and the file types that you want to exclude

For selecting folders you can choose commonty used folders for example, My Documents) from the drop-down list or type
in specific paths. Then choose whether you want to apply the include rule or exclude rule to them.

Included folders will always get backed up unless they are inside another excluded folder. Excluded folders and
their sub-folders will not be backed up. For additional details, click here.

Enter the Folder Path
Downloads

My Documents
Favorites

My Pictures

My Video

|My Music

e

Allow users to specify protection group members

Rule

Include
Include
Include
Include
Include

Include

Add Rows

L3

W

Remowve Rows

Select this option to allow end users to include folders of their choice for protection. Folders you have excluded will not be
selectable. You must specify at least one include rule to enable this option.

File type exclusions

Type the file estensions for example: .mp3, wav) that you want to exclude from protection. Use comma " to separate

multiple file types. These files will not be backed up if they are in an included folder or in a folder added by an end-user.

= Back

Mest =

Cancel

Help




Create Mew Protection Group

Select Data Protecton Method

ﬁ CFPM can help provide disk. online and tape based data protection.
Steps:
Protection group name: |P4CLIENTS|

A,
@ Welcome Protection method
@  Select protection group type Select your protection method.
@  Select group members P
@ Specify protection rules | want short4tem protection using: Diisk
w  Select data protection

method -

| want online protection

@ Select shortterm goals Configure online protection from the Management page to enable this option.
@ Review disk storage

allocation . .

m | want long-term protection using tape

@ Summary Protection using tape options are disabled as no tape libraries were detected or the protection

group contains data sources that cannot be protected on tape.
«* Status

< Back Mext = Cancel Help
Create Mew Protection Group
Specify Short-Term Goals
tl DPM will create a protection plan using your short+em recovery goals.
Steps: — « . .
=] Specify your shortterm recowvery goals for disk-based protection.
@ Welcome
Retention range: 2 d
@ Select protection group type g b = =
@ Select group members Synchronization frequency: Every |24 houris) e
@ Specify protection rules
@ Select data protection Cliert computer recovery points
methed Specify recovery points for client computers.
@ Select short4erm goals .
Recovery points: 6:00 PM Everyday
Review disk storage :
allocation Modify...
Summary Alerting option
@ Status If you are protecting frequenthy disconnected computers likke for which there would be lot of failures when they are not

connected, you can specify when do you get alerted.
Alert me when the recovery points fail for: |14 > days

< Back Mexdt = Cancel Help




Create Mew Protection Group

Review disk storage allocation
E Review the storage pool space allocated for this protection group.

Steps:
Welcome
Select protection group type

L J

>

@ Select group members
@ Specify protection rules
L J

Select data protection
method

Select shot4em goals

« Review disk storage
allocation

@ Summary
@ Status

Specify how much data will be protected from each computer. DPM would use this information to allocate space in the DFM
storage pool.

Disk storage allocation for new members

Mumber of computers: 3
Data per computer: B [GB -
Disk storage to be provisioned on DPM: 5434 GB

Disk storage allocation details:

Data Source 7 Data Size Space To ... Target Storage
WIN10.RAMLAN CAlser data on WIN10.R. 15.00 GB 18.12 GB | Backup Storage - 412. ~
WINT. RAMLAN.CA\User data on WIN7 RAL 15.00 GB 18.12 GB | Backup Storage - 412. ~
WINS. RAMLAN CA\lser data on WINS.RA. 15.00 GB 12.12 GB | Backup Storage - 412,

Awailable target disk storage:

MName Friendhy N... Allowed Dataso... Total Spa... Free Space Undermpro...
D Backup Storage  All 453.81 GB 412.06 GB O KB
< Back Mexd = Cancel Help

Create Mew Protection Group

Summary
D DFPM is ready to create the PACLIENTS protection group.
Steps: Review the settings. and then click Create Group to create the PACLIENTS protection group.
@ Welcome Protection group members:
X WINT0.RAMLAN.CANUser data
@ Select protection group type WINT.RAMLAN CAUser data
WINE RAMLAM CANUser data

@ Select group members
@ Specify protection nules
@ Select data protection

method

&

Select shortterm goals

&

Review disk storage
allocation

“  Summary

@ Status

Protection group settings:

Setting Details
Short4em retention range 5 Dayis)
Synchronization Every 24 hours
Replica creation MNow

.’j) You can optimize performance of this protection group now or you can do it Iater from the actions pane.

.:j) Before you can begin protecting these client computers, you must install the protection agent on the client
computers. For more infermation on how to install protection agents, see hitp://go. micresoft. com/fwlink/'p/?
Link|D=232346.

= Garosl | [




Create Mew Protect

ﬁ] Status

Steps:
Welcome

Select protection group
Select group members
Specify protection rules

Select data protection
method

6668

&

Select shortterm goals

&

Review disk storage
allocation

6

Summarny

“»  Status

ion Group >

Tasks
Task Results
type Creste protection greup: PACLIEMTS Success
Allocate replica for WIN10.RAMLARN.CAN User data Success
Allocate replica for WINT.RAMLAN.CA\User data Success
Allocate replica for WIS RAMLAN.CA\User data Success

3y DPM does not protect reparse points found in file systems. except for deduplication reparse points. which are
protected. If you hawve selected wolumes or folders in this protection group. all data is protected except for the
unprotected reparse points
Read “this link™ page of DFM 2016 Help for more details on unsupported data.

Close

DPM CENTRAL CONSOLE:

This console should be installed on Operations Manager server. To install central console, make sure to
install ops management agent on DPM server. Remove old DPM management packs before importing

DPM management packs (2016) within ops manager console. After that run DPM setup.exe.
|i Import Management Packs s

E%} Import Management Packs
7

Select Management Pac

ks @) Help
Diownloading and importing the selected management packs.
MName Version Status
J System Center 2016 Data Protection Manager ...  5.0.1300.0 Imported

| ./ | System Center 2016 Data Protection Manager ... |5.0.1300.0 1

BE Microsoft

System Center

Data Protection Manager

Version 1801

Install Before yvou begin
Data Protection Manager Wiew Release Motes
I DFPFM Central Console I Read Installation Guide
DPM Protection Agent Run the Prerequisite Checker
DPM Remote Administration Additional Resources
DPM Self Service Recowvery Review License Terms
DFPFM Remote SQL Prep wWisit DPM Web Site

Exit

© Miorosoft Corporation. All rights reserved,




Microsoft Software License Terms >

To install Data Protection Manager, you must accept the Microsoft Software License Terms. These
license terms apply for DPM, and each of its prerequisite software products.

You may use any number of instances of this supplemental software
(MSupplement™) in physical or wvirtual operating system environments on any
number of dewvices with Microsoft server softwware or online service ("Microsoft
Product™). You may use this Supplement only with a Microsoft Product directly, or
indirectly through other Microsoft software. Refer to your Microsoft Product’s
license terms to identify the entity licensing this Supplement to you and for support
information. You may not use the Supplement if you do not have a license for the
underlying Microsoft Product.

To print a copy of the license terms, select the text, copy itinto a document, and then printit. To view
the license terms after the installation is complete, open DPM Administrator Console and dick About DPM.

Privacy Statement Link

Accept Dedine Help

Data Protection Manager Central Conscle Setup >

“_» Welcome
k Q. Welcome to the Central Console Setup wizard.

Installation Siages
Welcome

Central Console Opt-In
Prerequisites check
Instzllation settings
Microsoft Update Opt-In

¢ 6 6 6 ¢ &6

Installation

<Back Net> || Cancel || Help




Drata Protection PManager Central Console Setup

[ ——
L
Insizllabon Stages

@ 'welcome

# CTentral Conscle Opt-ln

Frereguisites check
Installation settings

Microsoft Update Opt-ln

(3 I

Installation

l__- 5J Central Console Opt-in
4

The DPM Central Console is built on top of Operations Manager. It requires few components
to be installed both on the Operations Manager Server and also the machine where the
Operations Manager Console will be launched.

() Install Central Console server-side Components
The server-side components should be installed on the Operations Manager Server.

() Install Central Conscle client-side Components
The chent-side components should be installed on the machine where you will be launching the
O perations Manager Console

(@) Install Central Conscle server-side and client-side Components

Choose this option if you are planming to run the Operations Manager console on the Operations
Manager server itself. This will install both the server-side and client-side components.

= Back Mext = Cancel Help

A

Installation Stages

@ Welcome

& Central Conscle Opt-In
& Prereguisites check

@ Installation sethings

@ Microsoft Update Opt-In

@ Installation

5] Data Protection Manager Central Console Setup

[ Prerequisites Check
aJ Flease wait while the wizard checks for required software.

Prerequisites
@‘? Basic components

wf System attributes Check Again

This computer meets the software and hardware requirements for DPM Central Console.

Click Next to continue.

Details:

Message

DPM Central Console setup will create the following registry key to optimize Operations Manager Server
pefomance: HKLM\SOFTWARE \Microsoft* Microsoft Operations
Manager'.3.0"Modules“Global.\PowerShell "QueueMinutes” =dword : 0000007 7.

@ CIPM Central Console setup will automatically import the "System Center Data Protection Manager Scale
COwemde” management pack to optimize Operations Manager Server pefformance.

= Back Mext = Cancel Help



Data Protection FManager Central Conscle Setup

| e —} Installaton Settings
- Specify installation locations for the DPM Central Console program files
<l

Installation Sages Please confimm the Installation Location
wielconme DFM Program Files

Central Console Opt-ln Program files:
C:Program Files
Prerequisites check

Microsoft Update Opt-In EEEES T e
Required Aorailable

-
-
-
@ Instsllstion settings
-
@ Instslistion

Program files drive: 1050 MB 228417 MB

= Back Mext > Cancel Help

Data Protection Manager Central Conscle Setup

[e—
8 ,ﬂJ Microsoft Update Opt-In

Al

Installabon Slages
Microsoft Update offers security and important updates for Windows and

W \welcome ,7__" other Micrasoft products. including Data Protection Manager. Updates are
H.j, il delivered using your Automatic Updates setting, or you can visit the
w Central Conscle Opt-In Microscoft Update Wweb site.
P isit heck If wou select to use Microsoft Update, a new shortcut to the service will be
- rerequisiies chec placed on the Start menu. and the \Windows Update icon will redirect to
@ Installation settings Microsoft Update.
@ Microsoft Update Opt-In
@ Installation @ (@) Use Microsoft Update when | check for updates (recommended)
@ () | do not want to use Microsoft Update
See the Microsoft Update FAQ
Privecy Statement
<Back Cance oo
Data Protection Manager >

Setup has configured Operations Manager Server to run DPM data
source discoveries at 06:00 and 18:00 DPM server time every day. To
modify the scheduled discovery time, see
http://go.microsoft.com/fwlink/Tlinkid=220918.

0K




Data Protection Manager Central Console Setup >

Installation
h- i Setup is installing Required components.

Installation Stages

J Microsoft System Center 2012 DPM Central Console Client Components
@ ‘Wwelcome
& Central Conscle Opt-In J Microsoft System Center 2012 SP1 DPM Central Console Client Components
& Prerequisites check J Microsoft System Center 2012 B2 DPM Central Console Client Components

Installati etti
@ s on setings of  Microsoft System Center DPM Central Console Client Components
@ Microsoft Update Opt-In
@ Installation J Microsoft System Center DPM Central Console Server Components
DPM Central Console installation has completed successfully.
Status
DPM Central Console installation has completed successfulhy. ~

DPM Setup has created the following firewall exceptions: e
Flease click on the link to check for the latest updates:
http://go.microsoft. com'fwlink/?linkid=820914
I Close I | Help |
To complete the install, import this management pack as well
Import Management Packs X

!“%}_ Import Management Packs
|

k|
| Select Management Packs .@ Help
3 Downloading and importing the selected management packs.
|

Mame Version Status
| - -

em Center 2016 Data Protection Manager Reporting 5.0. . Imparted

k|




DPM SELF SERVICE RECOVERY:

Before you can use this tool we have to create a security group called dpmsqgldbrecovery and add users
that need to use this tool to recover SQL database from DPM backup without using DPM Console

Mame lype

4 dpmsgldbrecovery Security Group - Global

@ System Center DPM Adn
File Action View Hel

o a4

MNew Self service
recovery
Protecti... Mar
!;;3 DPM Self Service Recovery Configuration Tool for S0L Server — O *

File  Actions Help

You can use this tool to authorize end-users to perform seff-service recoveny of data by creating and managing roles.

Roles

Mame * Description

Refresh Create Role... Modify... Delete

Close




B= Create Mew Role

Welcome to the DPM Role Configuration VWizard
[T | This wizard helps you configurs DPM Roles through which self service recoveny can be enabled for SQL Server users

Seeps:
- et sta This wizard helps you configurs roles to enable sef-service recoveny for SQAL Server users.
@ Spectfy security groups To create a role for SQL Server self service recowvens. ¥you must identify the fallowing :
} - Security groups thot represert the set of SOL Server users .
-  Specify recowven tems - S5QL Server databases and instances of SQL Server that will be allowed for recowveny .
@  Spocify recoveon targots - Instances of SQL Serverthat can be used as targets for recowveny.
- Summany

= Back Moot > Cancel Help
2= Create Mew Role >
Specify Security Groups
EI Specify security groups that represent the set of SQL Server users.
Steps- Specify a name which will be used to uniquely identify this rale
@  Getting started Role Mame |5GL Database Recowverny |
“»  Specify security groups Example: SQL Admins
@ Specify recowverny items Diescription [Users can recovery SQL Database from SQL Servers |
» Specify recovery targets
@ Summary Security Groups

Specify the security groups that represent the set of SQL Server users that will be included in this
role.

Security Group

ramlan dpmsgldbrecoveny

Femee

<= Back Mot = Cancel Help

2o Create Mew Role
Specify Recovery ems

E Specify the SQL Server databases and instances of SQL Server
Steps: Specify the SAL server databases and instances of SAL Serwver that you want users of this role to be allowsd
to recowver.
@  Getting started
@  Specify securty groups T2 sliow all databoses in an instance of SAL Server. clear the toxt in the Database MName column for that
“»  Specify recowvens tems
@ Specify recoveny targets SGL Server Instancs or Availability Group Database Mame
@ Summany CM1YCAS2017DE

Add Remowe

= Back Meoxt = Cancel Help




2 Create New Role

Specify Recovery ltemnms
ﬁ Specify the SQL Server databases and instances of SQL Server

Steps: To allow users to recowver the database as files, you do not need to configure recowvery targets. At the time of
i recovery, users can specify any location wherse they have permissions to write
» Getting started

Recovery Target Locations
[1 Allow users to recover the databases to ancther instance of SQL Server

i) Users are not allowed to ovenrwrite the original database.

»  Specify security groups

@ Specify recovery items

“»  Specify recovery targets

@ Summary

I did not check above box because, | want
users recover the file to a network location

Leam more about configuring recowvenr targets ...

= Back Mest = Cancel Help
R Create New Role
Specify Recowvery Target Locations

E Specify the instances of SQL Servers that can be used as recovery targets.

Steps: Review the ssttings. and then click Finish to sawve the role.
@ Getting started
@ Specify sscurity groups Role Mame: SOL Database Recowvery:
@ Specify recowverny items Description: Users can recoveny SQL Database from SQL Servers
@ Specify recoverny targets Security Groups: RAMLAMNdpmsgldbrecowveny
“»  Summany: Recoweny: bems: 2 Instances of SO Server

Recowens Targsts: MNone

Cancel Help

=< Baclk

Microsoft Systern Center Data Protection Manager =

The DPM role configuration has been successfully saved.

ID: 32664




1{:‘- DPPM Self Service Recovery Configuration Tool for SCQL Server

File Actions Help

You can use this tool to authorize end-users to perform seffservice recovery of data by creating and managing roles.

Roles

Mame Description

SCL Database Recowvery Users can recovery SQL Database from S5CL Servers

Refresh Modify... Dlets

Clase

Install self service recovery tool on a client computer

This tool should be installed on a client workstation for users to recover SQL database without using

DPM Server Console.

Run setup.exe
BS Microsoft

System Center

Data Protection Manager

Version 1801
Install Before you begin
Data Protection Manager View Release Motes
DFM Central Console Read Installation Guide
DPM Protection Agent Run the Prerequisite Checker
DPM Remote Administration Additional Resources
| DPM Self Service Recovery | Review License Terms
DPM Remote SQL Prep Visit DPM Web Site

Exit

& Microsoft Corporation. All rights reserved,




Microsoft Software License Terms

To install Data Protection Manager, yvou must accept the Microsoft Software License Terms. These
license terms apply for DPM, and each of its prerequisite software products.

You may use any number of instances of this supplemental softwware
(MSupplement™) in physical or wirtual operating system environments on any
number of dewvices with Microsoft server software or online service ("Microsoft
Product™). You may use this Supplement only with a Microsoft Product directly, or
indirectly through other Microsoft softwware. Refer to your Microsoft Product's
license terms to identify the entity licensing this Supplement to you and for support
information. ¥You may not use the Supplement if you do not have a license for the
underlying Microsoft Product.

L

To print a copy of the license terms, select the text, copy it into a document, and then print it. To wview

the license terms after the ir R te, open DPM Administrator Console and dick About DPM.
Priw Statement Link
]ﬂ Microsoft Systerm Center DPM Self Service Recovery Tool Setup s

o sesk [ mnstal ]| cancel

]ﬂ Microsoft Systern Center DPM Self Service Recowvery Tool Setup >




Now open this tool

@& DPM Self Service Recovery Tool

File  Actions Help

You can use this tool to recover SQL databazes backed up by DPM. Recovery jobs for SQL databases configured for you are listed below.

'@' DPM Server: Aof connected

Connect to Server...
You must be connected to a DPM server to manage recovery jobs.
Jobs
Start Time Finish Time Fecovered Database Status
Close
Connect to DPM Server

Specify the OPM server to which you want to connect. Ensure that you have pemissions to

access the DPM server. If you do not have the required pemissions, contact your DFM
administrator.

DPM Server Name: |DF‘|"-'1.HAMLF-.N.CA|

Example: MyDPMServer contoso.com

=




& DPM Self Service Recovery Tool
File  Actions Help

You can use this tool to recover SCIL databases backed up by DPM. Recovery jobs for SQL databases configured for you are listed below.

I Connect to Another Server... I

@ DPM Server: dpm.ramlan.ca

Jobs
Start Time Finish Time Recovered Database

Status

MNew Recowvery Job ... Renin Stop

Close

Now we are connected to DPM server. From here you can click New Recovery Job
#© Recovery Wizard

s Welcome to the Start New Recovery Job Wizard
I_QZ‘ This wizard helps you start a recovery job to recover a database that is backed up by DPM.

Steps:

Welcome

Specify database details
Specify recovery point
Select recovery type
Specify database state
Specify recovery options

Summary

¢ 6 6 6 6 6

[ Do not show this Welcome page again

<8k [ Ned> ]| Concel || He |




# Recowvery Wizard

Specify Database Details

ri?_:‘- Specify details about the database you want to recover and where it resides.
Steps:
Specify the details of the database you want to recover.
@ Welcome
- ’ SQL Server Instance Mame
w»  Specify database details o Por bty G - CMWNCMZ2017DE -
«* Specify recovery point
@ Select recovery type Database Mame: CM_CAM e
@ Specify database state
@ Specify recovery options
@  Summany
= Back Mead = Cancel Help

# Recowvery Wizard
Specify Recovery Point

L i?': Specify which recovery point to use for recoverny.

Siteps:

@ Welcome

Please select the recovery point to use for performing the recoveny.

@ 5 ify datab detail - - - —

pecify i =L Pascust W 2018 — Available recovery points are indicated in bold
@  Specify recoveny poirt = on the calendar. Select the date from the

calendar and the time from the drop down list
@ Select recovery type for the recovery points that you want and then
’ August, 2018 ! proceed.
@ Specify dstabase stats Sun Men Tue Wed Thu  Fri Sat
@ Specify recovery options 1 2 3 4 .
. 5 5 7 2 g 10 11 Recovery date: August 11 2018

@ Summany 13 14 15 18 17 18 Recoverytime: | 902 PM =

19 20 21 22 23 24 25
26 27 28 29 30 31

i Recower from: Disk S

< Back Mext = Cancel Help




(.}

#@ Recowvery Wizard

Select Recovery Type
Select the type of recoverny you want to perform.

Steps:-

-

¢ & & & 6 6

Welcome

Specify database details
Specify recoveny point
Select recovery type
Specify destination
Specify recovery options

Summany

I This option allows you to recover to any instance of SQL Server on same or altemate

server which has been precorfigured by your DPM administrator.

(®) Copy to a network folder

< Back Mesd =

<Bacc ][ nea>
# Recowvery Wizard
- Specify Destination
[ Specify the network folder to store the recovered files.
Steps:
Specify where you would like to copy the database files.
@ Welcome
All the files will be copied inside a folder named "DPM_8-11-2018_21.2 3" in the copy destination.
W Specify database details
W«  Specify recovery point Destination server (FQDMN): | DC1 . RAMLAN.CA
@ Select recovery type Example: MyServer.contoso.com
@ Specify destination Destination folder: |C:‘~J‘vh'share
@ Specify recovery options Example: E:\Recovered“Database1
@  Summany
Space required: 6.00GE
Cancel Help




@ Recovery Wizard X

- Specify Recovery Options
[T Specify the options to apply to the recovery.

Steps:
Restore Security
@ Welcome
(®) Apply securty settings of destination computer

@ Specify database details
() Apply securty settings of the recovery point version

@  Specify recovery point

@ Select recove ]
v e MNatification

@ Specify destination

pecify Specify the list of people to notify when this recoveny completes.

@  Specify recovery options

| Send il when thi let

@ Summary end an e-mail when this recoveny completes

Recipients:

ram&@ramlan.ca

Separate e-mail addresses with comma.
Example: kim@contoso com, temy@adventure-warks com

<ok el || e

Click Next to complete the recovery job. | am not going to do because it was just a test process to give
you all the way on how to configure database recovery using Self Service Recovery tool.

This concludes most of the configuration of DPM 1801/1807.

Ram Lan
12" Aug 2018



VARIOUS SCREEN SHOTS:

Management:

&) System Center DPM Administrator Console

File Action View Help

Ol CRE
i To X
Add Disable

e

Throtile
computer

Remove

5 Production Servers
Protected 6
Unprotected: n
Upgrade available: 0

o Disk Storage

Number of disks: 0
Number of volumes/folders: 1

Total capacity: 499.81GB

' M3ss7ce
J [464.03 GB

Online

Registration status: Unknown
Azure backup agentversion: -
Used space: -

Subscription Id: -

B Libraries

Total libraries:

Total drives:

Free tapes:

Tapes ready for offsite:
Expired tapes:

ERCECIE

% Monitoring
1 Protection
Recovery

Reporting

Management

m n A1 -
ia 4 e #
Refresh | Manage | Check
Muare | updates
Credenti op

Options

ns

Search list below

£ | [gearch in details also (Slow)

Gomputer Name Type Cluster Name Domain Agent Status Agent Updates Throttling
= Protected computers with protection agent: (6 Computers)
Fcm Windows Server - RAMLAN CA oK - -
gcom Windows Server - RAMLAN CA oK - -
g ex016 Windows Server - RAMLAN CA oK - -
§ winto Windows Server - RAMLAN CA oK - -
5 wing Windows Server - RAMLAN.CA oK - -
2 wiNg Windows Server RAMLAN CA oK - -
= Unprotected computers with protection agent: (11 Computers)
5 AGPM \Windows Server - RAMLAN CA oK - -
g appv \Windows Server - RAMLAN CA oK - -
gcom \Windows Server - RAMLAN CA oK - -
g oci \Windows Server - RAMLAN CA oK - -
g bc2 \Windows Server - RAMLAN CA oK - -
& MBAM \Windows Server - RAMLAN CA oK - -
Eom \Windows Server - RAMLAN CA oK - -
g oos \Windows Server - RAMLAN CA oK - -
5 Par \Windows Server - RAMLAN CA oK - -
E sFe \Windows Server - RAMLAN CA oK - -
5 vm \Windows Server - RAMLAN CA oK - -
Details:  WINS RAMLAN CA

Protection agent version:

Network bandwidth usage throttling:

513780
Disabled

System Center DPM Administrator Console
File Action View Help

=

View  Schedule | Check
updates

Options

R

Opti

Report

You can use DPM reporting to:-

+ Trackthe status of jobs

+ Review disk and tape usage:

- Monitor usage trends

In addition to viewing reporis, you can also
schedule reports, and subscribe to receive
them in email

Monitoring
Protection
Recovery

Reporting

Management

e

About  Help

Disk Utilization

Details:  Recovery Report
Deseription:

Schedule:

History:

Recovery

Recovery Point Status Status.

Provides details about recovery items and statistics of recovery jobs for tracking performance.

None
Edit

0 subscribers
Edit

0 copies available

Tape Management

Tape Utilization




Recovery:

6] System Center DPM Administrator Console

- X
File Action View Help
( (
End-user | Check Options | About
recovery | updates
Configure Ogti Help
Browse Recovery points for: WIN10
Availsble recovery points are indicated in bold on the calendar.
Select the date from the calendar and the time from the drop down listfor the recovery points that you want. Click recover in the Actions pane to open the Recovery Wizard.
Recoverydate:  Notapplicable
Recovery time:
August, 2018
Sun Mon Tue Wed Thu Fri Sat
1203 4
78 9 101
W15 16 1718
a2 B U B
3 29 30 3
Path: WIN10.RAMLAN.CA\User data|C:lusersishannanl Tup
stbelow

Search

4 Search Recovery Faints
=) Files andfalders
&8 Exchange mailboxes
3 ShareFoint

'3 Monioring

Protection

| Recovery

Reporting

Protection:

&) System Center DPM Administrator Console

Recoverable lem Last Modified

Search in details al

Size

— x
File Action View Help
* Ya la ) 2) = =
313 3IQ 3 (i) (2
bhh G &G 8|l & 3 i |6 i) @
New  Modify Addonline Delete Optimize | Consistency  Disk  Online  Tspe = Selfservice Tapecstalog Recoverypoint | Check Options | About  Help
protection check recovery retention status updates
Pr group Data Resume Manage R [of Help
4 Data Source Health Groupby @ Protection group O Computer

& Critical (0)
@ oK (15)
i Warning (0

4 il Pratection Groups
B P1Exchange
By Pacas
B P3PRI
[ PACLIENTS

3 Moritring

Protection

/1§ Recovery

Repotting

»
7% Management

[Search list below

£~ [Osearchin details also (Slow)

Protection Group Member Type

= £ Protection Group: P1Exchange (Total members: 1)
# I Computer: EX2016 RAMLAN CA

= #4@ Protection Group: P2CAS (Total members: 7)
# § Computer: CM1.RAMLAN.CA

= #4@ Protection Group: P3PRI (Total members: 5)
# § Computer: CM.RAMLAN.CA

= &4 Protection Group: PACLIENTS (Total members: 3)

# § Computer: WINT0.RAMLAN.CA

# & Computer: WINZ.RAMLAN.CA
# § Computer- WINS RAMLAN CA

Details: P1Exchange

Stalus: There are no alerts which are associated with this protection group

Protection method: Shortterm using disk

Short-term recovery: 5 days | 60 minutes synchronization

Storage consumed: 352G8

Performance optimization: On-wire Disabled | Consistency check

Protection Status

replica becomes

| Express Full Backup-8:00 PM Everyday




Monitoring:

Details:

Monitoring
Protection
Recovery
Reporiing

Management

System Center DPM Administrator Console - x
File Adion View Help
Y @ W
Create Refresh  Modify Delets = Check Opfions = About  Help
updates
Filters Options
Alerts Groupby: O Protectiongroup O Computer @ Status O Type
[ Show inactive alerts. Search list below P v\ [ Search in details also (Slow)
4 Bl Alerts Source Computer Protection Group Type Start Time Time Elapsed Data Transferred
@ Critioal @ =1 Scheduled (Total jobs: 27)
i Waring ()
© b @) Meailbox Database 0973... ex2016.ramlan.ca PlExchange Recovery point 12-Aug-2018 11:00:00PM -
Meailbox Database 0973... ex2016.ramian.ca PiEichange Recovery point 12-Aug-2018 10:00:00PM -
Jobs Meailbox Database 0973.. ex2016.ramian.ca PlEichange Recovery point 12-Aug-2018 %:00:00 PM -
T e— CM\CM2017DB\master  cm.ramlan.ca P30R Recovery point 12-Aug-2018 2:00:00 PM -
T Alljobs CM\CM2017DB\msdb  cm.ramlan.ca P2PRI Recovery peint 12-Aug-2018 9:00:00 PM -
T Alliobs in progress CM\CM2017DB\model  cmiramlan.ca P30R Recovery point 12-Aug-2018 %:00:00 PM -
7 Failed jobs for yesterday and today CM\CM2017DB\SUSDB  cm.ramlan.ca P3PRI Recovery point 12-Aug-2018 8:00:00 PM -
T Today's jobs CM\CM2017DB\CM_CAN  cm.ramlan.ca PIPRI Recovery peint 12-Aug-2018 9:00:00 PM -
Custorn Fiters CM1\CAS2017DB\Repor... cm1.ramlen.ca P2CAS Recovery point 12-Aug-2018 8:00:00 PM -
CM1\CAS2017DB\master cm.ramlan.ca PacAs Recovery peint 12-Aug-2018 8:00:00 PM -
CM1\CAS2017DB\SUSDE  cm1.ramlan.ca p2cAS Recovery point 12-Aug-2018 £:00:00 PM -
CM1\CAS2017D8\Repor... cmi.ramlan.ca P2cAs Recovery point 12-Aug-2018 £:00:00 PM -
CM1\CAS2017DB\msdls  cm.ramlanca p2cas Recovery point 12-Aug-2018 £:00:00 PM -
CM1\CAS2017DB\model  cm1.ramlen.ca P2CAS Recovery point 12-Aug-2018 £:00:00 PM -
CM1\CAS2017DB\CM_U... cm1.ramlan.ca P2cas Recovery peint. 12-Aug-2018 8:00:00 PM -
Meailbox Database 0973... ex2016.ramlan.ca PlExchange Recovery point 12-Aug-2018 £:00:00 PM -
Meailbox Database 0973... ex2016.ramian.ca PiEichange Recovery point 12-Aug-2018 7:00:00 PM -
WIN7.RAMLAN.CA\User... win7.ramlan.ca PACLIENTS Recovery point 12-Aug-2018 £:04:00 PM -

Reports - Recovery:

File Edit View Favorites Toocls Help

Data Protection Manager

Status Report

DPM Server: dpm.ramlan.ca

Page 1 of 2

System Center 2016

Weekly Report | Time Period: 8/11/2018 4:57:28 PM to 8/12/2018 4:57:28 PM

Date of Report: 8/12/2018

Report
Description:

Provides status of all recovery points for a specdfied time period, lists recovery jobs, and shows the
total number of successes and faillures for recovery points and disk-based and tape-based recovery

point creations. This report shows trends in the frequency of errors that occur and hists the

number of alerts.

Status Report

Number of Alerts

Type

Critical
Warning

Status of all recovery points

_ &0
H 56

=0

E

g 20 0

= 0

o . .
8/11/2018 4:57:28 PM - 8/12/2018 4:57:28 PM
Time Period
Recovery Point Creations
Successful Failed

Total 56 o
On Disk 56 ]

New Total

(Last 1 day) (a)
0 [v]

(] [v]

Status of all recoveries

Mo Recowvery job ran during this period

Recoveries
Successful

Total o

Failed




DPM REMOTE ADMINISTRATION TOOL:

| am installing this tool on Windows 10 workstation. Run setup.exe

B Microsoft

System Center
Data Protection Manager

Version 1801

Install Before you begin

Data Protection Manager View Release Motes

DPFM Central Console Read Installation Guide

DPFM Protection Agent Run the Prerequisite Checker
I DPM Remote Administration I Additional Resources

DPM Self Service Recovery Review License Terms

DPM Remote SQL Prep Visit DPM Web Site

Exit

& Microsoft Conporation. All rights reserved,

Microsoft Software License Terms >

To install Data Protection Manager, you must accept the Microsoft Software License Terms. These
license terms apply for DFM, and each of its prerequisite software products.

You may use any number of instances of this supplemental software
(MSupplement™) in physical or wirtual operating system environments on any
number of devices with Microsoft server software or online service ["Microsoft
Product™). You may use this Supplement only with a Microsoft Product directly, or
indirectly through other Microsoft softwware. Refer to your Microsoft Product's
license terms to identify the entity licensing this Supplement to you and for support
information. You may not use the Supplement if you do not have a license for the
underlying Microsoft Product.

To print a copy of the license terms, select the text, copy itinto a document, and then print it. To view
the license terms after the installation is complete, open DPM Administrator Consaole and dick About DPM.

Privacy Statement Link

| Accept I Dedine Help




Data Protection Manager Remote Administration Setup

Welcome
k. S Welcome to the System Center DPM Administrator Console Setup wizard.

Installation Stages

«» Welcome

@ Prereguisites check

@ Installation settings

@ Microsoft Update Opt-In
@ Instzallation

| <Backk | _nNex> || cancel || Hep
Data Protection Manager Remote Administration Setup =
Prerequisites Check
C Flease wait while the wizard checks for required software.
In=stallation Stages Prerequisites
@ \Welcome J Basic components
Check Again |

@ Prerequisites check of  System attributes
@ Installation settings

@ Microscoft Update Opt-In

@& Inztallation

This computer meets the software and hardware requirements for DPM Central Consacle.

Click Next to continue.

<Back |[ MNext> || Cancel || Hep




&) Data Protection Manager Remote Administration Setup

I*--j Installation Settings

&4 Specify installation locations for the DPM Remote Administration program files
Al
Installation Stages Please confim the Installation Location
@ Welcome DPM Program Files
w Prereguisites check Program files:

. . C:Program Files
Installation settings

-
@ Microsoft Update Opt-In
. Space requirements

Installation
Reguired Awailable

Program files drive: &80 MB 52630 MB

< Back Mext = Cancel Help

E&] Data Protection Manager Remote Administration Setup

—

l_; 4 Microsoft Update Opt-In
AN

Installation Stages
. Microsoft Update offers security and important updates for Windows and
& ; other Microsoft preducts, including Data Protection Manager. Updates are
3 = delivered using your fatomatic Updates setting, or you can visit the
Microsoft Update Web site.
Install=t i If you select to use Microscoft Update, a new shortcut to the service will be
nsiallation setings placed on the Start menu, and the Windows Update icon will redirect to

]
-
& Microsoft Update Opt-In Microsoft Update.
-

@ ‘Welcome

Frereguisites check

Installation

@ (®) Use Microscft Update when | check for updates (recommended)
@ () | do not want to use Microsoft Update

See the Microsoft Update FAQ

Privacy Statement




Lrata Protection Manager Eemote Administration Setup

L]

Ay

In=sizllabon Stages

L

L J
L J
L J
L J

Welcome

Prereguisites check
Installation settings
Microsoft Update Opt-In

Installation

|j——_j Installation

Setup is installing Required components.

J Microsoft System Center DPM Remote Administration

Microsoft System Center DPM Remote Administration installation has completed successfully.

Status

Microsoft System Center DPM Remote Administration installation has completed successfully.

Please click on the link to check for the |atest updates:

http:i/go.micros oft. comifwlink/?linkid=820914

PACKAGE CREATION FOR DEPLOYING DPM AGENT TO W/S:

[l Create Package and Pregram Wizard

gg Package

Program Type
Standard Program
Requirements

Summary

Progress

Completion

Specify information about this package

Enter a name and other details for the new package. To take full advantage of new features that include the

Application Catalog. use an application instead.

MName: DIFP M _Agent

Description:

Manufacturer: [Microsoft
Language: Version:

This package contains source files

Source folder:

5.1.378

[*em\Sources Application "\DPM Agent

Summary

Browse...

Cancel




] Create Package and Program Wizard

Program Type

Package

Standard Program

Choose the program type that you want to create

Requirements @ Standard program

Summary Create a program for a client computer.

Progress

Completion

() Program for device

Create a program for a device.

(_) Do not create a program
Create a package, but do not create a program. You can use the Create Program Wizard to add a program later.

< Previous Mext > Surmmary Cancel

3] Create Package and Program Wizard

gg Standard Program

redEra Specify information about this standard program

Program Type

Standard Program

Requirerments Mame: |
Summary Command line: |sla||er7KB4333954]7ﬂMDﬁ4.exB #q dpm.ramlan.ca /lAccept Eula Browse. ..
Progress

Startup folder: | |
Completion

Run: MNomal ~
Program can run: Whether or not a useris logged on ot
Run mode: Run with administrative rights

[] Alow users to view and interact with the program installation

Drive mode: Runs with LUNC name -

= Previous Mext = Summary Cancel




1] Create Package and Program Wizard

85 Requirements

Backage Specify the requirements for this standard program
Program Type

Standard Program

uirerments

[] Run another program first
Summary

Progress

Completion

Flatform requirements
() This program can run on any platform

(®) This program can run only on specified platfarms

All Windows RT ~
All Windows RT 8.1

All Windows 10 {32-bit)
All Windows 10 (64-bit)
All Windows 7 (64-bit)
All Windows 8 (64-bit)

| Windows 8.1 (64-bit)
Windows Embedded 8 Industry (64-bit)
Windows Embedded 8 Standard (64-bit)

AERROOO

v

Windows Embedded 8.1 Industry (64-bit) V]
Estimated disk space: |350 - | ME ~
Maxdmum allowed run time {minutes): |12{| ~ |

< Previous Summary Cancel

ﬂ Create Package and Program Wizard

gs Surmmary

Package Confirm the settings
Program Type

Standard Program

Requirements Details:

]
= General:

Mame: DPFM Agent

Diescription:

“Wersion: 5.1.378

Publisher: Microsoft

Language: English

Source files: \wemiSources\Application'\DPM Agent
Abways obtain files from the sources folder

Progress

Completion

Program Type: Standard Program

Program:
= Mame: DPM Agent for w's
Command line: DPMAgentinstaller KB4339950_AMDE4 exe /g dpmiramlan.ca /lAccepiEula
Start in:
Fun: Mormal
Fun mode: Run with administrative rights
Program can run: Whether or not a user is logged on
Dirive mode: Runs with UNC name

Requirements:
= Platforms supported:
All'windows 10 (64-bit)
Al 'windows 7 (64-bit)
Al 'wWindows 8 (64-bit)
All'windows 8.1 (64-bit)
Al 'windows Server 2016 (64-bit)

T oonan

To change these settings, click Previous. To apply the settings, click Mext.

= Previous Mext = Summary Cancel




(8] Create Package and Program Wizard

i;g Completion

Package

FUEErE TR Q’l The Create Package and Program Wizard completed successfully

Standard Program

Requirements Details:

Summany

Progress &) success: General:
HName: DPM Agent

Descripbon:
Wersion: 5.1.278
Pukblisher: Microsoft
Language: English
Source files: lemSources\Application\DPM Agent
SAhways obtain files from the source folder

¥ success: Program Type: Standard Program

& success: Program:

Name: DPM Agent for wis

Command line: DPMAgentinstaller_KB4339950_AMDE4 exe /g dpm_ramian. ca /lAcceptEula
Start in:

Run: Mormal

Run mode: Run with administrative rights —
Program can _run: Whether or not @ user is logged on

Drive mode: Runs with UNC name

) sucoess: Requirements
- Platforms supported:-
ANl indews 10 (64-bity =

To exit the wizard. click Close.

Close

Deploy the package to a collection and watch the install through software center.

TASK SEQUENCE CREATION FOR DEPLOYING DPM AGENT TO W/S:

1] Create Task Sequence Wizard >

",.‘ Create Mew Task Sequence

SLSRASUREE SR Create a new task sequence

Task Sequence Informatic

Summany

Progress Atask sequence performs multiple steps or actions on a client computer at the commanddine level
without requiring user intervention. Select the type of task sequence to create. rou can use the

Completion task sequence editor to add steps to your task sequence.

Select a new task sequence to be created.
() Install an existing image package
() Build and capture a reference operating system image

() Upgrade an operating system from an uparade package

(®) Create a new custom task sequence

Summary Cancel




Create Task Sequence Wizard

g! Task Sequence Information

Create Mew Task Sequence

Surmmany:
Progress

Completion

>

Specify task sequence information

Task sequence name

Description

Boot image Boot image (<64} Browse.

< Prewious Summany: Cancel

Summanys

Create Mew Task Sequence

Task Sequence Informatic

mma
Progress

Completion

< >

Create Task Sequence Wizard

Confirm the settings

Details :

“ferify the following task sequence details

Create a new task seguence
- MMame: DFM Agent Install
= Boot Image: Boot image (x64)

To change these settings. click Previous. To apply the sottings, clicke Mext.

< Prewvious

mman, Cancel

1=l Creote Task Sequence Wizard

g! Completion

Create Mew Task Sequence
Task Sequence Informatic

Surmman:

Progress

0 The Create Task Sequence WWizard completed successiulhy

Dretails:

) Success: The task sequence has besn created sucocessfulbr

&P sucocess: Create a n task sequence
- Mame: DFM Agent Install
- Boot Image: Boot image (x641)

To exit the wizard, click Close .

= Prewvio

Mesc =

mrma

Close




DPM Agent Install Task Sequence Editor — O >
Add ~ | Rernove | (&) (2) i) 2 Propetties Options
Configure Advanded Firewsall Type: |H1_|r'| Command Line |
Conrfigure Advanded Firewsall
Conrfigure Advanded Firewsall Name: |Cor1ﬁg|_|re Advanded Firewall |
Configure Advanded Firewall Descrption:
& Install Package
Command line:
netsh advfirewall firewall set rule group=""&Firewall AP1.dll -29502"" new enable=yes
[] Disable &4-bit file system redirection
Start in: | | Browse...
[ Package:
| | Browse...
[ Time-out {minutes): 15 =
[1 Run this step as the following account
Accourt: | | Set...
N
DPM Agent Install Task Sequence Editor — O
Add ~ | Remowve @ @ §tl E,% Properties  Options
& Corfigure Advanded Firewall Type: |Hur| Command Line
Cornfigure Advanded Firewall
Configure Advanded Firewall Name: |C°”ﬁEIU|'9 Advanded Firewall
Corfigure Advanded Firewall Descrption:
&) Install Package
Command line:
netsh adviirewall firewall set rule group=""@FirewallAP|.dll -34251%" new enable=yes
[] Disable &4-bit file system redirection
Start in: | | Browse...
[1 Package:
| | Browse...
[1 Time-out iminutes): 15 =
] Run this step as the following accournt
Set..

Accourt: | |

oK | | Cancel

Apply




DPM Agent Install Task Sequence Editor

Add - | Remove @ @ é‘J C%

i@ Corfigure Advanded Firewall

¥ Configure Advanded Firewall

Install Package

Properties  Options

Type: |H1_|r| Command Line

Mame: |Cor1figure Advanded Firewall

Description:

Command line:

netsh advfirewall firewall add nule name=dpmra dir=in program=""%PROGRAMFILES %M
“Microsoft Data Protection Manager*»DOP M\ bin*»0OP MRA . exe™" profile=~Army action=allow

[] Disable 64-bit file system redirection

Start in: | |

[] Package:

| | Browse
[] Time-out {minutes): 15 =

[] Run this step as the following account

Accournt: | | Set .

DPM Agent Install Task Sequence Editor

Add ~ | Remove @ @ 37 3
4% Configure Advanded Firewsll
@ Corfigure Advanded Firewsall
&) Configure Advanded Firewsall

Conrfigure Advanded Firewsall
Install Package

Properties  Options

Type: |Hur1 Command Line

Name: |Conﬂgure Advanded Firewall

Description:

Command line:

netsh advfirewall firewall add rule name=DPMRA_DCOM_135 dir=in action=allow
protocol=TCP localport=135 profile=Any

[] Disable &4-bit file system redirection

Start in: | |

[ Package:

| | Browse...

[ Time-out {minutes): 15

1k

[1 Run this step as the following account

Accournt: | | Set...

oK | | Cancel | | Apply




DPM Agent Install Task Sequence Editor

Add -~ | Remowve @ @ é'J

W Corfigure Advanded Firewall
@ Corfigure Advanded Firewall
A% Conrfigure Advanded Firewall
¥ Corfigure Advanded Firewall

ﬁ Install Pa

— O
Properties  Options
Type: |Insta|| Package
Mame: |Install Package
Description:
(®) Install a single software package
Select the software package to install
Package: |CANDDDCK:.Micrcsoﬂ DPM Agent 5.1.378 English Browse...
Program:

DPM Agenrt for w.s

() Install software packages according to dynamic variable list

The list of software packages to install consists of a serfes of task sequence varables with a

common base name plus a numeric suffic starting at 01. Each variable must contain a package
ID and program name separated by a colon.

Base warable name:

Cancel Apphy

Deploy the task sequence to a collection and watch for the install through software center.



