
HOW TO INSTALL DATA PROTECTION MANAGER (DPM) 1801 ON SERVER 2016 

In this exercise, I will show you how to install DPM 1801 on Windows Server 2016 with SQL Server 2016.  

My lab setup will be as follows: 

Windows Server 2016 with SQL 2016 
4GB Memory 
250GB Hard Disk 

First we have to create these account in ADUC.  Make sure to create an OU and dump these account 

inside 

  

Next we will install SQL 2016 SP1 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



Now we will install Management Studio 16.5 

 

 

 
 



Now we will install DPM 1801. 

 

 

 
 



 

 



 
 

 



 

 
Going to restart the system and run the setup.exe again 

 



 

 



 

 



 

 



 

 

 



 

 



Now, I will install 1807 Update for Data Protection Manager 
 

 

 



 

 



 

 
 
This concludes DPM 1801 and Update 1807 install.  Next, I will create protection groups, deploy DPM 
agent to servers and other configuration. 
 
Thanks 
 
Ram Lan – 11th Aug 2018 
 



ADDING STORAGE: 
 
I created a iSCSI storage of 500GB on EMC network storage (NAS) and then opened iSCSI initiator from 
Administrative Tools and completed the connection.  After that formatted the disk.  Now, I will add the 
storage. 
 

 
 

 



 

 

 

 



PRODUCTION SERVERS & INSTALLING AGENTS: 
 
For this, I will be using Exchange Server – because, I want to backup Mailboxes for all users. 

 

 

 



 

 



 

 



 

 

 
 



PROTECTION GROUP: 
 
I am going to create a new protection group to backup EX mailbox within DPM configuration. 
 

 

 



 

 



 

 



 

 

 



 

 



 

 



 

 



 

 

 
 
 
 



END USER RECOVERY: 
 

 

  

 



 

 
https://social.technet.microsoft.com/Forums/en-US/2a38c16e-698b-4856-b071-0959cd4c90d5/data-
protection-manager-active-directory-update?forum=dataprotectionmanager 
If you get above error – do the following. 
Map DPM Server C$ on your domain controller 
Open Command Prompt and go to this location 
Run DPMADSchemaExtension.exe 

 
 

 

 
DPM 

https://social.technet.microsoft.com/Forums/en-US/2a38c16e-698b-4856-b071-0959cd4c90d5/data-protection-manager-active-directory-update?forum=dataprotectionmanager
https://social.technet.microsoft.com/Forums/en-US/2a38c16e-698b-4856-b071-0959cd4c90d5/data-protection-manager-active-directory-update?forum=dataprotectionmanager


 

  
 
After that you will get below message 

 
 

 
Now you can see AD Schema is extended 
 

  
 

BEFORE SCHEMA EXTENSION AFTER SCHEMA EXTENSION 

RAMLAN.CA Just click ok.  Don’t enter anything in the box 



ENABLE END USER RECOVERY: 

 
 

 
 
EMAIL SETTING: 

 



PRODUCTION CLIENTS & INSTALLING AGENTS ON W/S: 
 
First we will install agents on all client systems and then create protection group for clients. 

 

 



 
 

 



 

 



 
 
Now we create protection group for clients to backup user data as detailed below 

 



 

 



 

 



 

 



 
 
DPM CENTRAL CONSOLE: 
 
This console should be installed on Operations Manager server.  To install central console, make sure to 
install ops management agent on DPM server.  Remove old DPM management packs before importing 
DPM management packs (2016) within ops manager console.  After that run DPM setup.exe. 

 

 



 

 



 

 



 

 

 



 
To complete the install, import this management pack as well 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



DPM SELF SERVICE RECOVERY: 
 
Before you can use this tool we have to create a security group called dpmsqldbrecovery and add users 
that need to use this tool to recover SQL database from DPM backup without using DPM Console 
 

 
 

 

 



 

 

 



 

 

 

I did not check above box because, I want 

users recover the file to a network location 



 
 
 
Install self service recovery tool on a client computer 
 
This tool should be installed on a client workstation for users to recover SQL database without using 
DPM Server Console. 
Run setup.exe 

 



 

 

 



Now open this tool 

 
 

 

 



 
Now we are connected to DPM server.  From here you can click New Recovery Job 

 



 

 



 

 



 
Click Next to complete the recovery job.  I am not going to do because it was just a test process to give 
you all the way on how to configure database recovery using Self Service Recovery tool. 
 
This concludes most of the configuration of DPM 1801/1807. 
 
Ram Lan 
12th Aug 2018 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



VARIOUS SCREEN SHOTS: 
Management: 

 
Reporting: 

 
 
 
 
 



Recovery: 

 
Protection: 

 
 
 
 
 
 



Monitoring: 

 
Reports - Recovery: 

 
 



DPM REMOTE ADMINISTRATION TOOL: 
 
I am installing this tool on Windows 10 workstation.  Run setup.exe 
 

 

 



 

 



 

 



 
 
PACKAGE CREATION FOR DEPLOYING DPM AGENT TO W/S: 
 

 



 

 



 

 



 
 
Deploy the package to a collection and watch the install through software center. 
 
TASK SEQUENCE CREATION FOR DEPLOYING DPM AGENT TO W/S: 
 

 



 

 

 



 

 



 

 



 
 
Deploy the task sequence to a collection and watch for the install through software center. 
 
 
 
 
 
 
 


